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Version 3.0
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generating it from a RADIUS A&sssiord value
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Changed:
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Version 1.0

V.3.11.1

16 April 2018

Changed:
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EXPLANATION OF THHMBOLS USED

Symbol Description
, Courier New is used for command entry examples, command exec
Courier New
results, and program outputata.
<KEY> Keyboard keys are written in uppease and enclosed in angle brackets.

NOTES AND WARNINGS

setup.

/ Notes contain important information, tips, or recommendations on device operation and

' Warnings inform users about hazardous conditions, iafm may cause injuries or device
L damage and may lead to the device malfunctioning or data loss.
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AUDIENCE

This operation manual i;tended for technical personnel in charge of gateway configuration and
monitoring using the web configurator, as well as io§tallation and maintenance. Qualified technical
LISNB2Y Yy St aK2dZ R 06S FIEYAETAFINI gAGK GKS 2LISNI GA2Y
networks design concepts.
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INTRODUCTION

Enterprise IP PBXes SM@ and SM&GO0 are designed to provide communication in small, medium
and large enterprises.

The SM&00 and SM&GO00 PBXes allow connecting remote office® a single network and creating
remote workplaces, Hus reducing the cost of intercity and international calls. In case of office relocation,
telephone numbers will be preserved, which allows the company to always stay in touch with customers.

The high quality of voice processing by the enterprise IP PEBMER200 and SM&QO0 is provided by the
up-to-date hardware platform, support for main audio codegsG.711, G.729, echo cancellation, silence
detector, comfort noise generator, as well as traffic prioritization mechanisms.

This operation manual presentmain features of SM@00 and SM&O00. The document contains
technical specifications of these devices and their components. Also, it provides an overview of fitragede
operation and maintenance procedures.

Office IP SM@00 and SM&00 PBXs 11



1 PRODUCDESCRIPTION

11 Purpose

Enterprise IP PBes SM&00 and SM&O00 are designed to organize telephone communication within
the enterprise.

The basic configuration of the enterprise IP PBX @B is designed to connect up to 100 SIP
subscribers and can be extended to connect up to 200 subscridesa purchasing the appropriate firmware.
The basic configuration of SMEBO is designed to connect up to 250 subscribers and can be extended to
connect up to 500 subscribers.

SMG200

16 RJL1 ports can be used to connect analogue phones and/or PSTNribebdines from PBX. LAN
ports provide connection to Telecom operators networks via SIP trunks, as well as to VolP gateways (for
example, TAL24 with 24 FXS ports), in order to increase the number of FXS/FXO ports.

SMG500

The E1 ports and SIP trunks dam used for connection to PSTN. Analogue phones are connected to
SMG500 via subscriber VolP gateways, while IP pharoéectly via the data network.

The SM&00 and SM&GO0O0 are able to store recorded conversations and CDR files on SD cards or USB
drives. It is also possible to automatically upload files to external media or an FTP server.

1.2 SMG Main Specifications

Interfaces:
SMG200

- 16RFXS/FXO (R1) ports

- 4 PEthernet 10/100/1000BASE (R#5) ports
- 1RPUSR.0, 1IRUSB3.0;

- 1PSD card slot

- 1PCOM port (R832, R:5).

SMG500

- 4P] m -4B)\puvts

- 4 PEthernet 10/100/1000BASE (R#5) ports
- 1PUSR2.0, 1IRUSR3.0;

- 1RSD card slot

- 1PCOM port (R832, R:5).

12 Enterprise IP SM&0 and SM&00 PBXes



Features:

SMG200: up to 100 subscribers in the basic configuration with possible extension of up to 200
subscribers;

SMG500: up to 250 subscribers in the basic configuration with possible extension of up to 500
subscribers;

Static address and DHCP support;

IP telephor protocols: SIP, SIP, SIA, H.323;

DTMF transmission (SIP INFO, RFC2883nid, SIP NOTIFY);

SMG500:
- 4 RPE1 Interfaces;
- TDM protocols (SM&00): DSS1/EDSSL1 (ISDN PRI Q.931), QSIG and CORNET for
subscriber ID transmission, SS7 (operation in associated andapsagiated
modes);
Q.699 standard support EDSS1 and SS7 interaction;
SMG200:

- up to 16 FX% ports (increment value 8);
- up to 16FXO ports (increment valuae 8);
Echo Cancellation (G.168 recommendation);
Voice Activity Detector (VAD);
Comfort Noise Generation (CNG);
NTP support;
DNS support;
SNMP support;
ToS and CoS for signaling;
VLAN for RH, signaling and management;
Firmware update: via the web configurator, CLI (Telnet, SSH, consél8ZR3.S
Configuration and setup (also remotely):
- web configurator;
- CLI (Telnet, SSH, console-28%));
- remote monitoring;
- web configurator;
- SNMP.

SIP/SIPT/SIRI Functions

RFQ976 SIPINFO(for DTMRransmissio;

RFC 3204 MIME Media Types for ISUP and QSIGs(i§hdiP);
RFC 3261 SIP;

RFC 3262 Reliability of Provisional Responses in SIP (PRACK);
RFC 3263 Locating SIP servers for DNS;

RFC 3264 SDRf&/Answer Model;

RFC 3265 SIP Notify;

RFC 3311 SIP Update;

RFC 3323 Privacy Header;

RFC 3325-Rssertedldentity;

RFC 3326 SIP Reason Header;

RFC 3372 SIP for Telephones-13iP

RFC 3515 SIP REFER;

Office IP SM@00 and SM&00 PBXs 13



- RFC 3581 An Extension to the Session Initid®iotocol (SIP) for Symmetric Response Routing;
- RFC 3665 Basic Call Flow Examples;

- RFC 3891 SIP Replaces Header;

- RFC 3892 SIP Refen®g Mechanism;

- RFC 4028 SIP Session Timer;

- RFC 4566 Session Description Protocol (SDP);

-  RFC 5009-Reader;

- RFC 537Requesting Answering Modes for the Session Initiation Protocol;
- RFC 5806 SIP Diversion Header;

- RFC 6432;

- Q19125 SHp,

- Interaction of SIP and SIPSIRI;

- SIP Enable/Disable 302 Responses;

- Delay offer;

- SIP OPTIONS Kesglive (SIP Busy Out);

- SIP rgistrar.

1.3 Use case

The SM&00/SMG500 devices are designed to register SIP subscribers and connect to a PSTN network
via FXO port (SM200), or E1 stream (SM&D0), SIP/SHP/SIPI trunk, or H.323 protocol.

SMG-200

FXO line

Analogue phones

TAU-24.1P

Analogue phones

Fig.1 ¢ EnterprselP PBX based on SN2G0

SMG-500

4 E1(SS7, Q.931)

Analogue phones

Fig.2 ¢ EnterpriselP PBX based on SNsGO
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JLVELTEX

14 Device Design and Operating Principle

1.4.1 Structure ofSMG200
SMG200 has a submodule architecture and contains the following elements:

1 A controller inclding the following:

1 a controlprocessor
1 4 GB flash memory;
1 2GBRAM.

1 upto 2 FXS analogue ports submodules;
T upto 2 FXO analog termination submodules;
1 4-port 10/100/1000BASH Ethernet switclfL2).

See the SM@00 functional diagram in thedgure below.

~

| Ethemet X I000RASET T >

Consoles S switch

eli

UsSB 2.0 g Control Processor

> Submodule :
FXS/FXO X2 \ poeB0ie e >

USB 3.08
SD-cands

DDR4 268

eMMC
Flash 4GES

A

Fig.3 ¢ SMG200 FunctionaDiagram
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HELTEX

1.4.2 Structure of SM&00
SMG500 has a submodule architecture and contains the following elements:

1 A controller including the following:

1 A control processor;
1 4 GB flash memory;
T 2 GBRAM.

f Elstreamsubmiedzt S / nlwmT
M IP submodule SNWRM300;
1 4-port 10/100/1000BASH Ethernet switclfL2).

See the SMGOO0 functionadiagramin the figure below.

switch

|| Ethernet mm

USB 2.0 Control Processor |
Submodule SM-VPI0E
USB 3.0 (Mindspeed)

| Console Seriall

Submodule CAER

(QuadFALG) |

aMMC
Flash 4GB

=
iy
gl
DD Rﬂ
i

Fig.4 ¢ SMG500 FunctionaDiagram
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1.4.3 SMG200 Operating Principle

In the PSTNo-IPirection, the signal from the FXS/FXO ports is sent for processing to the CPU via the
internal TDM trunk, then encoded with one of the selected standards and transmitted in the form of digital
packetsto the Ethernet switch. In th&dP-to-PSTKMirection, dpital packets from the Ethernet switch are sent
for processing to the device CPU, then decoded and transmitted via the internal TDM trunk to the FXS/FXC
ports.

1.4.4 SMG500 Operating Principle

In the WDM+to-IPirection, the signal coming to the E1 streamseést to the VolP submodule via the
internal trunk, then sent in the form of digital packets to the device CPU for processing, encoded with one of
the selected standards, and transmittéd the Ethernet switch. In th&Pto-TDMXMirection, digital packets
from the Ethernet switch are sent for processing to the device CPU, decoded and then transmitted to the VolP
submodule and then transmitted via the internal trunk to the E1 streams.

It isrequiredto install both submodules, the SMP and the C4E1, for Efreams to operate on the
SMG500.

External 2 Mbps E1 streams are transmitted to framers via matching transformers. At that,
synchronization signal is extracted from the stream and sent to the common synchronization line of the device.

Synchronization li@ priority is managed at the firmware level according to the predefined algorithm.

SeeFig.5 for the device firmware architecture.

Linux
HW
Drivers

Fig.5 ¢ SMG firmware architecture
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1.5 Main Specifications

Tablebelowlists the main specifications of the system.

Tablel ¢ Main Specifications

VolIP protocols

Supported protocols

SIF k fILt
SIP
H.323

Audio Codecs

Codecs

G.711 daw (hereinaftert G.711A)
D &1 Maw (hereinaftert G.711U)
G.729 (A/B)

OPUS

AMR

Number of simultaneous calls

SMG200 50 (100 VolP channels)

SMG500 100 (200 VolP channels)
Electrical Ethernet Interface Specifications

Numberof interfaces 4

Electric connector RJ45

Data transfer rate

Autodetection, 10/100/1000 Mbps, duplex

Supported standards

10/100/1000BASH

Console parameters

RS232 serial

port

Data transfer rate

115200 bps

Electric signal parameters

Acc. to ITUI V28 guidelines

FXS interface parameters (for SMZB0 only)

Loop resistance

') G2 odn 1 m

Dial support

Pulse dialing / DTMF

Caller ID

FSK (ITT V.23, Bell 202), DTMF, Russian Caller

Subscriber terminal protection

Current/voltage protection.

/

To protect subscriber devices from
overvoltage, the linear side of the
distribution crossshouldbe equipped
with MKZ 3K cross protection modules with a
switching voltage of 400 V.

Possibility of remote measurement for subscriber line
parameters

Yes

System parameters

Programmable

E1l interface parameters (for SM&00 only)

Number ofchannels

Acc. to ITUl G.703 and G.704 guidelines

Line data transfer rate 2.048 Mbps

Line code HDB3, AMI

Output signal to the line odn + LIS F2NI mun m f
H®oT + LISIFI] F2NIT1tp m f

(Acc. to CCITT G.703 guidelines)

Input signal from the line

From 0 to-6 dB in relation to the standard output
impulse

I Not supported in the current firmware version 3.20.3.

18
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Elastic buffer

2 frame capacity

Signaling protocols

DSS1/EDSS1 (ISDN PRI Q.91 @nd CORNET
for subscriber ID transmission, SS7

Number of conference participants

SMG200/500

Maximum numbeiof participantst 40

Supported file systems for external storages

SMG200/500 MBR USB flashi FAT32, ext2, ext3, ext4
USB HDD ext2, ext3, etd
SD card FAT32, ext2, ext3, ext4

GPT USB flasli FAT32, ext2, ext3, ext4
USB HDD ext2, ext3, ext4
SD card FAT32, ext2, ext3, ext4
General Parameters

Operating temperature CNRBRY n G2 bnn c.

Relative humidity Up to 80 %

Power supply AC: 220 V-20%, 50 Hz
Leadacid battery, 12/
9 battery charge current: 1.68.1 A,
9 low battery voltage threshold indication: 11 V|
9 voltage threshold for battery deep discharge

protection: 1¢;10.5 V.

Power consumption No more than 40 W during battery charge, no mg
than 20 W without battery charge

5AYSyairzya o602 P | PR 50 SMG200 SMG500
non R noodc non R noodc

Formfactor 19" formfactor, 1U size

1.6 Design
The SM&00/SMGp n n RAIAGLH € 3 iS¢l é&a KI @S | YSGl f

The front panels of the devices akownin the figures below.

ﬁﬁ fh

e 3 e

el [=1

Fig.7 ¢ SMG500 Front Panel

ConnectorsLEDs, and camtls located on the front panel of the devices are listed inTiadole2.
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Table2 ¢ Description of Ports, LEDs, and Controls Located on the Front Panel

No.

Front Panel Element Description
1 Power Connectors Connector for 220/ power supply
2 Battery connector Connector for accumulator battery
3 SD SD cad slot
4 Console RS232 console port for local device contr@geAPPENDIX A. CAB
CONTACT PIN ASSIGNMieNgGonnector wiring
5 F Function button
6 UsSB 1 USB 2.0 port for external storage device
7 USB 2 USB 3.0 port for external storage device
8 Ethernet 1.4 4 BRJ45 ports for Ethernet 10/100/000 BASH interface
9 FXS/FXO Line 16 RRJ11 ports for FXS/FXO line connection
10 El 4 PRJ48 ports for E1 streams

The device rear pane shown in the=ig.8

i)
5 0 ®
S MM% 5 Oooo%oooo%oooOooooo%oooéjooooc%Oo%oeoooélooo%om%%oan@o%ocBé%( TOOUO DG SEB OO ORI e
||ﬂ||| 5 S S R e s L D00 TSI B, D) ? °

Fig.8 ¢ SMG200/500 Rear Panel

Tablebelowlists the rear panel connectors of the switch.

Table3 ¢ Description of Switch Rear Panel Connectors

No. Rear Panel Element Description
11 Ground connectiomoint @ Ground connectiomoint of the device
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1.7 LED Indication

The LED indicators located on the front panel show the current device status.
LED indication of the device in operation is described in Tt

Table4 ¢ LED Indication of the Device Status in Operation

LED LED Status Device Status
Off Device power lost
Power Solid green Device power normal
Solid red Fault in the device power supply circuit
Blinking red Device criical failure
Solid red Device norcritical failure
Alarm Solid green No faults, normal operation.
Noncritical problems may be present
Blinking green Warning
Status Solid green N.ormal operation
Off Firmware error
Solid green Battery is conneed, normal power supply
Blinking green Battery is charging
Blinking red and green Primary power is disabled, battery is discharging
Battery -
Solid red Battery low
Off Battery is disconnected
Blinking red Battery circuitbreaker failure

Ethernet inteface status is also shown by LED indicators built in the 100@&0bnnector, as described in
the Tablebelow.

Table5 ¢ LED Indication for Ethernet 1000/100 Interfaces

LED/Status
: Yellow LED Green LED
Device Status
1000/100 1000/100
The port is in the 1000BASEmMode, no data transfer Solid on Solid on
The port is in the 1000BASEMode, data transfer Solid on Blinking
The port is in the 10/100BASEK mode, no data transfer Off Solid on
The port is in the 10/100BASK modegdata transfer Off Blinking
Table6 ¢ E1 Stream Statedication
Indication (Tme of LEBlinking)
E1l Stream tates
(Ports 1-4, R#48)
Yellow Green

Yellow Green Status
Off Off ImMm A& RA&FOfSR Ay 3l {
Blinking (200 ms) Off Im A0GNBFYe FFAf dzNB adt
On Off Lossof Signal (LoS)
Blinking (200 ms) and off (1500 mg Off Alarm(AlS)
Blinking (1500 ms) Off LOF failure
Blinking (1500 ms) Off LOFM failure
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Off On E1 stream normal operation

Blinking (200 ms) Blinking (200 ms) RAI failurga failure at he remote side)
Blinking (300 ms) Blinking (1500 ms) Im A4GNBFY A& Ay 2LISNI
On Blinking (200 ms) Im &ad0NBlLY GSad Aa Ay
1.8 Function Button¥Q

The Pbutton is used to reboot the device, to restore factory configuration, and to recover forgotten
password.

For instructions on how to et the operating device to factoponfiguration see sectiori.8.1, Table 7.

When the factory configuration is restored, the device can be accessed by IP adaRek’d811.2 (mask
255.255.255

T via telnet or onsole: loginadmin, passwordrootpasswd
T via the webconfigurator: loginadmin, passwordrootpasswd

After that, saving the factory configuration, restoring a password, or rebooting the device can be
performed.

1.8.1 LED Indication During Device Startup aRdset to Factory Defaults

LED indication during the device startup and reset to factory defaults is described irb&laine

Table7 ¢ LED Indication During Device Startup and Reset to Factory Defaults

NoO LED Reset to Factorpefaults
"| Power Status Alarm Battery (Device Is On)
To reset the device, press thé&button and hold it down
1 Green Red Red G until all the indicators light up as described on the left, th
release the button.
2 Green Off Off 4 The boot process atts. Hold theCbutton pressed.
Presdi KE) B dailtilitReyhdicators light up as
3 Green Red Red G described on the left. Release tHbutton.
4 Green Green Green Green | Wait for the device to boot.
1.9 Saving Factory Configuration
To save the fdory configuration:
1 reset the device to the factory settings (sectib8.1);
9 connect via telnet or console, witidmin as the user name anotpasswdas the password;
1 enter theshcommand (the device changekl@node to SHELL mode);
1 enter the savecommand;
1 reboot the device with theeboot command.
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HELTEX

The gateway will be restarted with the factory configuration.

1.10 Password Recovery

1.10.1 CLI Password Recovery

To recover a password:

1 reset the device to the factory settings (sectib.1);

connect via Telnet, SSH or Console;

enter the shcommand (the device will change CLI mode to SHELL mode);
enter therestorecommand (the current configuration will be restored);

enter the passwordcommand (the device will promtfor the new password ahits
Gonfirmation);

1 enter the savecommand,

1 reboot the device with theeboot command.

=A = -8 -8

The gateway will be restarted with the current configuration and the new password.

If the device is rebooted without any additional operations, the current configunatidl be restored on
the device without password recovery. The gateway will be restarted with the current configuration and the
old password.
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1.10.2 WEB password recovery

To recover a password:

reset the device to the factory settings (see sectiod. );

connect via Telnet, SSH, or Console;

enter the shcommand (the device will change CLI mode to SHELL mode);
enter the restorecommand (the cuent configuration will be restored);
connect to the web interface via address 192.168.1.2;

go to the Wsers:Managemenflab;

change password faadminuser;

enter the savecommand in console;

reboot the device byhe rebootcommand.

=4 =4 = =4 -4 -8 -8 -8 9

l It is not recommende to save configuration from WEB interface. It may lead to loss of

2 saved gateway configuration. Use treavecommand from theSHELmode.

The gateway will be restarted with the current configuration and new password.

If the device is rebooted withowdny further action, the current configuration will be restored without
password recovery. The gateway will be restarted with the current configuration and an old password.

kkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkhkkkkkkkhkkkkhkkkk

& Welcome to SMG - 200 @

kkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkhkkkkkkkhkkkkhkkkk

smg login: admin
Password: rootpasswd

kkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkhkkkkhkkk

& Welcome to SMG - 200 *
*hkkkkkhkkkkkhkkkkhkhkkkkhhkhkkkhkkhkhkhkhkkhkhkhhhkkhkkhkhkhkhhkhkkkx

Welcome! It is Fri Jul 2 12:57:56 UTC 2010
SMG>sh

/home/admin # restore

New image 1

Restored successful
The password can be changéd web interface on this step

/home/admin #  save
tar: removing leading '/' from member names

*kkkkkkkkk

Kkkkkkhkkkkk

***Saved successful
New ima ge 0
Restored successful
# reboot
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1.11 Delivery Package

The SM&00/500 standard delivery package includes:

Enterprise IP PBX SMXB0/500;
PVC cord, B1.5, 2 m;

C13 Europlug power cord, 1.8 m;
UserManual on a CD (optional);
Passport.

=4 =4 -4 -8 4

1.12 Safety Instructions

1.12.1 Gereral Guidelines

Any operations with the equipment should comply with the Safety Rules for Operation of Customers'
Electrical Installations.

l Operations with the equipment should be carried out only by personralthorizedin accordance
H with the safety requirements.

Before operating the device, all engineering and technical personnel should undergo special training.

The device should only be connected to properly functioning supplementary equipment.

The SM&00/SMG500 devices can be operated 24f7he following requirements are met:
T!1YoASYlG GSYLISNI GdzNB FNBRY n (G2 bnn c/ T
T wStFiABS KdzYARAGE dzLd G2 yn 22 G bHp ¢/ T
1 Atmospheric pressure from 6010*to 10.7910* Pa (45@800 mm Hg).

The device should not be exposed to mechanical shock, vibration, smokewdter, and chemicals.

To avoid components overheating, which may result in device malfunction, do not block air vents or
place objects on the equipment.

1.12.2 Electrical Safety Requirements

Prior to connecting the device to a power source, ensure that its sagrounded with an eartbonding
point. The earthing wire should be securely corteddo the earth bonding pointThe resistancdetween the
earth bonding point and the earthing busbar should be less tha®arh.

PC and measurement instruments shak lgrounded prior to connectio to the device.The
potential difference between the equipment and instrument cases must not exceéd 1

Prior to turning the device on, ensure that all cables are undamaged and securely connected.
Make sure the power supplyf the device is off, when installing or removing the housing.

Submodules should be installed and removed only when the power is off, according to the instructions in
sectionl1.13.4
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1.12.3 Electrostatic Discharge SafetMeasures

In order to avoid failures caused by electrostatic discharge, we strongly recommend wearing a special
belt, shoes or wrist strap to prevent electrostatic charge accumulation (if the wrist strap is used, make sure it
fits tightly against the skjnand to ground the cord before operating the equipment.

1.13 Installation

Check the device for visible mechanical damage before installing and turning it on. In case of any
damage, stop the installation, draw up the corresponding report, and contact yoptisup

The device should be installedith access restricted only to service personnel.

If the device has been exposed to the cold for a long period of time, let it warm up at room temperature
for two hours before starting work. the device has been exged to high humidity for a long period of time,
let it stay under normal conditions for at least 12 hours before turning it on.

Assemble the device. The device can be mounted on a 19" carrier rack, using the mounting kit, or on a
horizontal perforated shié

Once the device has been installed, its csiseuldbe grounded This should be done prior to connecting
the device to power supply. An insulated multiconductor wire should be usegrfarnding The rules for
device grounding and thgroundingconducbr should comply with the Electrical Installation Code. §reund
connectionpoint is located in the lower right corner of the rear partad.8.

1.13.1 Startup Procedure

1. Connect FXS/FXO lines (for SROB), E1 streamgfor SMG500) and Ethernet cables to
corresponding gateway connectors.

Connect the power cord to the device.

3. If you plan to connect the computer to the SMG console port, connect the SMG console port to
the PC COM port, and ensure the PC is turned offgaodnded at the same point as the device.
Ensure that all cables are undamaged and securely connected.

Turn the device on and check the front panel LEDs to make sure the terminal is in normal
operating conditions.

n

o s

26 Enterprise IP SM&0 and SM&00 PBXes



1.13.2 Support Brackets Mounting

The delivery pdage includes support brackets for rack installation and mounting screws to fix the
brackets to the device case.

r}: ’
Fig.9 ¢ Support Brackets Mountihg

To install the support brackets:

1. Align three mounting holes in the gport bracket with the corresponding holes in the side panel of
the device Fig.9.
2. Use a screwdriver to screw the support bracket to the case.

Repeat steps 1 and 2 for the second support bracket.

1.13.3 Device Rack Inatlation

To install the device in a rack:

=

. Put the device to the vertical guides of the rack.

2. Align mounting holes in the support bracket with the corresponding holes in the rack guide frames.
Use the guide frame holes located on the same level of the bidlibs of the rack to ensure horizontal
position of the device.

3. Use a screwdriver to fix the device in the rack.

To remove the device, disconnect the connected cables and bracket screws from the rack, and remove
the device from the rack.

<

) ¥

<ﬂjﬂﬂﬁubbﬂu 7 FeFalulnl

Fig.10 ¢ Device Rack Installation
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1.13.4 Opening the Case

Atfirst, power off the SMG, disconnect all the cables, and, if necessary, remove the device from the rack
(see sectiori.13.3.

Fig.11¢ Opening the Case

=

Use a screwdriver to disconnect the brackets from the device case.

2. Unscrew the front panel locking screws, and then pull the front panel until it detachestfr@top
and side panels (Fif1).

Unscrew the screws on the tqganel of the device.

Pull the top panel (cover) of the device to remove it.

> w

To assemble the device, repeat all the steps above in the reverse order.

m————————————

4

J JI - e

Ml
I I—
m

M3x6 M3x5 M3x6 M3x25 M4x10

Fig.12 ¢ Types ofScrewdor SMG Assembly
Figure above shows the types of screws used to assemble the device into the case:

Bracket mounting for rack installation.
Mounting of case parts.

Mounting of boards.

Earthing screw.

PwON PR

""‘ When asembling the device, never use inappropriate screw type for the specified operatior
we | Changing the screw type may cause the device failure.
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1.13.5Installation of Submodules

The SM&00/SMG500 PBXs have a modular design and may accommodate up to 2 submo&iéS
200 supports the FXS/FXO submodules (M8S and M8O respectively), whi{808NM@ports the C4E1 and
SMVR300 submodules. The location of the submodules in the devices is shdwgmid andFig.14.

A

For the functioning of E1 streams o8MG500, both submodules, C4EAnd SMVP-M300,
should be installed. When using SM&00 without E1 streams, SMP-M300 submodule is not
required. SMVP-M300 submodule is used onlyof processing sound from E1 streams al
operates together with C4E1.
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Fig.13 ¢ Location of the Submodules in SN2G0
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Fig.14 ¢ Location of the Submodules in SN6G0
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Installation of the submodules in SMG:

Check if the device gowered on

If the voltage is present, disconrtdbe power supply.

Remove the device from the rack, if necessary (see setti$h3.
Open the device case (see sectith3.4.

Remove screws holding submodules.

Install the submodules as shownhkig.13 andFig.14.

Screw submodules with less effort.

Assemble the case and install the device in a rack (if required).

ONOOUAWNE

1.13.6 RTC Battery Reptement

RTC (an electric circuit designed for independent chronometric data metedagent time, date, day
of the week, etc.) installed on the device plate has a battery with specifications descrithedtaible below:

Table8 ¢ RTC Battery Specifications

Battery type Lithium

Formfactor CR2032 (CR2024 option is possible)
Voltage 3V

Capacity 225mA

Diameter 20mm

Thickness 3.2mm

Battery life/ expiration date Syears

Storage conditions From-20 to +35¢c

Fig.15¢ Battery Location in RTC
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If battery life expires, replace the battery with a new one to ensure correct and continuous operation of
the equipment. The replacement procedure is as follows:

arwbdpE

6.

Check if the device gowered on

If the voltage is present, disconnect the power supply.

If required remove the device from the rack (see sectioh3.3.
Open the device case (see sectith3.4.

Remove theusedbattery (

Fig.15) and install a new one in the same position.

To assemble the device, repeat all the steps above in the reverse order.

’ If NTPsynchronizationis disabled, the system date and timeilwequire adjustment after
- RTC battery replacement.

’ Used batteries are subject to special disposal.

L J

1.13.7 Accumulator battery connection

The SM&00 and SM&O00 devices are equipped with port for accumulator battery connection with
nominal voltage of 1% and charging current up to 3 A.

To avoid parasitic transition effects during switching accumulator battery supply cables and AC cables, it
is recommended to observe the cable connection procedure. If AC supply is used, the next procedure of cable
connection is recommended:

’ Make sure that the currentcarrying parts on the free end of the cable are isolated from ea
- other to avoid shortcircuit contact of accumulator battery or power supply unit.

+ —
g @ SMG-200/500

Np—e

CORRECT

+ —
battery

The battery is connected to the device with a tware cable, as shown in the figure below:

’ 'a4S hb[  -QW¥bhS&NII¥dsRectaa acGuthulator battery.

3 Do not connect accumulator batteryables to the case of the device.
Do not allow accumulator battery cable to connect to the device case or to echtvith it.
Do not grourd accumulator battery terminals.
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+? _? SMG-200/500 +? _? SMG-200/500

—

INCORRECT INCORRECT

+ —_—
? @ SMG-200/500

—e
I“—!

INCORRECT

Connection of 12V accumulator battery:

1. Connect the cable to the connector with screw clamps on the front of the device, and tighten
the screws of the connector;

2. Connect the terminals to thecaumulator battery, observing the polarities.

Disconnection of 12V accumulator battery:

1. Disconnect the terminals from the accumulator battery;
2. Loosethe connector screws on the front of the device and remove the cable from the connector.

The recommended pcedure for switching the AC power when the system is powered by an
accumulator battery:

AC supply connection (~220V):

1. Connect the power cable to the device;
2. Plug the power cablto the electrical outlet

AC supply disconnection (~220V):

1. Unplug the powerablefrom the electrical outlet
2. Unplug the power cable from the device.

32
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2 GENERAL GUIDELINEK GATEWAY OPERATION

The easiest way for configuring and monitoring the device is to use the web configurator.

To prevent unauthorized access to the devicas itecommended to change the password for access to
telnet and console (default usernamadmin, password:rootpasswd and the administrator password for
access to the web configurator. For setting password for access via telnet and console, see 38&ion
Changing Device Access Password viaFGL ketting password for access via the web configurator, see section
3.1.25Management menult is recommended to writdown and store the set passwords in a safe place which
is inaccessible for intruders.

To prevent the device configuration data loss, e. g. agset to factory defaults, it isecommended to
make configuration backups and save them on a PC each tim@csighchanges are made.
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3 DEVICE CONFIGURATION

The device provides @ébnnection options: the web configurator, the Telnet protocol, SSH, 23RS
cable connection (for access viaR&®, SSH, or Telnet, use CLI).

/ All settings are applied without rebootig the gateway. To save configuration changes into t
v non-volatile memory, use theBervice/Save Configuration into Fla@menu in the web
configurator.

3.1 SMG Configuration viaveb configurator

To configure the device, establish a connection to the deiriceweb browser(hypertext document
viewer), such as Firefox, Opera, Internet Explorer. Enter the IP address of the device in the browser address
bar.

A"/ SMG factory default IP address: 192.168.1.2, network mask: 255.255.255.0.

As soon as the IP addressintered, the device will request username and passwbihé. language to be
used in the interface can be also selected here.

Signaling & Media Gateway

Usemame
Password
Language | English v

Login

Y Initial startup usernameadmin, password:rootpasswd

When the web configurator access is established,\8ystem InformabnCpage opens.

= q
".: > Signaling & Media Gateway Configurator © No alarms Users: Management

System info ects Service Help  Exit Ru En
Sections System info

(] System settings

Current time Wednesday May 23 17:17:20 NOVT 2018
-3 Monitoring .
B Software uptime 00d 04hour 08min 40sec
P ===y System uptime 00d 04hour 08min 49sec
(] cPu load graph
[ Active calls monitoring Software:
i (] Aarm events st Software version V.3.11.2.2781 200/PBX/RCM/VAS/REC/IVR/40VNI Build: May 21 2018 06:52:45
i + (] etwrork inferfaces SIP-module version  3.11.1.6
i i Local disk drives VR medule versrion 0 0.0.2.205.683935-0.0.2.121.526879
i [ Queue statisties VR module versrion 1 3.4.1.99.232321-3.4.1.151.002579
(] COR settings
B+ Dial plans Factory settings:
i i~ Dial plan # 0 "NumberPlan#0" Mode! SMG-200
B3 Call routing Revision w2
¢ e[ TrunkGroups /N VIS5000042
i L[] SiPinterfaces MAC address AB:F9:4B:2F:2F: 24
[ Trunk Directions
Licenses:

-5 Intemal resources
MG-P )
i i-[] 557 Gategories SMG-PEX (200)

SMG-RCM

£ 2] Access categories SMG-VAS
-] PEX profiles SMG-REC
i SMG-WNI (40
~[[] FXSIFXO profiles SMG-TVR
[} Modifiers tables
[ @:850-cause to SIP-reply mapping Network settings:
() scheduled routing 1P-address 192.168.1.20
[ Hunt groups Gateway 192.168.1.123
i e[ Pickup groups Primary DNS Not set

-] Voice messages Secondary DNS Not set

[} StP-repiies list to switch on reserve.
i Q850 release causes fist
B3 VR

&[] Scenarios list

i i[] Toneslist
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The figuredelowillustrate navigation in the web configurator.

Management
menu

Alarms Autharization
Control panel

Signaling & Medla Gateway Configurator © No alarms

M 2 Moriterng e i
- ey Name  [Miain Interface
R I— language

Save:
Cheuk dial plan by nunber sT L W[ Geann
Senrch masks hy templste

Ucfault vAS prefixes | Set defaut

Preles i e J el plan

e wli Wasks fo CuPN Mashs for CaPN (0 Tywe Obizcl | CalleD | CalliDm. | Dialmede Priun Ly
0 SRIORO_G57 (A0 K (TTTTTIT7240088) > TUNGMIT | TumkasE_1 - - eenanie ) 100
(661 =

1 Fref - siarlss (s ek AINO0[ETTFRMONSE) > W TUACT T | Trinkasersk - - e change( ) nn
2 | Prenalotuma ant (e sk, (24[0-3J0xx) — TN frunk 7g - - Tochatge () 00
3 Prefis ROEC i sk, Mlxxal = etse - - e change (=) 100
4 PrinUECES i ks (10x233333333333) = T aECSS e eharae (=) 100
5 PrieTRERSTAN (e weai, [ e1a e enanye (-) 100
B | merensin_s A e (e we i me1as - - Teenanie( ) aun

Fremsac 1 10 me sk 0 mzsk, [N B - cnage (-) 00
8 PreiS3c 3 i k) 10 sk Tun£3C 3 - - 16 charge (=) 100
[ Prui53C_0 iho k) {10 ke Tun+£35_0 1w eyt (=) 100

v | <o in the mk = == show CurreaT paze 1 Smm o

b &

Management
icons

Control Settings field

Navigation tree buttons

Fig.16 ¢ Navigation in the Web Configurator

The user interface window is divided into several areas.

il

Navigation tree; enables management of the settings field. The navigation tree represents a
hierarchy of management sections andsted menus.

Settings field; is defined by user selections. Allows user to view device settings and enter
configuration data.

Control panet a panel to control the settings field and firmware status.
Control menus, drop-down menus in the control panelifthe settings field and firmware status.

Alarmsg displays the current highegtriority fault and serves as a link to work with the fault
events log.

Authorization ¢ a link to work with passwords that are used to access the device via web
configurator.

Interface language; the buttons to switch the interface language.
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1 Managementiconsg controls to work with objects in the settings field; the icons duplicate the
Objects menu of the control panel:

T Add Object;

Pl T Edit Object;

%7t Remove Object;
T View Object.

1 Control buttonsg controls to work with the settings field.

To preventunauthorized access to the device in the future, it is recommended to change the password
(see sectior8.1.25Management meny

g' The 9 button (Hint) located next to the editing element provides an explanation for
particular parameter.

3.1.1 System settings

System settings

Basic settings Autoupdate setiings Upload configuration RingBack settings

System settings

Device name  |SMG200

Backup unsaved changes %/

Local disk drive for traces | default v
Active dial plan count |1 w
MNumbering plan wait for applying
Local disk drive for alarm logging | not set A
Alarm indication

CPU load

RAM usage

Local disk drive free space

Save Cancel

1 Device name the devicename This name is used in the header of the device web configurator;

1 Backup unsaved changesf this option isenabled, the device creates a backup copy of unsaved
configuration changes every 60 seconggh the possibility of their further restorationfFor
example, there were some unsaved changes on the desitdthen a power cut occurred. If the
option was enalded after the devicestarted, the web interfacewould display a window
suggesting to restore unsaved changes;
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Local disk drive for tracesthe device can save the debug information (tracing) to randmTess
memory (RAM) or to the drive installed:

- default¢ debug information is stored to the randeatcess memory;

- /mnt/sdX ¢ the path to the local driveit is displayed when the drive is installed. If the
drive option is selected, thiogs directory will be created on thdrive to store tracing
files.

Active dial plan count ¢ the quantity of simultaneously activdial plars (dial plans) up to
16independentdial plars can be configured with a possibility to add subscribers and create a
customizedcall routing table;

Numbering plan wait for applyingwhen this option is checked, SMG will not apply changes in
dial plan until a special confirmation. This option can be useful when working with déae
plans, since it helps to avoid long processing after each change of settings;

Local disk drive for alarfogging ¢ selecs the drive to write down critical alarm messages into
the nonvolatile memory. This option can be used when determining the cause for the equipment
restart or failure;

I /mnt/sdX ¢ select the path to the local drive. When this option is checlkd, system
creates an alarm.txt file that contains details of failures.

Using VolP submodulesoption is used for enabling SMP submodules of SM&DO0.

Example of alarm.txt file

0. 24/09/13 20:03:22. Software started.

. 24/09/13 20:03:22. state ALARBYnc from local source, but sync source table not empty
. 24/09/13 20:03:22. state OK. PowerModule#1. Unit ok! or absent

. 24/09/13 20:03:31. state OK. M&mdule lost: 1

. 24/09/13 20:03:34. state OK. M&®dule lost: 2

. 24/09/13 20:03:38. stat®K. MSknodule lost: 3

. 24/09/13 20:03:42. state OK. M&#dule lost: 4

D 01~ WDN P

File format description:

nx MEveM séquence number;

H M K N dogemeatXccurrence date;

20:03:22¢ event occurrence time;

ALARM/OK current status of the event (O&the fault is resolved, ALARMNthe fault is
active).
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Table9 ¢ Alarm Message Examples

Alarm Message

Meaning

Configuration error

Configuration file error

SIPTmodule lost

Failure of a firmware module responsible for VolP operati

Linkset down

SS7 linkset failure

ElLine alarmed

E1 stream failure

SS7Link alarmed SS7 signal channel failure
Sync from local source, but sync source tal Synchronization source is lost
not empty

ElLine Remotaalarm

E1 stream remote failure

Sync fron not most priority source

Primary synchronization source is lost, the current source
has a lower priority

Upload server error. Ch$end failed

Sending a CDR file to remote storage is failed

Software started

The device firmware has been started

1 Use of ¥IP submodules select the SMVP submodules to be used.

Alarm indication

1 CPU load when this option is active, a high CPU load results in fault indication (the ALARM LED

turns on and the alarm is registered in the alarm log);

1 RAM usage when this optionis active, usage of over 75% of RAM results in fault indication (the

ALARM LED turns on and the alarm is registered in the alarm log);

1 Local disk drive free spatewhen this option is active, if one of the external drives with capacity
less than 5 GB imore than 80% full (or there is less than 1024 MB of free space on an external

storage device with capacity exceedb&B, there will be an indication of an accidethid ALARM
LED turns on and the alarm is registered in the alarm log

Autoupdate setings

System settings
Autoupdate seftings

Autcupdate settings

Enable autoupdste
Source
Protocol

Authentication

Username

Password

Server

Configuration update

Configuration file

Configuration update interval, min @
Firmware upgrade

Firmware versions file

Firmware upgrade interval, min @

Save

Upload configuration  RingBack setfings

Static

TFTP v

update.local

e0.d9.e3.7e.db.17.cfg

30

SMG200.manifest
30

Cancel

SMG can automatically receive configuration and firmware version files from the autoconfiguration
server (hereinafter referred to as the server) at specified intervals.
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After downloading the configuration, SMG will wait for all active calls to bgpteted, and then apply a
new configuration. Or, the configuration will be applied during the reboot, together with the new firmware
version.

The firmware version file contains details of the firmware available on the server: versions and file
names. In tlke same placepne can specify the time allowed for the update. The file format should be as
follows:

<firmware version; <firmware file name>; <allowed update time, hour>

1 The firmware version is specified completely before the build version;
9 The firmware ife name should have a .bin extension;

1 The allowed update time may be absent. In this case, SMG will be updated shortly, when there are
no active calls. If the allowed update time is specified, SMG will only be updated at the specified
time interval.

Exampe of a firmware version file:

3.14.0.3057.sm@00 firmware_314.0.3057.bin
3.16.0.3247.sm@p00 firmware_316.0.3247.bin;9-13

1 Enable autoupdate enables automatic updates of configuration and firmware files;
1 Source; selecsthe source of server information

1 Staticg the server information is written down and stored at the SMG PBX in the
corresponding field;

1 DHCRinterface namey; the server information will be obtained by the selected DHCP
interface from option 66; information about the version file namendathe
configuration filewill be obtained from option 67.

Protocolg selecs the server connection protocol;

Authenticationg uses authentication to access the server (for FTP, HTTP, HTTPS);

Userramec auser name (login) to access the server;

Password; a password to access the server;

Serverg IP address or domain name of the server It is used when the Static source is selected;

Gonfigurationupdate( allows configuration updates from the server;

Configuratiorfile ¢ name of the configuration file. Théd name should have a .cfg extension and

not exceed 64&haracters in length;

1 Configuration update intervamin ¢ how often the server is checked for the presence of a new
configuration;

1 Armwareupgradec allows firmware updates from the server;

1 Firmwareversiors file ¢ the name of the firmware version file. The file nhame should have a
.manifest extension and not exceed édaracters in length;

1 Firmware ugradeinterval, ming how often the server is checked for the pence of a new
firmware version.

= =4 -4 —a -—a _—a -—a
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Upload configuration

System settings

RN ECE S E | nload configuration RingBack settings

Upload configuration
Enable autoupload | &

Protoced || TFTP »

Senver | |192.168.113.129
Part | |69
Path to file | [fsmg200/cfa/
Usermname
Password | [=esses

Save || Cancel

SMG PBX can automatically upload its configuration to an exteRITFTP/SGRrver each time its

saved to norvolatile memory.

= =4 -4 —a -—a -—a -2

RingBack settings

Enable autoupload enablesthe configuration upload function;
Protocolg selecsthe protocol for uploding.FTP, TFTP, and SE® supported;
Server IP address of the server to which the file is uploaded;
Port¢ the server port to which the file is uploaded;

Path to fileg the directory on the server to which the configuration file will be saved;
Userrame ¢ the authentication user name when using FTP;
Password; the authentication password when using FTP.

System settings

Basic sefings  Autoupdate settings Uplead configuration s at=la =Tt I

Directory name | |ringback

RingBack zetfings
Local disk | | /mntfmmcblkipt v

File name | bob-marsy.wav | Browse |
Mode | | RingBack A
Save I Cancel

RingBack setting® | £ f 2 gsi O K IRY BRY BA y 3 6 Clidige Rirgd$ = (fehgidIR

=A =4 -4 A

Mode

Local disk a path to an extenal storage where audio files will be kept;
Directory nama a hame of the directory on the external storage where audio files are kept
File namer selecsfile for playback as a ringback tgne

1 RingBack standard ringback tone
1 Audio filet seleded file to playback as a ringback tone.
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TheBrows&xsubmenu allowshe userto load, select and deletaudio files as ringback tones:

Browse file: imnt/mmcblkipdringback + =

0 2lwav

#r

1 answ er_tone.wav

2 bob-mariey.wav [

*r

3 pharrell-williams-happy.wav

Upload Apply | | Cancel

Audio filesshouldbe in WAV format, codec G.711a, 8 bit, 8 kHz, mono.

1 Uploadt upload an audio file of the ceaain format
1 Applyt select needecudio file
1 Cancet exitfromi K Browd&€submenu

Whey O2Yy FAIdzNRA Yy 3 Ny 30 |, stlectiédRayid® fild iy apphi¢ddozall sBbscrides and A y
trunk groups of the system.

There are several level$ settings: more detailed level has a higher priority.

1. System settings of ringback tone
2. Ringback tone settings for trunk groups and PBX profiles.
3. Ringback tones settings for subscribers
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3.1.2 Monitoring
3.1.2.1Telemetry
This section describes the readirgfghe telemetry systensensors installed on the device.
CPUoad

USR; percentage of CPU timdilization by user applications;

SY§ percentage of CPU timgilizationby core processes;

NIC¢ percentage of CPU timatilization by applications with a ndified priority;
IDLE; percentage of unused CPU resources;

I0¢ percentage of CPU time spent on I/O operations;

IRQc percentage of CPU time spent on processing of hardware interruptions;
SIRQ@; percentage of CPU time spent on processing of softwarerimpéons.

1
1
1
1
1
1
1
122lm AGNBFY Y2y-500enNyNRy3d o0F2NJ {aD

3

This section of the menu displays information about the installed chip on the C4E1 (M4E1) submodule, as
well as monitoring and statistics of E1 streams.

Sections

j System setfings
B3 Monitering

E1 streams

M4E1 submodule info: QFALC_v3.1, ID 0x20

----- j Telemetry
""" O Stream number 1 2 3 4
----- j E1 channels ® ® ®
----- j CPU load graph State LOS LOS LOS LOS
j iciiveicallz momtoding D-channel state down down down down
[ Atam events list Statistics collection time, sec 19769 19760 19762 19769
""" Foanis Slip up 1432 1432 1431 1430
""" ﬂ ';’“' disik:r:"es Slip down 1 1 2 2
..... | usue siatstucs
j Synchronization sources RX bytes 0 0 0 0
j CDR sefiings TX bytes 0 0 0 0
565 Ef streams Short packets 0 0 0 0
_____ [ Stream 1 (S57) Big packets 0 0 0 0
_____ _r] Stream 2 (S57) RX Overflow 0 0 0 0
..... j Stream 3 (S57) CRC errors 0 0 0 0
..... j Stream 4 (557) TX underrun o o 0 0
El-[C3 Dial plans Code violation counter 0 0 0 0
¢ %[ Dial plan # 0 "NumberPlan#0" CRC Error Counter / PRBS 0 0 0 0
- Call routing Eit error rate 0 0 0 0
b TrunkGroups Select
S57 Linksets
SIP inferfaces Reset counters Remote Loop PRBS test PRBS test with Local Loop Stop test
i Y Trunk Directions

Stream parameters:

1 Statec data flow state:

WORK; data stream is in operation;

LOZ; loss of signal;

OFF; data stream is disabled in configuration;

NONE submodule is not installed;

AlISc alarm indication signal (signal that contains all ONES);
LOMFg multi-frame alarm indication signal (loss of mukifne);

RAIc remote alarm indication;

TEST, data stream test indication (PRBS test, local or remote loop)

= =4 -8 -4 -8 _a_°a_2
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1 D-channel state; D-channel sate, service management channel:
1 upc¢D-channel is active;
9 downc D-channel isnactive;
1 nogthere is no management emnel for data stream;
9 off ¢ stream signaling is disabled.
Statistics collection time, secstatistics collection period, in seconds;
Slip upc number of positive bit slips for the stream;
Slip dowrg number of negative bit slips for the stream;
RXbytes¢ number of bytes received from the stream;
TXbytes¢ number of bytes sent to the stream;
Short packetg number ofreceivedpackets which size is less than standard,;
Big packetg number of packets which size is bigger than standard;
RXOverflow¢ buffer overrun error counter;
CRrrors¢ CRC error counter;
TXunderrung stream transmission failure counter;
. 2RSS @A 2t I¢8igna gode@eqdeyicé fiNde counter;
CRC Error Count®RBE/ w/ S NNE NJPRBStebthddd;e@ O A Yy a
Bit error rate¢ number of bit errors for the stream.

=A =4 =4 4 -4 -4 4 -4 -8 -—a -2 -—a -

The following buttons are located under the table of E1 channel parameters:

1 Reset counterg, 6 KSy OKS Oy S &Butio® fo xeSet theltollected statistics for the
selected stream:;

1 Remoteloog | m LJ G K h@awhichsigraiéceivdd throughi KS 02y y SOG SR
is transmitted back into the same stream;

1 PRBS teqt enables pseudorandom sequence output to the output port of the unit (transmitted
0§KNRdzZAK (G4KS O2yySOGSR 1 m &leNdllby én@ibled at thei it i =
Ay Ldzi LER2NI 61m a0NBIY NBOSLIIAZ2YyU0 FT2NJ 0KA& &
quality. Number of errors and analysis time counter will be displayed in the stream information
window;

T PRBS test with local loapE1l path test mode, where external line is disabled and the signal
transferred by the unit is transmitted into the input of the same unit. Pseudorandom sequence
output will be enabled to the unit output port; input port will operate in the error detection
mode;

1 Stop test; disablestest mode.
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This section contains information on E1 stream channel status. In the upper part of the field, there is E1
stream channel matrix, where channel numbers are defined in rows and stream numbers are defined in
columns their assigned signalling protocol listed in parentheses). In the lower part of the field, there are

information tables and the management table.

Information tables

Sections E1 channels
J System settings
E-£3 Monitoring Elchannelnumber 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
i--[] Telemetry @ Stream1(887) || o (C|C|C|o |0 |o|C|C|e|o|o|(o|0|ae|e|e|e|(o(o|o|o|o|ae|e|o||(o|e|e
i--[] E1 streams @sSteam2(SST) o olalalolo oo o olalolalolo o olalelelalololo o oolalelolole
ﬂmph @ Steam3(8S7) |o|o|o|c|e|o|o|o|jo|c|e|a|o|o|o|o|o|e|a|o|o|o|o|o|lo|o|o|o|o|o|a|C
[ Active calls monitoring @ Stream4(S57) (o | o (OO (0|00 O o e|e|oole o o olololeooeooeoo ool
[ Alamm events list
[ Network interfaces call i ion on # state Channels state
j Localdisk\‘jlri‘..fes Port/channel B | NONE o | Off
<[] Queue statistics Connected port/channel o |oFF o |1die
j Synchronization seurces
[} COR ssttings :tur:nected Callref @ |ALARM @ | Block
ate
B3 E1 streams LOS &5 | Incoming dialing
[} Stream 1 (557) State timer ® &
0 sieam 2 Incoming SS7 category @ AS = | Outgoing dialing
= - "
-] stream 3 (557) Incoming CaPN @ |LOF 3| Incoming alerting
-] Stream 4 (S57) Incoming CgPN @ |LOMF Q Cutgoing alerting
SR JEHE S Outgoing SS7 category WORK/RAI Busy, Release
i i[] Dial plan # 0 "NumberPlar#0" gong gon e B v
€5 Call routing Qutgoing CdPN @ |WORKISLIP| | [V |Talk
[ TrunkGroups Qutgoing CoFN @ |WORK [ |Hoia
-] 857 Linksets .
TEST Waitin
j SIP interfaces % L] 9
j Trunk Directions EEJ) 3way, Conference
E--?}Imernal resources @ Service dialing
i i~[]] 557 Categories
Y

Callinformation on

channel #:

1 Port/channel; this section is divided into two parts:

1 Sonalling protocol (PRI/SS7);
9 Port location: Stream #:Hannel #.

1 Connected port/channe] this section is divided into two parts:
9 Connectedport signalling protocol (PRI/SS7/VolP);

1 Connectedport location:Stream #: Channel # for PRI/98YolP submodules VolP
channel #
1 Connected Callrefcall identifier for linked channel,;
§ Statec channel state:

Off ¢ channel is disabled;

Blockg port is blocked;

Init ¢ channel initialization;

Idlec channel is in initial state;

In-Dial/ OutDial ¢ inward/outward daling;
In-Call/ OutCallg incoming/outgoingengagement
In-Busy/ OuBusyc busy tone generation;
Talk¢ channel is in speech condition;
Release; channel release;

Wait-Ackg waiting for acknowledgement;
Wait-C1Dg¢ waiting for CgPN (Caller ID);
Wait-Num¢ waiting for dialling;

Hold¢ subscriber is on hold.

=8 =8 =8 =8 -8 -8 8 4 8 a4 -9 9
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Statetimer ¢ channel last known state duration;

Incoming SS@ategoryq SS7 category of an incoming call before modification;
Incoming CdPN callednumber before modification;

Incoming CgPHN callingnumber before modification;

Outgoing SS7 categogySS7 category of an incoming call after modification;
Outgoing CdPMN callednumber after modification;

Outgoing CgPMN callingnumber after modification.

Streams state information table with matrix symtml interpretations:

State¢ stream state:

=4 =4 -8 -4 -8 _8_9a_°8_4_-29_-2

NONE,, nlm &adzoY2RdzZ S Aa y20 | @FAflofST
OFF; stream is disabled in configuration;

ALARM,. n9mM adzoY2Rdz S AYAGAFETATFGAZ2Y SNNP
LOS; signal is lost;

AlSc alarm indication signal (signal that contains all ONES);

LOF¢ loss of frame;

LOMFR¢ multi-frame alarm indication signal (loss of multiframe);

WORK/RA¢ remote alarm indication;

WORK/SLIPSLIP indicatiofor adata stream;

WORK; data stream is in operation;

TEST, data stream test indication (PRBS test, lmralemote loop)

Channelsstate ¢ information table with matrix symbol interpretation:

State¢ channel state:

= =4 =48 -4 -8 _a_4a_°a_4a_-2°

1
1

LT 2yS 27

Off ¢ channel is disabled in the configuration;

Idle¢ channel is in initial state;

Block¢ channel is blocked;

Incoming dialing; incoming caldialing;

Outgoing dialing; outgoing call dialing;

Incoming alerting; incomingengagement, callings free;

Outgoing alerting; outgoingengagement, callet free;

Busy, ReleaseOK | Yy St NRdn&dere&ton; Wo dza & Q
Talk, Hold; channel is in calltate, on hold;

Waiting ¢ waiting for a response from the opposite party (waiting éogagement
acknowledgement, caller ID, and dialing number);

3way, Conference conference mode (BVAY or Add on conference);
Service dialing call service numbers of VAS

0 KS . indtalled iT4EG duBniddate & Aot ikstalled; 8ndnnel monitoring is

unavailabléwill be generated.

Channel state updates in 5 seconds interval.
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Link management

To enable stream management, lefick the stream name.hE field will become highlighted, for
example, the screenshot below shows the information for Stream 1 (SS7). N&&/itink managemeérnable,
select the field with the required action and leflick it. Popup informational messagen the command
execution will be shown on screen.

Sections E1 channels
-] ] CPU load graph -
L] Active calls monitoring Etchannelnumber 0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 36 27 |28 29 30 31
Al rents list
e @ Steam 1(357) |0 |00 0 0 olo|e|elolo oo oloololo oo oleelalaooooooo
elwork interiaces
Local disk drives @ Stream 2(S87) | o (o |0 |0 oo o|o|e|o|oo o o ojoelalol0 00 oo alaoao o olalo
I Cusue stalistics @ Stream3(887) || |0 |0 ¢ ool |e|0 00 o e|e0|0 0 0o c|eeeloo ool
] Synchronizat
ﬂcg";ml:"””““’“s @ Srean4(sST) |Gl e oo oo ole|ale|olo oo leleloe o oolelaleolo o oelle
I seflings
E"'bz it[eamsl . Call information 1 on channel# | Streams state Channels state Link management
L] Stream 1 ( ]
[ Stream 2 Portichannel - | |3 NONE o |Off Send LUN
Sheam 3 Connected port/channel -| | oFF o |1de Send LIN
-] Stream 4 (S57) Connected Callref | @ |ALARM @ |Block Send LFU
B @Dial plans State - @ Los = ing dial Set congestion state
[} Dial plan # 0 "NumberPlanz0” State timer - & |Ineoming ING | e ar congestion state
7 bcja"Tmm::z f Incoming 857 category S| (@A = | Outgoing dialng Set local processor outage
runkroups =
[} 557 Linksets Incoming CdPN -| |@ LoF &b |Incoming alerting | [ ciear jocal processor outage
..[] SIP interfaces Incoming GgPN -| | @ LOMF i | Outgoing alerting | | Invoke normal link restart
-] Trunk Directions Qutgoing 887 category - | | WORKRAI | | B |Busy, Release Invoke emergency link restart
=)~ Internal resources Qutgoing CAPN - ] Stop link
@ WORK/SUP| | [? | Talk
«-[ ] 57 Categaries i _
[ Access categaries Dutgeing CoPN @ WORK f |Hod
- ] PBX profiles # TEST ¥ |Waiting
[ Modifiers tables I’ | 3way. Conference
[ ] @931 timers
[ ss7 timers (| Service dialing
[} (1 850 rancs tn SIB.cenky mannin

SS7 link managemerg SS7 signal link management table:

Send LUN send link uninhibit signal;

Send LIN send link inhibit signal,

Send LFd send link forced uninhibit signal;

Set congestion stateset signal link ovesld state;

Clear congestion statecancel signal link overload state;
Set local processor outage

Clear local processor outgge

Invoke normal link restayrt

Invoke emergency link restart

Stop link

=4 =4 =4 = =8 -8 -8 -8 -89

SS7 channel management

Sections E1 channels
L] system setiings
E-& Manitoring Etchannelnumber 0 ' 1 2 3 4 5 6 7 8 9 10 1112131415 16 17 1819 20 21 22 23 24 25 26 27 28/29 30 31
[] Telemetry @ Steam 1(857) o o oo o o 00|00 0 oo|o|olo|o|lo|oolo|e|le|elc|le|leleio o oo
[ E1 streams @ Sream2(SS7) | O o (O |0 (0|00 (|00 |0|o|o(o|o|o|o|o|o|o|o|c|o|o|e|oc|e|ec|o|o|e|C
[ CPU load graph @ Sream3(887) (oo |0 |o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|c|o|o
[ Active calls monitoring @ Sream4(357) |0 0| 0 00|00 0000 00|0000|0|000|e|e|C|C|C|lC|o o oo
[] Alarm events list
[ Network interfaces Call i tion 1.0n channel #18 Streams state Channels state 57 channel
] Local disk drives Port/channel SS71118 | | NONE o | of Block channel isend BLD)
i (] Queus statisties Connected port/channel |- @ |oFF o lde Unblock channel (send UBL)
Synchronization sources
(e Connected Callref - ® ALARM @ Block Reset channel (send GRS)
State oft = P Local block
-3 ET streams @ LoS & | Incoming dialing
() Stream 1 ¢ State timer 00-00:00 Local unblock
1) Stream 2 (557 Incoming SS7 category |- ® As = | Outgoing dialing | [0l ace (send REL)
[ stream 3 ¢ Incoming CdPN - ® LOF &F | Incoming alerting | Rejeaze complete (send RLC)
-] stream 4 (s57) Incoming CgPN - @ LOMF gt | Outgoing alerting | | Run continuous-check test (send CCR)
E'@Ea‘;‘a‘"sl s Outgoing SS7 category |- (3 |WORKRAI | | 5| Busy, Release | | Stop continuous-check fest
éﬁlﬂﬂl‘ :m';;" Outgoing CdPN - @ WORKISLIP| | [V Tak Show continuous-check test state
~~[] TrunkGroups Outgoing CgPN - @ |WORK { |Hou
~[] 857 Linksets Disconnect the call TEST § | waing
[} sP interfaces ®
(] Trunk Directons | 3vay. Conference
[EHC3 Internal resources &%) Service dialing
i ke[ 957 Categories
= ?
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To enable management for a chaeinn a stream, leftlick its icon. The field will become highlighted, for
example, the screenshot below shows the information for Channel 18 in Stream 1 (SS7). Next, in 'SS7 chann
management' table, select the field with the required action and-¢#ék it. Popup informational message
about the command execution will be shown on screen.

It is possible toperform group operations for channels in a stream. To do this, select the rang
channels while holding <SHIFT> key.

SS7 channel managemeqtSS7 (CIC) channel management:

Block channel (send BL{yend BLO message to block channel,

Unblock channel (send URL3end UBL message to unblock channel;

Reset channdsend GRY)send RSC message;

Local bloclg block channel locally without sending® message;

Local unblock cancel local block;

Release (send REL9end REL message;

Releaseomplete(send RL@)send RLC message;

Run continuousheck test (send CGRun continuouscheck test by sending CCR
message;

1 Stop continuousheck test;, forcibly terminate channel continuity test;

1 Show continuousheck tesstate ¢ show the current channel continuity test state.

3.1.2.4CPUoad graph

= =4 =48 -4 -4 _a_a_2

This section contains information on ClRiad in real time (16minute interval). Statisticgraphsare
based on averge data for each-8econd device operation interval.

© TOTAL Q

1000 930 900 830 800 730 700 630 600 530 500 430 400 330 300 230 200 130 100 030 000
[ ]

To navigatemongspecific parameters in monitoring charts, use @ and[a buttons. To enhance
visual identification, all charts have different colours.

TOTAI total percentage of CPldad

I0¢ percentage of CPU time spent on I/O operations;

IRQc percentage of CPU time spent on processing of hardware interruptions;
SIRQ; percentage of CPU time spent on processing of software interruptions;
USR; percentage of CPU time ugdition by user applicatius;

SYS percentage of CPU time ugdition by core processes;

NICq percentage of CPU time ugdition by appliations with a modified priority;
CPU 0..8 view theloadof each CPU core separately.

=a =4 =4 -4 -4 -8 -8 A
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3.1.2.5Active Calls Monitoring

The WolP submodules lo&dindow displays sound mixer channel occupancy, and the state eVBM
M300 submodule installed on SMEBO.

VolP submodule load
State Active count
Work 0

Payload
0.0%

Type
Ma2359

The SMVP submodule of SMGO0O0 is designed for converting mediaaffic in the E1t VolP
direction. The submodule is not involved for processing nmeedraffic in the VolPt VolIP
direction.

|

TheYctive Calls Monitorir@vindow displays state indicators for each pofhe'€hannel stateQvindow
shows indication description, see below.

Sections Active calls monitoring

[] System settings
=3 Monitoring

VoIP submodule load

[ Telemetry Type State Active count Payload
[ €1 streams 182350 Work 0 0.0%
[} E1 channels - P
-[] CPU load graph Active calls monitoring
8] Acive calls monioring| olo/o|eo|e|o o|o|e olo/o|o/c|olo elo|e|o|e|e|[o|oloe o
<[] Alarm events ist 01|23 |4|5|6[7 (8|9 101121314 |15|16|17 |18 19|20 21(22|23|24|25|26|27 |28 |29 30|33
] Network interfaces CC 00 Q0000 Q¢ Q0 0 0 00 ¢ 00 00 < Q0 Q0 0 0 C|0
~[] Local disk drives 323334353637 38|39 |40 |41 42|43 44 | 45|46 | 47 |48 | 49 | 50 | 51|52 | 53 (54|55 |56 |57 | 58|59 | 6061|6263
[ Queue statistics CC 0Qe Q0 0 00 ¢ 0 00 ¢ o 0 Q00 Qe Q0000 QC Q0
[ Synchrenization sources 64 65|66 |67 | 68|69 |70 | 71|72 |73 74|75 76 77|78 |79 80|81 82 83|84 85|86 |87 83|89 90| 91|02 93] 94|85
Sy za c
(] CDR sefiings G ¢ o e Q0 0 0 ¢ 0 Q0 ] =] Qe ¢ Q0 0 |0
B3 E1 streams 96 | 97 | 98 | 99 |100/101/102|103|104|105 106|107 108 109|110 | 111|112| 113|114 115|116 117|118|119|120|121|122|123|124|125 126(127
[} swream 1 s ololo|o|o|e|le|/o|ele|e|e]e]e oo ole|[ele|lele|o|o
O 128(129|130|131|132| 133|134 135|136 137|138 139|140 | 141 142|143 144|145 146 147|148 149|150 151 152|153 | 154 155|156 157 158|150
Os CC 0e Q0 000 ¢ Qo 0 oo 0 OO o000 0O QOO
O 160(161|162 (163|164 (165|166 167|168 | 169|170 171|172|173|174|175 176|177 | 178|179|180| 181|182 (183 | 184(185 186/ 187|188 | 189|190 191
-3 Dial plans G e 0e Q0 000 ¢ Qo0 e 0 OO0 e Q0000 Q0O O

192/193 /194|195 196|197 198 199|200 201 202|203 204 205|208 207 208|209 210 211|212213 214|215 216|217 218 219|220 221 222|223

*-[] Dial plan # 0 "NumberPlan#0"
E-3 Call routing

[ TrunkGroups

-] SS7 Linksets

[] sIP interfaces

~[] Trunk Directions

E-3 Internal resources

0 Q|0 0|0 0 Q|0 C 02 Q0 Q0 Qe 000000 C
230231232 233 234|235 236 237|238 230 240|241 242 243|244 245|245|247|248|249 250 251|252 |253| 254|255

0 Qe 0 C
224225 226|227 228|229
Channel info #
State |-
State timer |-

Channel states
o |ldle

& Incoming dialing

~[] S7 Categories

[[] Access categories

~[] PBX profiles

[ Moaifiers tables
[] @931 timers
[} sS7 timers
@ #50-cause lo SIP-reply mapping
[] Scheduled routing
[ Hunt groups

~[] Pickup groups

[ Voice messages
3 <10 canliae et i

Incoming $S7 category |-
Incoming CdPN | -
Incoming CgPN |-

Outgoing SS7 category |-
Outgoing CAPN |-
Outgoing CgPN |-

=5 | Outgoing dialing
3| Incoming alerting
@ outgoing alerting
Busy, Release
[ Tak

[ Hod

E | Waiting, Wait CID
[ 3way, Conference

Channektates

= =4 & —a -—a _—a _—a _—a _a -—°

To get additional information on channel state, select the required channel i 3ctive Calls

Idle (grey)¢ initial state, the channekiready to serve a call;
Incoming dialing; incoming call;
Outgoing dialing; outgoing call;
Incoming alerting; incoming alert message;
Outgoing alerting; outgoing alert message;
Busy, Releaseline is busy;

Talkg conversation;

Hold¢ on hold;
Waiting, Wait CIDg waiting, waiting for CallerID;
3way, Conference participates in the conference.

Monitoringvindow. ¢ K Shanbel info @indow displays informion on the channel.
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Channel Connection Information

1 State ¢ channel status:

Off ¢ channel is disabled;

Blockg port is blocked;

Init ¢ channelinitialization,

Idlec channel is in initial state;

In-Dial/OutDial ¢ incoming/outgoing call dial;
In-Call/OutCallc incoming or outgoing engagement;
In-Busy/OutBusy¢ sending theBus\ione;

Talk¢ channel is in call state;

Release channel release;

Wait-Ackg waiting for acknowledgement;

Wait-CIDg waiting for Caller ID (AQN

Wait-Num¢ waiting for call digl

Hold¢ subscriber is on hold.

State timer ¢ channel last known status duration;

Incoming SS7 categogySS7 category of andoming call before modification;
IncomingCdPN; cdled number before modification;
Incoming @PN¢ callingnumber before modifiation;
Outgoing SS7 categogySS7 category of andoming call after modification;
OutgoingCdPN; callednumber after modification;

1 OutgoingCgPN; callingnumber after modification.

=4 =4 -4 -8 _a_8_4a_4_-4_-4_-29_-9._-2

= =4 =4 4 -4 4

3.1.2.6Faultalarms Alarm events list

When a failure occurs, all related imfoation containing the fault stream number, SS7 line group, signal
link, or faulty module is displayed in the header of web configurator. If there are multiple active failures, the
header of web configurator will aledn the current most critical one.

When there are no alarms, the messalye alarmswill be displayed.

Signaling & Media Gateway Configurator © No alarms Users: Management

Ru En

Table10 ¢ Alarm Message Examples

Alarm Message Meaning
Configuration is not read Configuration file error
SIPmodule connection error Failure of a software made responsible for SIP operation
Failed to send CDR filesthe external storage Failure to send a CDR fitethe external storage
VolRsubmodule 0 connection error No communication with the SIP submodule
Running out of operating memory Alarm abou high usage of memory resources
No communication with the H323 module Failure of a firmware module responsible for H.323 operation
High CPU temperature ¢ SYLISNI GdzNB  KewamningSF OKSR T c

y p ¢ failure

M n ncectiticalfailure.
SIP interface does not respond to OPTIONS requ{ One of SIP interfaces is unavailable

High CPU utiation Utilization over 90%¢ warning;

over 95%c failure.
Low free space on the disk Free space on one of the external storage desiis running at
CPS threshold is exceeded for the One of the trunk groups receives more calls per second than
WrunkGroupNam@runk group defined in theCPS alarm threshogetting
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TheAlarm events listnenu contains a list of alarm events arranged by time and datesre is also the
Clearbutton, which removes all information messages and resolved faults from the current log file.

Alarm events list
Local alarm-events list
Clear | Clear the slarm events list
Ne Time Date Type State Parameters
4 13:09:04 23/05/18 SIPT-MODULE @ oK SIP-module connection error
3 13-08:59 23/05/18 SIPT-MODULE Critical alarm SIP-module connection error
2 13:08:59 23/05M18 Configuration is not read @ oK
1 13:08:59 23/05/18 Software start W3.11.2.2781 | @OK
] 13:08:49 23/05/18 Configuration iz not read Critical alarm
Alarm Table:
1 Clearc delete the existing fault events table;
1 S ¢fault sequential number;
1  Timec fault occurrence time (HH:MM:SS);
1 Datec fault occurrence date (DD/MM/YY);
1 Typeq a fault type:

T CONFI@ a criticalfailure, a configuration fildailure;

1 SIPIMODULE, a criticalfailure, a failure of a program module responsible for VolP
operation;

1 CDRUPSERVERafailureor a warning, a féure to nd a CDR file to external drjve

T TRUNKCPSE anumber of allowed calls per secofat the trunk group is exceeded.

i Statecg afailure state status:

9 critical alarm LED blinking reglithe failure requires immediate intervention of the
service persnnel and affects device operation and provisioning of communication
services;

1 alarm, red LE[Q non-criticalfailure, intervention of the service personnel is also
required;

1 warning and OK, green LERhe failureis resolved.

1 Parameterg; textual descrition of the failure details. Depending on the failure type, it has the
following form:

T CONFIG

1 SIPIMODULE, no communication with SIP module;

T TRUNKCPSE, CPS threshold is exceeded for XX trunk gradngre XX the trunk group
name.
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3.1.2.7Interface Monitoring

This section describes monitoring the status of network interfaces (tagged/untagged)

Network interfaces

Ne Ethernet Network name VLAN ID DHCP IP address Broadcast Network mask
0 eth0 eth1 - 192.168.1.20 192.168.1.255 255.255.2550
1 eth0:1 0.20 192.168.0.20 192.168.0.255 2552552550
1 Ethernetc Ethernet interface name;
1 Network name; the network name with which the specified network settings are associated,
1 VLAN I virtual network identifier (for tle tagged interface);
1 DHCR indicates the usage of DHCP to obtain network settings automatically (requires a DHCP

server in the operator's network);

1 IP addressBroadcastNetwork maslg network interface settings (if not using DHCP).

3.1.2.8Storage Devices Infoation

This section contains informati@n external storagealrivesconnected to the device.

Local disgk drives

Drive uzage imntmmeblkip1 (Eject)
0% from 4GB

1 Hectq clicking the linkallowsextractingthe drivesafdy.

Names of the external drives are attached to the interfaces.

SMG200/500
uUsB1 /dev/sdal
UsB2 /dev/sdbl
SD /devimmcblklpl
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3.1.2.9Queues Statistics

This section contains the queues operation statistics.

= = -4 -a -2

Queue statistics

Maximum queue

I  Total Callback Queue Waiting
Answered Unanswered length - -

queue calls (houridayiworkday) failure overflow time
0 0 0 0 o/ofo 0 D 0
1 0 0 0 ofofo 0 0 0

IDqueueg the queue identifier;

Total calls; the total numberof incoming calls in the queue;

Answered; the number of successful calls completed by tiperator's response;
Unanswered; the number of calls dropped by the calleefore the operator's response;

Maximumqgueue length (hour/day/workday) the maximum queue length for the last
hour/day/working day. The last hour/daya periodic interval of tira repeated every

hour/24 hours respectively, where the first interval starts at the firmware start time. The time
intervals of the workday arset in the call group settings;

Callback failure the number of unsuccessful attempts to call back to the subegrwhen using
the callback optiof

Queue overflovg the number of calls failedue to the queue size overflow;

Waiting time¢ the average waiting time for the operator to respond; based on thigejahe
response is generated.

To clear quee statistts, check théBelecfilag next to the queues which statistics areb® cleared, and
then click thel€lear Selectédutton that will be displayed.

3.1.3 1 mtreams(only for SMG500)

You can select signalingprotocol in a dropdown list of
WAyt Ay3aQ

Signaling
The device supports the followirsignalingprotocols
1 Q.931 (User);
1 Q.931 (Network);
T SST. T e [

Title | SMG1016

I Not supported in the current firmware version 3.20.3
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3.1.3.1Synchronization source

To synchronize device with multipt®urces, a priority list algorithm is used. Its meaning is as follows:
when sync signal from the current source is lost, the list is examined to identify active signals from the lower
priority sources. When the higher priority signal is restored, the syssavitches to that signal. Also, it is
possible to use multiple sources with the same priority; at that, when the same priority signal is restored, the
system does not switch to that signal. Up to 4 synchronization sources (from each of 4 E1 streanes}yatay b

Synchronization sources
Synchronization sources list
=]
Empty list
] Signal loss timeout, sec W
4] Signal presece timeout, sec W
Apply Reset

To generata list, use the following buttons:

¢ Add source;
%y ¢ Delete

To change the source priority, UEI'UD/DOWH' buttons located next to each source. The highest
priority value is 0, the lowest priority value is 14.

1 Sigal loss timeoutsecc time interval that should pass before the system switches to the lower
priority synchronization source when the signal is lost. If the signal is restored during this
interval, there will be no switching;

1 Signalpresencetimeout, secg time interval during which he restored synchronizatiosignal
from a higher prioritysource should bactive before the system switches to ¢fsignal

| If Dchannel is configured for the stream originating the synchronization signal (for SS7 or
" make sure that Bchannel is in operation, otherwise the synchronization signal will not
captured from the stream that will cause slips.
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3.1.3.2Configuring physical settings

3.1.3.2.1 Physical settings:

1 Titleglm a4GNBFY yIYST
1 Signalingg physically enable stream;
1 Framing

9 doubleframec CRC4lisabled;

1 CRC multiframe; CRC4 check sum generation at transmission and control at the
reception

1 Equalize when checked, transmitted signal will be amplified;

¢ Alarm irdication ¢ when checked, fault indication will appear in case of local stream fault
(ALARM LED will light up, alarm will be recorded to alarm log);

1 Remote alarm indicatioq when checked, fault indication will appear in case of remote stream
fault (ALARMED will light up, alarm will be recorded to alarm log);

1 Line code; type of information encoding in a channel (HDB3, AMI);

1 Slip indication¢ when checked, fault indication will appear when slips are identified in the
reception path;

1 Slip detection timeout; stream parameter polling frequency; if the slip is detected in that
stream, the gateway will indicate an alarm for the duration of thizetut.
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3.1.3.3DSS1/EDSSignalingprotocol configuratioISDN PRI Q.9B81

31331 Wt KeaAaAolft aSdidAay3adakvaohpomQ (I 06

2.931 LAPD

T200, x100 ms '@

T203, x100 ms ‘&

Lad — —
[=1 (=]
=]

N200'€@)
(1.931 settings

TrunkGroup | not set V|
PRI profile | not set V|
Scheduled routing profile |n0t set V|
Access category | [0] AccessCat#0 V|
Dial plan | | [0] NumberPlan#0 v |
Mumbering plan type | Unknown V|
Calling party category (RUS) | 1 V|

Send calling party category (RUS) | [

'End-of-dial' message | [_]

Do not send RESTART for interface | [

Do not send RESTART for channel | [

Channels selection order | | Successive forward d

DialTone for incoming overlap-seize | [

Process Pl 'In-band' in DISCONMECT | [

Handle PROCEEDING as ALERTING | [

Process P1in SETUP | | Transit hd

Replace symbol '? by 'D'in CgPN | [

| Apply | | Cancel |

Q.931 LAPR LA channel level settings of Q.931 protocol

1~ H nxA00 mg transmission timer. This timer defines time period for frame response reception
that will enable the following frames' transmission. This time period should be greater than the
time required for frame transmission drits acknowledgement eption;

7~ H md00 ms¢ maximum time during which the device may not exchafigenes with the
opposite device;

1 N200¢ quantity of frame retransmission attempts.
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Q.931 settings

Trunk group; name d a trunk group, thatncludes thel m & i NB I Y

PRI profile; selectsa PRI profile for servicing PRI subscribers;

Scheduled routing profileselecs scheduled routing profile from the list of existing profiles;
Access categonyselecks access category;

Dial planc¢ defines dial plan that will be used for routingfahe call received from this port
(necessary for dial plan negotiation);

Numbering plan type; defines ISDN dial plan type. To use common dial plan E.164, select
'ISDN/telephony’;

Callingparty categoryg Caller ID category assigned to calls received ttamport;

Send callingpart category¢ enables Caller ID category transmission as the first digit of a number
in CgPN information element of the SETUP message.

V For proper operation, it is required to support this setting on the opposite party.

WOy RAZ2T Q §Bdilicds 3éhding Completéhformational element uporEnd of dial’
event (such event arrives from the linked channel side, achieved maximum quantity of digits
according to prefix, dialing timeout for the next digit);

Do not send RESTARRT interfacec when checked, gateway will not send RESTART message into
the line when the stream is restored (channel level LAPD is established);

Do not send RESTART for chagmehen checked, gateway will not send RESTART message upon
the expiration ofT308 timer. This timer activates when RELEASE message is sent into the channel
and resets when it receives RELEASE COMPLETE message as a response. If RELEASE COMPI
message is not received during T308 timer active state, RESTART message is transmitezd

to release the channel;

Channels selection order defines the order of the physical channel provisioning when
performing outgoing call. You may select one of four types: sequential forward, sequential back,
from the first and forward, from the lasind back. To minimize conflicts during communication
with neighboring PBXes, we recommend to seeise channel engagement types;

DialTone for incomingverlapseize¢ when checked, gateway will send DialTone into the line
during incoming overlap seizéPBX response’ ready signal). In this case, overlap seize is a
reception of SETUP message without 'sending complete' indication;

Process Pdh-Bandin DISCONNEGWwhen checked, field Pl4Band contained in DISCONNECT
message will be processed for cedlease voice message transmissiotherwise this field is
ignored;

Handle PROCEEDING as ALERTIM@nN checked upon receiving a PROCEEDING mesd#age,
will be procesgd as an ALERTING anBRTwill be issued
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1 Process Pl in SET¢)®henchecked adds he ability to change the Progress Indicator in a SETUP
message. It is possible to change to:

Transitg transmit without change;
1 ¢ Not endto-end ISDN;

2 ¢ Dest addr is non ISDN;

3¢ Orig addr is nohSDN;

4 ¢ Return to ISDN;

5 ¢ Interworking occurred;

T 8¢ In-band information.

= =4 -4 —a -—a -9

1 Replace symbd&PCby BXOn CgPN, whenchecked if a received SBEJP message in CgPN receives
a'PQ it will be replaced biPQ

3.1.3.3.2 alling mmetranslation setting<tab

Stream #1

Physical setfings f C1.931 Calling name tranglation settings  SEREEEE LG

Calling name translation settings

Namne transmission | | CL931 DISPLAY v
Mame ceding | | Transit A

Straight dirsction only

Apply Cancel

Use the tab to configure the way of hame reception/transsitia and coding of received/transmitted
name.

1 Nametransmission

1 Nonec¢ name delivery iglisabled

Q.931 DISPLAMransmission by using Q.931 Display element with Codeset 5;
QSIGNAC¢ transmissiorvia QSIGNA (ECMAL64) protocol;

CORNEQq transmission \d Siemens CorNet protocol;

CORNET HIC@80¢ transmission via Siemens CorNet protocol with additional info for
Hicom PBX;

1 AVAYA DISPLAYansmission in Q.931 Display element with Codeset 6.

=a =4 —a -8

7 Name coding:

1 Transitc recoding is not available (name formatWTFB hit default);

1 CP 125f code of Windowsl 251;

1 Siemens adaptatiog code of Siemens PBX;

1 AVAYA adaptatiog code of AVAYA PBX;

71 Transliteration into latin script Russian names will beansliterated into Latin script;

1 Straight direction only sendsubscriber name only in forward direction messages.

The method selected for name reception/transmission and coding of received/transmitted name work
only in a configurable E1 stream. Transmission between streams differing by the settings of name siansmis
parameters is possible. In case of such transmission, the SMG performs recoding by itself to harmonize the
sides.
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3.1.3.3.3 Whanned S (taby 33 Q

Use this menu to enable/disable E1 stream channel. To do that, select/clear checkbosgt diai
corresponding K I Yy St @ W ¢oNimy displasN@zed®f group where these channels are configured
(used only when trunk group is assigned to channels, not to the whole stream).

Sections
j System seffings Channel zeftings I
B Monitoring
j sty Ne Enable TrunkGroup Ne Enable TrunkGroup
j E1 streams
-] E1 channels 0 - 16 -
j EA=N gD 1 v not set 17| W not set
j Active calls monitoring
[ Alarm events list 2 v not set 18 " not set
[ Metwork interfaces
.. Local disk drives 3 ' not set 19 ' not set
i -] Queue statistics 4 v notset |20 @ not set
j Synchronizafion sources
[} CDR setfings 5 £l notset |21| [# not set
=+ E1 streams 5 tset 2 tset
] Stream 1(Q.931-U) ” notse . notee
__r] Stream 2 (S57) 7 v notset |23 not et
[] stream 3 (357)
[] stream 4 (S57) 2 td notset |24 | & not set
=5 Dial plans
j Dial plan # 0 "MumberPlan=0" ° ‘ notset % - not set
(=3 Call reuting 10| & notset |26 | & not set
j TrunkGroups
j SS7 Linksets I v not set 27 i not set
j SIP interfaces
r S 12 rd not set 23 rd not set
-] Trunk Directions
=3 Internal resources 13 @ notset |20 @ not et
[ ] 57 Categories
. Access categories 14 @ notset |30| @ not set
j PEX profiles
[ Motitiorstables 15 @ notset (31| not set
-] ©.931 timers
-] 857 timers | Apply || Cancel |
=
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3.1.3.4SS7 protocol configuration

3.1.3.4.1 Physical settingd { talf2

Sections

IZIU ooy

----- [ Telemetry

----- [] E1 streams

----- [ E1 channels

----- [} cPU load graph
----- j Active calls monitoring
----- [ Mlamm events list
----- [ Metwork interfaces
----- [ Local disk drives
----- [ Queue statistics
j Synchronization sources
[ CDR settings

B3 E1 streams

----- 0
----- [] stream 2 (S57)
----- [] stream 3 (S57)
----- [] stream 4 (S57)
EI-[C3 Dial plans

PR j Dial plan # 0 "MumberPlarng"
B3 Call routing

----- [ TrunkGroups

----- [ =57 Linksets

----- [] =IP interiaces

----- [ Trunk Directions

E@ Internal resources

..... _'1 257 Categories

----- j Access calegories

..... _'1 PEX profiles

----- [ Modifiers tables

----- ] @931 timers

----- [ =57 timers

----- [} ©850-cause to SIP-reply mapping
----- [ Scheduled routing

----- [ Hunt groups

----- [ Pickup groups

----- [ voice messages

Stream #1

Physical settings / S57

Channel settings

Title

Signaling

557 v

Physical settings

Enable

td

CRC4 xmit/control

Equalizer

Alarm indication

Remote alarm indication

Line code

HDEB3 v

Slip indication

Slip detection timout

5 sec v

$57 settings

557 Linkset

not set T

Channel ID (SLC) & | |0

DPC-MTP3 @ |0

D-channel | | 16 * v

Bit D in LSU

| Apply

[| Cancel |

SS7 settings:

SS7 Linksetlinkset selection (SS7 lind3;

Channel ID (SLE¥ignal line identifier in SS7 linkt;

DPGVTP3¢ destination point code of thesignalingtransition point (STP). Used during SMG
operation in quasassociated mode. If quaassociated mode is not reqei, set value 0. At that,
MTP3 opposite code is equal to DEBUP value defined in configuration (Sect®a.5.2SS7
Linksets (for SM&O00 only);

D-channelg number ofthe channel timeslot that will be used for signaling transmission;

az2z@dsS U2

chanrel.

Bit D in LS set value 1 for bit D in status field (SF) of a signal unit LSSU-bits €2atus field SF

are reserved).

W/ K Itab ferf chaaghg thek nyirabar®f D channel on a stream with S
and set the appropriate CIC for the same channel timeslot that you have already set fi
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3.1.4 Dial plan

This section describes how to configure thial planof the device.

The device features up to iIedependentdial pans Everydial planmay have its own subscribers and
prefixes. To set the number of actidel plans see sectior3.1.1System settings

The device routes calls usidgriteria:

T
T
T

M

search by callingumberg¢ CgPN (Calling Party Number);
search by calledumberc CdPN (Called Party Number);

search by callingijumberg CgPN (Calling Party Numband by callechumber¢ CdPN (Called
Party Number);
search by the database oflsscribers configured on the device.

When a call arrives to a dial plan, its routing begins. First, search for matches to CgPN number masks is
perforY SR® LT i KSNB Aogic (masksIMBCHRNEandsCEIRNKare $&t, Bnfl ere is a match for both
parameters) and there is a prefix with the same k&w CgPN, then wheRriority(parameter is equal, thead!
will go to the prefix wittMANXlogic, since it is considered that its mask igenprecise. If the prefix witlANDX
has less priority, th cdl goes to the prefix with®RQ

If a CgPN seardinds two prefixes wittlANXJogic, and the CgPN mask is the same, then CdPN is
compared and the call is routed to the prefix with the more precise mask.

Then the search in the database of subscriberdigared on the device is performed. If a match by

any of this parameters is found, the call is routed and further search is stopped.

Search and call routing using the configured subscriber database is performed even when there is a
match between call paraaters and CgPN number masks.

When call parameters do not match CgPN masks and the subscriber number, a search by all CdPN
masks configured in the dial plan is performed.

If both CgPN and CdPN number masks are configured in prefix parameters and @Rpagator is
V set, this rule uses OR logic, i. e. the call is not analyzed for CgPN and CdPN numbers simultan

If both CgPN and CdPN number masks are configured in prefix parameters and AND logic og
V is set, this rule uses AND logic, i. e. famuting a call via this prefix, matching with CgPN and Cd
masks is required.

60
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Dial plans

Dial plan settings # 0

MName | |NumberPlan#0

Save

Check dial plan by number ST © | Search

Search masks by template Search

Default VAS prefixes | Set default

Prefixes in the dial plan

Ne Descriptrion Masks for CgPN Masks for CAPN Type Object Dial mode Priority

1] 2016 (no masks) (x.|46xxx|543210) = TrunkGroup trunk2016 no change ( +) 100

1 out no masks) (1234567890][134]xxxX) = TrunkGroup out no change ( +) 100

2 IN (no masks) (42xxxx) = TrunkGroup in no change ( +) 100

3 Prefig#03 (no masks) {no masks) IVR scenario not set no change (+) 100
10 ¥ | Rows in the table to show MH4prH Current page 1 from 1
b2 a4

Dial plan settings
1 Nameg¢ name of thedial plan
Checkdial planby number¢ checks if routing is possible for the number entered into this field.

The check is performed bgalling and callednasks andhe systemalso checksin the configured SIP
subscriber database.

1 STg¢when this option is checked, the seamgtognizeghe end dial marker.

Search masks by templatesearches for a prefix by the number template, nameeddion, prefix type,
trunk direction, trunk group.

The check provides information on routing capability for this number:

callingtable ¢ routing by the callingable;
calledtable ¢ routing by the called table;
NOT found irg routing by this table is nqtossible;

Abonent 'SIP' idx[4] SIP subscriber [entry number for this subscriber in the database];

1

1

1

9 found ing routing by this table is possible;

1

1 FXS port [1k, FXS subscriber [subscriber port numbery;
1

Prefix [6]c routing by a prefix [prefix number in ¢hlist].

Copying pefixes to another dial plan

1 Copy selected prefixes to the dial plarthis option allows copying the selected prefixes to
another dial plan. To do this, select the prefixes and tget dial plan, and click th€opy
button.
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3.1.4.1Creatinga dial plan prefix

To create a new prefix, open th®bject€menu and clickAdd an objector click the button located

below the list and enter prefix parameters in the opened form:

Dial plan # 0 'NumberPlan#0"

Common prefix settings 0

Title

| Prefix00

Dial plan

[[0] NumberPlan#0

Access category

|[0] AccessCat#0

Check access category

-

Prefix type

[ TrunkGroup

TrunkGroup

| not set

Diraction

[local network

CallerlD request

N

CallerlD mandatory

Dial mode

[overlap

Do not send end-of-dial (ST)

-

Priority L2

[100

Max session time (sec) L]

[5

Session warning time (sec) '@

[o

Logical operator

[or

CdPN settings

MNumber type

[unchanged

Numbering plan type

[isdnitelephony

Skip first digits

0 |

Direct route timers

Short timer & |5 |

Duration '@ |3O |

| Apply | | Cancel

CommonPrefixsettings

1 Title¢ name of theprefix;

1 Dialplang sekctsa dial plan

1 Access categonryselecs an access category;

1 Check access categaryhen this option is checked, it checks the possibility of call routing by the

prefix based on the rules determined by access categories;
1 Prefix typeg selecs the prefix type:

1 TrunkGoup¢ transition to a trunk group;

1 TrunkDirection¢ transition to a trunk direction;

1 Changedial planc this option allows you to enter anothelial planwhen this prefix is
dialed. When this prefix type is selected, tRewDial planoption becomes available,
where you should specify thdial planfor transition;

1 Subscriber poa] enables setting the subscriber capacity of the device. If the number is
present in the subscriber capacity but not yet assigned to any subscriber, a call to such
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a number will trigger a clearback message with the cause cogélrhllocated
(unassigned) number;

1 VAS prefixs used to manage VAS services from the telephone set;

1 Pickupgroupis used to configure the interception group transition prefix;

1 IVRsanariois used to configure the IVR script pickup group transition prefix.

Parameters of thé¥runk Group and Trunk DirectiéRrefix

Main Prefix Parameters:

TrunkGoup ¢ a trunk group to which the call will be routed by this prefix;
Directiong a trunk group accss type: local, emergency, zone, private, laligtance, international. The
prefix is used when enabling SORM function in the network, as well as to restrict a connection if a
failure occurs during the data exchange with the RADIUS server (see s&ctidiy RADIUS
Configuration);
Dial modeg a method of number transmission:

1 enblockg after collection of all address information;

1 overlapg without waiting for colletion of all address information.
Do not send endf-dial (ST, when this option is active, the end dial marker is not sent (ST in SS or
sending complete in PRI);
Priority ¢ if there are some overlapping masks in the dial plan, the call will be made into the prefix with
a higher priority. The value ofif the highest priority, 10Q the lowest priority;
Max session time (seg)imit duration of calls passed through this prefix;
Session warning time (segactivates when using the optiotax session time (seQpan audible signal
is issued, which wamabout the end of the call for a specified number of seconds before the end of
the call. If the specified time is more than 60 seconds, an additional warning signal will sound 5 seconds
before the end of the call. If the specified time is less than 6@rss; there will be no additional
signal;
Logi@l operator:

1 ORc¢ if CgPN and CdPN masks are present on the prefixe tis no simultaneous analydig

CgPN and CdPN number;
1 ANDc simultaneous analysis by CgPN and CdPN number is performed.

For correct opeation of prefxes with the logical operato¥ANIXQ it is necessary to configure a

mask for CgPN and CdPN. If one of the masks ssngjshe prefix does not work

1

1

CdPNsSettings:

Number typeg a called number type: unknown, subscriber number, nationahber, international
number, no change. The selected number type will be sent in SS7, ISDN HRIsi§iRaling messages
during an outgoing call by a preff¢ chang€means that the number type will not be converted, i. e.
it will be sent in the formtihas been received from the incoming channel);

Numbering plan typeq¢ a called dial plan type; it may take the following values: unknown,
isdn/telephony, national, private, no change. The selected dial plan type will be sent in IDSN PRI
signaling messagekuringan outgoing call by a prefi¥#p chamgeimeans that the number type will not

be converted, i. e. it will be sent in the form it has been received from the incoming channel).

Skip first digit; the number of digits removed from the called subberi number, starting from the
first.
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Direct route timers (used when trunk groups are directly connected without prefix mask analyhis
Direct PrefiXunction in trunk group settings).

These timers work only when dialling in theerlapmode:

1 Short time ¢ the time interval in seconds when the digital gateway waits for further dialing if a
part of address information has already been received. Default value: 5 seconds;
9 Durationg a timer for number dialing duration. Default value: 30 seconds.

Parameters2 ¥

t

1
1
1

E R

0KS W/ KIPgefikS RALFE LX I yQ

New dial plarg a dial plan to which a call will be transferred;
New access categorya category assigned to the caller after switching to another dial plan;
Priority ¢ if there are some overlapping masks in the dial ptha,call will be made into the
prefix with a higher priority. The value of 0 is the highest priority, {0t lowest priority;
Max session time (seg)imit duration of calls passed through this prefix;
Notify call completion in (sec) befoteactivates when using the optiol¥lax session time
(secRR an audible signal is issued, which warns about the end of the call for a specified
number of seconds before the end of the call. If the specified time is more than 60 seconds,
an additional warning signalill sound 5 seconds before the end of the call. If the specified
time is less than 60 seconds, there will be no additional signal;
Logic operator:

1 ORg if CgPN and CdPN masks are present on the prefix, there is no simultaneous

analysis by CgPN and CdPkhbar;
1 ANDc simultaneous analysis by CgPN and CdPN number is performed.

For correct operation of préfes with the logical operatdfANIRit is necessary to configure
a mask for CgPN and CdPN. If one of the masks is missing, the prefix does not work.

Modifiers when changing the dial plan:

1 CdPN modifiers intended for modifications based on the analysis of the called number;
1 CgPN modifiers intended for modifications basl on the analysis of the callimgmber.

NI YSGSNA 2F GKS W1 { tNBFTAEQ

Number mask$or VASprefix always must be endeslith # symbol.

1 VAS type selecting the Supplementary Service type to manage it from the subscriber's
telephone:

1 CFl; Call Forwarding Unconditional;

CFB; Call Forwarding Busy;

CFNR, Call Forwarding No Reply;

CFOSg CGall Forwarding Out of Service;

CFT¢ Call Forwarding on schedule (Time);

Call pickug; call pickup;

Conference conference call;

Clear Ak, canceling all services;

Intercomg intercom call (with an automatic answer from party B);
Pagingg similar to Inercom, but with a call to conference numbers;
Password; setting a password;

Password once access by password;

Password accegspassword activation;

= =4 =4 4 -4 -4 A -8 oA o8 oa o
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Restrict oug; restriction of outgoing communication;

Follow meg managed¥ollow m&forwarding;

Followme (no response&)managed¥ollow M&lorwarding when there is no answer.
DNDc¢ Do Not Disturlieature;

Blacklistc black list;

Call Park Set setting a subscribeio call parking slot;

Call Park Get retrievinga subscribefrom call parking slot;

Voice Mail Locat accessing your voice mail from your telephone;

Voice Mail Remoteg accessing your voice mail from someone else's telephone;
Interventionc intervention;

1 Speed Diat speed dial.

= -4 -4 -—a _—a —a _—a a8 _—a -2

1 Actiong selecting an action for the service:

1 Configureg enabling a Supplementary Service;
Cancel; canceling a Supplementary Service;
Control¢ a Supplementary Service activity control;
Add number add a number;

Del number, delete a number.

= —a —a -—a

t I NI Y$§ i S RigkupR NP @668 W

1
1

= =

Pickup groug a pickup group imvhich a call pickup is performed when thigfix is dialed. If you

OK 2 2 & Spickup wileb@ enabled for all groups;

CallerID request, defining the Caller ID information necessity (caller number and category) for
transition o the trunk group spec R Ay  W¢ Nibl/ Whed AlRatizaitves from the
communication node and the Caller ID information is missing in that call, Caller ID request will be
directed to that node (INR message from SS7 signaling);

CallerID mandatory indicating that CalledD information is mandatory during the direction
transition. If Caller ID information cannot be received from the calling party, connection
establishment process is interrupted;

Priority 1 configuring prefix priority in the range from 0 to 100. Prefix ahhparameter value is
lower has a greater priority (0 the highest priority, 10@ the lowest priority);

Max session time (seg)imit duration of calls passed through this prefix;

Notify call completion in (sec) befarectivates when using the optiowWa | E & Sa a A,zy G A
audible signal is issued, which warns about the end of the call for a specified number of seconds
before the end of the call. If the specified time is more than 60 seconds, an additional warning
signal will sound 5 seconds begéathe end of the call. If the specified time is less than 60 seconds,
there will be no additional signal;

Logi@l operator:

1 ORcgif CgPN and CdPN masks are present on the prefix, there is no simultaneous analysis
by CgPN and CdPN number;
1 ANDc¢ simultaneows analysis by CgPN and CdPN number is performed.
C2NJ O2NNBOG 2LISNIGA2y 2F LINBFAESAE 6A0GK GKS
mask for CgPN and CdPN. If one of the masks is missing, the prefix does not work.
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Direct route timers(this parameter isusedwhentrunk groups are directlgwitchedwithout prefix mask
analysig; the Direct Prefixunction in trunk group settings).

These timers work only when dialling in tbeerlapmode:

1 Short timerg the time interval in seconds when the dagjigateway will wait for further dialling if
the dialed number already matches a sample in dii@ plan but additional digits may be also
dialed, which will result in a match to another samprhe default value: $econds;

1 Durationg the timer for numter dialling duration. The default value: 88conds.

t I NI YS{ S NBSegaficHIekHS W

1 IVR scenariq an IVR scenario to which a call will be routed to on the basis of this prefix;

9 Priority ¢ configuring prefix priority in the range from 0 to 100efx which parameter value is
lower has a greater priority (O the highest priority, 10@ the lowest priority);

1 Max session time (seg)imit duration of calls passed through this prefix;

1 Notify call completion in (sec) befageactivates when using theption Wlax session time (seQ)

an audible signal is issued, which warns about the end of the call for a specified number of
seconds before the end of the call. If the specified time is more than 60 seconds, an additional
warning signal will sound 5 secanefore the end of the call. If the specified time is less than 60
seconds, there will be no additional signal;
1 Logial operator:
1 ORcif CgPN and CdPN masks are present on the prefix, there is no simultaneous analysis
by CgPN and CdPN number;
T ANDc¢ simukaneous analysis by CgPN and CdPN number is performed.
For correct operation of préfes with the logical operatd#NIXit is necessary to configure a mask
for CgPN and CdPN. If one of the masks is missing, the prefix does not work.

Direct route timergthis parameter isusedwhentrunk groups are directlgwitched without prefix mask
analyss ¢ the Direct Prefixunction in trunk group settings).

These timers work only when dialing in tbeerlap mode:

1 Short timerg a time interval in seconds when thegdal gateway waits for further dialing if the
dialed number already matches with a sample in the dial plan, but additional digits may be also
dialed, which will result in a match with another sample. Default value: 5 seconds;

9 Durationg a timer for numbe dialing duration. Default value: 30 seconds.

Mask List

For createddial plans the Wask Lisfsectionallows configuring the maskd numbersfor routing by this
prefix.

To generate the list, use the following buttons:

C Add mask; Masks list

.
f ¢ Edit mask +%1.(1234567890|[134]s00x...) for CAPN = A
¥ ¢ Remove nask;

¢ View mask.
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Using green arrows to the left of the created mask, the entras be movedn the table byprioritizing

them.
Add prefix mask + %
Mask @& :
Type: |Called v

Long timer & - (10
Short timer @ |5
Duration @/ : (30

Set Cancel

1 Maskg a template or a set of templates, whichdesmpared to the calling or callatumber received
from the incoming channel. It is used for further call routing (for mask syntax, see sedtibr;

1 Typeg mask type. Defines the number for the call routmgaller number (calling) or callee number

(called);

1 Long timerg the time interval in seconds when the digital gateway will wait for the next digit
dialling until a match to a sample from the dial plan is established. The default valsecdiids;

1 Short timerg the time interval in seconds when the digighteway will wait for further dialling if
the dialed number already matches a sample in the dial plan, but additional digits may be also

dialed, which will result in a match to another sample. The default valsecénds;
9 Durationg the timer for numberdialling duration. The default value: 3@conds.

Toedit a prefix doubleclick the prefix row in the prefix table with the left button or select the prefix and

click the button% below the list.

Todelete a prefix select the prefix and click tt,ﬁ"' button below the list or open thé®bject€£menu

and selectRemove Objeft
3.1.4.2Description of Number Mask and Its Syntax

Number mask is a set aémpl i SYLJ | 1S4 RStAYAGSR o0& GKS
enclosed into parentheses. (templ) is egit@(templl|templ2|...JtempIN).

Syntax:
Xor 2 ¢ anysign of the followings0-9*#;
* ¢ an asterisk (*);
# ¢ apound key#);
0¢9 ¢ digits from 0 to 9;
D ¢ character D;

. ¢ the WotCsa special symbol which means that the preceding character maypsatred any
number of times (3@haracters max. for one number),g:
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T@4x)cl tf LI2aaAroftsS ydzYoSNI O2Yo0AyldAz2zya GKI G

[ ] ¢ defines a range (with a hyphen) or an enumeration (w/o spaces, commas, and other characters
between the digits) oprefixes, eg.:

fthe range([1¢p 8 ~ ¢ all ddigit numbers that begin with 1, 2, 3, 4, or 5.
fithe enumeration([138]xx)¢ all 3-digit numbers that begin with 1, 3, or 8.

{min, max}c¢ defines the number of repetitions for the character outside the parentheses; e.

1(1x{3,5})¢ means that there may be from 3 todbitrary digits §) and it corresponds
tothemaskh MO 2O UMOI22.00UMD222200

| ¢vertical bar. LogicdDR¢ separates templates in a mask;

I ¢ exclamation mark. When used before a template, it indicates a negation, thatisnaatch
between the number and the template;

(-) ¢ the mask used only in CgPN number madifier tables for calls without caller number. Allows the
caller number to be added if it was missing and also specifies indicators for that number.

If adial plancontains overlapping prefixes, then the prefix with the mospecificmask for a
number will have a higher priority during the number processing in tiial plan e.g.:

Prefix1: (2xxxx)
Prefix2: (23xxx)
2 KSy (KS y dzerivBsNdthd diad plap it vl be processed with prefix.

Also, the masks containing an arbitrary number of repetitions (x.) or a range of repetiti
{min, max} have a lower priority than the masks withaertainnumber of characters, eg.:

Prefix1: (2x{4,7})
Prefix2: (23%Xx)
2 KSYy (KS vy dzdrdv8sNd thediad piap, it Wl be processed with prefix.

The masks with a specified range of repetitions {min, max} have a higher priority than
masks with an arbitrary number of repetitions (x.), g.:

Prefix1: (2x.)
Prefix2: (2x{4,7})
2 KSYy (KS vy dzerdv8sNd thediad piap, it Wl be processed with prefix.
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3.1.4.3Mask Operation Examples
Examplel
(EXXHHEXXKH#*XX*X.#|112|011|0[21-4]|6[2-pB8 " ~ " pp@OHAB - - - - - pyMA- IMMZ Mp
The mask containst@mplates:

1. #XX# dialling a 4-characternumber that begins and ends with #; thé&*and the 3! digits of
the number may take any vale&rom O to 9, as well asand#.
In general, this template disables Vét#ization using gphone unit.

2. *#XX#c diallinga 5-characternumberthat begins with *# and ends with #, thé®&nd the 4"
digitsof the number may take any vals&om 0 to 9, as well asdnd#.
In general, this template is used to control MABzation from the phone unit.

3. *XX*X.#¢ dialling an Ncharacter number which begins with * followed by two arbitrary

charactergdigitsfrom 0 to 9,as well ag and #character$, thenfollowedby *, and then by any

number ofcharacterqdigitsfrom 0 to 9,or *) until #is met.

In general, this template is used to order M#sing aphone unit.

112c¢ dialling the specific-8ligit number (112).

011¢ dialling the specific-8ligit number (011).

0[1c4] ¢ a 2digit number that begins with 0 and ends with 1, 2, 3, ord, @1, 02, 03, or 04.

6[2¢h 8 © ¢ a'5digit number that begins with 6, with the second digit of the number being any

digit from 2 to 9, and the last three digits being any digits from 0 to 9, as well as * and #.

8. p wH n B8 ¢a 7digit number that begins with 5, with the secondit of the number being 2
or 4, and the last five digits being any digits from 0 to 9, as well as * and #.

9. 810X{1115}¢ a number that begins with 810 followed by 11 to dbitrary digits from O to 9,
as well as * and #. Taking into account the firsee digits, the length of the number according
to this rule is from 14 to 18igits.

No oA

Example2

Adial planconfiguration is required to allow all numbers that begin with 1 and have the length of 3, to
be routed to TrunkO, and number 117 to be individyatuted to Trunk1.
To solve this task, configure the following prefixes:
1. Route the first prefix with the magi17)to Trunk1;
2. Route the second prefix with the magkl[0-689]|1[02-9]x) to TrunkO.
¢SYLX I 6S&a 2F G(KS aSO2yR koegbfarAlZ. 2 OSNI I L) £t AGmMEE

Example3

It is requiredto configure a dial plan by deleting a few numbers from the group. Number group:
23400002349999, excluded numbers: 2341111, 2341112, 2341113, 2341114, 2341115, 2341234.
Such mask is set as follo834xxxx|!1234111[1-5]|'2341234)
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3.1.4.4Timer Operation Examples

Consider an example of timer operation for dialling with @linber overlap (examplgé from the
previous section). Let us assume that the timer has the following values set:

L = 10seconds.

S = Seconds.

Receivinghe first digit¢ 0. A mask for such a dialatches to2 rules: 011 and OF#]. The first received
digit does not provide any complete match to any of the rules, therefore thmér is activated (18econds)
to wait for the next digit. If the next digitoes not come in 18econds, a timeout will be registered. Since there
are no matches to the rules, the timeout will result in dial error.

Receiving the second digitl. Receiving the second digit results in a match to rule 64D[prefix 01).
Sincethe match is found, but there may also be a further match to rule 5 (that is 011) -tingeBis activated
(5seconds) to wait for the next digit. If the next digit does not comesaddnds, a timeout will be registered.
Since there is a match to a rulie call will be successfully directed according to this mask.

Receiving the third digi¢ 1. There is no match to rule 6 anymore, but the number matches rule 5 now.
This match is final, since the mask has no more rules for further matches. The inathadiately routed
according to rule 5.

3.1.4.5Configuration gample ofprefix with'8ubscribers poflype
Objective

The following range of numbers is allocated to SMG: 26026199. However, not all numbers can be
assigned to subscribers immediately. When aassigned call arrives to a number in this range, SMG will reject
it with releasecause3 ¢ No route to destination But since this numbering is local to the gateway, it should
have sentelease causé ¢ Unallocated (unassigned) number

Solution

For corret clearback cause transmission, you should create local numbedogfigure a¥ a dzo & ONR 6 S
LJZ2 Zypelprefix.

To do this, in théial planssection, add a new prefix with dzo & O pidbl asSheHEdelix Typeparameter
value.In the prefix settings, add list of prefix masks of th€alledtype (CdPN)For the number range 26000
26199 specified in the objective, the mask will be as foll¢&&{0-1]xx).
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3.1.5 Call outing

3.1.5.1Trunk Groups

TrunkGroups
Ne  TrunkGroup TrunkGroup member Direct routing prefix Disable ingress Disable egress
0 trunk2016 SIP interfaces [0] "smg2016" not set
1 out SIP interfaces [1] "sout” not set
2 in SIP interfaces [2] "sin" not set
3 FPBX not set
4 incoming not set
5 SIP not set
%

A trunk group is a set of connection lines (trunks), including the chanoielElstream and data
transmission bandwidth (IP channels).di®amchannels are used for Q.931 and SS7. IP channel interfaces are
SIP/SIFT/SIRI/H.323. Teedit a trunk groupdoubleclick the corresponding row in the group table with the left

mouse buton or select the group and click tl'g‘ button below the list.

To delete a trunk groupselect the group and click trﬁf” button below the list or open thébjects
menu and seledRemove Obiject.

Up to 255trunk groups are supported.

Trunk Group Creation

Basic SettingSrab

TrunkGroups

Basic settings Ingress calls Egress calls

TrunkGroup 6

Title | |TrunkGroup0B

Description

TrunkGroup members | | not set v
Play music on hold (MQH)
Voice switch delay | | 0 v

Apply Cancel

i To access a trunk group, the device configuration should include prefixes that perf
¢ transition to this group.

1 Titlegtrunk group name
1 Descriptiorg trunk group description;
T TrunkGroup membersg trunk group members:

T Stream withQ.931 signalingSS linkset or SIP interface;
1 1 m OK EkBAteénachannels with Q.931, SS7 signalling protocols;
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1

1 SSiinksetlines
1 FEXO lines
1 H323 Interface.

E1 Streang selecs] m

AUNBFY F2N (Ndzyi

Title

Description

TrunkGroup members

E1 stream

Channels selection order
Flay music on hold (MOH)

Voice switch delay

TrunkGroup 0

n

e

E1 channels v

[[1] Stream 1 (357) v |
not set

[1] Siream 1 (S57)

[2] Stream 2 (S57)

[3] Stream 3 (S57)
|[4] Stream 4 (S57)

Apply Cancel

ANRdzL) FaaA3dyYSyl

oA

” A single trunk group may be assigned to channels only within a single E1 stream.
e

SS7 Lirdet¢ SS7 link set for selecting E1 streams. This meauaigable only when yo chaose

8S7 Linkse

f A yr8riGroup membe@nenu.

Channed selection orderg channel selection order in E1 streams. This menu is available only

whenyouchosé { { T

Play music on hold (MOKgnablingMusic On Holadption;

[ A YA A Sdic NHoyy1SNBei) YSY o SNE &

Voice switch delag forced voice frequency path delafter the subscriber's answer

It is impossible to set trunk group with SS7 Linkset and trunk group with E1 stre.
from the same SS7 Linkset simultaneously.
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FXQAines(only for SMG200):

When FXO lines are selected as TrunkGroup members, the window with FXO lines to be selected for
interaction in the Trunk group is opened.

TrunkGroups

RS PRl Incoming cslls

TrunkGroup 1 FXO line
[1] Subscriber#100
[2] Subscriber#001

Tithe | | TrunkGroup01

Description [3] Subscriber#02
[4] Subscribes003
[5] Subscriber#004
[E] Subscriber#105
[7] Subscriber#106
[8] Subscribers007

CORC RN R N R

TrunkGroup members | | FXO lines L
Channels selection order | | Successive forward r
Play music on hold (MOH)

‘Vioice switch delay | |0

Apply Cancel
Yhcoming calldtab
TrunkGroups
Incoming calls
Incoming calls
Disable ingress calls | []
Direct routing prefix | Prefix 0 "Prefix#00" v

il

Blocking when direct prefix is inaccessible

Use voice messages

No Connected number transit

Copy CgPN into Redirecting number

Use Redirecting number for routing

CallerlD request

Alarm CPS value |0 |

Max CPS value |0 |

RADIUS profile | not used v |

List of reasons for call recovery after outbound leg failure | not set v |

Ingress calls modifiers

Add | [CdPN v

[ Apply | | Cancel |

Disable ingress caltswhen this option is checked, the incoming calls prehibited. Setting the
callprohibition does not terminate any of the established connections;

Directrouting prefix¢ the prefix will be used without caller or callee number analysis. It enables
switching of all calls in a single trunk group to another groegardless of the dialed number
(without mask creation in prefixes). When a number is dialed in the overlap mode, direct dialling
timers are used, which amonfigured in the direct prefix;

Blocking when direct prefix is inaccessible ($89Q ¢ the option is available only when E1
streams are in the trunk group and direct routing prefix is selectfédenthe option is enabled,
then if the remote side (to which the direct prefix is routed) fails, the E1 stream from which the
initializing call came is swited off. Thus, initializing side understands that the E1 stream is
disabled and uses redundancy on the carrier side which initialize the call via the E1 stream;
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Use voice messageswvhen this option is selected, precorded voice messages stored in the
device memory will be played upon the occurrence of specific events. For detailed description,
seeAPPENDI®. VOCE MESSAGES AND MUSIC ON HOLD (MOH)

No Connected number transgjdisable the transmission of thHeéonrected number field;

Copy CgPhhto Redirectig number ¢ when this option is checked, if there is edirecting
numberin the incoming call, it will be generated from the CgPN number;

Use Redirectingumberfor routing¢ when this option is checked, theRRliversiorfield is used to
route the incoming call in thdial planusing CgPN number masks;

CallerID requegtSMG500)¢ specify the need oé caller'sinformation (number and category) to
call the trunk groupIf a call is received from an interactingde and do not contain CallerlD
information, the CallerID request will be sent to the calling node (INR messages via SS7);

Alarm CPSalue¢ the number of calls per second after which a failwi# be indicated in the log.
Y jvdluec the fault indicatian is turned off. Fault indication time5 minutes after exceeding the
specified threshold of CPS;

Max CPS valuethe maximum number of calls per second that demreceived by a trunk group.

Y jvdluec turning off the CPS limit. The CPS value is cédzliks the moving average for the last

3 seconds. For example, if 3XCPS calls arrive within the first second, they will be accepted, but if
there are any additional calls within the next two seconds, they will be rejected,;

RADIUS profile selecting the RBIUS profile to use (profiles are configured in the RADIUS
Configuration/Profile List menu, in secti@rl.17.3;

List of reasons for call recovery aftertboundleg failurecd S t S O (i Lisi6fFeasbis frestore

0 KS vtable goncOnfigure the reasons for the Q.850 release to restore the call in case of
failure of the outgoing leg. If a call received through the trunk group with the enabled option was
released not from an incoming side and the causehefrelease is present in the selected table,
then SMG will try to recover the connection without interrupting the conversation on the A call
leg using recall or alternative routes if the main is not unavailable.

Ingress callsnodifiers

1

CdPNmodifiersg intended for modifications based on the analysis of thlirnumber received
from the incoming channel,

CgPNmodifiersg intended for modifications basl on the analysis of the calledimber received
from the incoming channel.
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WYutgoingcalliab

TrunkGroups

— seﬁings‘- r"::l::ming el DL“E":'i”‘EI wals _

Outgoing calls

Dizable egress calls

Replace CgPM by Redirecting

Check access category

Reserve TrunkGroup | | not set v
L350 release causes list for switching to reserve TG | | not set v
RADIUS profile | | not used v

Egress calls modifiers
Add | [CdPN v
RingBack settings

Mode || Default v
File name
Apply Cancel
9 Disable egress callg when this option is active, transmitting outgoing calls is forbidden. Setting
the callprohibition does not terminate any of the established connections;
1 Replace CgPN by Redirectingvhen this option is active, the CgPN number is replasgth

Redirecting;

9 Check access categarywhen this option is active, it checks the paossibility of call routing based
on the rights determined by access categories;

1 ReservarunkGroug specifying a trunk group to which a call will be routed when routinthe
current trunk group is not possible (all channeils angaged or inoperablg)

I Q.850 release causes list for switching to reserve Je&kecting theQ.850 release causéable to
configure the Q.850 release causes for switching to the redundank tguoup;

RADIUS profile selecing the RADIUS profile to use (profiles are configured in RADIUS
Configuration/Profile Lishenu, in sectior8.1.17.3.

=

Egress calls odifiers

1 CdPNmodifiersq intended for maifications based on the analysis of the callee number sent to
the outgoing channel;

1 CgPNmodifiersq intended for modifications based on the analysis of the caller number sent to
the outgoing channel;

Original CdPN modifiersintended for maodifications &ised on the analysis of the original callee
number sent to the outgoing channel,

=

1 RedirPN modifieg intended for modifications based on the analysis of the redirecting number
sent to the outgoing channel,

1 GenericPN modifiesintended for modifications bsed on the analysis of the generic number
sent to the outgoing channel;

Office IP SM@00 and SM&00 PBXs 75



1 LocationNumber modifiers intended for modifications based on the analysis of the location
number sent to the outgoing channel.

AAS =L S

To create, edit, or remove groups (as well as otheects), use théH 6 2 SIOWIARR 2hodB2SDAIIE Q
WORAUI FR8®ESOWMAEIY 2 @ Smedus 88 MDdif@owing buttons:

¢ Add trunk goup;
2 ¢ Edit trunk group prameters;

%Y/ ¢ Remove trunk mup.

RingBack settings

Mode:

1 Defaultt the option corresponds to the default settings

1 RingBack play the standard ringback tongnore the default settings

1 Audio filet change thestandard ringback tondo a chosen oa which has been
downloaded inSystem settingéan individuakound for tke direction).

3.1.5.2SSinksets (for SMGO0O0 only)

S57 Linksets
Ne 557 Linkset Linkset members TrunkGroup
0 |LinksetD0O Stream 3 (S57) 7 0
1 |Linkset0q Stream 2 (S57) 71
Stream 4 (S57)
%

V For &7 protocol confjuration, seeE1l streamgsection3.1.3.4.

SS7 Linksaés a set of signal links of a single direction. To cresti,or remove linkS (i & *h ad2Z3SB0 48 Q

Ao e o

¢ Add SS7 linkset;
2 ¢ Edit SS7 linkset;
V! ¢ Delete SS7 linkset.
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SS7 link set settings:

S57 Linksets

557 Linkset 0

Title | [Linkseto0 |

TrunkGroup | | not set v |

Access category | [ [0] AccessCail v|

Dial plan | [[0] NumberPlan#( v |

Scheduled rouing profile || Not set v |

Toll

Alarm indication

Channel selection | [ successive forward v |

Reserve 557 Linkset | | Not set v |

Combined mode
Primary 557 Linkset

Secondary 557 Linkset

257 Timers profile | | Profile 0 v

Stream order by SLC

1 Title¢ SS7 linkset name
1 Trunk group; nameof a trunk group that SS7 lisét operates with;
1 Access categonyselecs access category;

1 Dial plang defines dial plan that will be used for routing in this group (necessary for dial plan
negotiation);

1 Scheduled routing profile selecs 'schediled routing' service profile, configured in the 'Internal
resources' section;

1 Toll¢ means that the signal link is connected to ALDE. This parameter allows for the correct
operation with the lonedistance type calls (used for CAS transits);

¢ Alarm indicatbn ¢ when checked, fault indication will appear in case of SS7 signal link fault
(ALARM LED will light up, alarm will be added to alarm log);

1 Channel selectiogchannel engagement order for the outgoing calls. Available options:

Successive forward;
Succesive backward;

From first forward;

From last backward;
Successive forward (even);
Successive back (even);
Successive forward (odd);
Successive back (odd).

=4 =4 =4 =8 -8 -8 -8 -9
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To minimize conflicts during communication with neighboring PBXeis recommenced to set
inverse channel engagement types.

1

Reserve SS7 Linkgatedundant SS7 lirdet selection. When # main SS7 liget is not available,
the whole signalling message exchange will be perforthesligh the redundant SS7 ligét;

Combined mode&; Combined Linkset modéhat will enable the exclusive utilization of voice
streams in the current SS7 link set and signalling transfer through the signal channels of SS7
primary and secondary groups;

Primary SSTinkset¢ selecs SS7 link set, that will perform the exchangesigialling messages
related to this particular SS7 link set, by the sigrahBnnels;

Secondary SSlinkset ¢ selecs the second SS7 link set, that will perform the exchange of
signalling messages related to this particular SE&7skn, by the signal-Ehannels;

In the combined mode operation, the signalling payload will be distributed evenly (50/50) betwe:

V the primary and secondary SS7 liséts.

1

1

SSTTimers profile ¢ selecsthe timer profile that will be ged for the current SS7 linkset

Stream ordeby SL affects the operation of th®rder of channel engagemesetting. With this

option enabled, the order of engaged E1 streams is determined by the SLC number (sorted from a
smaller SLC to a larger one), with this option disabled the order is detedniy the E1 stream
index.

MTP2 layer settings
Emergency alignment for a single link
Service information (SIO)
Network ID | | 00 - international network (DEC= v
Routing label
orc® ||0
pPcAsuP @ | |0
ISUP subsystem
Channels initialization mode | | remain in block v
Send REL on receiving SUS
Add a digit in IAM for overlap
Restrict CdPN in 1AM to 15 digits

Control receiving Redirecting/Onginal Called
or incoming redirection

lgnore HOLD indications
Transmit Global Caliref
Hop counter | | Decrement v
IAM indicators

Transmission medium requirements | | transit v
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MTP2 level

1 Emergency alignment for a single linknabling emergency phasing procedure during SS7 link
set commissioning, if this SS7 link set has a single signal link.

Service information (SIO)

1 Network ID¢ indicates the nawvork type: international, ndabnal, local network or reserve.
Routing label

1 OPGQC; own code of the signaling point;

1 DPC ISU@destination pint code of the ISUP subsystem.
ISUP subsystem

1 Channdinitialization mode; device operations during stream reaay:
1 Remain in block channels remain blocked (BLO);
1 Individual unblock sending unblock command (UBL) for each channel;
1 Group unblock sending channel group unblock command (CGU);
1 Group reset group reset command (GRS).

Send REL on receiving $4gndingReleasanessage in response guspenanessage;

Add a digit in IAM for overlag sending a single digit of the number @alled Party numbeof

IAM message if overlap dialing method is used;

1 Restrict CdPN in IAM to 15 digitsvhen active, up to 15idits of CdPN number will be sent in
IAM message, other digits will be sent in SAM message,;

1 Control receiving Redirecting/Original Called for incoming redirectitnis checkbox enables
controlling the presence oRedirecting/Original Callefields with edirection information in
incoming IAM message; when this option is active, the call will be rejected if these fields are
absent;

1 Ignore HOLD indicationwhen checked, SMG will ignore the CPG messagbsemote hold
or remote retrievakigns;

1 Transmit Gobal Callref; when there is ndGlobal Call Reference (GA@RI in an incoming leg,
SMG forms it automatically;

1 Hop countek setting rules for operation with hop counter field:

1 Decrement; transmission with decreasing value;
1 No change transmission vithout any changes;

1 Presetg transmission with preassigned value;

1 5 2y Qicdiga$liigthop counting.

= =
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IAM indicators
Transmission medium requirements | | transit v

Forward call indications

ISUP preference |  unchanged v
Interworking indicator | | unchanged v
Call type indicator | | unchanged v

Connect type idicators
Satellite indicator | | change to 'no satellite v
Enable continuity check

Continuity check frequency % | |0

Apply ‘ Cancel

IAM messages indicators

T

Transmission medium requiremergsndicates the information type that should be transmitted
via transmission medium; whemnansit type is selected, the value of the field is taken from the
incoming connection leg. If this field is missing from the incoming leg, default ¥dldédz audio
is taken.

Forward call indicators

1
1

)l

ISUP preference a rule that governs ISUP preference igador modification. In a standard
situation, these bits should not be changed;

Interworking indicatorg defining whether the interaction indicator should be modified or not
(defines whether the interaction with nelSDN network has occurred);

Call type idicator¢ modifying aNational/international call indicatoparameter in FCI.

Connect type indicators

)l

Satellite indicator; identifies the presence of a satellite channel:
T / Kl y3ddsab2 ttWahaddging identifier value too satelliteregardless oftie value
received from the incoming channel,
1 Unchanged; keeping the indicator value unchanged;
1 Add one satellite; this setting is used if the signal link operates via satellite channel. In
this case, a satellite channel parameter transmitted in thature of connection
indicators will be increased by 1.

9 Enable continuity cheakenables integrity check support in the SS7 link set. During the outgoing

call, the called party establishes a remote loop in the stream. The SMG sends the frequency
value to the bannel and then detects it on reception after transmission through the channel. If
the frequency is detected, the call will be served at this channel; if it is not detected, the similar
attempt will be performed at the next channel. After 3 unsuccessfainapts (for three different
channels), call serving will stop;

Continuity check frequencydefines the frequency of channel continuity checks during outgoing
calls performed via the SS7 link set. For example, value 3 means that each third outgoing call wi
be performed with the channel integrity check.

For the gateway, you may assign the correspondence of SS categories to Callergiiesaté-or
configuration, seeection3.1.8.2SS7 Categories
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Examples

SMGconnection method example for operation in SS7 gqaasociated mode via signaling transition
points (STP):

Fig.17 ¢ SMG connection method for operation in SS7 qaagsiociated mode via STP
Objective

It is necessaryo providethe SMG connection to the opposite signalling point (SP) using two signal links.
The first signal link should pass through the signalling transition point STP 1 and the second signal link shoul
pass through the STP 2.

Point code: SMG =22, STP 1 = 15®, 3F 166, SP = 23.
Solution

In addition to the basic settings, set the 'origination code (OPZ) and ISUP destination code (BPC
ISUP) 23in 'SS7 link set' menu.

Let us assume that stream O is connected to STP1 and stream 1 to STP 2. In the stings) et
should specify: SS7 'Signalling protocol’, configure CIC numbering correctly and select the required E1 strear
time slot for signalling 8hannel, select the prereated SS7 link set IBS7 link sesettings and define the
parameterMTP3 dedhation code (DP®ITP3)'equal tol55for stream 0, and.66for stream 1.

SMG connection method example for operation in SS7 epsiciated mode via PBX with STP features:

Fig.18¢ SMG connection method for operation in SS7 gqaasiociated mode via PBX with STP
(LSc SS7 Link Set
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Objective

It is necessaryo provide SMG connection to a couple of BBXith STP features (PBX/STP); when the
failure ocairs in the main circuit group 1LS between SMG and PBX/STP 1, signalling messages should be sent
via 2LS.

Solution

Let us assume that SMGream O is connected to PBX/STPand used for the first SS7 link set
configuration, stream 1 is connected to PBX/@Téhd used for the second SS7 link set configuration. In the
stream settings, you should specify: SSignalling protocol’, configure CIC numbering correctly and select the
required E1 stream time slot for signallingcBannel, selecthe second SS7 litkkS i Rgenie 8 Lidkt'
setting in the first SS7 link set configuration.

SMG connection method example for operation in combined mode:

PBX/SP

Fig.19 ¢ SMG connection method for operation in combined mode
Objective

Only thevoice channels exist between SMG and PBX/SP, signalling traffic should be transferred via
PBX/STP 1 and PBX/STP 2.

Solution

Let us assume that SMG stream 0 is connected to PBX/SAmI Lised for the first SS7 Igét
configuration,SMGstream 1 is conneed to PBX/STP and used for the second SS7 kek configuration, SMG
stream 2 is connected to PBX/8Rd used for the third SS7 lisdt configuration. In the stream settings, you
should specifySS7Signalling protocaol'configure CIC numbering corrgetind for streams 0 and 1 select the
required E1 stream time slot for signallingcBannel, select thdirst SS7 linget in the'Primary SS7 Liskt'
setting and thesecondSS?7 linget in the'Secondary SS7 link sstting in the third SS7 link set candration.

3.1.5.3SIP/SIFA/SIRI Interfaces, SIP Profiles

Configuration

This section describes configuration of general parametersSIP stack, custom settings for each
direction operating via SIP/SIPk {I protocols, and SIP subscriber profiles.

SIP (Session Initiation Protocol) is a signalling protocol, which used in IP telephony. It facilitates basic call
management tasks su@s session start and termination.
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SIP network addressing is based on the SIP URI scheme:
sip:user@host:port;uriparameters

userc¢ the number of a SIP subscriber;

@ ¢ a separator located between the number and domain of the SIP subscriber;
host ¢ domainor IP address of the SIP subscriber;

port ¢ the UDP port used for subscriber's SIP service operation;
uri-parametersc¢ additional parameters.

One of the additional SIP URI parameters is user=phone. If this parameter is specified, the syntax of the
SIP subcriber number (in the user part) should match the TEL URI syntax described in RFC 3966. In this cas
SMG PBX wifirocess requests that contalQ4YQ¥QWwan the SIP subscriber nurah and will automatically
add Wcbefore the callechumber for nternational calls using the STPprotocol.

SIP interfaces

Monitoring

Ne: SIP interface Mode TrunkGroup Hostname ! IP-address:port  Codecs DTMF mode

i} prof SIP profile - - GT11A Inband
G

1 prof_for_dyn SIP profile - - Gr11A Inband
G

2 profl SIP profile Gy Inband

K] prof2 SIP profile - - GT11A Inband
G

4 E|P-interfacal4 EIP TrunkGroupDD 182.182.1.7:5060 GT1MA Inband
G

LR e Swap selected

Common SIP settings
Local SIF port & | 5060
Transpart ¥ | | UDP-only b
{x100 ms) T1 fimer & | |5
100 ms) T2 timer & | [40
(%100 ms) T4 fimer & | |50
Ringing timeout {sac) o | |120

Enable 2.850 cause header
for all SIP-replies (RFC 6422)

Ignore address from R-UR

Enable KZ SIP specification

Save subscribers DB
Subscribers OB sawve pericd | | 1 hour ¥

Apply

CommorSIPsettings

1 T1 timerg timeout for a response to the request, after which the request will be sent again.
The maximum retranslation interval for INVITE requests is 64*T1,

1 T2 timerg the maximum retrankation interval for responses to the INVITE request and for all

requests except for the INVITE requests;

T4 timer¢ the maximum time allotted for all retranslations of the final response;

Ringing timeout, seg pre-answering state timeout of the call afteeception of 18X message,

during which the ringback tone or IVR message is played to the subscriber.

1 Enable Q.850 cause header for all SIP codes of a reply (RFG &h@P)this option is active,
the device analyses the Q.850 cause field in all finah®#3ages. If the option is not active, the
Q.850 cause field is only analyzed in BYE and CANCEL messages;

= =
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f Ignore address from-BRI¢ when this option is actvef RRNBX &a AYyF2NXYIGAZ2Y
separator in RequedtRI is ignored. Otherwise, the gatewahecks if the address information
YI §OKSa GKS RS@GAOSQa Lt FRRNXaa yR Kz2ald ylLyY

1 Enable KZ SIP specificatiorsetting a specification in accordance with the requirements of the
Republic of Kazakhstan;

1 Save suligibers DR; when this option is active, saving details of registered subscribers to the
non-volatile memory of the gateway. The option is required to save the database of registered
subscribers in case of device reboot due to power loss or failure. I§dbemvay is rebooted
from WEB or CLI, the current database will be saved tevotetile memory regardless of this
setting;

9 Subscriber DB save periga@etting the data update period in the archive database (from 1 to
16 hours).

The SIP protocol defines oatypes of responses to connection initiating requests (IN\gE)visional
YR FAYLlf ® Ho 2 Zclasssespbnsas are fhal, pheirtranisfgf R reliableoand confirmed by the ACK
Y S &al 3-8abs responses, except for tHOO Tryingrespase, are provisional and do not have a
confirmation (rfc3261). These responses contain information on the current INVITE request processing step; in
SIRT/SIPI protocols, S8 messages are encapsulated into 1xx class responses, therefore the loss of these
responses is unacceptable. Utilisation of reliable provisional responses is also realised in the SIP protocol
(rfc3262) and is defined by th&00reltag in the initiating request. In this case, provisional responses are
confirmed by a PRACK message.

Up to 255interfaces are supportedTo create, edit, or remove SIP/SIRnterfaces, use th©bjectsg
Add Obiject, ObjectsEdit Objectpr Objectsg Remove Objeghenus and the following buttons:

¢ Add interface;

w ¢ Hit interface mrameters;

V! ¢ Remove interface

The signal processor of the gateway encodes analogue voice traffic and faxmodem data into digital
signals and performs its reverse decoding. The gateway supports the following codecs: G.711 (A/U), G.729
(A/B), OPUsand AMR.

G.71lisa PCM codec without compression of voice data. To ensure correct operation, this codec should
be supported by all manufacturers of VolP equipment. G.711A and G.711U codecs differ from each other in
Sy 02 RA yHw is la inead éncoding and-law is a on-linear). The Waw encoding is used in North
America, and the Aaw encoding; in Europe.

G.7291 speech compression codec with a bit rate dfI&s, supports detection of speech activity and
generation of comfort noise (Annéx).

I Not supported in the current firmware version2®.3.
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BIP Interfacsettingstab

SIP interfaces

SIP interface
settings

Index [1]

Title

[SIP-interface01

Mode

[SIF

TrunkGroup

[not set

Access category

[10] AccessCat#0

Dial plan

[10] NumberPlan#0

Hostname / IP-address

Subnet mask for incoming calls

[0.00.0

Remote SIP port

5060

Local SIP port

[5060

SIP domain

Ignore source port for incoming calls

Trusted network

]

Alarm indication

(]

Metwork interface for SIP

[ethd (eth0 192 168.114.25)

Metwork inferface for RTP

[ethd (eth0 192 168.114.25)

1.850-cause and SIP-reply mapping table

[not set

SIP-replies list for switching to reserve TG

[ not set

Zcheduled roufing profile

[Mot selected

Lines operation mode

Common w

Max aclive calls '@

o

Transport W

UDF-only w

1 Titleqthe interface name;
1 Modec selecsthe interface protocol $IP/SIFA/SIRI/SIP Profilg

1 IngressRADIUSrofile ¢ selecs the RADIUS profile for th8IPProfile interface for incoming
communication (for othemterfaces, the RADIUS profile is assigned in the trunk group);

1 EgressRADIUSprofile ¢ selecs the RADIUS profile for th&IPProfile interface for outgoing
communication (for other interfaces, the RADIUS profile is assigned in the trunk group);

1 Trunk graip' ¢ name of the trunk group to which the interface belongs;
1 Access categonryselecsan access category;

1 Dial plang defines the dial planthat will be used for dialling from this port (required for
coordination ofdial plars);

1 HostnamelP-address; IPaddress or name of the host communicating via the gateway's SHP/SIP
protocol;

1 The field is disabled in the SIP profile mode.
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T Subnet mask for incoming catjsf the mask is set, SMG will receive calls from the subnet holding
iKS O2yySOilAy3a K2aidsz aLISOATASR AtwhanhksSng the 2 a
masks 0.0.0.0 (/0), 255.255.255.255 (/32) or 255.255.255.254 (/31), SMG will only accept calls
FNRY GKS Lt FRRNBaa AYyRAOFIGSR Ay GKS a4l 2adG ylt

1 RemoteSIPport ¢ a UDP/TCP port of the commuaiing gateway that is used to receive SIP/EIP
signalling;

1 LocalSIPport ¢ a local UDP/TCP port of the device used to receive SiP/Sitkhalling from the
device communicating via this interface;

1 SIP domailg a domain that is placed into thieom field when an outgoing call is made through
the SIP interface; is used in the SIP interface registration;

1 Ignore source portor incoming call€ when this option is checked, the signalling transmission
UDP port of the communicating gateway that is specifiethPort for SIP Signalling Reception
parameter is not checked; otherwise, the port is checked and the call is cleared back if the INVITE
request is received from another port. If the INVITE request is received via TCP, the port is not
checked regardless the parameter value;

1 Trusted networlkg means that the interface is connected to a trusted network. This option defines
generation of the INVITE request fields for calls with hidden caller number (presentation
restricted). When this option is checked, tballer number information is transmitted in tHfeom
and P-Asserteddentity fields together with the information on its hidden state in tReivacy id
field; otherwise, the caller number information is not transmitted in any fields;

1 Alarmindicationg when this option is checked, SMG will indicate a fault when connection to the
opposite device is lost. For correct operation of this feature, checlOghgosite party availability
control using OPTIONS messagjesckbox in SIP settings;

1 Network interfacefor SIPg the network interface selected to receive and transmit signalling SIP
messages;

1 Network interfacefor RTR; selecsa network interface to receive and transmit voice traffic;

1 Q.850cause and Streplymappingtable ¢ the selected table of correspalence between Q.850
cause and Streply codes. To configure correspondence tables, usénteenal Resourcesenu.

1 SlPRreplieslist for switchingto reserveTG¢ selecs the reply table for SIP 4XX6XX classes for
transition to a redundant trunk grouplhe reply list table is configured in secti®ri.8Internal
Resources

1 Scheduled routing profile selecs a profile for theScheduled Routingervice configured in the
Internal Resources section;

1 Lines operation mode setting lines operation mode to limit the number of simultaneous calls
via this interface:

1 Commorx considering the total number of simultaneous calls (incoming and outgoing)
via this interface;

1 Separateg incoming and outgoing calls are counted separately;

1 Max active callgy maximum number of simultaneous (incoming and outgoing) connections via
this interface. The field is displayeddbémmoroperation mode is selected;
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1 Number of incoming lines number of simultaneous incoming calls via this SIP interface. The
field is displayed iBeparateoperation mode is selected;

1 Number of outgoing lines number of simultaneous outgoing calls via this SIP interface. The field
is displayed iEeparateoperation modeis selected;

1 Transportq selecting a transport level protocol using for reception and transmission of SIP
messages:

1 TCPpreferc receiving by UDP and TCP. Sending vialT@®.connected by TCP, make
attempt by UDP

1 UDRprefer ¢ receiving by UDP and PCTransmitting by TCP whenever packet is
greater than 1300 bytes, otherwise by UDP;

1 UDRonly¢ receiving and transmitting only by UPP
9 TCPonly¢ receiving and transmitting only by TCP

1 Global Callref generatioqif there is no GCR in a call, it will ggenerated locally. If there is GCR
in a call, it will be transmitted further without generating a new ofiae option is only enable
for SIF;

1 Node ID¢ an identifier used for generating a global Callref. The range of allowed values is
[0;255]. The optioris only enable for SIP

STUN servesettingsand Public IP:

STUN-server settings and Public IP
Enable| [

IP-address| 0.0.0.0
Fort| 3478

Requests period| 60

Public IP|[0.0.0.0

| Apply H Cancel \

STUNnetwork protocol (RFC 5389) allows applications located behind a network address translation
server (NAT) to discover their external IP address and port mapped to an internal ped.when SMG is
located behind a NAT. To identify external dewddressuse STUN or Public IP (used separately).

1 Enablegc when cheked, use STUN server, otherwise use a specified public IP address;

¢ IP-address; IP address of STUN server;

1 Port ¢ serverport for request transmission (default value is 3478);

1 Requesdperiodg time interval between requests (@800 seconds);

1 PubliclP¢ sets public (external) address of NAT WAN interface to insert in SIP messages.

Before signalling message transmissitre, request (Binding Request) has been sent to the STUN server
from the interface; in the response (Binding Response) message, STUN server communicates device IP addre
and port (udp) that are used by SMG in signalling message generation.

Requests to STWUserver habeen generatetbefore each SIP signalling message transmission, but not
more often than the configured request period time.

tdzof AO Lt aSdGdAy3a Aa y20 dz&ASR Ay GKS W{Lt LINRZTA
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8|Pprotocolsettingiab

SIP interfaces

SIP protocol
settings

Options

Keep-alive control @) i]

L]

Keep-alive mode|| SIP-OPTIONS

Always fransmit SDF in provisional responses

'In-band signal’ with 183+SDP framsmission

Local ring-back instead of early-media

Enable P-Early-Media (RFC5009)

Fill empty Display-Name

Ilgnore RURI and To difference

Do not use plus sign in CdPN and Diversion

Diversion header with SIP URI

Enable redirection (302) processing

Redirection server direction @
Enable REFER processing

Enable Re-INVITE with a=sendonly processing

Send calling category || off ¥

Reliable provisional responses (1xx) @ || off v

=

DSCF for signaling L7)]

Transit SIP header
SIP-session timers (RFC 4028)
Enable

=

Session Expires L7)]

Min SE € |0
Refresher side || Client T
Registration settings
Upper registration|| no registration b

Login

Password

Username/Mumber

Default CdPN

Replace CgPM on egress call

Registration period (sec)| 1800

Registration requests interval (ms)|1000

Apply | | Cancel |

SIP/SIPT/SIRI Options Configuration:

1

Keepalive control; a function that controls direction availability by sending OPTIONSest3

when a direction is not available, the redundant trunk group is used for the call. This function also
analyses the received OPTIONS respdhat allows avoiding the use of th€0rel replaces and

timer features configured in this direction, unless the opposite party supports them. The
parameter defines the request transmission period and may take valuekei range of 36
3,600seconds;
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1 Keepalive mode

1 SIPOPTIONS at specified opposite party control intervals, the device will send the
OPTIONS control message. This message should receive a response from the opposite
party; if no response is received, the direction is considered unavailabd the failure
status is registered in the device;

1 SIPNOTIFY the device will send the NOTIFY control message at specified-sigpo
party control intervals. This message should receive a response from the opposite
party; if no response is receivetthe direction is considered unavailable, and the failure
status is registered in the device;

1 UDRCRLE device will send an empty UDP packet at specified opposite party control
intervals; the opposite party response to an empty UDP packet is not applicabl
consequently, the failure status will not be initiated on the device.

V These methods are also used to maintain the NAT connection

1 Alwaystransmit SDP in provisional sponseg allows early forwarding of the voickequ-ency
path. For example, wherhis option is not checked, SMG sends reply 180 without SDP session
description; according to this reply, the outgoing party plays the ringback tone; when this option
is checked, SMG sends reply 180 with SDP session description and the ringback is pllaged by
incoming party;

1 ‘'In-band signdlwith 183+SDP transmissigrissues SHreply 183 with SDP sessidescripttion
for voice frequency path forwarding upon receipt of the CALL PROCEEDING or PROGRE:
messages from ISDN PRI that contain the progressatodic 8 (inRband signal);

1 Local ringback instead of eaiyediac when the early media marker is received from the
outgoing connection branch, ringback tone will be played to the caller instead of the inband voice
message;

1 EnableP-EarlyMedia (RFC5009) uses the REarlyMedia header described in RFC 5009. With
outgoing call, the device will transmit theHarlyMedia header in an INVITE request: supported.
When an INVITE request withHarlyMedia: supported marker is received, the response 18X
messagesvill contain the PEarlyMedia header: sendrecy;

1 Fillempty DisplayName¢ when this option is checked, if a call with the missing dispkaye is
received, SMG will fill it with the user name (number) taken from the URI;

1 Ignore RURI and Tifferenceq disables the Redirecting and Original Called numbers in&83
when the values iI8IP RURINd Tofields are different;

1 Do not useplus sigrin CdPN and Diversigrdisables RR A (i A @ g nuglFer, fertin@rnational
number type;

¢ Diversion headawith SIP UR{] uses SIP URI in the Diversion header instead of TEL URI;

1 EnableCCk for SIRI/T, enable transmission of IAM with a Continuity check indication value of 2.
The option is available only for SIPand SIP protocols;

1 Enableredirection (302) processingg when this option is checked, the gateway is allowed to
perform forwarding upon receipt of reply 302 from this interface. When unchecked and reply 302
is received, the gateway will reject the call and perform forwarding;
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1 Redirection server dirdon ¢ this option is available when thesdirection 302 processing is
enabled. This enables forwarding of the call, which was sent using a public address, to the
subscriber's private address received in reply 302 without dial plan routing. The call ésl rout
RANBOGfte& G2 GKS | RRNIS deiof @ily3@ictgediom the/foniaklisy WO 2 y
server,

1 Enable REFHRRocessing; a REFER request is sent by the communicating gateway to enable the
Call Transferservice. When this option is checketthe gateway is allowed to process REFER
requests received from this interface. When unchecked, the gateway clears back the call upon
receipt of a REFER request and does not provid€#ieTransfeservice;

1 Enable R&NVITE with a=sendorpyocessing; when this option is checked, it allows a call to be
put on hold when the RENVITE message is received with a=sendonly marker in SDP;

1 Send callingategoryc select a method of caller category transmission through SIP. The following
methods are implemented:

1 off ¢ sending and receiving of Caller ID category are disabled:;

9 categoryc the caller category is sent/received in a separeagegoryfield in the INVITE
message; in this case, the SS7 category with valge?s8 is sent;

 cpcg the caller category is sénk NBOSA OSR OAl GKS & &Gaddrl' ¢
field, in this case, the Caller ID category with valued.Q is sent;

M cperusci KS OF tf SNJ OF 6S32NE -NEA ASYiilk NEOSBK P35 R
from field; in this case, the Caller IBtegory with values &, 10 is sent.

1 Reliable provisional responses (Ilgd KSy GKA& 2LIGA2y Aa OKSO]SR:
class provisional responses will contain thexjuire 100rel option, which requires assured
confirmation of provisional resptses:

1 off ¢ reliable delivery of provisional responses is disabled,;

 support¢c 1 KS Lb+xL¢9 NBIdzSad |yR wmoo Oflaa LN
support:100reloption;

support+¢ duplicate SDP in 200 OK message when using support: 100rel;

requirec tKS Lb+L¢9 NBIdzSad FyR wmoo OflF aa LINZ
require:100reloption, which requires assured confirmation of provisional responses;

1 require+¢ duplicating SDP in 200 OK message when usingre:100rel.

)l
)l

1 DSCP fasignalingc a sewice type (DSCP) for SIP signalling traffic;

1 TransitSIPheaderc enables transit of the received SIP headers intodh#oundleg.
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SlIRksessiontimers (RFC 4028):

il

Enablec when this option is checked, enables support of SIP session timers (RFC 4028joi\ se
is renewed by rdNVITE requests sent during the session;

Session Expiresa period of time in seconds before a forced session termination if the session is
not renewed in time (from 90 to 64,8k conds; 1,808econds is recommended);

Min SE(Minimum session expiratigrr the minimal time interval for connection health checks
(from 90 to 32,00&econds). This value should not exceed3$essions Expiréarced termination
timeout;

Refresher side defines the party to renew the sessidclient (uacy client (calling party, server
(uas)¢ server (callediparty).

Registrationsettings(only for SIP mode)

il

Upper registratiorg the selected type of registration on an upstream server:

9 No registrationg do not perform registration on the upstream server;

9 Trunk registratiorg, registration on the upstream server using parameters specified in
this section;

1 User registratiorg registration on the upstream server using parameters specified on the
'registration’ tab. This registration type allows to define thHist of subscribers with
enabled access via this interface

91 Upperregistration ¢ transit registration of device subscribers on the upstream server;
when this option is selected, SMG will transgrbscribers' SIP messages via this SIP
interface. When trani registration is selected, you should specify this SIP interface in
the settings of SIP profile that requires transit registration.

Loging the name used for authentication;

Password; the password used for authenttion;

Username/Numbeg the user numler which is used as a caller number for outgoing trunk calls;
DefaultCdPN; the default CAPN number that will be used for all calls via this SIP interface;

ReplaceCgPNon egresscall ¢ when this option is checked, the caller number (CgPN) is taken from
the Username/Numbeparameter; otherwise, the CgPN number received in the incoming call is
used;

Registratiorperiod (secy, the time interval for registration renewal;

Registration requestinterval (ms); the minimum interval between the Register messagjeat is
used to protect from high traffic caused by simultaneous registration of a large number of
subscribers.
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HELTEX

Configuration of Options for SIP Profile Mode:

SIP interfaces

SIP protocol
zettings

Keep-alive conirol )

C o

Keep-alive mode

SIP-OPTIONS

Ablvays transmit SDP in provisional responses

‘In-band signal” with 183+50DP fransmissicn

Local ring-back instead of early-media

Enable P-Early-Media (RFC5009)

Fill empty Display-Hame

Ignore RURI and To difference

Do not use plus sign in CAdPM and Diversicn

Diversion header with SIP URI

Enable redirection {302) processing

Ojo|ojojg|jojo|jg|o

Rediraction server direction ‘_’.J

Enable REFER processing

Enable Re-INVITE with a=zendonly processing

Send calling category

Reliable provisional responses (1xx) L]

DSCP for signaling L]

Transit 2IP header

SIP-zession timers (RFC 4028)

Emable

(]

Seszion Expires @

0

Min SE &

0

Refresher side

Client

Registration settings

Upper registration

| no registration

Login

Pazsword

UsemameMNumber

Default CAPMN

Replace CgPN on egress call

Registration period {3ec)

1800

Registration requests interval ims)

1000

| Apply | Cancel |
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Keepalive controlg function to control the direction availability (NAT kealive) usingSIR
OPTIONS, SNOTIFY methods or empty UDP. The parameter defines the request transmission
period and may take values in the range o€3®00seconds.

Keepalive mode

1 SIRPOPTIONS at specified opposite party control intervals, the device will sengl th
OPTIONS control message. This message should receive a response from the opposite
party; if no response is received, the direction is considered unavailable, and the failure
status is registered in the device;

1 SIPNOTIFY, the device will send the NOTIE¥ntrol message at specified opposite
party control intervals. This message should receive a response from the opposite party;
if no response is received, the direction is considered unavailable, and the failure status
is registered in the device;

1 UDRCRECc¢ device will send an empty UDP packet at specified opposite party control
intervals; the opposite party response to an empty UDP packet is not applicable;
consequently, the failure status will not be initiated on the device.

V These methods are also udgo maintain the NAT connectian

Register expires, mni KS YA YA Ydzy @I f dzS 27T (farSIEmafilgBS 8¢ NB I/
Register expires, maxi KS Yl EAYdzy @I f dz2S 27T (forSIEpbfiS a¢ NB3I

Alwaystransmit SDP in provisionaiesponses; allows early forwarding of the voice frequency
path. For example, when this option is not checked, SMG sends reply 180 without SDP sessior
description; according to this reply, the outgoing party plays the ringback tone; when this option
is checkd, SMG sends reply 180 with SDP session description and the ringback is played by the
incoming party;

'In-band signadlwith 183+SDP transmissigrissues SHeeply 183 with SDP session description for
voice frequency path forwarding upon receipt of theLCAPROCEEDING or PROGRESS messages
from ISDN PRI that contain the progress indicator =-Bgimd signal);

Local ringback instead of earlynediag¢ when the early media marker is received from the
outgoing connection branch, ringback tone will be playethtcaller instead of the inband voice
message;

Enabé P-EarlyMedia (RFC5009)use the PEarlyMedia header described in RFC 5009. With
outgoing call, the device will transmit theBarlyMedia header in an INVITE request: supported.
When an INVITE reqat with REarlyMedia: supported marker is received, the response 18X
messages will contain tHeEarlyMedia header: sendregv

Fillempty DisplayName¢ when this option is checked, if a call with the missing displye is
received, SMG will fill it Wi the user name (number) taken from the URI,

Ignore RURI and Tdifferenceg disable the Redirecting and Original Called numbers irc&s7
when the values i5IP RURInd Tofields are different;

Do not useplus sigrin CdPN and Diversigrdisable add ( A 2 yio a2ndmb&?,BaR International
number type;

Diversion headewith SIP UR{ use SIP URI in the Diversion header instead of TEL URI;

Enableredirection (302) processingg when this option is checked, the gateway is allowed to
perform forwardingupon receipt of reply 302 from this interface. When unchecked and reply 302
is received, the gateway will reject the call and perform forwarding;

Office IP SM@00 and SM&00 PBXs 93



Enable REFHRRocessing; a REFER request is sent by the communicating gateway to enable the
Call Transfeservice. When this option is checked, the gateway is allowed to process REFER
requests received from this interface. When this option is unchecked, the gateway rejects the call
upon receipt of a REFER request and does not provid€aiel ransfeservice;

Enable RENVITE with a=sendonpyocessing; when this option is checked, it allows a call to be
placed on hold when receiving a-R¢VITE message with a=sendonly attribute in SDP.

Reliable provisional responses (lxxyhen this option is checked, the INENB |j dzS& G I y R
class provisional responses will contain thequire 100rel option, which requires assured
confirmation of provisional responses;

1 off ¢ reliable delivery of provisional responses is disabled;

fsupportc 1 KS LbxL¢9 NBI dzS asibnal lrefponses wil coidint thea  LIN
support:100rel;

9 support+¢ duplicate SDP in 200K messagerhen using support: 100rel;

frequirec i KS Lb+xL¢9 NBIldzSad FyR wmoo Ofl &aa LN
require:100reloption, which requires assured camhation of provisional responses;

1 require+¢ duplicate SDP in 200K messag@hen using require: 100rel.

DSCP fasignalingcg a service type (DSCP) for SIP signalling traffic
Transit SIP headerallows transit of received SIP headers to theboundleg;

Maximum number of redirects between subscribergshe maximum possible number of
consecutive redirects between subscribers, by defdilt

NAT options

1

NAT (comedia mode&) option required for correct operation of SIP through NAT (Network
Address Translen) when SMG is used in a public network. Verifies source data in the incoming
RTP stream and translate the outgoing stream to IP address and UDP port that the media stream
is coming from;

Send SDP in 18x messagésnslate SDP attachment in 18x prowisal replies when NAT option
is enabled (comedia mode). Allows performing an early forwarding of voice frequency path
(before the subscriber answers) and early source data verification in the incoming RTP stream;

VIA and IP address matcontrol¢ NAT trarersal support option. When enabled, VIA address and
request originator IP address will be analyzed. When they match, SMG will assume that the
device is located outside the NAT.

SIP Session Timers (RFC 4028)

1

Enableg when this option is checked, enablegport of SIP session timers (RFC 4028). A session
is renewed by rdNVITE requests sent during the session;

Session Expiresa period of time in seconds before a forced session termination if the session is
not renewed in time (from 90 to 64,8Gfconds;1,800seconds is recommended);

Min SEMinimum session expiratigng the minimal time interval for connection health checks
(from 90 to 32,00Geconds). This value should not exceedS$lessions Expirésrced termination
timeourt;
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1 Refreshesideq definesthe party to renew the session (client (uaolient (caller) party, server
(uas)¢ server (callee) party).

Upper registration settings
1 Upper registration interface select SIP interface for transit registration.

WYodes/ RTPsettingab

SIP interfaces

SIP interface  SIPp Codecs/RTP E=SEGELES
settings setii seftings seftings
Options On Codec PType PTE
VAD S
e O GT1A |8
Echo-cancellation|| voice (default) v GT1MU |0 20w
Echo cancellation direction || Outgoing hd Olere |18
DSCPforRTP & |0
| | 0 |e.726-32 102
Video processing | off V|
Digital gain []|e722 |9 20 v

Rx gain (0.1 dB) & |U | t

Tx gain (0.1 dB) @ |U |
Dual-Tone Multi-Frequency signaling settings
DTMF transport || RFC2833 v
Allow inband DTMF| [

RFC2833PT @ |1U1 |
RFC2833: same PT| [
DTMF MIME Type | application/dtmf 4 |

| Apply || Cancel |

Options

1 VAD/CNG(Voice activity detectar Comfort noise generatdr, when this option is checked,
enables a silence detector and a comfort noise generator. The voice activity detector allows
transmission of RTP packets to be disabled during period€ntsijlthus reducing the load in data
networks;

9  Echo cancellatiog the echo cancellation mode:

1 voice(default)¢ echo cancellation is enabled in voice transmission mode;

1 voice nlpoff ¢ echo cancellation is enabled in voioede, non-linear processor (NL)Rs
disabled If transmission and reception signal levels are very different, a weak signal might
be suppressed by NLP. To prevent such suppression, this mode is used,;
speex algorithm
off ¢ echo cancellation is disabled (this mode is set by default).

= =

1 The parameter block is only available &Rprofile mode.
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1 Eho cancellatiordirection

1 Incomingg the echo from the caller is suppressed;

I Outgoingg the echo towards the subscriber is suppressed.
1 DSCP for RTRype of service (DSCP) for RTP;
1 Video processingactivation of video connection in Offroad mode.

Digital gain

1 Rxgain (0.1 dB) received signal volumamplification/attenuation of signal level received from
the interacting gateway;

1 Tx gain (0.1 dB) transmitted signal volume, amplification/attenuation of signal letrginsmitted
to the interacting gateay.

DualTone MultiFrequency signaling settings

1 DTMRransportc the method of DTMF transmission via IP network;

9 inbandgin RTP packets,-mand;

1 RFC2838in RTP packets according to rfc2833 recommendations;

1 SIRINFQ¢ out-of-band, via SIP protocol ugitNFO messages; the type of DTMF signals
transferred depends on the MIME extension type in this case.

1 SIRNOTIFY, out-of-band, via SIP protocol using NOTIFY messages. This DTMF
transmission is an implementation of the method used in Cisco hardware.

V In order to be able to use extension dialling during a call, make sure the similar DTMF
transmission method is configured in the opposite gateway.

1 Allow inband DTME this option appears for all DTMF transmission methods except inband. With
this optiondisabled, if SMG receives DTMF in two formats, e.g. RFC2833 and inband, then inband
will be ignored and only RFC2833 will be processed;

1 Flash signal processingRFC2833) when this option is checked, activates FLASH signal
processing by INFO, frc2833 amdinvite methods for the VAR all Transfa@service The option
is available oly for SIP profile

1  HOLDset'removeby:

9 Flask* ¢ HOLDby pressind-lashor W orfa phone
9 Flask# ¢ HOLDby pressind-lash2 NJoWd pflone;
91 Flask*/# ¢ HOLDoy pressing-shor W pr¥ lorfa phone.

The option is available dnfor SIP profile.

1 RFC2833RJOIKS G(Ge8LJS 2F ReylFrYAO t2FR dzaSR (2 GNIyart
permitted values is from 96 to 127. RFC2833 recommendation defines the transmis&idiviet
via the RTP protocol. This parameter should conform to the similar parameter of the
communicating gateway (the most frequidy used values are 96, 101);

1 RFC2833samePT¢ when this option is checked, if SMG is the party which serifis SDP
RFC283 packets are expected for reception with a PT value sersnswer SDPotherwise,
RFC2833 packets are expected for reception with the same PT value as sent by bGP
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1 DTMF MIME Typethe load type used for DTMF transmission in SIP protoc@ ihN€kets:

 application/dtmfrelay¢ in SIP INFOpalication/dtmt-NB t & LJ O1 Sia o6 WF ¢
a4 a@Yozf)d WFQ YR W Q

1 application/dtmf¢in SIL b Ch | LILJX A Ol { A 2 y k Rré 3eft addigi@ 105 G &
and 11).

Codecs

In this sectionthe interface codecs and the order in which they will be used when establishing the
connectionwill be selectedThe codec with the highest priority should be placed in the top position.

Leftclicking highlights a row with the selected coddm change the code priority, use the
arrows® # (up, down).

T Ongwhen this option is checked, use the codpecified in the opposite field,;

1 Codec; set the codec to be used for voice data transmission. Supported codeckst GAU),
G.729 (A/B), G.7282;

V With VAD/CNG funtions enabled, G.729 codec works as G.729B, otherwise as G729A.

=N

1 PType; load type for the codec. Assigned automatically;

1 PTE; packetizationtime ¢ the number of milliseconds (ms) of speech transmitted in a single
packet.

Bxtended SIP settindsb

The ab contains the advanced settings for SIP protocol. Using these settings, the fields of SIP message
can be adjusted according to the specified rules.

SIP interfaces

SIP interface  SIP protocol  Codecs/RTP  JESSCHEEWREI
setlings setiings settings settings

Extended settings for SIP signaling

Apply Cancel

Field Format
[sipheader:HEADER _NAME=operation],[sipheader:...],...

where:

fOperations; disable, insertor modification rule;

THEADER_NAMgEcaseinsensitive parameter, for example Accept = accept = ACCEPT. Other
parameters are cassensitive.

Office IP SM@00 and SM&00 PBXs 97



Modification Rules

Modification rules use the following characters:

1% ¢ keep the rest of the text;
! ¢ delete the est of the text;
1+(AB¢c add the specified text;

1-(ABQ ¢ delete the specified text.

Examples of implemented operation rules are givemablell.

To transit the SIP headers, select theansitSIP Headereption in the SIP inteface where
you will select the headers.

Tablell ¢ Operation Rules Examples

Operation Original header Rule Result
Do not transit | Accept: application/SDP| [sipheader:accept=disable]
the header
Transit the Additional headers ithe | [sipheader:[MESSAGE_LIST]: This header will appear in

header from
the firstcall lec

first call leg

[HEADER_MASK]=transit]

the secondeg

without P-Assertedidentity: [sipheader:[HEADER_MASK]=transit] Subject: Test call
changes username@domain
In INVITE and 20@essages:
Subject: Test call [sipheader:INVITE,2(ubject=transit]
In any messages:
[sipheader:Subject=transit]
Transit the Additional headers in thg [sipheader:P*=transit] These headers will appear,

header group
from the first
call legwithout
changes

first call leg

P-Assertedidentity:
sipusername@domai

P-CalledPartyID:
sipusername@domain

Privacy: id

Subject: Test call

Note that the rule:

[sipheader:*=transit]

will not work,as the * character can only
replace part of the name.

in the secondeg:

P-Assertedldentity:
sipusername@domai

P-CalledPartyID:
sipusername @dmain

Insert header

[sipheader:insertfHEADERS_LIST]:
Remotelp=+(TEXT)]
In all requests:

[sipheader:insert:Remotelp=+(example.SM

Only in INVITE request:
[sipheader:insert,INVITE:Remotelp=+(
example.SMG)]

Only in specified requests (for example,
INVITEand ACK):

[sipheader:insert,INVITE,ACK:Remotelp=+

example.SMG)]

Remotelp:example.SMG
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mailto:username@domain
mailto:username@domain
mailto:username@domain

Add text to the
beginning

Accept: application/SDP

[sipheader:accept=+(application/ISUP,)$]

Accept: application/ISUP,
application/SDP

Add text to the
end

Accept: appliation/SDP

[sipheader:accept=$+(,application/ISUP)]

Accept: application/SDP,
application/ISUP

Delete text

Accept: application/SDP
application/ISUP

[sipheader:acceptfapplication/SDP,)$]

Accept: application/ISUP

Delete, starting
from the
specified text

Accept: application/SDP
text/plain

[sipheader:accepttext)!]

Accept: application/SDP

Replace text
completely

Accept: application/SDP

[sipheader:accept=+(application/ISUP)!]

Accept: application/ISUP

Replace text

Accept: application/SDP
text/plain

[sipheader:accept{SDP)+(ISUP)$]

Accept: application/ISUP,
text/plain

Replace text b
dropping the
data at the enc

Accept: application/SDP
text/plain

[sipheader:accept£SDP)+(ISUP)!]

Accept: application/ISUP

Supplement To: "Ivanov ALA" To: "lvanov AA."
text <sip-123@etex> [sipheader:to=(eltex)+(eltexdomain.loc)$] §S|p.123@eltexdoma|n.loc
Example of From: [sipheader:from=+(DISPLA¥Nho)+(12345) | From: DISPLAY
complex <sip:who@host>;tag=aB (>)+(;user=phone>)$+(;line=abc)] <sip:12345@hdauser=pho
modification | c ne>;tag=aBc;line=abc
Not to transfer| X-UniqueTag: 12345678| uniquetag=disable X-UniqueTag header is not
X-UniqueTag | 90abcdef 12345678 transmitted.

90abcdef
Transfer X X-UniqueTag: 12345678 uniquetag=NewHeadeName NewHeadefName:
UniqueTag 90abcdef 12345678 12345678 90abcdef
content in 90abcdef 12345678 90abcdef

another heade

We receive:

Request- Line:

We send:

Request- Line:

INVITE INVITE

The option sip:558018@10. Sip:73852245673@

allows to use 22.128.36:5060 10.22.120.40:506

TO instead of SIP/2.0 [siprequest:cdpn=to] 0 SIP/2.0

RURI for

routing To: To:
<sip:738522456 <sip:73852245673
73@10.22.1.50; @10.22.120.40;us
user=p hone> er=phone>

Activate

history-info

sending in a [siprequest:history=true]

forwarded

call
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Example
[sipheader:Acceptdisable],[sipheader:usesgent=disable]

In this example, all SIP messages sent by the device through thigeBiite will not contaimAcceptand
useragentfields

V List of necessary SIP message fields that will not be subject to this restricti@nfrom,
to, calkid, cseq, contact, contertype, contentlength.

Acquiring aDisplay Namdrom a remote servewia LDAP

To configure obtainin@isplay Namérom a remote server, add theonfigurationline to the 'Extended
settings for SIP signaling' fiel

SMGinterrogates servers in certain interval of time and keeps attougate name When there is a call,
names of an initiator and destinationis requested. If the base does not contain-tqpdate names, the default
names (configured in sip subscrtmettings) are used.

Configurationstring format:

STRING::
Idap:ID:display:INTERVAL:DIRECTION:IP:PORT:LOGIN:PASSWORD:BASE[:ATTRPHONE:ATTRDISPLAY]

1 IDc¢ an entry identifier There might be the same description for several interfaces, in this case
the IDsmust be the same todt solves the problem with duplicating of records for SIP profiles
(when all the profie users have the same record);

1 INTERVA{.base update interval (in minutes)
1 DIRECTIO&type of a subscriber which the option is applied to

1 sip¢ Fromvalue for calling fronslPand TotowardsSIP
9 exchange;Tovaluefor calling fromSIPand FromtowardsSIP
1 * ¢ both names are requested in the same section.

1 IPc LDAPserver address
1 PORT LDAP serveaort;
1 * ¢ specifies the default port 389
1 LOGIN¢ base user name;
1 PASSWORDbase usepassword;
1 BASE path tothe subscriber base server;

1  ATTRPHONan attribute which describes Number (which will be used in the search of a name)
in the baseThe parameter is optional, you may not specifytie default valueis
telephoneNumbey

1 ATTRDISPLAYAN attribute which describeBisplayNameThe parameter is optiongyou may
not specify it, thedefault valueis displayName.
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Configurationstring example

Full string

[l[dap:L1:display:30:sip:192.168.287:389:cn=user,dc=smg,dc=com:userpassword:dc=smg,dc=com:telephone
Number:displayName]

Short string
[[dap:L1:display:30:*:192.168.23.187:*.cn=user,dc=smg,dc=com:userpassword:dc=smg,dc=com]
3.1.5.4H323 Interfaces

In this section you can configure general configion settings for H.323 statknd individual settings
for each direction using H.323 protocol.

H.323 protocols a signalling protocol used in IP telephony for multimedia data transmissipackat
networks. The protocol facilitates the basic call management tasks such as starting and finishing a session.

H.323 signalling is a stack of protocols base@dBlrecommendation used itSDN The gateway uses
the following recommendationgd.225.0andH.245

SMG PBe§ can be used in configurations both wilatekeeperand without it. After purchasing a
separate license, the SMG gateway can act as a gatekeeper or interact with the Directory gatek&mqadirdo
the subscriber.

General Configuratia of H.323

H.323 interfaces

Hostname /1P| Cadecs DTMF Type

MNe Name Mode TrunkGroup e

%

Commen H323 settings
Device ID (H323 slias)|| SMG200
GateKeeper settings
GateKeeper|| remote v
Metwork interface for signaling|| eth1 {ethd 192.1658.113.130) v
Port for signaling & | 1720
Search GateKeeper)
Gatekeeper IP||102.168.1.26
GateKeeper Port @) ||1719
Registration times & | 300
Keep-alive timeout € | 20
Apply

1 Device ID (Aliag)the gateway name during the registration at the Gatekeeper

GateKeeper settings

1 GateKeepeciy (NGSY 2Hod: (BMG will intexct with an external gatekeeper;
1 Network interfacefor signalingg selecsthe network interfice for H.323 signalling;
1 Port for signalingg local TCP port for receiving H. 323 signalling messages;

1 The menu is only available the software version with an H.323 license, for more information about license3. $&3
Licenses.
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Search GateKeeperwhen this option is checked, the Gatekeeper is detected -sddically by
using IP multicast address 224.0.1.41 and UDP port biti8rwise this method is not used and
the Gatekeeper has a specific IP address;

GateKeeper IP detecting the Gatekeeper at specific IP;

GateKeeper Pog Gatekeeper UDP port (port 1719 is used by most Gatekeepers by default);
Registration time; the time frame (in seconds) for the device to register at the Gatekeeper;
Keepalivetimeout ¢ the time frame (in seconds) for the deviaere-register at the Gatekeeper.

V For reliable reregistration of the device at the gatekeeper, the value of th&eep

g Alive Time should be set as 2/3 of the®ime To Liv@registration period. We
recommend setting the¥ime To LivGparameter the same as that on the gatekeepe
so that the Weep Alive Tim@of the gateway reregistration is always less than thi
Wime To Liv@value transmitted in the gatekeeper's responses. Otherwise,
incorrect setting may cause the gatekeeper to unregister the gateway before
gateway reregisters, which in turn will destroy all active connections establish
through the gatekeeper.

When applying the settings in this section, the H323 module is restarted and

V established conversations over H. 323 protocol &eecibly O2 YLX S SR @

ah5![9 [h{¢é& FIAfdNB YIe 200d2NI F2NJ |

3.1.5.5%.323 Interfacesetting<1ab

= —a —a —a

H.323 interfaces

[gErERNCEIEN H323 protocol  Codecs/RTP
settings seftings settings

Index[0]
MName| H323-interface00

TrunkGroup| not set M
Access category|| [0] AccessCat#0 v
Dial plan|| [0] NumberPlan#0 v

Use Galekeeper
Hostname / IP-address
Port for signaling||[1720
Network interface for RTP|| 1.25 (sthD 192.168.1.25) v

Scheduled routing profile|| Mot selected v

Max active calls '@ |0

Apply Cancel

Namec the interface name;

TrunkGroup ¢ name of the trunk group that includes this interface;

Access categonyselect an access category;

Dial plang defines thedial planthat will be used for dialling from this interface (required for
coordination ofdial plars);

U= GateKeeper when this option is checked, the interface communicates via GateKeeper,
aSlidAay3a 2F 6KAOK FNBE aStSOGSR Ay (GUKS dloHo
Host namelP-address; IP address or name of the host communicating via the gateway's H.323
protocol,

Port for signalingg a signalling TCP port of the communicating gateway used to receive H323

signalling;
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1 Network interfacefor RTR; selecsa network interface to receive and transmit voice traffic;

1 Scheduled routing profile selecs a profile br the Scheduled Routingervice configured in the
Internal Resources section;

1 Max active callg; the maximum number of simultaneous (incoming and outgoing) connections
through this interface.

3.1.5.6\¥1.323 Protocaddettinggzab

H.323 interfaces

H323 interface pkekiinibl=dl Codecs/RTP
setfings seffings settings

Options

Device ID (H323 alias) |

Fast start| [
HZ45-tunnel | [
CISCO 1700 adaptation| [

Mame coding || Transit v
Mame fransmission || Q931 DISPLAY v

DSCP for signaling @ [0 |
Number prefixes

Preiix 1

Prefix 2

Prefix 3

[ Apply ][ cancel |

1 Device IDH323 dias)¢ the gaeway name during the registration at the Gatekeeper;

1 Fast startc when this option is checked, the quick start function is enabled; otherwise it is
disabled. When using the option, session description for establishing a media channel is sent via
H.225 potocol, otherwiseg via H.245 protocol;

1 H245tunnel¢ when this option is checked, H. 245 tunneling through Q. 931 signal channels is
enabled; otherwise it is disabled;

1 CISCO 1708daptation¢ when this option is active, it works as follows:

1 Bandwidthfor Admission Request is set to 64000.
1 The following is added during the outgoing call:
1 Remote aliasvith CgPN value
1 Local aliawvith CdPN value
1 Remote aliasvith H.323 ID Primary Directory Gatekeepalue
91 Local aliasvith the Device ID (Aliasalue from thegeneral H.323 configuration
1 A search for an alternate H.323 interface is not performed during an incoming call.
1 Name coding
9 Transit¢ coding is not performedby default, name is considered to be in LB)F
1 CP 125% Windows1251coding
1 Siemens adaptatin ¢ PBXSiemensoding
1 AVAYA adaptatiog PBXAVAY Aoding
9 Latin transliterationc Russian names will be transliterated with Latin letters.
 Name transmission method:
1 Q931 DISPLAMransmission in Q.931 Display element with Codeset 5;
1 AVAYA DISPLAYansmission in Q.931 Display element with Codeset 6;
1 QSIGNA¢ transmission via QSISA (ECMAL64).

1 DSCP for signallinga service type (DSCP) &gnalling traffic (H.323);
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Number prefixes

1 Number prefixes (Prefix 1, Prefix 2, Prefig 8)ymbers registred by SMG at the gatekeeper, local
or external, depending on the settings. The table includes the numbers or the initial digits of the
numbers of SIP subscribers registered with SMG, so that the Gatekeeper can route the calls
addressed to SIP subscribénsSMG (for example, one common prefix 10010 can be specified for
100101 and 100102 subscribers).

3.1.5.7€odes/ RTRA S (iTaly 3 4 Q

H.323 interfaces
H323 interface  H323 protocol ESGENNENY
settings settings seftings

Options On Codec PType PTE

‘g‘l\% 7 |G711A (8 PIR

Echo-canceliation || off v v |G.711U|0 20

Dual-Tone Multi-Frequency signaling settings

G.729 |18 20
DTMF transport| inband

+4
RFC2233PT 9 |11

RFC2833: same PT

Apply Cancel

Options:

1 VAD/CNG(Voice activity detectat Comfort noisegenerato)) ¢ this option enables a silence
detector and a comfort nge generator. The voice activity detector allows transmission of RTP
packets to be disabled during periods of silence, thus reducing the load in data networks;

1 Echo cancellatiog the echo cancellation mode:

1 onc echo cancellation enabled;
1 off ¢ echo canellation disabled.
1 Echo cancellation direction:
1 Incomingg the echo from thesubscribelis suppressed;
1 Outgoingg the echo towards the subscriber is suppressed.

DualTone MultiFrequency signaling settings
1  DTMRransportc the method of DMF transmissiowia IP network:

i inbandq inside the band, in RTP voice packets;

1 RFC2838 according to RFC2833 recommendations, as a dedicated load in RTP voice
packets;

1 H.245 Alphanumeric out-of-band, in userinput messages of the H.245 protocol; the
basicstring comatibility is used for the transmission of DTMF signals;

1 H.245 Signalg out-of-band, in userlnput messages of the H.245 protocol; the dtmf
compatibility is used for the transmission of DTMF signals;

1 Q931Keypad IE out-of-band, the Keypad element in INFORM2NImessage of Q.931
protocol is useddr transmission of DTMF signals.

V In order to be able to use extension dialling during a call, make sure the similar D’
' tone transmission method is cdigured in the opposite gateway.
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1 RFC2833 RTthetypeofdyn¥ A O f 2F' R dzaASR G2 GNI}ya¥FSNI 5¢acC
permitted values is from 96 to 127. RFC2833 recommendation defines the transmission of DTMF
via the RTP protocol. This parameter should conform to the similar parameter of the
communicating gteway (the most fregently used values are 96, 101);

1 RFC2833samePT¢ when this option is checked, if SMG is the party which sefifis SDP
RFC2833 packets are expected for reception with a PT value semswer SDPotherwise,
RFC2833 packets argpected for reception with the same PT value as sent by SM@eioSDP

Codecs:

In this section, you can select the interface codecs and the order in which they will be used when
establishing the connection. The codec with the highest priority shoufslds®ed in the top position.

Leftclicking highlights a row with the selected codd change the codec priority, use the
arrows® # (up, down).

1 Oncwhen this option is checked, use the codec specified in the opposite field;

1 Codecc¢ sets the codec to be usk for voice data transmission. Supported degs:
G.711 (A/U), G.729 (A/B);

With VAD/CNG functions enabled, G.729 codec works as G.729B, otherwis
G729A.

1 PType; load type for tle codec. Assigned automatically;

1 PTE; packetizationtime ¢ the number d milliseconds (ms) of speech transmitted in a single
packet.

3.1.5.8Trunk Directions

A trunk direction is a set of trunk groups. When a call is performed to a trunk direction, the order of
selection of the trunk groups in this direction can be chosen.

Trunk Directions

Ne Name TrunkGroup list
0 Direction #0  TrunkGroup00 ar
1 Direction #1 | TrunkGroup00 Starting from first forward

BRY

To crede, edit, or remove trunk directions, use th@bjectsg Add Object Objectsg Edit Object or
Objectsg Remove Objeahenus and the following buttons:

¢ Add direction;

Py ¢ Hdit direction parameters;

V! ¢ Remove direction.

To access a trunKirection, the device configuration should include prefixes which perfor
transition to this direction.
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Trunk Directions

Trunk Direction settings # 0
Name | |Direction #0

TrunkGroup select mode | | Successive forward v

Apply Cancel

TrunkGroups list

4% [T 0] TrunkGroup00 rr

1 Namec¢ name of the trunk direction;
1 TrunkGroup select mode order of trunk group selection in the direction:

1 Successivéorward ¢ all trunk groupsof the drection are selected in turniseginning from
the first one in the list. It means that the first call will be sent to the first trunk group, the
second¢ in the second and so on;

1 Successivebackvard ¢ all trunk groups of the direction are selecté@u turns beginning
from the last one in the list. It means that the first call will be sent to the last trunk group,
the second in the next to last ad so on. Then the cycle repeats;

9 Starting fromfirst forward¢ the first free trunk group of the direain is selected
beginning from the first one in the list. The sefa starts from the top of list;

9 Starting fromlast backvard¢ the first free trunk group of the direction is selected
beginning from the last one in the list. The search starts from the fdisto

A list of trunk groups in the direction:

Add TrunkGroup into list 2 + =
TrunkGroup: | [TG 1] out A
Add Cancel

To add or remove trunk groups, use the following buttons:

¢ Add;

%7 ¢ Remove.

Use the arrow button® # (up, down) to change the trunk group order in the list.
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3.1.6 Registrdion
3.1.6.1Configuration

Configurig subscriber registration and authentication parameters for interfaces with a subscriber registration
type.

Registration parameters:

1 Loging name used for authentication;
1 Password; password used for authentication;
T User name/numbeg user number regigred in the SIP domain;
1 SIP domailg domain in which the subscriber is registered on the upstream server.
A registration binding to a particular SiRerface is assigned/removed in the list of SIP interfaces. This
allows to define a list of subscribero are allowed to make calls via this interface.

3.1.6.2 Monitoring

WhenMonitoringis selected from the droplown list, the table for monitoring subscriber registration on
the upstream server is displayed.

Loging name used for authentication;

User Number/Number number of the user registered in the SIP domain;

List of SIP interfacedlist of interfaces via which the subscriber is allowed to access;
Statusg subscriber registration status (registered, not registered, registration expired);
Reasort, possible reaon for the lack of registration;

Registration expiregtime remaining until the registration expires.

= =4 -8 a8 -8 -9

Office IP SM@00 and SM&00 PBXs 107



3.1.7 Subscrilers

The menu can be used to configure the parameters of SIP subsctibers

3.1.7.1SIP Subscribers

3.1.7.1.1 Subscriber Configuration

SIP Subscribers

Configuration “WAS management  BLF Menitoring
Search subscriber | by number W | | || Search
oD Title Number Dial plan Calling party  |ppgy ar SIP profile Authorizion | oo
B category (RUS) domain E ]
o i Subscriber£000 732 [0] NumberPlansD 1 0.0.0.0:0 any VWithout auth
1 2z ‘Bubscribers002 [0] NumberFlansl 1 0.0.0.0:0 any With Register and Invite
Rows in the table to show HAFrH Currznt page 1 from 1
g 3 Wy Ty Selected: 0 | Edit selected | | Remove salected

1 Search subscribercheckng whether the specified subscriber number is available in the database
of configured SIP subscribers; it can be checked by name, number, Caller ID, IP address: Port, SIP
domain, SIP profile, PBX profile and dial plans;

1 Edit selected click this button © enter the group editing menu for selected subscribers'
parameters (with theSelectcheckbox selected next to them). To enable editing, selectHtiie
checkbox for the required parameter. The configuration parameters are described below;

1 Remove selecteglby clicking the button, a group of selected subscribers is deleted.

To create, edit, or remove a subscriber entry, use @igectsg Add Object, Objects Edit Objector
Objectsg Remove Objeahenus and the following buttons:

¢ Add subscribers;
2 ¢ Edit subscriber parameters;
7Y/ ¢ Remove subscriber.

I The menu is available only in the firmware version with a SIP registration license. For more information about the
licenses, see sectio.1.23Licenses
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Subscriber Settings tab

SIP Subscribers

Subscriber settings  [EEGGHGHEIRTTHIEE

SIP subscriber

Subs.ID

Description

subscriber#001

MNumber

CallerlD number

Use CallerlD number for redirection

]

Calling party number type

[ Subscriber

Calling party category (RUS)

[1

Lines operation mode

[Common

Lines number ¥

1

Redirecting linas number L

0

|IP-address:port

[o.0.00

Allow unregistered calls

SIP domain

SIP profile

[any

PEX profile

[0] PBXprofile#0

Access category

[0] AccessCat#0

Dial plan

[0] NumberPlan#0

Authorization

[not set

Login ‘¥

Password '@

Ignore source port after registration

O

Subscriber service mode @

[On

Display name

Use display name

|Received only

1 Subs. Iz unique subscriber identifier;
1 Descriptiong anarbitrary text description of subscribers;

1 Numberg subscribeis number. For a group of subsdrers the number of each following
subscriber will be increased by 1;

1 CallerID numbeg subscriber's Caller ID numbdfor a group of subscribers, number of each
following subscriber will be increased by 1;

1 Use CalleriIbumberfor redirection

1 Callng paty numbertype ¢ type of the subscriber number;
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1 Caling partycategory(RUSY; subscriber's Caller ID category;

1 Lines operationmodeg setting limits on the number of simultaneous calls. Can take two values:
Conmon and Separate. The first mode takes inttcaunt the total number of simultaneous calls
in which the subscriber can take part; in the second mode, incoming and outgoing calls are
counted separately;

1 Linesnumberg the number of simultaneous calls in which the subscriber can take part. The field
appears if theline operationmodeis set toCommon The range opossible values is [1;255] or
0 ¢ no limits;

1 Ingress lines numbkg the number of simultaneous incoming calls to the subscriber. The field
appears if the line mode is set 8eparate The rage of possible values is [1;255] o¢ o limits;

1 Egresdinesnumbetr ¢ the number of simultaneous outgoing calls from the subscriber. The field
appears if the line mode is set &eparate The range of possible values is [1;255] qm® limits;

1 Redireting lines number, number of simultaneous calls for redaton. Valid range [1;255] or
0t no limits;

1 IP addresgort¢ IP address and port of the subscriber. If the value is set to 0.0.0.0, the
subscriber is allowed to register from any IP addressemMiou set the port value to zero, the
port sending the registration request is ignored,;

1 Allow unregisteredcalls¢ the option becomes active only if tH® addressPort option specifies
both the IP address and the port of the subscriber. When this opsiaecked, the subscriber is
allowed to make calls without registration from the specified IP and port;

1 SIP domaig identifies the domain to which the subscriber belongs. It is sent by the subscriber
JrGSslre Fa KS aK2adé efrtdmeddioeldSNI Ay GKS {Lt | w

1 SIP profile selecs the SIP profile. The SIP profile defines most of the subscriber settings (see
section3.1.5.2);

1 PBX profilg selecsthe PBX profile (see secti@il.7.5PBX Profilds
T Access categonyselecsan access category;

1 Dialplanc define adial planfor the subscriber;

1 Authorization ¢ definesthe authentication mode for the device

1 not se ¢ authentication is disabled;

1 with REGISTERauthentication is performed only during the registration, using the
REGISTER request;

1 with REGISTER and INWTdithentication is performed both during the registration
and when making outgoing calls, usRBGISTER and INVITE requests;

1 Loging the user name for authentication;
1 Password; password for authentication;

1 Ignore source port after registratianafter registration, messages from subscribers can arrive
from any port of the registered address;

I These settingare displayedf the separate line mode is selected.
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1 Subsdber service mode set a limit on the incoming and outgoing communication for the
subscriber:

T

= =

= —a =

E R

off: out of service. The subscriber number is present indla plan but the subscriber
terminal cannot be registered. Therefore, incoming calls will bectegewith the out of
ordercause; outgoing calls cannot be initiated;

on: all types of communication are available;

off 1: incoming communication is enabled; outgoing communication is to special services
only;

off 2: incoming communication is disabled; gaing communication is to special services
only;

denied1.: full prohibition for incoming and outgoing calls. Calls will be routed according to
the dial plan but be rejected;

denied2: full prohibition for incoming and outgoing calls, except for specialises;

denied3: incoming calls arprohibited, outgoing calls are allowed;

denied4: incoming calls argrohibited, outgoing calls are allowed only for local and
private communication;

denied5: incoming calls are allowed, outgoing calls are fpityhibited;

denied6: incoming calls are allowed, outgoing calls are allowed only for special services;
denied7: incoming calls are allowed, outgoing calls are allowed only for local and private
communication;

denied8: incoming calls are allowed, outgoing sadire allowed only for local and private
and zone communication;

ignore excluded from thedial plan The number is completely excluded from the
subscriber number list of thdial plan If this number is called, the call will be rejected
with the no routeto destinationcause, or it will be routed to the appropriate prefix in the
dial plan

1 Display name the name to be transferred to the displanyame parameter. The parameter affects
on usage of displagame as Connected Name in call reply in the direatiosubscriber;

1 Use dsplay name the display name usage mode (SIP displayne). Can take the values:

1
1

Received only the Display namesetting will not be used and the disptaame
parameter will always take the value indicated in the initiating INVIT&estq
Receivegrefer¢ if a call initiation request received from the subscriber does not specify
the displayname, then the displapame is substituted with the value configured on
SMG. Otherwise, the specified displagme will be used;

Configurednly ¢ regardless of the displayame indicated in the subscriber's request, the
displayname configured on SMG will be used.
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Multiple registration (SIP forking)

Multiple registration (SIP-forking)

SIP-forking | []

Max registered contacts number |2

Busy-Lamp-Field (BLF) settings

Enable subscription | []

Max subscribers number ¥ |10 |

Manitoring group |CI |

Intercom call settings

Intercom call type | one-way v |
Intercom call priority | 3 v |
Intercom SIP-header | | Answer-IMode: Auto v|

Pause before answer, sec @ | 0
VAS settings
CLIRO | [
Enable VAS
Prohibit intervention in conversation | [

Notify about the start of intervention

RingBack settings

Mode | | Default v

File name

| Apply | cancel |

Multiple registration of up to five clients on one account is allowed. The registrationssilgpe on the
same or on different network interfaces. A call goes to all registered contacts simultaneously. Work with
priorities (gparameter) will be implemented in future versions.

9 SIRforking ¢ enables multiple registration on a subscriber;

T Number ofregistered contactg; allowed acceptable rangef gegistration per subscribetttie
range of allowed values is [2; 5]).

Busy lamp field (BLF) settings

1 Enablesubscriptiorg enable subscription to BLF events of other subscribers;

Max subscribersiumberc the amount of monitored numbers with the activated BLF service;

1 Monitoring groupg the BLF monitoring group; BLF monitoring is allowed only between the
subscribers belonging to the same monitoring group.

=

V Directions (ocal network, special service, zone tm@rk, private network, longdistance
w¥ | communication, international communication are specified when configuring the prefix in th
BirectionCfield of the dial plan
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Intercom call settings

T

T

T

Intercom call type; type of incoming interconealls(call withauto-replay fromsubscriber B):

1
1
1

T

Oneway ¢ with an incoming intercom call subscriber B will hear subscriber A, but
subscriber A will not hear subscriber B (amay notification);

Twoway ¢ with an incoming intercom call both subscribers will hear each other
Ordinary callc the incoming intercom call will be mades a normal call with nauto-
reply from party B;

Ignoreg the incoming intercom call will be rejected.

Intercom call priority; the priority of the incoming intercom call over all other calls

1
1

)l

)l

If subscriber A with priority 1 calls an already busy subscriber B (with one line and any
priority), then subscriber A will be rejected;

If subscriber A with priority 2 calls an already busy subscriber B (with one line and any
priority), then subscribeA will interrupt an already busy regular call;

If subscriber A with priority 2 calls an already busy subscriber B (with one line and any
priority), but subscriber B is already busy with subscriber C (with priority 3k the
subscriber A will be rejected;

Natification of subscriber A should pass in any case, with unconditionally higher priority.

IntercomSIP headeg selecting a SIP header that will be sent to the subscriber in the INVITE
message during the intercom/paging call:

=4 =4 =4 =4 =8 -8 -8 -8 -8 f

AnswerMode: Auto;

Alert-Info: Auto Answer;
Alert-Info: info=alertautoanswer;
Alert-Info: Ring Answer;
Alert-Info: info=RingAnswer;
Alert-Info: Intercom;

Alert-Info: info=intercom;
Caltinfo: A;answerafter=0;
Caltinfo:\\;answerafter=0;
Caltinfo: ;answerafter=0.

1 Pause before amger (sec)¢ transmitting the pause time before the answer to the
intercom/paging call in th&inswerafter(parameter.

VAS Configuration

1
)l

CLIRQ@ a service for overriding the prohibition on caller number identification;

EnableVASq enabling SupplementsirServices. When this option is active, ¥M&SActivation
Tablebecomes available;

Prohibit interventionin conversatia ¢ prohibiting the subscriber from interfering with the
conversation;

Notify about thestart of interventiong if the call is interferedwith, the subscriber will hear a
sound signal; this option is active by default.
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VAS Activation

= = -4 -4 -a -—a -2

VAS activation
Call forward {Unconditienal)
Call forward {Busy)

iCall forward {Mo-reply)

J|1O|0o|O

Call forward (Out of service)

]

Call forward (Time)
Call hold
Call transfer
JWAY conference
Call pickup
Conference | [
Disconnect conference by initiator

Intercom/Paging | [

-

Change password

Outgeing calls restriction | [
Restricted by password
Password activation

Follow me | [

-

Follow me (no response)
Call Park To | [

Slot setfing

Extraction from slot
Woice mail

Cne Touch Record
Intervention

DhD | O

Blacklist | [

Reset all services | [

Callforward (Unconditiona) ¢ enablesthe Call Forwarding Unconditional
(CRUnconditional) service;

Callforward (Busy ¢ enablesthe Call Forwarding BugCF Busy) service;
Callforwarding(No-reply) ¢ enablesthe Call Forwarding No Reply (CF No Reply) service;
Call ForwardOut of Serviceg enablesthe Call Forwarding Out of Service (CF Out Of Service)
Call ForwardTime)¢ enablesthe service of caforwarding depending on time

Call holdc enablesthe Call Hold service;

Call transferg enablesthe Call Transfer service;

3WAYconference; enablesthe 3WAY conference service;
Call pickug; enablesthe Call Pickup service;

Conferencevith consequent asembly
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1 Disconnectonferencey initiator ¢ when checked, the conference will be disabled when an
initiator leaves the conference. Otherwise, the conference will be saved even when the initiator
leaves and will be over only when all the participants leave

1 Intercom/Paging; activates access to the intercom and paging service (call aitto-reply from
B side);

1 Changepasswordg changethe password to restrict the outgoing communication;
1 Outgoingcalls restrictiorg usesthe outgoingcalls restrictiorby passwordservice;

1 Restrictedby password; allows the subscriber to make a call once without communication
restriction by entering the VAS password,

1 Password activatioq allows the subscriber to enter a password once to remove the outgoing
communication estriction Reentering the password sets the restriction again;

1 Follow mec activatesthe follow meservice;

1 Follow me (no responseactivatesthe follow meservice;

1 Call Park Tq enables Call Parlservice;

1 Slot settingg allows to put a subscriber @ slot withinCall Parlservice;

¢ Extraction from slot allowsto retrieve a subscribefrom a slot withinCall Parlservice;
1 Voice maik enablesthe voice maikervice;

T One touch record enablesthe call recording service on demand;

1 Interventiong enablesthe callinterventionservice;

7 DNDDoNothsturb)cl £ £ 2 & & dzo & OIS NI Adddde EMEBOS péEcKy Sevébal
numbers, that can call this bacriber, from the white list;

1 Blacklistg allows subscriber to include phone numbers in biack list for blocking calls from
these numbers;

7 Resetll serviceg cancesall numbers configured for forwarding by clicking a service prefix set in
the dial plan

For a detailed description of VAS, #88PENDIX. AIVORKING WITH VAS SERVICES

RingBack settings
RingBack settingsllows to set up a ring back tone for each subscriber individually.

1 Mode:

1 Defaultt the option corresponds to the default settings

1 RingBack playsthe standard ringback tonégnore the default settigs

9 Audio filet changethe standard ringback ton® a chosen oa which has been
R2gyft 2 RSR Ay (an{indlividiugd S6und fSrithé dirgcHah)e
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WPdditional NumberGrab

A subscriber can have different numbers in differdidl plans Sothat, when a call passes through the
prefix of dial planchanging the subscriber's CgPN number is automatically replaced with the number in the
correspondingdial plan

For example:

A subscriber has an internal short number and, therefore, registers at thhewgg with the short
number. When connecting to an external network, the subscriber should replace CgPN with their number in
the international format. The transition to an external network is performed throtinghprefix 9.

To solve this task, it is ne@asyto activate twodial plansin the Systemsettingssection, create a list of
subscribers with short numbering at the gateway, and specify an external number for each subscriber in the
Additional numbergab in the Dial plan #1 field. In theDial plan# 1, create the prefix of transition to the
external network, while in th®ial plan #, create a prefiX9x.)HavingChangeadial plantype that will transfer
the calls to theDial plan #1. When the subscriber dials a full number starting from 9, the wél be
transferred to theChange dial plamprefix; when the call gets into thBial plan #1, the subscriber's CgPN
number will automatically be replaced with their external number.

SIP Subscribers

eSS Additional numbers _

SIP subscriber

Dial plan # 0

Dial plan # 1

Apply Cancel

Dial plan# 016 ¢ additional subscriber number in the correspangldial plan
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3.1.7.1.2 Subscriber Monitoring

Upon selectinghe WlonitoringQab, a subscriber status table is displayed.

SIP Subscribers
IMonitoring  [JEREG ement  BLF Monitoring

Mumber of configured subscribers: 7
Mumber of registered subscribers: 1

Search subscriber by number Search
Ne State Title Number SIP domain PiPort [ FEEE Select
0 | @ [JROEEIONES |qypscribert00d (752 192.168.113.133|192.163.113.129:5085 | 10 19 904 00-16:35
1 | D Mot registered | Subscriber#0D1  |73831010101 0.0.0.0:0 pengistralic-n 00:00:00
2 | (D |Mot registered  |Subscribers0D2  |73331010102 0.0.0.0:.0 :-:Dgis.tralion 00:00:00
3 | (D |Mot registered |Subscriber#002 |6631 0.0.0.0:0 pengistralic-n 00:00:00
4 | @ |Mat registered |+114 114 0.0.0.00 :‘&”gistm“ﬂn 00:00:00
5 | (D |Mot registered |Subscriber#007 |004 0.0.0.0:0 ::gistralic-n 00:00:00
6 | @ |Mot registered |Subscriber#006 |10003 00000 :-;Dgistralian 00:00:00
10 ¥ | Rows in the tabls to show H4 P H Current page 1 from 1

Selected: 0 | Stop registration

1 Search subscriber by numhlipchecking the database of configured SIP subscribers, you can check
by name, number, status, SIP domain, IBrads:Port;

1 Stateg subscriberregistration status (registration is avtiveot registered, registration expired);
1 Titleg arbitrary text description of a subscriber;

1 Numberg the subscriber number;

1 SIP domaimg the domain to which the subscriber belongs;

1 IP/Portg IP address and port of the subscriber;

1 Last registratiorg, the time of the last registration;

1 Expirein ¢ the time remaining before the registration expiration.

Click theStopregistrationbutton to forcibly reset the registration for selectedibscribers.
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3.1.7.1.3 VAS Management
In this sectionVAS settings for subscribers can be configured.

VAS services are provided to each subscriber, but in order to use a particular service, it must be enabled
by the operator. The operator can create a service gtam multiple VAS functions. To do thisheckthe
EnableVASandselect necessary VASthe openedsection see3.1.7.1.1Subscriber Configuration

Subscribers can managhe status of VAS services from their telephone set. The following options are
available:

1 service activatiorg activatesthe service and enter additional data;
1 serviceverification
1 cancel service disablesthe service.

When the activation code is ented or the service is cancelled, subscribers may hear either a
Confirmationsignal (3hort tones) or aBusysignal (intermittent tone with tone/pause duration 0.35/0.35
sec). TheConfirmationsignal indicates that the service has been successfully sedivax cancelled; théBusy
signal indicates that this service is not activated for the subscriber.

After entering the service verification code, the subscriber may hear eitheSthgon Responssignal
(continuous tone) or theBusy signal. TheStation Reponsesignal indicates that the service has been
successfully enabled and activated for the subscriber;Bhsysignal indicates that the service is disabled or
not activated for the subscriber.

The menu displays only those numbers for which tBeable VAS checkbox is selected in the
configuration menugection3.1.7.1.1Subscriber Configuration

5IP Subscribers
Monitoring WAS management

Search subscriber by number | |[ Search |

2 Description Numiber Parameters
1] Subsariber#002 Follow me(no response); DND: Deactivate
1 Subscriberz000 T&82 oice mail: off
Rows in thie table to show M4 PFH Current page 1 from 1

an
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Edit VAS block of Subscriber2012 ()

Mumbers

VAS block for subscriber Subscriber012

Mumber for call forward (unconditienal)

Number for call forward (busy)

Number for call forward (out of service)

I
I
Mumber for call forward (no-reply) |
I
I

Mumber for call forward (time)

Password |111‘1

Password activation | [

Restrict out | [all allowed v

Follow me

Follow me activation

Follow me pin

Follow me number

Follow me pin

Follow me number

Follow me (no response)

Follow me activation | [

Follow me pin

Follow me number

Follow me (no response)pin

Follew me (no response jnumber

Call forward (Time)

Schedule selection | [not set w |
Voice mail
Voice mail activation | [not set w |
Password | |
| Apply |[ cCancel |

Number forall forward (unconditiona) ¢ phone number for the Call ReardingUnconditional
service;

Number forcall forward (busy) ¢ phone number for the Call Forwarding Busy service;

Number forcall forward (no-reply) ¢ phone number for the Call Forwarding No Reply service;
Number forcall forward (out of servicg ¢ phonenumber for the Call Forwarding Out of Service;
Number forcall forward (time) ¢ phone number for the Call Forwarding by schedule;

Password; a 4¢8-digit password to access the outgoing communication restriction service by
password,;

Password activatiog when this option is checked, the password is activated and the outgoing
communication restrictions are removed;
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1 Restrict out; specifies that outgoing communication is not allowed for certain types of directions
when the password imactive:

f
f

f

Follow me

all allowedc all the restrictions are not valid, restriction code;

only toemergency; egress communication is restricted, only emergency calls are
available, restriction code 1;

only local and department networkegress communication is restricted, it is avdidab

to call only to local numbers and departmental numbers, restriction ep2le

only local, department and zometwork ¢ egress communication is restricted, it is
available to call only to local and zone numbers and departmental numbers, restriction
codec 3.

1 Follow me activatiom enablesthe service

1 Follow me pin activatesthe function of disabling the service by using a PIN code;

1 Follow me number activatesthe function ofusing number for redirection

1 Follow me pin setsa PIN code whitwill be used to activate the service;

1 Follow me number a number for redirection

Follow me (no response)

1 Follow me activation enablesthe service;

1 Follow me pin activatesthe function of disabling the service by using a PIN code;

1 Follow me number activatesthe function ofusing number for redirection

1 Follow me (no response)pinsetsa PIN code which will be used to activate the service;

1 Follow me (no response)numbera number for redirection

Call forward (TimeX selecsa schedule for forwating

Voice mailg enabling voice mail service.

@ KA (0 &b gyduimay activate thelo not disturbservice and define white number list containing the
numbers which an call the subscriber evendo not disturbmode.

Y f I Othlfc yol m&Y activatehe black lis service and set black list of numbers which cannot call the

subscriber.

For a detailed description of VAS, #8@PENDIX.MVORKING WITH VAS SERVICES
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3.1.7.1.4 BLF Monitoring

SIP Subscribers

Search subscriber by number Search
Nz Subs. name Subs. number BLF state Observers number
0 Subscribersl0D 782 a
1 Subscriberti0 TIZI101011 o
2 Subscribers002 73831010102 o
3 Subscriber 003 BE31 a
4 +114 114 a
5 Subscriber#007 004 a
G Subscriber#D0E 10003 a
10 ¥ | Rews in the table to show H4Pr M Current page 1 from 1
1 Subs. name disphysthe subscriber name;
1 Subsnumberc displaysthe subscriber number;
1 BLF stat ¢ displaysthe BLF status;
1 Observersiumberg the number of contacts who monitor the subscriber.

3.1.7.2FXS/FXO Ports

FXS/FXO ports
Configuration
Search subscriber by number Search
Line Type Title Number Dial plan ot RaY | Select
1 FXo 000 2020 [0] NumberPlan#D 1
2 FXO Subscriber001 2021 [0] NumberPlan#D 1
2 FXO Subscriber£002 2022 [0] NumberPlan#D 1
4 FX0 Subscriber#003 2023 [0] NumberPlan#D 1
5 FXO Subscriberg004 2024 [0] MumberPlzn#D 1
] FXO Subscriber£003 2025 [0] NumberPlan#D 1
7 FXO Subscriber006 2026 [0] NumberPlan#D 1
] FX0 Subscriberf007 2027 [0] NumberPlan#D 1
] A Subscriber#003 20238 [0] MumberPlan#D 1
10 A Subscriber£008 2029 [0] MumberPlzn#D 1
1 NA Subscriber010 2030 [0] NumberPlan#D 1
12 MA Subscriber#l 11 20 [0] NumberPlan#D 1
12 A Subscriber#l12 2032 [0] NumberPlan#D 1
14 A Subscriberg013 2033 [0] MumberPlzn#D 1
15 MNA SubscriberF014 2034 [0] NumberPlan#D 1
18 MA Subscriber013 2033 [0] NumberPlan#D 1
20 ¥ | Rows in the tablz to show H4P N Current page 1 from 1
» Selected: 0 | Edit selected

1 Search subscriber by numhiecheck whether the specified satriber number is available in the
database of configured SIP subscribers;

1 Edit selected click this button to enter the group editing menu for selected subscribers'
parameters (with the Select checkbox selected next to them). To enable editing, seléadith
checkbox for the required parameter. The configuration parameters are described below;

To edit the selected objects, click % button.
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HELTEX

3.1.7.2.1 FXS port parameters

Descrigion | [ubscriber?015 |

Enable |

Part type | FXS

Humber | |

CallerdD number | |

Use CaledD number for redirection | [

Caling party numbsr type | [Subscaiber v |
Calling party catepary (RUS) | [T ol
Pax peafite | [notset |

FXSIFX0 profik: | [J0] FASorone=] |

Aconss categury | [[0] AccessCaté0 |

Diaal plen | [J0] MumberFlansd v |

CallerlD peneration | [F5K BELLZ02 w |

Send only number | ]

Subscriber sanice mude 9 [ [On w |

Hatline {incaming) | |

Hotine delay (incoming), sec w H:'

Dhisplary neame | |

Use display name | []

Echa-canceliation | [off w |

Rx gain 0.1 4B} W |70 |

Tx gain {0.1 45} W | [0 |

WMz subscribers numier 9 |'|ﬂ |

Manitaring graup H}I |

CLIRD

Enatile WAS

Prahibit inlervention in comeersation

a|ojo|o

Halify about the skt of inlervention

Mode ([Default |

File rame

[ Appy |[ Cancel |

1 Descriptiorg arbitrary text description of a subscriber;

Enablec checkbox for enablingidabling port operation;

1 PorttypecA Y F2NXIF GA2Y FASE R RAaWwhvAERIAG/TIS LI2INTILISI BALTS  Hc
not installed or initialized);

1 Numberc the phone number of the FXS port for making a call to this port;

=
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=A =4 =4 4 -8 4 8 =

=

CallerID numbet the phonenumber of the FXS port for making a call from this port;

Use Calldb number forredirectiong uses the number specified in th&€aller ID Numbefield

when performing the call forwarding service;

Calling party number typetype of the subscriber number;

Calling party category (RUS3$ubscriber's Caller ID category;

PBX profile selecsthe PBX profile (see secti@il.7.5PBX Profiles

FXS/FXO profileselecs the FSXXO profile for the subscriber;

Access categonryselecsan access category;

Dial planc definesthe dial planfor the subscriber;

CallerID generatiom selecs the Caller ID display format. Available values: disabled, Caller ID,

Caller ID (w/o waiting00 Hz), DTMF, FSK BELL202, FSK V.23;

Send only numberif this option is checked, only the caller number (without name) is displayed;

Subscriber service modesets a limit on the incoming and outgoing communication for the

subscriber:

T off: out of servie. The subscriber number is present in thial plan but the subscriber
terminal cannot be registered. Therefore, incoming calls will be rejected witbthef
ordercause; outgoing calls cannot be initiated;
on: all types of communication are availaple
off 1: incoming communication is enabled; outgoing communication is to special
services only;

T off 2. incoming communication is disabled; outgoing communication is to special
services only;

9 denied1l: full prohibition for incoming and outgoing calls. Caildl be routed according

to the dial plan but be rejected;

denied2: full prohibition for incoming and outgoing calls, except for special services;

denied3: incoming calls arprohibited, outgoing calls are allowed;

denied4: incoming calls arg@rohibited, outgoing calls are allowed only for local and

private communication;

denied5: incoming calls are allowed, outgoing calls are foitghibited;

denied 6: incoming calls are allowed, outgoing calls are allowed only for special

services;

9 denied7: incoming calls are allowed, outgoing calls are allowed only for local and
private communication;

9 denied8: incoming calls are allowed, outgoing calls are allowed only for local and
private and zone communication;

9 ignore excluded from thedial plan The numbers completely excluded from the
subscriber number list of thdial plan If this number is called, the call will be rejected
with the no route to destinatiorcause, or it will be routed to the appropriate prefix in
the dial plan

E R

= =4 A

= =

1 Hotline (incomingY a numter used to call in hotline mode;
1 Hotline ctlay (incoming), segpause in seconds befe the automatic dialing of thaumber that

il

is specified in thédotline (incoming calfjeld;

Display namet a name which will be transmitted idisplayname. Also, the parameter will
influence on usingdisplayname as Connected Namen responses on calls directed to the
subscriber;

Use display nameenable using Display
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Options

1 Echecancellationt echo-cancellationrmode:
1 voice(default; echo cancellatorare enabledn voice transmission mocle
1 voice nlpoff ¢ echo cancellators are enabled in voice transmissioode, nonlinear
processor(NLP is disabledwWhenthe signal leved on transmission and receiving are very
different, a weak signal might be suppressed by NlU$e this mode to prevent such
situations
1 off ¢ do not useechocancellationthe mode is set by defayit
1 speexalgorithm.
1 Echo cancellation direction:
1 Incomingg the echo from the caller is suppressed;
1 Outgoingg the echo towards the subscriber is upssed.
1 Rxgain (0.1B)¢ volume of the received signal (amplification/attenuation of the sideagl);
1 Tx gain (0.1 dB} volume of signal transmitted, gain/loss of the signal transmitted to the
communicating device direction

AGC (Auto Gain Control)
The settings block becomes available when speex algorithnechocancellatiormode is enabled.

1 Enable/Disable AGC for Speesnabling/disabling AGC;

1 Target volume leve] frequency that AGC will try to hold;

1 Max gain increment, dB/se¢ maximum allowablevalue of gain increase rate of the original
signal;

1 Max gaindecrement dB/sea; maximum allowed value of gain reduction rate of the initial signal;

1 Maxgain¢ maximum allowable value of amplification of the original signal.

BusyLampField (BLF) settings

1 Max subscribers numberthe maximum number of subscribers capable to monitor the line state
1 Monitoring group¢ BLF monitoring group, BLF monitoring is available for subscribers who are in
the same monitoring group.

VASsettings

1 CLIRQ@ a service for werriding the prohibition on caller number identification;

1 Enable VA enables VAS services. When this option is checked, WS Activatiortable
becomes available;

1 Prohibit intervention in conversatianprohibitsthe subscribeto interfer in the conersation;

1 Notify about the start of interventioq when interfering in a conversation, a sound signal will be
played to the subscriber, by default the option is enabled.
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RingBack settings

RingBack settings allows to set up a ring back tone for each dudasicrdividually.

Mode:

91 Defaultc the option corresponds to the default system settings;
1 RingBack playing the standard ringback tone, ignoring the default system settings;

1 Audo file ¢ changing the standard ringback tone to a chosen one which has been
downloaded inSystem settingmenu option (an individual sound for a subscriber).

VAS Activation

VA S activation
Call forward (Unconditional)
Casll forward {Busy)
Call forward {No-reply)
Call forward (Tirme)
Call hold
Csll transfar

INEY conference

Call pickup

Conference

Disconnect conference by initiator
Changs pazsv

Outgaing calls restriction

Festricted by password

Paszword sctivation

Follow me

Follow me (ne responss)

Call Park To

Slot s=tting

Extraction from slat
Cine Touch Record
Woice ma

Intervention

Speed diz

Reset all services

1 Call forward nconditional);, enablesthe Call Forwarding Unconditional

(CF Unconditional) service;

Call forward (Busyj enablesthe Call Forwarding BusyR®usy) service;

Call forward (Neeply)¢ enablesthe Call Forwarding No Reply (CF No Reply) service;
Call forward (Time enables senice for Call Forwarding bylsedule;

Call hold; enablesthe Call Hold service;

=A = =4 =4 =4

Call transferg enablesthe Call Transf service;

Office IP SM@00 and SM&00 PBXs 125



= =4 =4 -

= =4 -4 -a -2

3WAY conferenceenablesthe 3WAY conference service;
Call pickug; enablesthe Call Pickup service;
Conference activates a conference with consequent participant collection;

Disconnect conference by initiatgrwhen checked, a conference liMbe over when an initiator
leaves it. Otherwise, the conference will be saved after the initiator quiting and will be over only
when all the participants leave the conference;

Changegpasswordc changesthe password to restrict the outgoing communication;
Outgoing calls restrictiog usesthe Restrict outgoing communication by passweetvice;

Restricted by passwordallows the subscriber to make a call once without communication
restriction by entering the VAS password;

Password activation allows thesubscriber to enter a password once to remove the outgoing
communication restrictionReentering the password sets the restriction again;

Follow meg activatesthe follow me service.

Follow me (no responsepactivatesthe follow me service.

Call Park Tq enables Call Park service;

Slot settingg allows to put a subscriber to a slot within Call Park service;

Extraction from slot allows to retrieve a subscriber from a slot within Call Park service;
One touch record enablesthe Call recording servicexalemand;

Voice maik; enablesthe Voice mail service;

Interventiong enablesthe Call intervention service;

Speed diat enablesthe Speed dial service;

Reset all servicascancesall numbers configured for forwarding by clicking a service prefiinset
the dial plan

For a detailed description of VAS, #88PENDIX.MVORKING WITH VAS SERVICES
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3.1.7.2.2 FXO port settings

FXS/FX0O ports
FXSFX0 port 6
Description | | SubscriberllS
Enable | ¥
Port type | FXO
TrunkGroug | [2] TrunkGroupd3
Mumber ||2025
CalleriD numoer
FaX profiz | | [0] PEXprofile#d ¥
PRSP0 profile | [ [0) 100 hd
Accass category | | [0] AccessCats#l i
Dial plan | | [0] MumberPlams] hd

Hotline (incoming) | |556528

Hotine (outgoing) | 521

Echo-cancellation | | off v
R gain (0.1 dB) & (|0
Tx gain (0.1 dB) & | |0
Busy-Lamp-Field [ELF) settings
Max subscribers number W | |10

Monitoring greug | |0

Apgply Cancel

1 Descriptiorg arbitrary textdescription of the subscriber;
1 Enableg on/off port operation;

1 Porttype ¢ information field displaying port type (FXS, FXO or unavailable if the submodule is not
installed or iniialized);

Trunkoup ¢ shows a trunk group which includes this FXO port;

Number¢ FXS port number used for calling to this port;

CallerID numbetg phone number of FXS port that will be used for calling from this port;
ST Lad®eEs\ €S LINE Edtidn $.1.7.58BX PBfilds

FXS/FXO profileselecs FXS/FXO profile for subscriber;

Access categonyselecs access category;

Dial plant defines thedial planthat the subscriber will belong to;

Hotline(incoming)t the hotline number used for incoming calls to the port;

=A = =4 =4 -4 -4 -4 -4 -

Hotline delay (incoming), segpause in seconds before the automatic dialing of the number that
is specifed in theHotline (incoming calfjeld;

1 Hotline (outgoing) the hotline number usedadr outgoing calls from the port.
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Options
1 Echocancellatiomt echo-cancellatiormode:
1 voice(default; echo cancellatorare enabled in voice transmission mgde
1 voice nlp-off ¢ echo cancellators are enabled in voice transmissioode, nonlinear
processoi(NLP is disabledwWhenthe signal leved on transmission and receiving are very

different, a weak signal might be suppressed by NLP. Use this mode to prevent such
situations

1 off ¢ do not useechocancellationthe mode is set by defaylt
1 speexalgorithm.
1 Echo cancellation direction:
1 Incomingg the echo from the caller is suppressed;
1 Outgoingc the echo towards the subscriber is suppressed.

T Rx gain(0.1 dB)T volume of signal received, gain/loss of the signal recdiieom the
communicating device;

T Tx gain(0.1 dB)T volume of signal transmitted, gain/loss of the signal transmitted to the
communicating device direction.

AGC (Auto Gain Control)
The settings block beates available when thgpeex algorithnechocancellatiormode is enabled.

1 Enable/Disable AGC for Speenabling/disabling AGC;
1 Target volume leve] frequency that AGC will try to hold;

1 Max gain increment, dB/se¢ maximum allowable value of gain increagate of the original
signal;

Max gaindecrement dB/sea; maximum allowed value of gain reduction rate of the initial signal,

Max gaing maximum allowable value of amplification of the original signal.

BusyLampField (BLF) settings
1 Max subscribers nuber ¢ the maximum number of subscribers capable to monitor the line state

1 Monitoring groupg BLF monitoring group, BLF monitoring is available for subscribers who are in
the same monitoring group.
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3.1.7.2.3 VAS Management

FASIFXO ports

WAS manspgement

Search subscriber by number Search

SubscriberFDDD | 3030 CFU; CFB; CFNR: 8583; Follow me; Follow meine response); CH; CT; CP; Conf collect; 3wsy conf;, PWD: 1111; PWD ACT; RBP
Deactivate; Out calls restrict: sl allowsd

Rows in the table to show H4FrH Currant page 1 from 1

In this section)AS settings for subshkérs can be configured.

VAS services are provided to each subscriber, but in order to use a particular service, it must be enablec
by the operator. The operator can create a service plan from several VAS functions. To enable this, select th
Enable VASheckbox and other checkboxes for required VAS functions in the se8tioid.1.1Subscriber
Configuration

Subscribers can manage the status of VAS services from thghtele set. The following options are
available:

f service activatiom activate the service and enter additional data;
f service verification
f cancel service disable the service.

When the activation code is entered or the service is cancelled, subscribeyshes either a
Confirmationsignal (3hort tones) or aBusysignal (intermittent tone with tone/pause duration 0.35/0.35
sec). TheConfirmationsignal indicates that the service has been successfully activated or cancell&®lighe
signal indicates tht this service is not activated for the subscriber.

After entering the service verification code, the subscriber may hear eitheSthgon Responssignal
(continuous tone) or theBusy signal. TheStation Responssignal indicates that the service hazem
successfully enabled and activated for the subscriber;Bhsysignal indicates that the service is disabled or
not activated for the subscriber.

The menu displays only those numbers for which tBeable VAS checkbox is selected in the
configuration nenu Gection3.1.7.1.1Subscriber Configuration
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Edit VAS block of Subscriberz000 (123)

VA'S block for subscriber Subscriberz000

Mumber for call forward (unconditional)

Mumber for call forward (busy)

Number for call forward (out of service)

|
I
Number for call forward (no-reply) |
|
|

Number for call forward (time)

Password | [1111

Password activation | [

Restrict out | [all allowed v

Follow me

Follow me activation

Follow me pin

Follow me number

Follow me pin

Fallow me number

Follow me {no response)

Follow me activation | [J

Follow me pin

Follow me number

Follow me (no response)pin

Follow me {no response jnumber

Call forward (Time)

Schedule sslection | [not set |
Voice mail
Voice mail activation | [not set |
Password | |
[ Apply  |[ Cancel |

Number for call forward (unconditionaj)phone number for the Call Forwarding Unconditional
service;

Number for calldrward pusy)c phone number for the Call Forwarding Busy service;
Number for call forward (noeply)¢ phone number for the Call Forwarding No Reply service;
Number for call forward (out of serviagphone number for Call Forwarding Out of Service;
Numbe for call forward (time}; phone number for the Call Forwarding by schedule;

Password; a 4¢8 digit password to access the outgoing communication restriction service by
password,;

Password activatioq when this option is checked, the password is activated the outgoing
communication restrictions are removed;
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1 Restrict out; specifies that outgoing communication is not allowed for certain types of direction
when the password is inactive:

f
f

il

Follow me

all allowedg all the restrictions for outgoing traffic are not ichlrestriction code O;

only to emergency¢ egress communication is restricted, only emergency calls are
available, restriction code 1;

only local or department netwockegress communication is restricted, it is available to
call only to local numberand departmental numbers, restriction code;

only local, department and zone netwogkegress communication is restricted, it is
available to call only to local and zone numbers and departmental numbers, restriction
codec 3.

1 Follow me activabnt enablesthe service

1 Follow me pit activatesthe function of disabling the service by using a PIN code;

1 Follow me number activatesthe function ofusing number for redirectian

1 Follow me pirt setsa PIN code which will be used to activate thevase;

¢ Follow me number a number for redirection

Follow me (no response)

1 Follow me activatiom enablesthe service;

1 Follow me pin activatesthe function of disabling the service by using a PIN code;

1 Follow me number activatesthe function ofusingnumber for redirection

1 Follow me (no response)pinsetsa PIN code which will be used to activate the service;

1 Follow me (no response)number a number for redirection

Call forward (Time) select a schedule for forwarding

W2 KA G €youwniapad A g S G KS sériAc@ and define RiitéiniidbRiBisDcontaining
the numbers which can call the subscriber evellmnot disturlfinode.

Y. f I ahgeradl Yl & | Ol A O seiviBe addi& bladlolist bf @uimbersivaich @annot call

the subscriber.

For a detailed description of VAS, gdePENDIX. AIVORKING WITH VAS SERVICES
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3.1.7.2.4 Monitoring

Upon selecting théMonitoring' tab, a subscriber status table will be shown.

FXS/FXO ports
Monitoring  EREERRERERENENS

Filter by number
_ block State Incoming ‘Outgoing Incoming Outgoing
e e | It reason | timer CgPN CgPN CdPN cden oSt
1 FX5 |Sub! 26:02:04 |- -
2 FXS |Sub: 260204 |-
3 FX5 |Sub: 26:02:04 |-
4 FXS |Sub: 260204 |-
5 FX5 |Sub: 26:02:04 |-
B FXS |Sub: 260204 |-
7 FX5 |Sub: 26.0204 |-
8 FXS |Sub: 260204 |-
9 FX5 |Sub: 26.0204 |-
10 |FXS |Subsc 26:02:04 |-
1 FX5 |Subsc 26.0204 |-
12 |FXS |Subsc 26:02:04 |-
13 |FXS |Subscriber#012 (3042 © ldie | 26:02:04 |-
14 |FXS |Subscriber#012 (3043 © ldie |- 26:02:04 |-
15 |FXS |Subscriber#014 (3044 © ldie | 26:02:04 |-
16 |FXS |Subscriber#015 (3045 © ldie| 26:02:04 |-
Line states
& |Off
© |ldis
@ |Block
&R |Incoming dialing
=g |Cutgeing dialing
I3 |Incoming alerting
2 Outgeing alerting
B Busy, Release
[ [Talk
[ |[Hod
¥ Waiting, Wait CID
li§’|3way, Conference
Clean result
. Foreign - "
Fu[';':u" Dc Line Resi Resi Resi: C;Fﬁ;;‘y apacity gﬂ(pma:gv’
e Last voltage voltage supply A(TIF)-B  A(TIP)- B (RING)- B TIA(TIP) - _ Phone Test
test voltage, (RING), Ground,  Ground, Ground, status
(TIP), (RING) Ground,
v * | (RING), v kOm kOm kOm F ' nF "
v n nF

Line¢ port sequence number;
Typecg FXQOor FXSort type;
Namec arbitrary subscriber text description;

Numberg subscriber's number;

= = -4 -a -2

State ¢ the current status of the port. The available states are in the legend located under the
ports table

1  Off ¢ channel is disabled in configuration;

1 Idlec¢ chaanel is in initial state;

1 Blockg port is blocked;

1 Incoming dialing; incoming call dialling;

1 Outgoing dialing; outgoing call dialling;

1 Incoming alerting; incoming occupation, callee is disengaged,;

I Outgoing alerting; outgoing occupation, callee is diggaged,;

1 Busy, Releasechannel release, sending 'busy' tone;

1 Talk, Hold; channel is in call state, on hold;

1 Waiting, Waiting CIg waiting for response from the opposite party (waiting for
occupation acknowledgement, waiting for Caller ID, waiting fdrdialling);

1 3way, Conference conference mode (thregvay or sequential collection).
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il

|l

il

Block reasom port block reason. The following reasons are possible:

1 The leakage current exceeds permissible value;

9 Temperature exceeds permissible value;

9 Power dissipion exceeds the permissible value;

9 Hardware problem;

1 Line reinitialization (after enabling the port, it is blocked. The reason of blocking will be
reinitialization because the port will be completely reinitialized);

1 Offhook condition (doesn't appear ingHist of accidents and doesn't send traps);

1 Unknown reason.

State timerg timer showing how long the port is in the current state;
Incoming CgPR incoming Anumber;
Outgoing CgPMN outgoing Anumber;
Incoming CdPN incoming Bnumber;

Outgoing CdPMN outgoing Bnumber.

Testing ports

By selecting the necessary ports for testing opposite each port and clickitigetbibutton, one can test
the parameters of the subscriber line corresponding to this port. At the end of theitéspossible toview the
test results by clicking on tH&how test resulbutton:

. Last
Line te:t DC voltage  voltage B

= =4 -4 -4 -4 -—a -—a _-a _-a -2

Foreign  Foreign DC Resistance A Resistance A Resistance B Capacity A Capacity A Capacity B
(TIF)-B (TIP) - (RING) - (TIF)-B (TIP) - (RING)- Phone

A(TIP),V | (RING), V \mlvge, {RING), kOm Ground, kOm Ground, kOm (RING), nF  Ground, nF | Ground, nF

Test
status

C2NBA3IYy 5/ @2f413S ¢ owLbDoO3X +
C2NBA3IY 5/ @2t0G+38 s o6¢Ltus =
Line supply voltage/
ResisanceA (TIPX B (RING), kOm
Resistancé (TIPY, GND, kOm
ResisanceB (RINGJ GND, kOm
Capacity ATIPX B (RING), mkF
Capacity A (TIR)GND, mkF
Capacity B (RING)GND, mkF
Phoneg displays TA connection to FXS port:
T Not connected;
1 Connected.

Test status.
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3.1.7.3 PRI subscribers

PRI subscriberare numbers located behind PRI trunk (E1 stream with QH@nalling). PRI Bscribers
are identified by SMG as local subscribers with several subscriber services. Routing for such subscribers are
performed without creating additional rules in tlkal plan

The check of whether the caller is a PRI subscabeot is carried out by matching of A number and E1
stream Q.931 from which the call was received.

Search subscribeg checking the presence of a subscriber in the database of configured PRI subscribers;
the check can be performed by name, number, Riile, PBX profile, dial plans.

PRI Subscribers

Configuration [EESEENERERE NN

Search subscriber by number Search
Calling Salect
Ne 1D Title Number Dial plan party category PRI profile
(RUS)
10 ¥ Rowsin the table to show Hd4PFH
%R"?.‘J | Edit selected | | Remove selected |
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3.1.7.3.1 PRISubscribes Configuration

PRI Subscribers
PRI subscriber
Subsribers count |1 |
Max subsribers count 248
Starting description |E|..:5:r bers002 |
Starting number | |
PRI profile | [ not set v |
PEX profie | [ [0] PEXprofileg v
Calling party category (RUS) | 1 W |
Lines operation mede | | Common v |
Lines number '@ |1 |
Redirecting lines number o |':' |
Access category | [ [0] AccessCat#0 v |
Dial plan | [ [0] HumberPlargd v
Subseriber service mode @ | QOn W |
WAS settings
Enabéz VAS
RingBack settings
Mode | | Default hd
File name
Apply | | Cance

1 Subscribescountc numberof the subscribes;
1 Startingdescriptiong arbitrary subscriber text description;

1 Starting numbecr;, subscriber number for a group of subscribers. The nextcsildes will have
the number increased by one.

PRI profileg selecs PRI profile;
PBX profile selecs PBX profile (see sectidhl.7.5PBX Profiles
Calling party category (RUSEallerID category;

= = =4 =4

Lines operation mode setting limits on the number of simultaneous calls. Can take two values:
Common and Separate. Taemmonmode takes into account the total number of simultaneous
calls in which the subscriber can take part; in separatemode, inconmg and outgoing calls are
counted separately;

1 Linesnumber¢ the number of simultaneous calls in which the subscriber can take part. The field
appears if the line mode is set @ommon The range of possible values is [1;255] qm® limits;
If Separatemode has been selected, the quantity of calls is selestgghratelyfor incoming and
outgoing directions;

1 Ingress lines numbeg the number of simultaneous incoming calls to the subscriber. The field
appears if the line mode is set 8eparate The rang®f possible values is [1;255] o®o limits;

1 Egresdinesnumbet ¢ the number of simultaneous outgoing calls from the subscriber. The field
appears if the line mode is set 8eparate The range of possible values is [1;255] qm® limits;

1 Redirecding lines number, number of simultaneous calls for redoton. Valid range [1;255] or
0T no limits;

1 These settingare displayedf the separate line mode is selected
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1 Access categoryselect access category;
1 Dialplanc define a dial plan for the subscriber;

1 Subscriber service modedefines restrictions on incoming droutgoing communication for the
subscriber:

9 Off ¢ out off service. The subscriber number will be in a dial plan, but the subscriber
terminal will not be able to registerSo, all the incoming calls will be released Wit of
orderCrause, egressallswill not be initiated;

1 Onc enabled, all the types of cmections are available;

9 Off 1¢ ingress communication is enabled, egress commuiunato the special service
only;

1 Off2¢no ingress communication is disabled, egress commduipitab the speciaservice
only;

1 denied 1¢ ingress and egress communications are prohibited. Calls are routed according
to a dialplan but rejected;

1 denied 2¢ ingress and egress communications are prohibieegtept for the special
services;

9 denied X ingress calls arprohibited; egress calls are available;

1 denied 4c¢ ingress calls ar@rohibited, egress calls are allowed only within loeald
departmental communication;

9 denied 5 ingress calls arallowed;egress calls are prohibited;

9 denied & ingress calls arallowed;egress calls are allved only for special services;

1 denied 7¢ ingress calls are allowed, egress calls are allowed only within &vzhl

departmental communication;

1 denied 8¢ ingress calls are allowed, egress calls are allowed only within local,
departmental and zone communication;

1 Ignorec excluded from a dial plan. The number is excluded frdinthe subscriber dial

plans.In case of ringing this numbei, KS OF ff ¢gAff 6S NB2SO0OSR
cause or will be send to in accordancighwprefix in the dial plan.

VASmanagement

1 EnableVAS; VAS connection for a subscriber. When this item is selected, 'VAS activation' table
will become available.

VAS activation

WAS activation

Call forward (Unconditional)

1 Call forward Unconditional) activate call forward unconddnal (CF Call forerard (Busy)
Uncanditional) service Call forward (No-reply)

i Call forward (Busy) activate call forward on busy (CF Busy) S€rViCe | cai torwsrd (out of senvics)

1 Call forward (Neeply)t activate call forward on no reply (CF No rep Call forward (Time)
service

1 Call forwardOut-of servicgt activate call forwarding on out of service
(CF Otiof Service)
1 Call forward (Time] activate call forwardindpy schedule@QF (Time)

For a detailed description of VAS, #ePENDIX. NVORKING WITH VAS SERVICES
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RingBack settings
RingBack settings allows to configure a riagkbtone for each subscriber individually.

Mode:

9 Defaultt the option corresponds to the default system settings;

1 RingBack playing the standard ringback tone, ignoring the default system settings;

1 Audio filet changing the standard ringback tone to a shn one which has been
downloaded inSystem settingmenu option (an individual sound for a subscriber).

3.1.7.4Dynamic Subscriber Groups
3.1.7.4.1 Configuration of Dynamic Subscriber Groups
In this sectionthe dynamic subscriber groups can be configured.

Dynamicregistration uses digest authentication of subsa@tils on the RADIUS server (rfc 5090, ré€s0
no-challenge, drafsterman).

Dynamic subscribers groups

Configuration Monitoring  WAS management  BLF Monitoring

= o Number of . party SIP = Select
e 1 Description sul ihers Dial plan ory T profile
(RUS)
10 ¥ | Rews in the table to show H4PFH
b Selected: 0 | Remove selected |

To create, edit, or remove an entry, use tbjectsg Add Object, Objects Edit Objector Objectsg
Remove Objechenus and the folloimg buttons:

¢ Add subscribers;

bl ¢ Edit subscriber parameters;

% ¢ Remove subscriber.
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Dynamic subscribers groups

RingBack settings

Mode | | Default w
File name
[ Apply |[ Cancel

Calling party category (RUZ) | |1 |
Call forward (Time) | [
Lines operation mode | [ Common v
Call hold | []
Lines numbsr ¥ | [1 |
Call transfer
Rediracting lines numbar € | [0 |
FWAY conference
SIP domain | | |
Call pick-up | ]
SIP prefile | [not set ~]
Conference | )
PEX profile | [[0] PEXprofile#0 ~]
Dizconnect conference by inifiator
Access category | [[0] AccessCat# |
Intercom call | )
Dial plan | [[0] NumberFlar#0 ~]
Change password
Ignore source port after registration | ) i O
Outgoing calls restriction | [ ]
Subscriber service mode & | On hd | -
Multiple regi on (SIP S Restricted by passwerd
sIP-forking | [ Password activation
Max registered contacts number |2 DD | [
Busy-Lamp-Field (BLF) settings Blackiist | []
Enable subscription | (] Follow me | [
Max subscribers numbar &) |0 | Fallow me (no response) | [
Monitoring group |0 | Call ParkTo | ]
Intercom call settings Slot setting
Intercom call fype | one-way w | Exfraction from slot
Intercom call priority | [ 1 | Voice mail | [
Intercom SIP-header | [ Answer-Mode: Auto | One Touch Record | [
Pause before answer, sec @ | 0 Intervention | ]
VAS settings Clear all services | ]
CLRO | [
VAS management | [Individual v
Prohibit intervention in conversation | [
Muotify about the start of intervention

Dynamic SubscribsiGroup

= =4 =4 -8 A

Subscribers numberthe number of subscribers in the group;

Descriptior; name of the dynamic subscriber group;

Calling party nurber typec type of the subscriber number;
Calling party category (RUS3ubscriber's Caller ID category;

Lines operation modesetting limits on the number of simultaneous calls. Can take two values:
Common and Separate. Theommonmode takes into accodrthe total number of simultaneous
calls in which the subscriber can take part; in 8eparatenode, incoming and outgoing calls are

counted separately;

Lines numbeg the number of simultaneous calls in which the subscriber can take part. The field
appeas if the line mode is set t6ommon. The range of possible values is [1;255] qm® limits;
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1 Ingress lines numbér; the number of simultaneous incoming calls to the subscriber. The field
appears if the line mode is set 8eparate The range of posdibvalues is [1;255] or ©no limits;

1 Egress lines numbég the number of simultaneous outgoing calls from the subscriber. The field
appears if the line mode is set 8eparate The range of possible values is [1;255] qm® limits;

1 Redirecting linesiumber¢ number of simultaneous calls for redaton. Valid range [1;255] or
Ot no limits;

1 SIP domaig identifies the domain to which the subscriber belongs. It is sent by the subscriber
JFrGSsle a GKS aK2adé fradmuddts BeldSdee degfioBllK.§;, { Lt

1 SIP profile select the SIP profile. The SIP profile definesmiust of the subscriber settings.

{ St SOGA Y3 niakeyitepdssidldNRraghster & sip subscriber on anyleé vailable sip

profiles in the systenfsee sectior8.1.5.2for SIP/ SIH/ SIPI interfaces, SIP profiles);

PBX profile select the PBX profile (see secti®d.7.5;

Access categonyselect an access category;

Dialplanc define thedial planfor the subscriber;

Ignore source port after registratianafter registration, messages from subscribers can arrive

from any port;

1 Subscriber service modeset a limit on tle incoming and outgoing communication for the
subscriber:

1 off ¢ the port is out of service. The subscriber number is present indtakplan but
the subscriber terminal cannot be registered. Therefore, incoming calls will be rejected
with the out of orde cause; outgoing calls cannot be initiated:;

1 on¢ all types of communication are available;

1 off 1¢ incoming communication is enabled; outgoing communication is to special
services only;

1 off 2¢ incoming communication is disabled; outgoing communicationoispecial
services only;

9 denied 1 ¢ full prohibition for incoming and outgoing calls. Calls will be routed
according to thalial plan but be rejected;

1 denied2 ¢ full prohibition for incoming and outgoing calls, except for special services;

1 denied3 ¢ incoming calls arprohibited, outgoing calls are allowed;

9 denied4 ¢ incoming calls arg@rohibited, outgoing calls are allowed only for local and
private communication;

1 denied5 ¢ incoming calls are allowed, outgoing calls are foityhibited,

9 denied 6 ¢ incoming calls are allowed, outgoing calls are allowed only for special
services;

1 denied6 ¢ incoming calls ar@rohibited, outgoing calls are allowed only for local and
private communication;

1 denied8 ¢ incoming calls are allowed, outgoing calls are adldvonly for local and
private and zone communication;

1 ignorec the number is excluded from thdial plan The number is completely excluded
from the subscriber number list of thdial plan If this number is called, the call will be
rejected with theno raute to destinationcause, or it will be routed to the appropriate
prefix in thedial plan

=A =4 =4 =4

Directions (ocal network, special service, zone network, private network, lesigtance
communication, international communication are specified when configuro the prefix in the
Directionfield of the dial plan

! Thesesettingsare displayedf the separate line mode is selected
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Multiple registration (SIP forking);

Multiple registration of up to five clients on one account is allowed. The registration is possible on the
same or on different network interfaces. A call goes toregistered contacts simultaneously. Work with
priorities (gparameter) will be implemented in future versions.

9 SIRforking¢ enables multiple registration on a subscriber;
1 Max registered contacts numberallowed acceptable range of registration per sabber (The
range of allowed values is [2; 5]).

BusyLampField (BLR3ettings

1 Enable subscriptioqthe BLFBusy Lamp Fieldunction allows monitang the current status of
other subscriber lines in real time;

1 Max subscribers numberthe number of sbscribers who can monitor the subscriber line status;

1 Monitoring groupg the BLF monitoring group; BLF monitoring is allowed only between the
subscribers belonging to the same monitoring group.

Intercomcall settings

1 Intercom call type the incoming intecom call type (a call with an automatic answer of
subscriber B):

1
1
T

1

Oneway¢ with an incoming intercom call, subscriber B will hear subscriber A, but
subscriber A will not hear subscriber B (emay notification);

Twoway ¢ with an incoming intercom call, o subscribers will hear each other;
Ordinarycall¢ an incoming intercom call is made as a normal call, without an automatic
answer of subscriber B;

Ignoreg an incoming intercom call will be rejected;

1 Intercom call priority the priority of an incomingntercom call over other calls;

1 Intercom Sltheader¢ select a SIP header to be sent to the callee in the INVITE message during an
intercom/paging call:

= =4 -4 -4 -8 _a_4a_-4a_4a_-2

AnswerMode: Auto;

Alert-Info:
Alert-Info:
Alert-Info:
Alert-Info:
Alert-Info:
Alert-Info:

Auto Answer;
info=alertautoanswer;
Ring Answer;
info=RingAnswer;
Intercom;
info=intercom;

Caltinfo: A ;answerafter=0;
Caltinfo:\\;answerafter=0;
Callinfo: ;answerafter=0;

1 Pause before answgsecg the pause duration before answering an intercom/paging callictv

O v

0SS

NI V& YAB & GBNRY (KS WIyassSN
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VASsettings

1 CLIRQ@ a service for overriding the prohibition on caller number identification;
1 VASmanagement; selecshow VAS services will be activated for dynamic subscribers.

9 Do not activate; do not enable VAS services for dynamic subscribers;
9 Individual selectioq VAS services can be configured for each subscriber individually via
the gateway configurator. If this option is selected, MAS Activatiotable will become

available (see sectioch1.7.1.2;
1 FromRADIUg for dynamic subscribers, VAS settings will be sent in the RADIUS server
responses. For details, sé®PENDIX D. TRANSMISSION OF VAS SETTINGS FROM RAD

SERVER FOR DYNAMIC SUBSCRIBERS

1 Prohibit interventionin conversatioing prohibiting the subscriber from interfering with the
conversation;

1 Notify about thestart of interventiong if the call is interfered with, the subscriber will hear a
sound sigal; this option is active by default.

RingBack settings

RingBack settingalowto configurea ring back tone for each subscriber individually.

17 Mode

1 Defaultt the option corresponds to the default settings

1 RingBack play the standard ringback tonignore the default settings

1 Audio filet change thestandard ringback tonéo a chosen one which has been
downloaded inf8ystem settinggan individual sound for the direction).
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3.1.7.4.2 Monitoring of Dynamic Subscriber Grosp

Dymamic subscribers groups
ihikt=bi-Bl /A5 management  BLF Monitoring

Set subseribers number: 0
Active subscribers number: 0

Search subscriber by number Sgarch

Select
—_— Expire in e

S SIP
Mz State Group Description MNumiber d in IP/Port = an
10 ¥ | Rows in the tabile to show H4P W

Selected: 0 | Stop registration
el
Stop registration for whole group | Y

Stop registration

Click theSearclbutton to search atries for the subscriber with the specified number.
§ State ¢ subscriber registration status (registered, not registered, registration expired);
GroupDescriptiong arbitrary text description of the group;
Numberc the subscriber number;
SIP domaiig the domain to which the subscriber belongs;
IPPort¢ IP address and port of the subscriber;
Last registratiort, the time of the last registration;

Expirein ¢ the time remaining before the registration expiration;

= = =4 -—a -a _-—a -2

Reset registratiobutton;

1 Stopregistrationg forcibly reset the registration for a selected subscriber.

Click theStop registratiorbutton to reset the registration of all subscribers in the specifjeaup. You

can select a group from the dregown list.
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3.1.7.4.3 VAS nanagement of Dynamic Subscriber Graip

Dynamic subscribers groups

WAS menagement

Search subseriber by number Search

| e Group name | Number Parameters Select |
¥ | Rows in the table to show H4Pr H

an Selected: 0 | Reset WVAS

Click theSearchutton to search entries for the subscriber with the specified number.

Group name arbitrary text description of the group;

Parameterg; subscriber VAS parameters;

1
T Numberg the subscriber number;
1
1

Select; when this option is checked, this entry in the table will be processed when you click the

Reset VAButton.

Click theReset VABuLtton to forcibly reset the VAS settings for selected stibscs.

3.1.7.4.4 BLFmonitoring of Dynamic Subscriber Groap

Dynamic subscribers groups

Monitoring A5 menagement

Search subsecriber by number

BLF Monitaring

Search

N Group name

Subs. number | ELF state

10 ¥ | Rows in the table to show

HA4PFH

Click theSearchutton to search entries for the subscriber with the specified number.

1 Group name arbitrary text description of the group;

1 Subsnumberg the subscriber number;

1 BLF stat ¢ the current status of thebusy lamp fieldervice;

1 Observerswumber¢the OdzNNB Yy i ydzYoSNJ 2 F
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HELTEX

3.1.7.5PBX Profiles

PBX profiles are used to assign additional parameters to SIP subscribers.

PBX profiles

0 PEXprofilex0 nof set

b2 %y

To create, edit, or remove &BX profile, use th®©bjectsg Add ObjectObjectsg Edit Objector Objectsg
Remove Objeanenus and the following buttons:

¢ Add profile;
2 ¢ Edit profile parameters;
¢ Remove profile.

PBX profiles

Description W‘

Ststion prafis |

Direct routing prefix || no prefix |

Scheduled routing profile [ Mot selected |

Adding participants to the conferznce '@ ([ Auto |

Uszz voice messages | [
Mo Connected number transit | [
Copy CgPM into Rediracting numbsr | [

Use Redirzcting numibser for routing | [

CdPN modifiers [ nat used |

CgPM medifiers [ not used v |
List of reasons for call recovery after outhound leg failere || not ==t |
S Emesses

CdPN modifiers || nat used |

CgPM medifiers [ not used v |

RingBack settings
Modz || Default el
File nams

First digit timeout, sec @15

Next digit fimeout, s=c W[5 |

Busy-ione timeout, sec @ |5'J |
Timeaout for call answer, s=c (for FXSFX0-abonents) (20 |

Timeout for call hold, s=c {for FXS/FX0-abonents) (|60
CFMR timeout, sec @[ 10

Timeaout for zall park, sac W)|300 |

233 [not ==t v |
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PBX Profile

==

Descriptiorg the profile name;
Stationprefix¢ prefix to be added to the beginning of SIP/FXS subscriber number (CgPN);

Directrouting prefix¢ the prefix will be used without caller or callee number analysis. If the direct
prefix is specified, all calls from a SIP subscriber will be diréotéte trunk group specified in
that prefix, regardless of the dialled number (witht creating masks in prefixes);

Scheduled routing profile select a profile for thescheduled Routingervice, which is configured
in the Internal Resourcesection;

1 Adding participants to the conference.
Ingress calls
T Use voice messagesvhen this option is checked, specific events will trigger transmission of the

voice messages recorded on the device. For detailed description ABRENDDG. VOCE
MESSAGES AND MUSIC ON HOLD (MOH)

1 NoConnected number traits; disable the transmission of tHeéonnected number field;

1 Copy CgPhhto Redirectinghumber¢ when this option is checked and there is Redirecting
numberin the incomingeall, it will be generated from the CgPN number;

1 Use Redirecting number for routiggvhen this options is checked, thRedirecting numbetiield
(SS7 or Q.931 signalling protocols), or dixersionfield of the SIP protocol is used to route the
incoming all in thedial planby the CgPN number masks;

1 CdPNmodifiersc intended for modifications based on the analysis of the callee number received
from the incoming channel;

1 CgPNmodifiersc intended for modifications based on the analysis of the caller numbesved
from the incoming channel;

1 List of reasons for call recovery after outbound leg faifuselecting the Q.850 Recovery Reasons
List table to configure Q.850 release reasons for call recovery in case of outgoing leg failure. If a
call received thwugh a pbyprofile with an activated setting is rejected from the side of the
incoming side, and the reason for the release is in the selected table, then the SMG will, without
interrupting the conversation on Aeg, try to restore communication using apeated call or
alternative routes when the main one is unavailable.

Egress calls

1 CdPNmodifiersg intended for modifications based on the analysis of the callee number before
serding it to the outgoing channel,

1 CgPNmadifiers¢ intended for modificationdased on the analysis of the caller number before

sending it to the outgoing channel.
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RingBack settings

1 Mode:
1 Defaultt the option corresponds to the default settings
1 RingBack play the standard ringback tongnore the default settings
1 Audio filet change thestandard ringback tondo a chosen one which has been
downloaded inBystem settingdan individual sound for the direction).
1 File nama select necessary audio file to be played as a ring back tone.
Timeouts

1 First digit timeoutsecc the timeout for waiting for the first digit, after the subscriber presses the
C[!'{1l 188 6KSy dzaAy3da (GKS a/lFff ¢NIyaFSNE a&aSsi
receives a busy signal. Possible values 28 Seconds;

T Next digit timeout, seg the timeou for waiting for the next digit after dialling the first one when
dzaAy3a GKS a/lFff ¢NFyaFSNE aSNBAOSd® 2KSy (GKS |
call will be routed. Possible values a6 seconds;

1 Busytone timeout, sec timeout for generation of a busy signal in case of unsuccessful dialling of
0KS adzoaONROSNI 6KSYy dzaAy3d GKS a/Fff ¢NIyaTFSNE
switched to the subscriber who is put-twold;

1 Timeoutfor call answersec (for FXS/FXabonentg ¢ timeout for the subscriber response to the
incoming call; when the time expires, the caller is disconnected;

1 Timeout for call hold, s€tor FXS/FX@bonent3 ¢ timeout for putting the subscriber on hold.

VAStimeouts

1 CFNR timeout, sepwhen thisi A YS2 dzi SELIANB&E (KS AyO2YAay3 Ol
C2NBIFNRAY3I b2 wSLI &8¢ +!P0osecNPAOSd t253aAir0fS O

1 Timeout for call park, seta timeout for staying in a call parking sloth@&h this timeout expires,

the callback willbe performed to a subsdrér initiated the call parkind?ossible values a@00¢
3,600 seconds.
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3.1.7.6FXSFXO profiles
3.1.7.6.1 FXS profiles

FXS profiles are used to assign additional parameters to FXS subscribers.

FXSFXO profiles

Profile name
100
110
120
130

N
a
1
3

@R Ky

To create, edit, or remove FXS profile, use @gects¢ Add ObjectObjects; Edit Object or Objectsg
Remove Objeehenus and the following buttons:

= ¢ Add profile;

Py ¢ Hdit profile parameters;
¢ Remove profile.

FX SIFX0 profiles
FX5

Profile 1
Frofile name| FXS_Profiled |
Ingress calls
Dial mede| | Hotline (incoming) il
RADIUS profile|| not used
Pulse dial ssttings

FXS Profile

<

Minimal on-hook time, msec &) bﬂﬂ'

Min flash time, msec |1 oo

|
Max pulse, msee @|[B0 |
IMin interdigit, msec @ P:'C' |
Advanced setting
Ignore flzsh| []

Generate CPC| []

CPC time, msec ) F:ll} |
HOLD setremove by|| flash L
Speed dial
Enasle| ]
Ne Short number | Number
Add

Apply | | Default | | Cancel

Profile name; name of the FXS profile
Dial mode:
i Collecig a standard FXS port operation mode;
9 Hotline (incomingy; port operation in hotline mode (automatic dialing).
RADIUS Profilgthe RADIUS profile that will be used when authenticating an incoming call;

Minimal onhook time, msec, the loop disconnection e, after which the clearback signal will
be detected,;
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HELTEX

1 Min flash time, mseg the loop disconnection time, after which the flash signal can be detected,
provided that the loop disconnection time does not exceedMiaimal onthook time

T Max pulse, mseg the loop disconnection time, after which the decade dialing pulse can be
detected, provided that the loop disconnection time is 10 ms shorter tharMimeflash time

Min interdigit, mseg the minimum time interval btween digits for pulse dialing;
Ignoreflash¢ when this option is active, flash signal detection is disabled.

The dialling pulse, flash signal and clearback signal are the signals generated by the loop disconnection
with different time intervals. The time intervals of these signals are preskint a graptbelow.

Max digit pulse duration
Min time of flash detection
Min time of clearback

detection

‘ TIME
D —guard interval - = flash signal
. —digit pulse . —clearback

1 Generate CPCwhen checked, carry out shetime break of a subscriber loop when clearback
from the side of communicating device;

1 CPC timemsecg duration of the shortime subscriber loop break;
1 HOLD set/remove by:

i Flash* ¢ puta call orHOLDby pressing-lashor & Fof a phone
i Flash# ¢ put a call orHOLDby pressind-lashor & | of a phone;
i Flash*/# ¢ put a call on HOLD by pressing Flash gt & | oha phone.
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3.1.7.6.2 FXO Profiles

This section describes how to configure callgessing rules for the calls passing through the FXO port.
Calls coming to the FXO port from the public switched telephone network (PSTN) ovewadavsoibscriber
line are configured in ththgress Calf®ection. Calls that are to be transmitted to PSa@ié configured in the

Egress Callsection.

PBX

FXO Profile:

FXSIFX0 profiles
FXO

Ingress calls
Seize mode| | with CallerlD hd
Dial mode W‘
Off-hook on|[seize v
RADIUS profile| [not us=d v]
Egress calls
Dial trigger|[Fause ]
Dizl pause, s2c W |
Dial mode|[DTME hd
Number dialing || Hotline (outgos ng} el
Send answer on|[seize il
AutoCLIP settings

Enable AutoCLIP W) (]

Delete used records| ]

Match outgoing FXC-port| []

Digits match @) F |

Record keep time, min @10 ]
Tone detect parameters Show help

Cizhone detection parametsrs |425:0[ 1000/0)

Busytone detection psrameters |425:1 (3300330}

|
|
Ringback tone detection psrameaters |425:0[ 1000/4000) |
|

Disconnect tone |425:1 {330/330)

Advanced setting
CPC Plocessing| [}
Dial sequence Show help
[ A |
Default | | Cancel

Ingress calls

1 Seize mode the parameter indicating when processing begins for a call received to the FXO port
from the PSTN.

1 with CallerlDg the option enables receipt of the CallerID, ialnis sent between the first
and second ringing. If the Caller ID has not been received, the engagement is determined
when the second ringing begins. Caller ID can be received in FSK V23 and FSK BELL2
formats. If the Caller ID is successfully detecténd received number is used as the
number of subscriber A (CgPN); otherwise the number specified in thgbX settings is
used as CgPN;
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9 after first Rng ¢ when this option is checked, the engagement will be determinedraft
the end of the first ringing;

1 at first Ringg when this option is checked, the engagement will be determined when the
first ringing begins.

1 Dialmodec select the method for further processing of the call after the engagement.

f  Hotline(incoming)c i KS y dzY 6 SNJ & LIS O kektihgSoR thet BXO flokifbe WK 2 § €
used for further routing;

1 Collectg after detecting the engagement by PSTN, the device will issue a station response
signal to the caller and will be ready to accept dialling in DTMF format.

1 Off-hook ong this option deternines at what time to initiate the response (close the loop). The
opi A2y A& 2yfte F@FAflIofS FT2NJ 0KS WK2 imbdeh€ Q RA
response (loop closure) will be sentmediately after the engagement:

1 seizeg the response(loop closure) will be sent immediatelfter the engagement is
detected;

1 remote sideringing ¢ the response (loop closure) will be sent after the call is routed
0§KS ydzyo SNJ aH2s © seing ®RtheF YO pork S W

1 remoteside answer, the response (loop closure) will be sent after the stiiser number
ALISOA TASR gelfingdrkite FUCKpdrtiHashayfs@eded.

1 RADIUS profile RADIUS profile used for incoming call authentication.

Egress calls

¢ Dial triggerg this option determines at wéit point in time the dialling will be performed after the
loop closure wha making outgoing calls to PSTN:

1 Pause after the loop is closed, the dialling will be performed aftes specified pause;
9 Diakttone detectg when this option is checked, diallingll be performed after detecting
0KS Waial GAadggfal adddring? ty” 3h8 Qameters specified below in the

A 4 oA 2 4 A x

Wt I NI YSGOSNBE 2 ®ecBoB.0SOGSR { A3yl faQ
1 Dialpausesecci KS FAStR A& | OGAGS 2yfeée gKSYy W{ilFINI &
¢ Dialmodec select the dialling method:

1 DTMK dialling willbe done in the tone mode (DTMF);
9 Pulseg the number will be diad in the pulse mode;

T Pulse interdigit, msegthe time interval between digits for the pulse med
T Pulse width, msegduration of adigit pulse for the pulse mode;
Y Pause length, msegduration of a digit pulse pause for the pulse mode.

1 Number dialing; select the callee number generation mmdor further dialling to PSTN:

f Hotline (outgoing)¢ G KS y dzY o SNJ & LIS OA T A SdRingAinythe fFXQsort at { ¢ &
parameters will be dialed;

1 Exra dialingg when this option is checked, the number reavirom the caller will be
dialed to PSTN using the extension digl method, after establishing a connection with
the FXO port.
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Example:
INthS C- h LI2NI O2yFAIdzNF GA2y 3 GKS dabdzyoSNE
number 300, it is routed to the FXO port. Next, the FXO port closes the loop and SMG
Han t. .- aSyRa (KS aadldArazy NBalLRyaSe &aAa:

1 Full number, when this option is checked, the number dialled to PSTN will be
equal to the FXO port number and all digits that follow after the FXO port
number.

Example:
Ly GKS C-h LRNI O2yFTAIdINI GA2Yy T (KDthé b dzY
number 84993668877, the system, based on prefix 8499, will route the call to the
corresponding FXO port, and the number 84993668877 will be dialled to PSTN.

1 Strippednumberg when this option is checked, the number that follows the port
number spedied in the FXO port configuration will be dialed to PSTN.

Example:
Ly G4KS C-h LENI O2yFAIAdzNI GA2y>X (GKS a&bdzy
number 30084993668877, the system, based on prefix 300, will route the call to the
corresponding FX@ort, and the number 84993668877 (not including the FXO port
number) will be dialed to PSTN.

1 Send answer an

fseizeg the response (loop closure) will be sent immediately after the engagement
is detected

fdial tonet the responsewill be sent after remotetation response (dial tone);

fend of dialt the response will be sent aftdinishing of the number transmission
to FXQ

firingback tonet the response will be senafter detection of remote station's
ringback tone

AutoCLIP settings

1 Enable AutoCLIkPactivate the service;

1 Delete used recordsafter incoming call reception and routing to the subscriber, tbeord will
be deleted from the base and following calls will be routed by a general dial plan;

1 Match outgoing FX@ort ¢ if the option is checked, thehesides Calling and Called numbers, a
numberof an FXO port will be checked,;

1 Digits matchg counting from the end of a number which received via CallerID that enables
routing to a subscriber in the base;

1 Record keep time, mmstorage time for records ithe base.

¢KS aSNIA OS a tall t6 2 smiEscriieof tHeGstatipifLtiie call is received on FXO port from a
remote destination. Whenthe subscriber calls back, the call will be redirected to a number from which the
first call was implemente@Subscriber A).

AutoCLIRervice is available only ftwith CallerIDseize mode
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IP PBX

SMG-200 FXO Ingress :
m -t
_—
. Egress
SIP/FXS :

t - | EE EE EE

13805876666 : 1000 1001 1002
A\
Extension Number Called Number Trunk
1002 13805876666 FXO Trunk

The service is dedicated aperate withFXO port.
Operation principles

9 if there is an egress call through an FXO port, SMG saves a g, CdPN, FXO portdrd
time of call releas@vhich isattachedto FXO profile of the FXO port;

9 if there is an ingress call on an FXO pBMGcompareN last digits of received CallerID with
CdPNif Wlatch outgoingFXQport' option is enabled, the index of FXO port balompared).
The number of digits compared is setidits matchfield;

9 if there is a corresponding record, the call is automatically routed to CgPN. If there are several
records matched, the last added is usedDilete used recordss checked, theacord will be
deleted;

1 recordsare deleted when set 'record keep time' expires.
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Tone detect parameters

Format of values:
X;Z(A/B),
X,Y;Z(A/B),
where:
X¢ frequency component 1 (Hz). The range of possible values is [300; 3400].
Y ¢ frequencycomponent 2 (Hz). The range of possible values is [300; 3400].
Zcnumberof SLISGAGAZ2Yad al EAYdzZY od Cgedhsihithe wbiseh y I A y 3
channel will be connected when no further repetitions of the signal are detected.
A¢ the tone duration (ms). The range of possible values is [100; 30000].
B¢ the pause duration (ms). The range of possible values is [100; 30000].

Advanced setting

9 CPC processinggenabling CPC signal processi@glling Party Control (CPC) Signal Deteat
tracking the end of connection signal.

Dial sequence
A dial sequence is a number mask with special symbols which define dialing sequence.
Permitted symbols

0-9 ¢ digits from0to 9
x or X¢ mask which define any digit from 0 tg 9

p or P¢ one-second pauseWhen dialing, there will be a delay before next symbol transmission to a
line;

w or W ¢ wait for station responseThe station response is waited for 5 seconds. If there is no
response in 5 seconds, the call will be released;

. (dot) ¢ reped digits. The symbol might be located only aftémask in the end of the dial rule.

Example

Dialing to international directiom 8XXXXXXXXXX

Transit toFXQOport through the prefix@xxxxxxxxxxyhich defines a trunk group with FXO ports included
in it.

After dialing 8, wait for the station response which may have a delay/c$esonds.

The dialing rule will be as follows:

BXXXXXXXXX3> Bppwxxxxxxxxxx dial 8, make 2 seconds pauseait for the station response, dial the
rest.

Office IP SM@00 and SM&00 PBXs 153



3.1.7.7PRIprofiles

PRIprofiles are used to configure PRI subscribers

PRI profiles

PRI-profile 1 ©.931 Streams
Description |FR |_Profilel | ¢
Werk made | [Siart fret forward v] %
Egress calls modifiers
Add i

[ Apply | [ Cance

1 Descriptiorg, PRIprofile meny
1 Work modeg an order of channels seizing
1 Start first forward
M Start last backward
1 Egres<alls modifiers:
1 CdPN; intended for modifications based on the analysis of thded number transmitted
to the outgoing channel;
1 CgPN; intended for modifications based on the analysis of the caller number transmitted
to the outgoing channel;
9 Original CdPN, intended for modifications based on the analysis of the original called
number (original Called party number) transmitted to the outgoing channel;
1 RedirPNg intended for modifications based on the analysis of the redirecting number
transmitted to the outgoing.

Modifiers ofigresgegresscallsfor PRI subscribers work as followsr Example, on the E1 stream trunk
group, to which PRI subscribers are bound, modifiers CgPN (Tablel) and CdPN (Table0Q) are set for incoming
communication; on the PBX profile to which PRI subscribers are bound, modifiers CgPN (Table3) and CdPN
(Table2) aralso set for incoming communication. In all tables, the selection mask is set to (x.)

A call comes in from E1 stream:
1. The rule for CgPN from the modifier table Tablel applies.
2. Checking the CgPN number for the PRI subscriber.

3. If the call is not &im a PRI subscriber, the call is treated as from a normal trunk, the remaining
modifiers tied to the trunk group on the incoming call will be applied.

If the call is from a PRI subscriber, the remaining modifiers tied to the trunk group and PBX ptofile wil
be applied. The order of application of the modifiers is as follows:

T The rule for CgPN from Table3 applies
T The rule for CdPN from Tablel applies
T The rule for CdPN from Table3 applies
T The rule for CgPN from TableO applies
T The rule for CgPN from Table2 &pp
T The rule for CdPN from TableO applies
T The rule for CdPN from Table2 applies
Theegress callsnodifiers on a PRI profile are triggered when a call is routed to a PRI subscriber that is
bound to this profile.
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Q.931streams

Select streams which will bétached to PRI subscribers.

3.1.8 Internal Resources

3.1.8.1CDRsettings
This section describes parameters configuration to save call detail records.

CDR is a call detail record, which allows the system to save the history of calls performed through SMC
gateway

CDRsettings

CDR seftings

CDR settings
Enable GOR | [
CDR files settings
Create files
Days
Hours
Minutes

Add header | [

Signature |

Filename format | | Date and time w

1 Enable CDRwhen this option is checked, the gateway will generate CDRs.
CDRifessettings

1 Createfiles¢ select the mode to create CDR files:

9 periodicallyc CDR file is created after the specified period has elapsed since the device
boot;

1 once perdayc CDR file is created once a day at the specified;time

1 onceperhour¢ CDR file is created once an hour at the specified time;

1 Saving period: Days, Hours, MinuteBme period for CDR generation and saving in the device
RAM,;

1 Add header when this option is checked, the following header will be written at the beginning of
GKS /5w FAESY {aDunnd® /5wd CAfS aidlFNIHSRsIHi 6
the records saving start time;

1 Signatureg specifies a distinctive feature to identifyaldevice, which created thecord,;

1 Filename format, a format of saved CDR file: date and time, only time.
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Local Storage Settings

Local storage settings

Store files on local disk drive
Fath to local disk drive
Directory usage | | by date r
Keep files for: Days | |30 v

Hours | |0 v

Minutes | |0 ¥

1 Storefiles on local diskrive ¢ when this option is checked, save CDRs onto the local drive;

1 Path to bcaldiskdrivec the path to the local drive. If the local drive path is selected, the menu
displays the list of folders and files on that drive. To download data to your computer, select the
checkbox for the required records and clRkwnload The folder with records wibe moved to
the archive, which is recommended to delete after the boot to avoid the disk overflow. To
remove the outdated data from your computer, select the checkbox for the required records and
clickRemove

1 Directory sagec select the drectories for CDR data storage:

1 by date¢ CDRs are saved into separate directories, where the directory name
O2NNBalLlyRa (2 GKS /5w FTAES ONBFGAZ2Y RIFGS
example, cdr20150818;

9 single directoryg all CDRs are saved iracsingle cdr_all directory located on the selected
drive.

1 Keep files forDays, Hours, Minutesthe period to keep CDRs on the local drive.

V When thethe remote serverfor CDR storagés not available, CDRs will be saved to the devi

i RAM. When the memuy is full, a warning message will be generated, followed by a failure alal
For CDR file saving indication, see sectibii. The thresholds for warning and failure alarms a
described in the table of memoryhresholds for CDRs saving.

V, When the failure status is activated, the corresponding SNMP trap is sent.

Table of memory thresholds for CDR saving

A certain amount of RAM is allocated for the temporary storage of CDR on the device, in case it is
impossibké to save data to the FTP server for some reason. When this amount is filled, a warning or failure
alarm is displayed.

SMG200/500
Total memory allocated: 30MB
Memory thresholds for alarm
messages:
- warning 512KB
- failure 5MB
- critical failure 15MB

One CDR takes from 200 to 4@fies. Thusl MB of memory can store from6B0 to 5200records.
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Remotestoring settings

Remote storing settings

Protocol

1 Protocolg the protocol by which CDR records will be transmitted to the remote server. FTP and
SCP protocols are supported.

Renote storage settings

Remote storage settings

Store files on server | |
Server
Server port | 21
Path on server
Login

Password | sessss

9 Store files oserverg when this option is checked, CDRs will be transferratieaemote
server;

Serve ¢ IP address of the server;

Server port; TCP port of the FTP server;

Path onserver¢ a path to the FTP server directory tme CDRS;

Login¢ username for access to the FTP server;

Passwordg user password for access to the FTP server.

=A =4 -8 -8 9

Remote backup storage settings

Remote backup storage settings
Store files on server | [
Only if primary server failed
Server
Server port | 21
Path on server
Login

Password | |======

If the primary server is unavailahlEDR records will be sent to the backup server (if the backup server i
configured accordingly) until communication with the primary server is restored.

il
il

=A =4 =4 -8 -4

Store files orserverg when this option is checked, CDRs will be transferredidackupserver;

Only if primaryserverfailed ¢ if the option is set, the saving of CDRdion abackupserver will be
implemented only in case of a failure in recording to a main FTP server. Otherwise, CDR files will be
recorded to theprimaryandbackupservers simultaneously;

Server IP address of thbackupserver;

Server port; TCP porbf the backupserver;

Path onserverg a path to thebackupserver directory to store CDRs;

Loging username for access to theckupserver;

Passwordg user password for access to thackupserver.
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Other settings

Other seftings
Save unsuccessiull calls | [
Save empty files | []

Wirite redirected call duration | ]

Swap Redirecting number and CgPH &)

Round duration | [upwards M

1 Save unsuccessful cajlswhen this option is checked, unsuccessful calls (not resulted in
conversationwill be recordednto CDR files;

1 Save empty fileg when this option is checked, CDR files containing no rea@adsaved

1 Write redirected call duratiog when this option is checkedhé¢ CDR for a call redirected from

set to zero;

1 Swap Redirecting number a@jPNc the option applies to calls redirected in case the CgPN and
the Rediredng number fields in the CDR are used simultaneously. If there is no Redirecting
number field in the CDR, the CgPN value is automatically replaced with Redirecting number value

for redirected calls;

AAAAA

gAtt

2y il Ay

¢ Round duratiorg this option specifies the mode for thet durationrounding offin CDRs:

1 upwardsq call duration rounding mode; the call duration is rounded up if it exceeds

330ms;

1 downwardsg call duration rounding mode; the call duration is rounded down if it
exceeds 85Mns;
1 without round (usemseg ¢ in this mode, the call duration is not rounded up or down,
and is recorded to the nearest millisecond.

Modifiers for incoming numbers

Meodifiers for incoming numbers

CdPN | [not used v|
CaPM | [not used v
RedirPM | [not used v]

Incoming number modifiers are the modifiers that modify any CDR fields containing subscriber numbers

and apply to these fidk before a call proceeds througldial plan

1 CdPN; intended for modifications based on the analysis of the callee number received from the

incoming channel;

1 CgPN; intended for modifications based on the analysis of the caller number received from the

incoming channel,

1 RedirPN; intended for modifications based on the analysis of the number of the subscriber that

redirected the call received from the incoming channel.
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Modifiers for outgoing numbers

Meodifiers for outgoing numbers

CdPN | [not used v
CgPM | [not used v|
RedirP | [not used v

Outgoing number modifiers are the modifiers that mgdéiny CDR fields containing subscriber numbers
and apply to these fields after a call proceeds througleaplan

1 CdPN; intended for modifications basl on the analysis of the calledumber sent to the

outgoing channel;

1 CgPN; intended for modificationsbased on he analysis of the callingumber sent to the

outgoing channel;

1 RedirPN; intended for modifications based on the analysis of the number of the subscriber that
redirected the call sent to the outgoing channel.

3.1.8.1.1 List offields of CDR used

Here,the usercan select the fields to be written
to CDR files and configure their order. TAgailable
column displays all the fields available for adding; t
Addedcolumn displays the fields in the order they w
be written to CDR files.

The following buttms are located under the list:

1Add allc relocate all available fields to the

Addedcolumn;

1 Remove al remove all fields from theAdded
column;

1 Defaultc the basic set of fields remains in th
Addedcolumn (see the list of fields in sectio
3.1.8.1.3.

Toadd or remove the desired fields, drédgem to

the corresponding column with the left mouse button.

The Added column is numbered according to the
sequence number of the field in the CDR file.

3.1.8.1.2 Default CDR Format

Added

he Device Sign
"2 Conrnect time

2. Duration

.

. Release cause
5. Call refease info

§. Incoming |F-address

-

7. Incoming type

8. Incoming description
8. Incoming CgPM

10. Cutgoing CgPN

e 11. Qutgoing |P-address
n 12. Outgoing type

13. QOutgoing description
14. Incoming CdPN

18. Cutgoing CdPN

18. Setup time

W

17. Disconnect time

18. Rejecting RADIUS ssrver address

List of fields CDOR used

Awailable
Redirecting mark
Pickup mark
Release side mark
ncoming 557 CIC
ncoming SIP Call-ID
Owigoing 557 CIC
Cutgoing SIP Call-ID
ncaming SE7 category
ncoming Calling party category (RUS)
Gutgoing 537 category
Owigoing Calling party category (RUS)
ncoming E1 stream
ncoming E1 channel
Cutgoing E1 stream
Cutgoing E1 channel
Sequence number
ncoming redirecting number
Owigoing redirecting number
RADIUS Accounting-Session-1d
Giobal Callref

ncoming nunnplan

T2t

First lineg a general header for an entire CDR file (this :
parameter is displayed if the corresponding setting|is il
Selected), UniqueTag identifier
Calling MAI
Next linesg; CDRs in the form of fields separated by e
aSYAO02fz2ya aTéd ¢KS ol aAld0 asSi 27 FASTRE“Aa A
Cutgoing redirecting MAI
ﬂ DeV|Ce s|gn Call tranzfer mark
1 Setup tine in YYY-¥IM-DD hh:mm:ss format o e
(for unsuccessful calls, this parameter s Relreeedeen
equal to the disconnect time) [ addal ][ Removeal |  Defaut |
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9 Duration seconds;
1 Release cause, according to IT®.850
i Callrelease info

Informationabout calling subscriber

i IP address;

1 Sourceype;

9 Descrigion ¢ subscriber/trunk name (TG);
1 Callernumber on input;

9 Caller number on output.

Information about calledsubscriber

IP address;

Destinationtype;

Descriptiong subscriber/trunk name (TG);
Callednumber on input;

Callednumber on output;

Connect timan format: YYY-¥IM-DD hh:mm:ss
Disconnect time in format: YYY¥M-DD hh:mm:ss

= =4 -8 -8 8 -2 -9

3.1.8.1.3 Description of CDR Fields

UniqueTagdentifier ¢ a userconfigurable string that identifies the device;

Connectime, call response timeDisconnect timeg time of the correspadingevent in the following
F2NXYF GMM-BV5 L YaaY; {{®Pa{9/ Q

DurationcO2 dzy SR Ay a&682WRdzy KL § AT YEH K 2;Rillidedonds Sréiseli 2 Wy
FFGSNI GKS &aSLINYGAYT LRAYAGY W {da{9/ Q

ReleasecauseQ.850¢ numeric disconnect codeas recommended by ITUQ.850;
Callrelease info

9 user answer, successful call;

1 user called, but unanswerunsuccessful call, no response from subscriber;

9 unassigned numbeg unsuccessful call, the number is not assigned,;

1 user busy unsuccessful callhe user is busy;

9 uncomplete number, unsuccessful call, the number is not complete;

9 out of order¢ unsuccessful call, the terminal equipment is not available;

9 unavailable trunk ling unsuccessful call, the trunk is not available;

9 unavailable voic&ehanc unsuccessful call, no free voice links available;

9 access denieq unsuccessful call, access denied;

9 RADIUSesponse not received unsuccessful call, no response from the RADIUS
server;

1 unspecifiedg unsuccessful call, another cause.

Incoming/outgoingIP addresg IP address, if the call is made by SIP/H. 323 protocols. If the call is made
not over the IP network, the value 0.0.0.0 will be written into the field.
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Incoming/outgoingTypes

SlIRuserc¢ SIP subscriber;

fxs-port/fxo-port;

userserviceg use ofVAS, only for the source type;
trunk-SIP¢ SIP trunk;

trunk-SS SS7 trunk;

trunk-Q931¢ ISDN PRI trunk.

trunk-H.323¢ H.323 trunk.

= =4 -4 -4 8 -8 9

CallerdescriptoncO2 y il Aya GKS GSEG ylYS 2F GKS (Ndzy1 @K1
name. If the cdlis initiated by VAS, the description can take the following values:

Redirectiory, call forwarding;

CallTransfer, call transfer;

CallPickug, call pickup;
ServiceManagemerg management of VAS;
Conferenceg ad-hoc conference;

IVR¢ call from IVR system;

3way¢ three-way conference;

= =4 -4 -4 4 _9a 9

Incoming/outgoing CgPN; the callingnumber at the input (before modification in the incoming TG) or
at the output (after all modifications in the incoming and outgoing TGs);

Incoming/outgoing CdPN; the callednumber at the mput (before modification in the incoming TG) or at
the output (after all modifications in the incoming and outgoing TGSs);

Redirecting mark
1 normalg the call w/o forwarding;
1 redirectingg the caller has redirected the call to the callee;
1 redirectedq the call initiated by the caller has been redirected to another subscriber.
Pickup mark
1 normalc the call passed without interception;
1 pickupc the call was intercepted.
Release side mark
1 originate¢ call ended by the caller;
1 answerg call ended by the caltk
1 internalc¢ call ended by the device (SMG).

Incoming/outgoing SS7 Cl@or SMG500)¢ CIC number for the incoming/outgoing call. If the call was
made not through the SS7 interface, the field will be empty;

Incoming/outgoing CaHID ¢ CaltID for the inconing/outgoing call. If the call was made not through the
SIP interface, the field will be empty;

Incoming/outgoing SS7 categonrythe caller category in SS7 line at the input (before modification in the
incoming TG) or at the output (after all modificatoim the incoming and outgoing TGS);

Incoming/outgoing Calling partycategoryc the Caller ID category at the input (before modification in
the incoming TG) or at the output (after all modifications in the incoming and outgoing TGS);

Incoming/outgoing E1 seam (for SMG500)¢ number of the incoming/outgoing E1 stream. If the call
gFra YIRS y2i 0KNRdzAK Im A0NBlIYX GKS FASER gAfft 0SS
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Incoming/outgoing E1 channgfor SMG500)¢ number of the incoming/outgoing E1 channel. If the call
was made not througlkl, the field will be empty;

Sequere numberg two numbers separated by a hyphen. The first number is the timestamp generated
when the device starts, the second is the CDR record sequential number;

Incoming/outgoing redirecting number, the redirecting nurber at the input (before modification in
the incoming TG) or at the output (after all modifications in the incoming and outgoing TGSs);

RADIUS Accountin§essiodd ¢ the AcctSessiorld attribute value sent to RADIUS;

Global Callret Global Call ReferencE A St R ¢ KAOK A& F2NXYSR a F2ff
where:

XX.XX. XKown point code (OPC) in lithendian HEX format;
YY.YY.YY.YYQ8¢équential call nutiper in little-endian HEX format.

Incoming/outgoing nunplan ¢ the number of thedial plan in which the call arrived and left;
UniqueTag ldentifieg an individual call identifier that is received along tbntire call transmission path;
NAI caller/called/inc. redirecting/outg. redirecting; indicators of the number's ownership:

0 ¢ Spare
1 ¢ Subscriber number
2 ¢ unknown
3 ¢ National (significant) number
4 ¢ International number, where:
1 Localc Subscriber
T International communicationg INTERNATIONAL
1 Longdistance communications NATIONAL
1 Special Services, Zonal and Departmegiatknown

= =4 -8 A A

CallTransmission Labe] shows the call transmission label:

I <empty>
9 transferred (initial call that was subsequently transferred)
1 transferring (second call that accepted the transfer)

Blocking RADIUS server addressiformation about the RADIUS server bloxkihe call in the following
format IP, PORT, REPLYCQiere

T IP¢ IP address of the RADIUS server blocking the call;
1 PORT port of the RADIUS server;
1 REPLYCORRADIUS server response code.

162 Enterprise IP SM&0 and SM&00 PBXes



3.1.8.1.4 CDR File Example

Example of CDR file, that contains four edr Heading adding to a file is enabled, following fields has
been chosen:

Entry £querce number
UniqueTag identifier
Connect time
Setuptime;

Disconnect time;
Duration;

Release caus®.85Q
Call release info
Release side mark
Redirecting mark
Pickup mark
Incomingtype;
Incomingdescription;
yO2YAy3 Im aidNBIYT
IncominglP address;
IncomingCgPN
QutgoingCgPN
Outgoingtype;
Outgoingdescription;
Odzid2Ay3a Im &GNBFYT
OutgoinglP address;
IncomingCdPN
QutgoingCdPN

S R I T T B R I R I R R R B B R B B ]

RADIUS Accountirgessiodd
SMQ@00. CDR. File started at '20161213115258"

2016121012430D0000;SMG 200 ELTZ; 201513 11:52:58.126;20142-13 11:52:58.465;20162-13
11:52:58.479;0.014;16;user answer;originate;normal;normal;trunk
SIP;sipp_in;;192.168.0.123;20001;20001;tr88&7; TrunkSS00;0;0.0.0.0;10001;10001;11000321 584f7eaa
65a813f9 53681e51;

2016121012430D0001;SMG 2016 ELTZ;2a1513 11:52:58.134;20162-13 11:52:58.462;20142-13
11:52:58.483;0.021;16;user answer;originate;normal;normal;trunk
SS7;TrunkSS7_01;1;0.0.0.0;20000¢A0trunk SIP;sipp_out;;192.168.1.123;10001;10001;06000106 584f7eaa
59a880c4 5b369253;

2016121012430D0002;SMG 200 ELTZ;26e1513 11:52:58.026;20162-13 11:53:00.049;201:62-13
11:53:00.062;0.013;16;user answer;originate;normal;normal;trunk
SIP;sipp_in192.168.0.123;20000;20000;trus&S7; TrunkSS7_00;0;0.0.0.0;10000;10000;11000043 584f7ea9
5068flal 418fbc82;

201612101243000003;SMG 200 ELTZ;2e1513 11:52:58.034;20162-13 11:53:00.046;20162-13
11:53:00.066;0.020;16;user answer;originate;normal;naknunk-
SS7;TrunkSS7_01;1;0.0.0.0;20000;20000;t&iRk TrunkAsterisk;;192.168.69.123;10000;10000;06000105
584f7eaa 7fl4fecf 2a88c6d7.
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3.1.8.2SS7 Categories

In this section, the corresponding Caller ID and SS7 categories, when usiii§IBIprotocolscan be
specified

The generally accepted correspondence betweet7 $8tegories and —
Caller ID categories is provided below. ] Cating ,,,mmo,muus,w ss7 category @)
0 1 10
SS7 category 10 ¢ Caller ID category 1 : - =
SS7 category 11 ¢ Caller ID category 4 3 f K
SS7 category 12 ¢ Caller ID category 8 4 5 226
SS7 category 15 ¢ Caller ID category 6 . 2 >
SS7 category 224 ¢ Caller ID category 0 7 5 2
SS7 category 225 ¢ Caller ID category 2 8 o 223
SS7 category 226 ¢ Caller ID category 5 - > =
SS7 category 227 ¢ Caller ID category 7 e 7 240
SS7 category 228 ¢ Caller ID category 3 i ! 10
13 1 10
SS7 category 229 ¢ Caller IDcategory 9 . = =
15 1 10
Apply

3.1.8.3Access Categories

Access categories are used to define access privileges for subscribers, trunk groups, and other objects.
The categories enable calls from the incoming channel to the outgoing channel.

To restrict access to an object, agsithe corresponding category. For other categories, this menu
defines accessibility to a category assigned to an object (to disable access, uncheck the checkbox for the
corresponding category; to enable access, check the checkbox next to the correspeatdipary).

In total, up to 128access categories can be configured. Access to the firsatégories is provided by
default in each of the access categories.

To configure and edit a selected category, cIickﬂabutton.

Access categories

Ne Category Access to categories

0 AccessCat#l 012345678810.11.12.13.14.15
1 AccessCat#1 01234567388,1011121314.15
2 AccessCat2 012,3456739,10,11,12,1314,15
3 AccessCatl 012345672910,11.1213,14,15
4 AccessCatid 01234567881011121314.15
5 AccessCai#5 01234567881011121314.15
6 AccessCat#6 012,3456739,10,11,12,1314,15
7 AccessCati] 012345672910,1112,13,14,15
8 AccessCat#g 01234567881011121314.15
9 AccessCat#d 01234567891011121314.15
0 AccessCat#10 012,3456739,10,11,12,1314,15
11 AccessCatil 012,3456788,10,11,12,13,14,15
12 AccessCat#12 01234567881011121314.15
13 AccessCat#3 01234567891011121314.15
0 AccessCat#14 012,3456739,10,11,12,1314,15
15 AccessCat#15 012,3456788,10,11,12,13,14,15
16 AccessGatt16 0123456789810.11.121314.15
17 AccessCat#1T 01234567891011121314.15
18 AccessCat#13 012,34,567388,10,11,12,1314,15
19 AccessCat#19 012,3456788,10,11,12,13,14,15
20 AccessCat#20 0123456729,10,11,1213,14,15
2 AccessCat#21 01234567891011121314.15
22 AccessCat#22 01234567388,1011121314.15
2 AccessCat#23 0123456788,10,11,12,13,14,15
2 AccessCatr24 012345672910,11.1213,14,15
2% AccessCat#25 01234567891011121314.15
26 AccessCat#25 01234567388,1011121314.15
27 AccessCat#27 012,34567288,10,11,12,13,14,15
28 AccessCatr2g 012345672910,11.1213,14,15
29 AccessGat#29 01234567881011121314.15
30 AccessCa#30 01234567388,1011121314.15
31 AccessCat#31 012,3456739,10,11,12,1314,15
32 AccessCat#a2 012345672910,11.1213,14,15
3 AccessGat#33 01234567881011121314.15
3 AccessCat#34 01234567388,1011121314.15
35 AccessCat#35 012,3456739,10,11,12,1314,15
) AccessCal#2g 012345672910,1112,13,14,15
37 AccessGat#37 01234567881011121314.15
3 AccessCat#33 01234567891011121314.15
30 01234567801011.12,13.14.15
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To restrict access to lormgjstance communication, proceed as follows:

Example of access restrictiommfiguration

1. Select the access category for lesigtance communication. For convenience, you can specify
the namelLongdistanceor Transition to 8.

Access categories

Long-distance

Name

— Access to categories

¥ Long-distance

| Transition to 8

#| LD Subscriber

#| Non LD Subscriber
¥l Building &

#| Building B

#| Emergency

#| pccessCatz7
"

2. Assign Zategories for subscrédrs: LD Subscribesind Non LD Subscribeigr which you can
respectively allow/deny access to theongdistancecategory (select/deselect the checkbox
next to theLongdistancg.

LD Subscriber Name Non LD Subscriber Name
Access to categories — Access to categories
¥l Long-distance Long-distance
¥ Transition to 8 | Transition to 8
#| LD Subscriber I
¥l Non LD Subseriber i - -
@ Building A Non LD Subscriber
Building A @ building A
¥l Building B burlaing A
¥l Emergency # Building B
#| AccessCat=7 | Emergency
3. Ly Di&l $lar®ection: forTransition to 8 prefixselectLongdistanceand Check access
category.
Dial plans
Common prefix settings 29
Title | to 8
Dial plan | | [0] NumberPlan#0 v

(Access category

[0] Long-distance

l Check access category

4

Prefix type

TrunkGroup

( TrunkGroup

[0] TrunkGroup00

Direction

national network

CallerlD request

CallerlD mandatory

Dial mode

unchanged

Do not send end-of-dial (ST)

Priority @)

100

Max session time (sec)

CdPN settings

Number type

unchanged

Numbering plan type

isdn/telephony

Direct route timers

Short timer @)

5

Duration @

30

Next I Cancel
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For subscribers with access to letigtance communication, assign th® Subscriberategory

For subscribers without access to letigtance communication, assign tiNon LD Subscriber

category.
SIP subscriber SIP subscriber
Subs.ID | 1 SubsID | 3

Description | [Subscriber#000 | Description | [Subscribers002 |

Number |15?' | Mumber | |

CallerD number | | CallerlD number | |

Use CallerD number for redirection | [ Use CalledD number for redirection | [

Calling party number type | | Subscriber | Calling party number type | [ Subscriber v

Calling party category (RUS) | 1 w | Calling party category (RUS) | 1 w |

Lings operation mode | [Commen v Lines operation mode | [ Common v |

Lines number @ |‘1 | Lines number @/ |‘l |

Redirecting lines number & |0 | Redirecting lines number & |0 |

IP-address:part | [0.0.0.0 |:lo IP-address-port | [0.0.0.0 |- 0
Allow unregistered calls Allow unregistered calls

SIP domain | [192.168.114.50 | SIP domain | | |

SIP profile | [[0] SIP-interface00 | SIP profie | [any v

PEX profile | [nof set ] PEX profile | [[0] PEXprofile®0 v
[ Access category | [[0] Long-distance vzl] C Access category | [[1] Non LD subscriber v_l]
Dial plan | [[0] NumberPlan#0 v Dial plan | [[0] NumberPlan#0 v

Authorization | [With Register and Invite v Authorization | [not set v

Login @ | [157 | Login ¥ | | |

Password @ |"' | @ Password @ | """" | L

Ignore source port after registration | [ Ignore source port after registration | [

Subscriber service mode @ |0I"I V| Subscriber service mode '@ |0|"| V|

I Steps 4 and 5 can be made using group editing of subscribers:
i CheckSelechext to the required subscribers;
Y Click theEdit selectedbutton;

1 Select the parameter you want to ediby checking the
correspondingheckboxes.

Routing by accss category

When a route is searched by number masks in the numbering plan, there is a check for prefix/call group
accessibility by access category. It works optionally based oohthek access categocheckbox in the prefix
or call group (theaccess catgoryfield is added to the call group).

If the check access categocheckbox is not selected on the prefix/group, the route is considered
unconditionally accessible.

Now you can create several completely identical masks leading to different prefixediffigtient access
categories.
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In this regard, the procedure of mask analysis now looks as follows:
1. Searching for the masks matching the current number.
2. The masks are checked for accessibility by prefix/call group access category (new mode).
2.1. All masks not matching the access category are refused service.
2.2. If only one match is found, available by access category, this mask is used (new mode).

2.3. If more than one match is found for accessibility by access category, the request is
processed according to the old sting algorithm.

3. Checking prefixes priorities (call group has unconditional priority over prefixes).
3.1. If only one match is found, this mask is used (hew mode).

3.2. If more than one match is found, the request is processed according to the old existing
algorithm

4. Checking the accuracy.

4.1. Selecting a single mask more suitable to the routing rules.

3.1.8.4Modifier Tables

Modifiers tables

No Name TrunkGroups PEX profiles RADIUS profiles CDR settings Prefixes

0 |format_e164

1 |from_SIP_cdpn
2 |to_PBX

3 |format_COR

4 |to_RADIUS

dhy 9B Ky By

Check number

This table contains all created modifiers and the objects they are assigned to.

To create, edit, or remove a modifier, use t@dbjectsgc Add ObjectObjects¢ Edit Object or Objectsg
Remove Objechenus and the following buttons:

¢ Add modifier;

P ¢ it modifier parameters;  [woditiers tabies
3” ¢ Remove modifier; Modifiers tabie 5
d c Add mOdiﬁer by COpying. Name| ModTable#05
Long timer| 7 L]

To assign or edit parameters of a created  S"t™3 v
modifier, select thecorresponding row and click Apply Cancel
% : Madifiers

Empty list
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To confirm changes in modifier parameters, click 8atbutton, or click theCanceto exit without
saving.

To check the modifier operation, you can click @teeck numbdimk below the modifier table.

Forthe checking proedure, see sectiof.1.8.4.1Checking Modifiers Operation

WNWumberselectiorab

Add a modifier + =

Mumber selection General modification  Modification for CAPN/  Modification for CgPN/

Original CdPN RedirPN/Generic/Location

Description

Mumber mask: @)

Number type Any v

Calling party category (RUS) Any v

1 Descriptiorg description of the modifier;

1 Number mask; a template or a set of templates which is caangd to the subscriber number (for
mask syntax, see secti@il.4.2;

1 Number typeg type of the subscriber number:

{l Subscribegd dzo a ONRA O SNJ ydzYoSNJ 6{ b0o Ay 1 dmcn F2 N

1 Nationalg national number. Format: NDC + SN, where [§2@eographical area code;

{ InternationalcA Y G SNY I GA 2yl £ ydzYo SN Czadguntyy .. b
code;

9 Network specifig specific network numbe

9 Unknowng¢ unknown type of the number;

1 Any¢ modification will be performed for any number type;

9 Unsupported; number type is not specified in the recommendation.

1 Caling party category (RU&)subscriber's Caller ID category.
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Beneral Modificatioflab

Add a modifier

RLEEE e General modification V ation for CAPN/
Original CdPN
Access category | unchanged v
Modification example: D

Dialplan |unchanged M
Appl

pply | | Cancel

Moedification example:

1 Modification example; click then button to view modification summary after application of
the specified modification rules;

1 Access categoryallows maodification of access categories;

1 Dial plang allows modification of thelial planto be used for father routing (required for
coordination ofdial plars).

Wiodificationfor CAPN/Original CdRkab

Add a modifier

Number selection

Modification rule for
CdPN/Original CdPN: @)

Modification example:

MNumber type:
Meodification example:
Numbering plan type:

Modification example:

General modification

Modification for CAPN/
Original CdPN

3

123456739

unchanged

unchanged

Apply | | Cancel

1 Modification example;, click thelad button to view modification summary after application of
the specified modification rules; It is recommended to definaaber to be modified instead of
number 123456789, which is entered in the rule check example;

1 Modification rule for CdPN/OriginalCdPN¢ called number modification ruleFor syntax, see
section Modification Rule Syntaxto get ©me examples, seeAPPENDIX. IRADIUS CALL
MANAGEMENT SERVICEis rule also applies to modification of the callee original number
(original Called party number) when this modifier table is chosen irltim@k Grop section for
Original CdPkhodification

1 Number typeg modification rule for the callee number type;

1 Numberingplantype ¢ modification rule for thedial plantype.
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Wlodificationfor CgPN/RedirPN/Generic/Locat{i@ab

Add a modifier +

Original CdPN RedirPN/Generic/Location

MNumber selection  General modification  Modification for CAPN/ Gt WshR{get il .

Modification rule for |g
CgPN/RedirPN/Generic/

Location : @) i
Modification example: |123456789 u
Mumber type: | unchanged v
Modification example: u =
Presentation: | unchanged M
Modification example: u .
Screen: | unchanged v
Modification example: u .
Calling party category (RUS): | unchanged v
Modification example u
Numbering plan type: | unchanged v

Modification example: (g

Apply | | Cancel

1 Madification rulefor CgPN/RedifR/Generic/Locatiorg the called number modification rule. For
syntax, see sectiomodification Rule Syntaxp get some examples, s@&PPENDIXRADIUS CALL
MANAGEMENT SERVICEs rulealso applies to the redirecting number modification (if this
modifier table is selected in the group trunk section for the RedirPN modification); to the Generic
Number modification (if selected in the GenericPN modifications section); or to the Location
Number modification (if selected in the LocationNumber modifications section);

1 Modification example; click thelad button to view modification summary after application of
the specified modification rules. It is recommended to define a number to be modifstelad of
number 123456789, which is entered in the rule check example;

1 Number typeg modification rule for the caller number type;

1 Presentatiorg, modification rule for the caller presentation;

1 Screerg modification rule for the caller screen indicator;

1 Cdling party category (RU§modification rule for the caller category;

1 Numberingplantype ¢ modification rule for thedial plantype.
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Modification Rule Syntax

Modification rule is a set of special characters that govern number modifications:

il

" and'-": special characters indicating that a digit is removed in the current position and other
digits that follow the removed one are shifted to its position;

X', 'X': special characters indicating that a digit in the current position remains unchanged (the
postion must contain a digit);

'?". a special character indicating that a digit in the current position remains unchaftiged
position may contain no digits);

'+': a special character indicating that all characters located between the current positiomeand t
next special character (or the end of the sequence) are inserted at the specified location of the
number;

'I': a special character indicating a breakdown finish; all other digits of the number are truncated,;
'$": a special character indicating a brealao finish; all other digits of the number remain
unchanged;

0¢9, D, #, and *(not preceded by+): informational characters that substitute a digit in the
specified position of the number.

Maodification examples:

Add city code 383 to number 2220123
Maodifier: +383
Result:38322201234

Replace country code with 7 in number 83832220123
Maodifier: 7
Result:738322201234

Replace the third digit with 6 in number 2220123
Modifier: xx6$ or XX6$
Result:22601234

Remove prefix 99# from number 99#2220123
Modifier: ---$
Result:2220123

Remove the last four digits from number 22201239876
Modifier: $----
Result:2220123

Select the first seven digits of number 222012349876
Modifier: Xxxxxxx!
Result:2220123

Delete the last two digits, replace the third digit with 6 aadd the city code 383 to number
222012398

Modifier: +383xx6%-

Result:3832260123
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3.1.8.4.1 Checking Modifiers Operation

TheCheck numbdink under the modifier table allows you to check the modifiers for the number with
specified parameters.

Check number +
Modification table ot used v Modification table ot used v
for CdPN for CgPN:
CdPN number u CgPN number: u
Number type: | Unknown v n Mumber type: | Unknown v u
Numbering plan type: | Unknown v n MNumbering plan type: | Unknown v u
Presentation: | Allowed A u
Screen: | Not screened A u
Calling party category (RUS): | 1 v u
Check
Modifier description Modifier description
for CAPN for CgPN:
Number mask Number mask
for CdPN for CgPN:
Cancel

To perform the chek, you need to set the CAPN and CgPN numbers, fill in the following fields: Number
type, Numberingplantype, Presentation, Screen, and @allparty ategory. Then select the desired CdPN and
CgPN modification tables and click the Check button. Nextagpbpulated fields, the blue arrows will show
the values that will be assigned to the number as a result of the modification. Below you will see the number
masks that contain the numbers being checked, and the descriptions of the modifiers included in the
modification table.

3.1.8.5Q.8506Cause and SiReplyMappingTable

This section establishes correspondence between clearb
reasons described in.@60 recommendations for the $$protocols
(SIPT/SIRI) and 4xx, 5xx, 6xx class SIP replies.

a&gﬁﬂ-cause and SIP-reply mapping table

Ne Name
0 Profile #0
The correspondencealescribed in the Order NAO as of

January 27, 2009, issued by the Ministry of Communications ante & %
Mass Media (MinComSvyaz) of the Russian Federation is used by
default; for the causes not described in this Order, the correspondence described in Q. ¥dRrBrrendation
for SIFl and in RFC3398 for SIPAFIR used.
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To create, edit, or remove rules in correspondence tables, use the following buttons:

T Add rule;
bl ¢ Hit rule parameters;
%7 i Remove rule.

1 Nameg name of the Q.85@auseand SIReply
correspondence table.

Profile Settings

9 Direction:

1  SIP reply> Q.850 cause direction from
SIP to Q.850;

T Q.85Gcause-> SIReplyc direction from
Q.850 to SIP;

1 Q.850causec value of a Q.850 cause;

T SlPRreply¢ value of a 4xx, 5xx, 6xx c$aSIP reply.

3.1.8.6Scheduled Routing

Q.850-cause and SIP-reply mapping table

Profile 0
Name |Profile #0

Save Cancel

Q.850-cause to SIP-reply mapping table
Ne Cause Reply

SIP-reply to Q.850-cause mapping table

Ne Reply Cause

A= s

(.850-cause and SIP-reply mapping table

Mapping
Direction | | SIP-reply - Q.650-cause

Q.850-cause

SIP-reply

Save Cancel

This section configures scheduled routing that allosisgdifferent dial plars depending on the time

and day of the week.

Scheduled routing
Profile 0
Name| profile #0
Save Cancel
Call routing rules
Ne Begin Duration (days)
4+ %0 31.05.2018 0
B %y

Dial plan
[0] MumberPlan#0

To create, edit, or remove rules, use the following buttons:

T Add rule;
Py ¢ Hit rule pammeters;
%7 i Remove rule.
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Routing Rule

Scheduled routing

1 Sart date ¢ select start date for the
scheduled routing rule operation;

Route rule

0 May vi20ie v O
Su

1 Activedaysc duration of the scheduled Mon | Tue| Wed | Thu| Fri| Sat| Sun

. . 1 2 3| 4] s8] &

routing rule operation; Start date | |=—5IT s ol soliil 2l i3

14 15 16| 17|18 19 20

1 Repeat montly ¢ allows monthly 21|[ 22| 23| 24|25 26 27
28| 29 30( 31

repetition of the routing rule;

Active days | |0
1 Weekdaysc select days of the week for

. . Repeat monthly
the scheduled routing rule operation;

Week days | Mon | Tue | Wed | Thu | Fri | Sat | Sun

1 Active loursc select hours of the

scheduled routing rule operation; Active hours (0:00-11:59)
. . . (12:00-23:59)
1 Dial plang select adial planthat will be :
used during the scheduled routing rule Dialplan | | [0] NumberPlan#0 Y
operation.
Save Cancel

3.1.8.7Time redirection

To confgjure time intervals for redirection you need to create a schedule:

Time redirection

e Name
a Schedule#00
LR

Then youmay select time intervals for redirection service.

Time redirection

Schedule 1
Mame | [Schedule##l1

Time

R
5]
8]
]
k3
[
[
o
i
o

02 08 10 11 12 12 14 15 16 17 12 19

,_|
=
=
=
(=]
=
[
=
4o
[=]
h
=
oh
[=]

1

Mon @ W W W W W e v A A I )
Tue 1 W W W W W W s A A I
Wied 0 I I e e e - #
Thu # W ra #
Fri Ll Cd Ll L L L L v v v L4 4 Ll Ll Cd
Sat L L L L L L L L L L L L L L L L L L L L L L L
Sun ¥ L4 L4 L L L L L L L L L L L L L Ld Ld Ld Ll Ll L4 L4
Apiply Cancel

After creating a schedule for redirecting, attach the schedule to a necessary subscriber through VAS
managemeninenu (seesection3.1.7.1.3VAS Managemept
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3.1.8.8HuntGroupg(Call group)

Hunt group ¢ a group of numbers to which the device can initiate calls using different dialling types for
these numbers when a call arrives at the call group prefix.

The hunt group is designed for call ces or connection of offices with simultaneous or successive
dialling for employees from the same call group.

In total, up to 100thunt groupscan be created

Hunt groups

Search call group @ by name () by mask | | Search |
Masks for ’ Group Select
Ne Name CdPN Conference ID Calling mode members a
0 HuntGroup0( simultansous call O
1 HuntGroup01 simultaneous call I
Rows in the table to show W4 p A Current page 1 from 1

| Remove selected |

&y %y

1 Searckcall group by name checking for the presence of a call group by its name;

1 Search call group byaskg checking for thegoresence of a call group by mask for CdPN

To create, edit, or remove entries in the table, use the following buttons:

¢ Add entry;
Py ¢ Hdit entry parameters;

%7 ¢ Remove entry.

A call group can include both numbers of device subscribers and external numbers.
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Hunt group 1

Name |HuntGroupEl1 |

Dial plan | | [0] NumberPlan%0 v|

Access category | [0] AccessCai#l v |
Check access category | [

Use access category | | from call v|

Masks for CdPN | | |

Calling mode | | simultaneous call v |

Release mode | default v |

Conference ID || |

Recall declined | [

Recall busy | [
Participant ringing timeout, sec '@
Group ringing timeout, sec L

Name¢ name of acallgroup;

Dialplanc select adial planthat the callgroup will belong to;

Maslksfor CdPN; the callednumber mask to call the group from tlatal plantied to the group
(the mask syntax is described in sect®h.4.2);

Callingmodec the method of dialling to members of a call group:

T
T

simultareous calt, a simultaneous call to all members of a call group;

sequential from firstg a method that always dials the first number in the call group
number list when a new call comes to this group. After 8tenerexpires, the call to a
member of this goup is canceled and a call to the next member of the group is initiated;
sequential from nex¢ group numbers are called one by one, starting from the number
of a member who has ended a conversation in the previous call to this call group. This
method is equired to balance the load between the group members. After $tiener
expires, the call to a member of this group is canceled and a call to the next member of
the group is initiated,;

sequential all from first a method that always dials the first numbiger the call group
number list when a new call comes to this group. After the Stimer expires, the call to a
member of this group is not canceled and a call to the next member of the group is
initiated;

sequential all from next group numbers are called enby one, starting from the
number of a member who has ended a conversation in the previous call to this call group.
This method is required to balance the load between members. AfteGthmerexpires,

the call to a member of this group is not canceled @ call to the next member of the
group is initiated,;

serial search from first a method that searches for the first available subscriber from
the beginning of the list; (the first available subscriber is being called until the caller
answers or untiltie timeout clearback occurs) this group can include only subscribers of
this gateway;

serial search from lagt the method that searches for the first available subscriber from
the end of the list (the first available subscriber is being called untilaHeranswers or
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until the timeout clearback occurs); this group can include subscribers of this gateway
only.
1 Releasenodec a method of releasing members of a call group:
9 Default ¢ when one member of a call group answers, a CANCEL message is sent to all
other members, resulting in a missed call notification on their telephones;
1 Silent¢ when one member of a call group answers, all other members receive a
CANCEL message with the tiReason:SIP4 cause=200, as a result, there will be no
missed call noti€ation on the telephones of these subscribers.

1 ConferencdD ¢ when this number is dialed after the Conference VAS prefix, all members of this
call group will bencluded into a conference call;

1 Recall declined using this option will make repeated attgns to call the group members who
rejected the call without picking up the handset. If the called subscriber rejects the call three
times, attempts to reach them will stop;

1 Recall busy using this option will make repeated attempts to call group memlpdre are busy
at the time of the group call (until the group call is answered or the group call timeout expires);

1 Participant ringing timeoutsecg the call timeout for one member of a call group;
1 Group ringing timeoutsecg the general call timeout fornte entire call group.

The queue functionality is available for the follogi modes: simultaneous cafiequential from first
sequential from nextsequential all from firstandsequential all from next

Queue settings

Use queue | []

Queue size @ | 15
Sound path
Advertise

Playing ads every, sec | 15
Play queue position
Play gueue waiting time

Position timeout, sec '@ | 30

First position timeout, sec @ | 2

Persian numbers €
Answer tone €
Cache calls &

Work day time @)
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Y

The queue functionality is required forganizirg acallcenter.

1

1

Queuesize i KS YIFEAYdZY ydzYoSNJ 2F YSYo6SN&

When the specified number is exal, new calls will be rejected,;

Soundpath¢ 6 K Sy

A 2 4 A x

a2F¥FFE Aa

i KS systéna af Sher

GLAGAY T A

I dzR

device, will be used for the queue. If needed, you can record your audio files to an external drive
and indicate the path to the drive with the audio files. The files should have specifiesnas
shown in the table below;

Audio files direary ¢ the directory name on the external drive where the audio files for the

queue are stored.

Audio files should have the following parameters: WAV format, codec G.711a, 8 bit, 8 kHz, mo

File name

gueue_position.wav

answer_tone.wav

callback.wav

advertise

not_more_2m.wav

not_more_3m.wav

not_more_4m.wav

not_more_5m.wav

more_than_5m.wav

callback _operator.wav

callback_abonent.wav

1-20.wav, 30.wa

Y

1 Playing ads evergecc the period of time after which the advertisement will be played to the

1 Advertiseg when this option is checked, aiadfiles from the advertise directory will be played
GKS OFfttSNI gl AGAY 3T Tediidd KaSertiging8rebul):2 NI &

g2

subgriber;

Value
G, 2dzNJ RIFa K €5 2§ dzS dzS

5

Soundmelody to be played with the operator answe

Phrase played to the operator before a subscriber i

called back

Directory with advertising files

Gal EAYdzY 612X & ¥dzdd SE &>
Gal EAYdzY 6 Xhy¥dzAd SE&&°
Gal EAYdzY 6 Xh ¥dzAd SE&&°
Gal EAYdzY 6 Xh ¥dzAd SE&&°

G2 FAGAY I A WY 625N

Number in the queue

Phrase played to the operator before a subscriber i

called back

Phrase played to the subscriber when the callback

option is enabled

By default
yes

no
no

no

yes
yes
yes
yes
yes

yes

no

no

Only the first 5files in the advertise directory will be used. This option is only availal
when the audio fles for the queue are stored on an external drive.

1 Play queue positiog when this option is checked, the caller will be infornadtheir position

in the queue;

1 Play queue waiting tim& when this option is checkedhe caller will be informedn the

waiting time;
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1 Position timeoutsecc the interval at which the subscribewill be informed of their position in
the queue; the interval starts whethe lag playback of the position ends;

1 First position timeout, segtime after which the subscriber's queue position will be plaj@d
the first time;

1 Persian numbers SMG200/SM&O00 devices support playg composite Persiamumbers To
reproduce numiers greater than 20, three parts of a nhumeral, inghgda connecting word, are
used;

1 Answer tone; when this option is checked, the answerer_tone.wav audio file will be played to
the caller and operar after the operator responds;

1 Cache calls this option is used to store an operator who has spoken with the caller last time.
Ensures that in case of calling back, the caller immediately gets to the operatdroio they
were talking last time:

1 Nonec caching is disabled;

9 Strictg if the operator is busyhe call will not be forwarded to other operators but will
wait for the specified operator to get free;

T Nonstrictg if the required operator is busy, the call will be distributed among other
operators in accordance with the accepted operation mode.

T Work day timec¢ sets the working hours to calculate the statistics of a call group.

RingBack settings

1 Music on hold ¢ using music on hold | RingBack settings
instead of the RingBack signal while waiting Hisic o o
for an operator response;

Delay before music, sec @ | 0

Type @

1 Delaybefore music seccg the time during File name
which the sandard RingBack will be played
before the MoH is activated;

1 Typeg selecting the type of MoH:

9 Music on hold; when this type is selected, a standard SMG MoH will be played to the
subscriber;

1 Audio fileg by selecting this type it is possible to assigraadio file preloaded on the
drive for playing. You can select the drive for downloading audio fil8gstem Settings
->RingBack settings

1 File name; selecting an audio file to be played as a RingBack.

Setting reserve member

1 Reserve numbeaya numberto which the Setting reserve member
call will be made after thgroup call Reserve number @ | |
timeoutis triggered; Reserve ringing timeout, sec @
Group members
1 Reserveingingtimeout, secg the A |

timeout responsible for the duration of
the call to the reserve number.

Groupmembersg the list of operators who are part @f calling group.
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3.1.8.9Piclup Groups

Pickupgroup¢ a group of device subscribers: when a call comes to a subscriber of this group, another
group member can intercept this call by dialling an exit prefix for this call group.

Pickup groups
Ne Name Numbers list Select
0 PickupGroup00 345771 Ordinary
10 ¥ | Rows in the table to show H4p M Current page 1 from 1
Remove selected
2%y

To create, edit, or remove entries in the tableguhe following buttons:

¢ Add entry;
2 ¢ Edit entry @mrameters;
& ¢ Remove selected

Only subscribers of this device can be members of this group.

Pickup groups

Pickup group 1
MName | |PickupGroup01
Number list

Add

Apply Cancel

1 Nameg¢ name of thepickupgroup;

1 Number listt members of thepickupgroup.
Pickupgroup member type:

1 Restricted; cannot intercept, but calls to this member can be intercepted by another member
of the group;

1 Commorx;, can intercept calls to common and restricted group members, but cannot intercept
calls to a privileged group member;

1 Priviegedc can intercept calls to any member of the interception group.
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3.1.8.10Voice Messages

There are 15ktandard phrases of voice messages on the device, which are used to inform subscribers.
In this section, you can upload custom voice message files.

A file stould be in WAV format compressed using codec G.718kit, 8kHz mono. File size
should not exceed 2 MB.

Voice messages
File requirements: G.711a, 8bit, 8KkHz, mono, not more 2MB
Ne Name | Description
System voice messages
0 |access_restrict wav This communication type is not available (access-category resfriction)
1 |access_tempwav Subscriber cannot be called temporarily
2 |access_unpaid wav Denied for non-payment
3 |conf_greeting.wav Conference greeting
4 | conf_switch.way The request to switch into conference
5 |intercom_announce.way Intercom announce
6 |music_on_hold wav Music on hold
7 |number_changed.wav Mumber has been changed
& |number_fail wav Mumber fail (dialed number is incorrect)
9 |record_notification.wav The noiification about call recording
10 | service_restrict.wav Service is not provided for the subscriber (service is restricted)
11 [trunk_busy.wav Trunk is busy (trunk overload, no free channels)
12 |[trunk_errorwav Trunk error (failed to select connection ling)
13 |user_change wav Subscriber is changing
14 |user_unallocated wawv The subscribers terminal is not connected to the station
15 |voice_mail_announce. wav Voice Mail announce
User voice messages Enable | |
0 |conf_greeting wav Conference greeting O
1 |trunk_busy way Trunk is busy {trunk overload, no free channels) O
2 |voice_mail_announce. wav Voice Mail announce O
& |Fi|e is not selected || Browse | | Select description... V|| Add |
| Delete | | Download | | Save |

1 No.¢ sequential number of a voice message file;
1 Namec¢ name of a voice message file;
1 Descriptiorg description of a voice message file.

To add youown file and select description of an event for this file to be played, clicséhect
descriptionand Addbuttons.

1 Enableg enables plaing a voice message file.
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3.1.8.11SIPreplies listo switchon reserve TG

In this sectionone can configure the lisof SIP responses of 4XX6XX class that will be used for
transition to the redundant trunk group or to the next trunk in the trunk direction.

SIP-replies list to switch on reserve

Ne Name SIP-replies list
0 default 408,502,504

1 SipAnswerlLis#01 503,505
%

To create, edit, or remove the list, use tlbjectsg Add Object, Objects Edit Objector Objects
Remove Ojectmenus and the following buttons:
¢ Add the reply list;
Py ¢ Edit the reply list;

"Vl ¢ Remove the reply list.

SIP-replies list to switch on reserve

SIP-replies list 1

Name | SipAnswerlList#01
1|[503 y
2|[508 s

Add

Apply Cancel

Secify the list name and generate it by clicking #adand rr (Deletd buttons.
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3.1.8.12Q.850 release causes list

In this sectionpne can configure the list of Q.85@leasecauses for SS7 and Q.931 protocols that will
be used for transition to the redundant trunk group or to the next trunk in the trunk direction.

(1.250 release causes list

Neo Name .850 release codes
] Release causes #00 41
B Xy

To create, edit, or remove the list, use tldbjectsg Add Object, Objest; Edit Objector Objects
Remove Objeahenus and the following buttons:
¢ Add the reply list;
P ¢ Edit the reply list;

"Vl ¢ Remove the reply list.

(1.850 release causes list

Q.850 release codes 0

Name | |Release causes #00
1[41 %

Add

Apply Cancel

Jecify the list name and generate it by clicking &adand 4 (Deletg buttons.
3.1.8.13Q.850 recoery causes list

In this section, you can configure the list of Q.850 release causes for SS7 and Q.931 protocols that will be
used to recover communication if the call was not released from the incoming party.

(.850 recovery causes list

Q.850 recovery causes list 0

Name |F'.eco\-'er§.r causes #00 |

1/[41 %

[ Apply || Cancel |

To create, edit or remove a list, usgbjectst Add object Objectst Edit objectand Objectst
Remove objeanenus and the following buttons:

¢ Add the reply list;
2 ¢ Edit the reply list;

¥l ¢ Remove the reply list.
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3.1.9 IVR

IVR(Interactive Voice Responsea smart call routing system based on théormation entered by the
client using the telephone keypad and tone dialling, current time and day of the week, caller number and
callee number; it enables voice notification of subscribers using audio files uploaded to the device. This
function is reqired for call centes, taxi services, technical support, etc.

In this section, you can configure lists of IVR scripts and sounds, as well as manage recorded
conversations files.

3.1.9.1Scenarios ligscripts)
In this section, you can create the IVR operatieanacio'.

To create, edit, or remove entries in the tables, use the following buttons:

¢ Add entry;
Py ¢ Edit entry @mrameters;

%7 ¢ Remove atry.

TheScenarios listable ¢ displays all created IVR scripts.

Scenarios list

Ne Name Filename
1] IVRScenario_00
2%

1 Namec IVR script name;
1 Filenameg selecsan IVR script file from the list of files created on the device.

The System Parametersable contains thePath to a drive for IVR scripsetting, which specifies a
drive to store the script files.

Files list

Delete

. . . . . No Filename —
TheFilesListtable displays all createtVRsciipt files. : e -
cenario 0
|Fi|e is not selected || Browse | | Upload |
TheTypical scenarios listable contains files of common . .., .,

IVR scripts that can be edited.

Typical scenarios list

%  Todownloadthe scripts selected in the table to the user PC. | |[Ne Filename
0 1_scenario_auto_attendant
2_scenario_call_operator

The script creation and editing menu provides a design view: the| IVR |3 cail technical_support_dspartment

script flowchart is geerated in the central field; on the left side there are| 3 4_call_departament
common blocks; on the right side there is a list of configurable parametersé ;‘—Ca::—jepazame”t—i
_call_departament_.

for the current block. 6 5 auto_attendant
7 5_auto_attendant_2

To select a block in the chart, laflick it. Borders of the selected ' ® 5_auto_attendant_3

9 5_auto_attendant_4

bIOCk turn Orange' 10 5_auto_attendant_5
" 5_auto_attendant_6

»

! This option is available only if you have an SIMR license. For more information about the licenses, see section
3.1.23Licenses
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To adda block, select théddd empty block and then select e s
the desired action from the set of common blocks by-@&itking it. Description
In the field on the right, configure the parameters for the creat -4
block. Logical links for a newly created item will be add%
automatically. The logical link for th@otoblock is set manually; to
do this, click theSelect block on charbutton in the block O
parameters and select the desired block. The logical link for }ﬂe |
Gotois represented by the dashed line. ~

[

When the selected blockas been configured, you shoul -
save the changes by clicking tisavebutton or click Cancelto . 3
cancel them. IvRScenano B sacko s

To remove the selected block from the chart, click the
Remove blockutton. If this block has any lowégvel logical links,
the entire branchof these lowetlevel objects will be removed.

You can move the blocks across the field; to do this, select
the desired block and move it to the desired place while hold|ng
the left mouse button. At that, all existing logical links will remain
intact.

You canalso modify the form of a logical link between the
blocks by leficlicking it. The selected line turns orange and Has
three points to edit: to set the output point from the block, the
input point to the block, and the line curvature.

Add

For IVR block desctipn, seeTablel2.
Tablel2 ¢ IVR Block Description

Symbol Name Description
[+ A 3 | Add An empty unit designed for block addition.
- Ring This block enables ringback tone playback for thesstiber; it is always the first one
[q Ring the list of scripts. When a call arrives to the RING block, the call status does not ch

Parameters

Ringback duration, seg select duration of the ringback tone playback
disable it.

Links

Input¢ beginning othe call to IVR.

Output¢ a single output containing information about the incoming (¢
parameters (number A, number B).

Features

The block does not change the call status.

The block is required for playback of a single or multiple voice mesgagée caller in
[ Info ] Info the pre_ansv_vering state (without tak_ing a ca!l by subscriber_B). In other words, whil

block is being played, no connection fee is charged. This block can be placed
script after the blocks that do not change the call status] & there was no previou
transition to the answering state. The block is useful to inform the callee with se
information until the resource that is able to handle the call becomes free.
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Parameters

Messages for playback until the subscriber answesslect a single or multiplg
voice messages for playback to the caller. For voice message manageme
section3.1.8.10Voice Messaged drive for storing the filecan be specified i
section3.1.1System settings

Loop playback select the number of message playback loops; they are plg
one by one, starting from the first meage.

Links

Input ¢ an incoming call in the preanswering state.
Output¢ end the playback of the selected files.
Features

The Info block may be preceded only by blocks that do not affect the call g
(Ring, Info, Digitmap, Time, Goto).

The blok is required for playback of a single or multiple voice messages to the ca

[‘ Play ] Play the answer state (after subscriber B answers). The block is used to inform subscril
Parameters
Messages for playback until the subscriber answesslect a single or aitiple
voice messages for playback to the caller. For voice message manageme
section3.18.10Voice Message® drive for storing the files can be specified
section3.1.1System settings
Loop playback select the number of playback cycles. The messages
played one by one, starting from the first message.
Links
Input¢ anincoming call in the preanswering or answer state.
Output¢ end the playback of the selected files.

The block is required to implement the interactive voice menu function. In this b
IVR

you can select the logical path of the call by clicking dertmbinations of digits
extension dialling of the subscriber number according to the intedial planand
playback of audio files, system sounds (ringback tones, ringing tone, a busy sign
DTMF digits to notify the subscriber.

Parameters
Typec the type of audio file to be played.

Fileq an audio file uploaded to the device. The list of IVR sounds is config
in section3.1.9.2Tones list

Toneg select a syem sound to be played (DTMF digit, dialtone, bu
ringback).

Subscriber selectionconfigure the logic for further call path. When you cl
on the configured combination of digits, the device identifies the outgd
branch of the IVR block. If the sb®A 6 SNJ KIF & y20G Of A(
branch is selected.

Subscriber selection timeout, seextension number dialling timer; when th
timer expires, the outgoing IVR branch is selected.

Enable extension diallingenable extension dialling, whidk followed by the
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devicedial planrouting, e.g. internal subscriber number can be dialled.

Access categony select an access category. Access category allows yc
define callprohibition for the number dialled by the subscriber in the |
block.

Max dialing digits¢ the maximum number of digits that can be dialled us
the extension dialling.

Interdigittimeout, secg interdigit delay for the extension number.
Links
Input¢ an incoming call in the preanswering state or active call phase.

Output¢ the number of outputs can be configured, extension dialling can
be one of the outputs.

Features

If the call entering the block is in the preanswering state, the bl
automatically changes it into the active state (sends a reply to the cal
followed by the further execution of the block logic.

£ =)

Dial

The block is required to dial the specified number, which is further routed accordi
the dial planof the device.

Parameters

Numberg the specified number.
Dial plan

Transitg the dial planis notchanged.

Access category sets the access category that will be used after passing
Dial block:

Transitg the access category is not changed.

Links

Input ¢ an incoming call in the preanswering state or active call phase.
Outputc exit from the blockfithe dial is unsuccessful.

Features

Finishes the script branch.

e )

Time

The block is required to select the call path logic according to the current time an
of the week.

Parameters

Timeg select a template for time and day of the week. The timeeisis 24
hour format.

Links

Input¢ an incoming call in the preanswering state or active call phase.
Outputc the block has Dutputs: the first one is used when the time match
0KS aLISOATFTASR GSYLIX I G §if nodmatéhiis detectix
@y 2¢é 2dziLddzi 0 @
Features

The block does not change the call status.
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Murnbers ]

Numbers

The block is required to select the call path logic depending on the caller number.
Parameters
Numberg the callingnumber template.
Links
Input¢ an incoming call in the preangning state or active call phase.
Outpytg theAblock has dutputs: trjevfirst oneAisvuseq vyhen the ca!lef numk
YFGOKSa UKS AaLISOAFTASR U S Y doimatchds

RSUSOUSR oay2c¢ 2 dz{i LJdzii 0 @
Features

The block does not change the csthtus.

[(3_}.

Digitmap ]

Digitmap

The block is required to select the calltipdogic depending on the called number. T
callednumber is verified at the entry to the digitmap block.

Parameters

Mask¢ the callednumber template.

Links

Input ¢ an incoming call in therpanswering state or active call phase.
Outpytg theAblock has Z?utputs: tbevﬁrst oneAisvused, WAhen the ca[leg numk
YIUOKSa UKS alLISOATASR U SYddf rolmatchds

VVVVVVVV

RSGSOGSR oay2é 2dzilLdzio o
Features

The block does not change tlall status.

~

Goto J

Goto

The block is required to transfer a call to another arbitrary script block.
Parameters

Select block; click this button to select a block in the chart to which t
transition will be made.

Max hops; select the number of passes forcall through this block to ensur|
the call looping protection.

Links

Input ¢ an incoming call in the preanswering state or active call phase.
Outputc a single output to the block to which the transition is made.
Features

The block does not change thelcsthtus.

REC

The block is required to start conversation recording; as soon as the call log
passed through the block, the subscriber conversation is recorded into a file.

Links
Input¢ an incoming call in the active call phase.

Output¢ the blockhas a single output.
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Features

The block does not change the call status. The conversation recordi
stopped only after disconnection. In order to configure a directory for sa
IVR call record files, sesection3.1.12.1Call recording settings A yFoldeK
nameFT2NJ L+w O2y @S Nirameter2 for raBagemBidR bfyir
records, see sectioB.1.9.3Call records.

[E Caller info J

Caller Info

The block allows to change the caller name, which will be displayed on the ca
phone. The block allows you to display the caller name, company name and othe
2y GKS OFftftSSQa LK2ySo

Parameters:

Number mask; the caller number tempaite.

Subscriber name new subscriber name.

Links

Input¢ an incoming call in the preanswering state or active call phase.
Outputg the block has a single output.

Features

The block does not change the call status.

* Set

Set

The block allows to dertermine thariablefor IVR script:
Parameters
Keyc the name of the variable by which you can refer to it in other blpcks

Valuec variable value

= Condition

Condition

The condition block is designed to test Boolean conditions composed of variable
strings. All operabns are performecbver strings Up to 10 conditionscan be sein a
block. Each condition is assigned a corresponding exit branch (from 0 to 9) from 3
to another block. In the Condition block, the transition is carried out along the br
of the first true condition (if there are several true conditions, the first one is select
If none of the conditions in the Condition block turned out to be true, then
transition along the False branch will be performed.

The following operatorare avaiblgo form conditions:
Logical operators

I, not T logical NQ

&&, and T logical AND

[, or T logical OR

Comparison operators

<7 less ;
<=1 less or equal ;
=1 equal ;
> 7 more;
>= | moreor equal ;

<> | not equal

Logical operators: since the comparisan gerformed on strings, the comparison
performedcharacter by character.

Examples of comparing strings of digits of equal length

A1010 < AlWRO =
1010 =< Alr@e20 =

Office IP SM@00 and SM&00 PBXs 189



1010 > nlfalseo =
1010 >= nfaBeo =

ot 3

Examples of comparing stringsdigits of unequal length:

1010 < N1l1i@e2o =
1010 =< Alttu20 =
1010 > Al1lfaBR o =
f1010 >= fhnilfal€e20 =

Examples of comparing strings of numbers and letters of equal length:

AA0O10 < A1020 = false
AA0O10 =< fA1020 = fal se
AAOL1O0 > A1020 = true
AAO1O0 >= fHAlaowro =

AAO 10 < f1lO0flse ,=since the strings are compared character
character, namely the character code A in the ASCI table is greater than the chg
code 1.

Entry operator
in 1 operator for entering a variable into a ligg, %% GPR6%In (710, 711, 712)).

Variables
A string enclosed in percent symbols (%).
¢CKS GFENRIOES yIFYS OQGFyop2y il Ay OKIF NI Of

Constants:
l'ygd OKIFNIOGSNER SyOfz2aSR Ay aiay3atsS oW
for escaping. Or any sequence of naitespace characters that do not start with
percent sign does not contain single or double quote characters.

Predefinedvariables

CGPN1 callingnumber,

CDPN1 called numbey

YEAR LOCAL MONTHLOCAL, DAY _LOCAL HOURLOCAL,
MINUTE LOCAL SECONDLOCAL i date and time of script execution (local tim
from the device is used).

Block for interacting with an external HTTP server
HTTP request settings:

4] RFC

URLg the full URL of the request to the http server. If necessaoy, gan use

the variables of the current IVR scenario in the URL;
Examplehttp://infoUserServer.co/shirts?style=%CDPN%

T Method ¢ HTTP request methoGET, POST, PUT, TRACE, OPTIONS, L

HEMD);
RPC f Requesttimeout ¢ time to attempt a request to the HTTP server

milliseconds

 Contenttype ¢ the type of data contained in the request body;

I Bodycontent ¢ request body (a string with the possible presence of ma
variables);

1 Headers; HTTP requedteader,

Keyg http header key;
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http://infouserserver.co/shirts?style=%CDPN%25

=

Valuec a string with a possible value of macro variables;

Responséype ¢ the type of data contained in the response body;

icon ¢ when this type is selected, if the response body receives
okey:valug, then SMG writes il data as variables that can be used later;

A If the key in the response body is written in small letters, f
example var, then in order to later access this variable, it must
written in capital letters% VAR%.

regexpg when this type is selected, th®egular expressidivindow appears,
in which you can write a regexp expression for parsing a response fro
HTTP server with the ability to write the parsed data to IVR variables an
them later.

Example

Reply in the message bodyelloworld
Thesi NAy 3 Ay GKS TASHelo(?warSBdz | NI SH
As a result, a variable will be created within the IVR script
VAR =world

9 Max bytes¢ maximum response size
fExpectedencodingg encodings supported in the response;
fICodes; expected HTTP serversgonse codes.

Having createé script flowchart, specify its name and save it by clicking3aee scripbutton. Click
the Back to lisbutton to exit the design view without saving any changes.

3.1.9.2Tones list

In this section, the audio files required fidfR operatiorcan be managed

V Audio file format: WAV, codec G. 711Ap8, 8 kHz, mono.

TheSystemSettingsii 0 £ S O 2 yoéal disk/diive o I\ER s&igHstting that specifies a drive to store

IVR conversation record files.

Tones list

Play
Delete

Local disk drive for IVR sounds | | fmnt/sda?l v
Save
IVR sounds Duration
Empty list
File is not selectad Browse Upload

*it is possible to upload .tar or zip archive with sounds

System settings

Stop
Download

1 IVRsoundg; the list of uploaded files;

1 Durationg uploaded file length;

T Browseg select an audio file to be uploaded to your device;

1 Upload¢ command to upload the selected file.
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You can upload a tar or zip archive file containing multiple audio files; audio files khba
in the root directory of the archive.

Playg play the selected file;

Stopg stop playing the file;

Deletec delete the selected file;

= = =4 =4

Downloadc download the selected file from the device.
3.1.9.3Call recordg¢I\VR)

In this section, IVR conversation recditds can be managedf there is &REMlock in the IVR script,
all recorded conversations will be displayed in the table.

Call records

The total number of records: 0

< > = e ¢8|
Disk usage:

Caller Called

User rocord catzgary Date Time T B et Dial plan Category FTP Duration Size, Kb
0] CallRecordCategory#00 9
Directory for call records not set

Select a date: 10 ¥ | Rows in the table to show H4db M

O May v|2018 v ©O

Mon Tue Wed Thu Fri Sat Sun

1 2 3 4/ 5 8

7| 8| s| 10|11 12| 13

14 15| 16 17 18| 19 20

21| 22| 23| 24/25| 26 27

28| 20| 30[ 3]

Time interval
Show

Refine your search:

Search Reset

Total number of recordstotal number of conversation record files in the selected directory;
Disk usage display the used spaa@n the drive selected to store the conversation record files;
Selecia date ¢ select the date to display conversation record files;

Time intervak select the interval to display conversation record files;

=A = =4 =4 =4

Refine your searafisearch for conversation reod files; the search function uses any match of
the entered value against the name of a conversation record file.

The record control buttons are described in the tabétow.

Table13 ¢ Record Control Buttons

Button | Function
previous record

<

start playback

>
. stop playback

N next record

© repeated record playback
- save record

delete record

ap
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Description of the records tableolumns

)l
T
T

1
T
1
1

T

Date'time ¢ date and time of starting a recoyd
Callefcalled numberc numbers of subsribers participating in the conversatipn

Callednumberfrom the hunt group¢ number of the subscriber who answered affassing through
the call group

Dialplanc dial plan,in which the entry was made;
Category conversation recording category;
FTR; whether uploading to FTP was performed,;
Duration¢ conversation duration

Size kB¢ record size in kilobytes.

Format of a conversation record file

1. A common call without call forwarding or transfer
YYYYMM-DD_hhmm_ssCgPNCdPN.wav
Where:

YYYYMM-DDc file creation date, YYXWear, MM¢ month, DD¢ day;
hh-mm_ssc file creation time, hig hours, mmg¢ minutes, sg; seconds;
CgPN; caller number, if absent, set to none;

CdPNc¢ callednumber.

Example:

Subscriber 7111 calls to subscriber 7222. The fildowik as follows:
20140520 120535 7111 7222.wav

2. Making a call when the call forwarding service is used
YYYYMM-DD_hhmm_ssCgPNRdNum cf CdPN.wav
Where:

YYYYMM-DDc file creation date, YYX¥ear, MM¢ month, DD¢ day;

hh-mm_ssc file creation time hh¢ hours, mmg minutes, s seconds;

CgPN; caller number, if absent, set to none;

RdNumg redirecting numberg the number with a configured call forwardjrservice;
Cfg a label indicating that the call forwarding service was used,

CdPN callednumber ¢ the number that actually receives the call.

Example:

Subscriber 7111 calls to subscriber 7222 who redirects the call to subscriber 7333.
20140520 1205-35 7111 7222cf7333.wav

Office IP SM@00 and SM&00 PBXs 193



3. Making a call when the call transfer service is used

The use of the caltansfer service involvesgibscribers; initiator of the call (sub¢A 6 SNJ s 0 =
subscriber implementing the call transfer (subscriber B), and subscriber receiving the transferred
call (subscriber C).

When transferring a call, @nversation record files are created:
Conversation between AB subscribers
Conversation betweas B¢ Csubscribers

Conversation between ACsubscribersafter the call transfer.

4 MF1AY3 F OFtf FNRY GKS Wil dzyd 3INEdzLIQ

If the call to the subscriber comes after the call group, then an additional field is added to the
record filewith the information abo ut the group through which the call to a member of this group
was made.

YYYWM-DD_HHMM-SS CgPNCdPN-CALLEDHG_nPLAN_cCATEGORY.wav
Where

YYYYMM-DDc file creation date, YYXyear, MM¢ month, DD¢ day;

hh-mm_ssc file creation time, hi; hours, mm ¢ minutes, sg; seconds;

CgPN; caller number, if absent, set to none;

CdPN called number the number that actually receives the call.
CALLEDHGhunt group number

nPLAN dial plan;

cCATEGORYcall recording category.

5.Cdling a subscriberthdzd K G KS Wl dzy i 3 NP dzLJQ

YYYYM-DD_hhmm_ssCgPNCdPNhgPN_numplan_category.wav

Where

YYYYMM-DDc file creation date, YYYYear, MM¢ month, DD¢ day;

hh-mm_ssc file creation time, hiy hours, mm¢ minutes, s seconds;

CgPN; caller number, if absenset to none;

CdPNc called number the number that actually reces the call;

hgPN¢ number of the subscriber who answered after passing throughtime group;
numplang dial plan;

categoryc call recording category.

Example

Subscribe7111is cdling Subscribei7222, who redirects the call to the subscribéB33.

The following files are generated

20140520 120535 7111 7222vavc conversation oA andB subscribers
201405-20_1206-36_7222_7333vav ¢ conversatiorof Band Csubsribersafter subscriber B
hasput subscriber A on hold.

201405-20_1205-35_7111_7222ct7333.wayconversatiorof Aand Csubscribersafter the
subscriber Bhas redirectedhe call, ct in the file name is a label that the call was transferred.
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3.1.10 LDAP

3.1.10.1 LDAPstorage lst

This section allows configuring localAHDserver operation.

LDAP-storage list

18] State Name LDAF server Port LDAP protocol
1 off LDAP 320 dsp an

Apply | | Cancel

LDAP storage forms on the basis of station capacity (quantity of FXS, SIP subscribers)
Displayname display namelf this field is empty in setting®y” 2  yvialiye $s@isplayed.

Uid=name

Cn =subscribelD

Sn =displayed name

telephoneNumber subscriber phone number

To connect to a local LDAP server, the following parameters are used:

Protocol Version = 3

Port 389

LDARprotocol: Idap
Base:ou=phonebook,dc=smg,dc=com
User namecn=user,dc=smg,dc=com
Passworduserpassword
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3.1.11 Voice mail

3.1.11.1Voice mail settings

Voice mail settings

Voice mail settings

Local disk drive for storing mail | off hd |

Directory name for storing mail |\foice_mail |

Maximum number of message ¥ |D |

Unheard message storage time, days @ [ [0 v|

Listened message storage time, days @ | [0 v|

Minimum message length, sec @ |3 |

Maximum message length, sec '@ |BU |

| Apply |

1 Locadiskdrivefor storingmail ¢ specifyan external storage medium for storing voice messages;

91 Directory name for storing madl specifythe name of the folder where the e messages will be
stored;

T Maximum number of messages maximum number of messages for one subscriber (range of valid
values [0; 200] @ No restrictions);

1 Unheard message storage time, daystorage time for unheard messages, after which the message
will be deleted from the voice mailbox;

1 Listened message storage time, daystorage time foristenedmessages, after which the message
will be deleted from the voice mailbox;

1 Minimum message length, seaninimum duration of a message from a subscridattcan get into
voice mail (if the record is shorter, the message will not be saved);

1 Maximum message length, seenaximumduration of a message from a subscriber that can get into
voice mail(if the record is larger, the connection will be broken andyahe recorded part will be
saved).
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3.1.11.2Voice messages

In this section, it is possible to listen, download, delete, change the status of voice messages. Messages are
grouped by the number on which the Voice Mail service is enabled.

Voice messages

The total number of records: 0

e | [ 3 [ ] [ Q Lf-' B ﬁ
Disk usage
| Status Date Time caller  Called  pyration  size, Kb
[ select a date: _ '*!J )
|?| Directory for voice mail not sef
ow
L=l Hd4PprH

. Rows in the table to show
Enter subscriber number:

| Search || Reset |

i Statusg indicates themessage status:

@ ¢ message is unheard;
G ¢ message is listened.
Datec date of receiving a voice message;
Timeg time of receiving a voice message;
Caller numbec the subscriber who made the call to voicemail;
Called numbec subscriber number for whicli K S W+ 2sgr@dc ieivablddf Q

Duration¢ voice message duration;

= =4 4 A4 - -

Siz, Kb voice message recording file size

il

Select message for change statushanges st (i dza T NRoYY Y4 S EaNiI&SG/ versa
g Refresh table updates the table wittvoice messages
L] Download selected downloads selected voice messages;

Delete selected deletes the selected voice messages
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3.1.12 Gall recordingsettings

Conversation recording settings méenu

«f The dgital gateways SM&00 andSMG500 do not kelong to special technical means

designed to secretly obtain information.

3.1.12.1Call recording settings

Call recording settings

Common record settings

Local digk drive for call records \ off

Directory name for call records ‘call_records

Directory name for VR call records | |ivr_records

Mumber of files per directory & ‘200

Keep files for: Days ‘ 30

Hours | [0

Action when disk is full ‘ Stop recording

FTP server settings

Store files en FTP | [
Upload mode
Hourg
Minutes
Server address/hostname
Server port | 21
Path on server
Login
Password | sseses
Remove files after upload
[ Apply |

Mo Mask Type

Call record category ]

| Enable notification | | Disable notification ‘

Common record settings

1 Local disk drive for call recorgselecsthe available drive for saving conversation records;

1 Directory name for call recordsthe name of directory for saving conversation records; if the
folder name is not specified, conversation records will be saved to the root directory of the

drive;

1 Directory name for IVR call recordqshe name of directory name for saving conversation
records when a call comes to the REC block in the IVR script;

T Number of files per directoythe maximum number of conversation record files in a single
directory; if the maximum number of files is reachadiew directory will be created.

1 The menu is available only in a firmware version with thet@abird license. For more information about the

licenses, see sectidh1l.23Licenses
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In the conversatio record directory, a new subdirectory is created for each day of recording under
the following name:

YYYYMM-DD-NNNN,

where:

1 YYYYX 4 characters; the current year;
T MM ¢ 2 characters; the current month;
9 DDc 2 characters; the current date;
1

NNNN¢ 4 charmacters¢ number of a directory containing conversation records for the
current date.

If the Number of files per directowalue is reached, the device will create a new directory
with the value# # # #increased by one.

Exampleof directories created on 231-02-27:

2014-02-27-0000
2014-02-27-0001
2014-02-27-0002
2014-02-27-0003

1 Keep files for(days/hours); the time period during which conversation record files will be
stored on the drive; after this time period exes, old files will be deleted;

T Action wren disk idull ¢ select an action to be applied to conversation record files when the
drive is full:

9 Stop recording, stop recording new conveations when the drive is full;
1 Remoe old recordg, delete old conversation records when the drive is full.
FTPServer Settings:

1 Store files orFTP¢ when this option is checked, conversation records will automatically be
uploaded to the FTP server, according to the selected upload mode;

1 Uploadmodec determines how often the records will be uploaded to FTP:
9 onceper dayc uploading once a day at a given time;
9 onceperhour ¢ uploading every hour;
1 onceperminute ¢ uploading every minute.

1 Hours¢ available in theonce a dayuploading mode. Here you can specify the hour for
uploading;

T Minutesg available in theoncea dayandonce an houuploading modes. Here you can specify
the minutes for uploading;

1 Server address/hosthangethe IP address or domain name of the FTP server to which
conversation records will be uploaded;

Servemport ¢ the FTP server part
Path on serer¢ the path for saving files on the FTP server;
Loging login for authorkation;

Password; password for authomation;

=A = =4 =4 =2

Removdiles afterupload if this option is checked, record files will be deleted from the local
SMG storage after uploading.
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Filter Masks for Conversation Records:

: L : . . -
Click theCreate button to create a new recording mask or click % button to edit the existing one.

Call recording settings

Mask for recording 0

Mask &

Type | All v |
Dial plan|[Ignore dial plan v |
Recording start notification |[None v |
Call record category |[[0] CallRecordCategory#00 v |
| Apply | [ Cancel |

The device determines whether a conversation should be recorded for CgPN and CdPN numbers.

1 Maskg the number filte mask. For mask syntax, see sect®h.4.2 Description of Number
Mask and Its Syntax

1 Typeg search for a mask match by CdPN or CgPN number;

V Please note that this sing uses OR logic, &. either CgPN or CdPN match is sufficient
‘ the record identification.

9 All¢ search by CgPN and CdPN numbers;
1 Callingg search only by CgPN number;
9 Calledg search only by CdPN number.

1 Dial plang specify thedial planin whichthe call recording mask will work.tl§ selectlgnore
dial plan a search will be done across all actia plars;

1 Recording start notification notify the callee that the conversation will be recorded:

1 Nonec disable notification of recording start;
9 Voice message voice notification of recording start.

1 Qallrecord category, a category assigned to the record for the specified mask.
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3.1.12.2Call records

In this section, conversation record filean be managed

Call records

The total number of records: 0

PPRIS n | e - )
Disk usage:

Call Call
transfer forwarding
number number

Caller Called
number number

Pickup

e = number

User record category Dial plan Category  FTP Duration Size, Kb

[0] CallRecordCategory#00
9
Directory for call records not set

10 ¥ | Rows in the table to show H4Pp M

Select a date:

0 un v|20i8 v O
Mon Tue Wed Thu Fri Sat Sun
2| 3

a 5 6 7 8 9 10
11|12 13| 14(/15|| 16| 17
18/ 18| 20 2122 23 24
25 26 27| 28/ 25| 30
Time interval
Show

Refine your search:

Search Reset

1 The ptal number of records total number ofconversation record files in the selected
directory;

1 Disk usage display the used space on the drive selected to store the conversation record files;

1 Userrecordcategoryc displaythe conversation record category assigned to the current user of
the web nterface;

1 Selectadate ¢ select the date to display conversation record files;
1 Time intervak; select the interval to display conversation record files;

1 Refine your searatisearch for conversation record files; the search function uses any match of
the entered value against the name of a conversation record file.

The record control buttons are described in the tabétow.

Tablel4 ¢ Record Control Buttons

Button | Function

» previous record

- start playback

. stop playback

= next record
® repeated record playback
B save record

delete record

8}
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Format of a conversation record file
1. A common call witout call forwarding or transfer
YYYYMM-DD_hhmm-ss_CgPMdPN_nX_cY.wav
where:

YYYYMM-DDc file creation date, YYYyear, MM¢ month, DD¢ day;
hh-mm-ssc file creation time, hig hours, mm¢ minutes, s seconds;
CgPN; the caller number, if absenset to none;

CdPN the callednumber;

nX¢ the number of thedial planin which the record was made;

cX¢ the record category.

Example:
Subscriber 40010 calls to subscriber 40012, the file will look as follows:
20171023 0927-26_4001640012_n0_cO.wav

2. Making a call when the call forwarding service is used
YYYYM-DD_hhmm-ss_CgPMCdPN_Srv_SrvNum_nX_cY.wav
where:

YYYYMM-DDc file creation date, YYYyear, MM¢ month, DD¢ day;
hh-mm-ssc file creation time, hit hours, mm¢ minutes, s seconds;
CgPN; the caller number, if absent, set to none;
CdPNc the callednumberc the number that actually receives the call.
Srv¢ a label indicating that an additional service was used. The label values:
9 cfcthe call was forwarded,;
9 ct¢the call was transferred;
1 cpcthe call was picked up;
SrvNumg the number of the service that provided the additional service. Depending on the label
value,Srvis the number, which has received a redirected or transferred call, or the number from
which the call has been pickeg;u
nX¢ the number of thedial planin which the record was made;
cX¢ the record category.

Example:
Subscriber 40010 calls to subscriber 40011 who redirects the call to subscriber 40012.
2017-10-23 0928-04 4001640011 cf 40012 _n0_cO.wav
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3. Making a calwhen the call transfer service is used

The use of the call transfer service involvesiBscribers A Y AGAF 12N 2F GKS OFfft o
subscriber implementing the call transfer (subscriber B), and subscriber receiving the transferred call
(subscriber €

When transferring a call, @nversation record files are created:

1 Conversation between AB subscribers
1 Conversation between 8Csubscribers

1 Conversation between ACsubscribersfter the call transfer.

Example:

Subscriber 40012 calls to subber 40010, which transfers the call to subscriber 40000.

The following files are generated:

20171023 101519 4001240010 _n0_cO0.wag conversation of subscribers A and B;

20171023 1061531 4001640000 n0_c0.wayg conversation of B and C, after the sghiber B has
put on hold the subscriber A,

20171023 161519 4001240010 ct 40000 _n0_cO.wawconversation of subscribers A and C after
the call was transferred by subscriber B, whetén the file name is the label indicating that the call
transfer wa made.

4. Making a calfrom Eall grougXHunt group)

If there is a call to a subscriber throughwant group,the call record will have an additional filed
name of a call group which the call was established through.

YYYYWM-DD_HHMM-SS_ CgPNCAPN-CAILEDHG_nPLAN_cCATEGORY.wav

YYYYMM-DD¢ date of the record creationyYY¥ year,MM ¢ month, DD¢ day;
hh-mm_ssc time of the record creationhh ¢ hour, mm ¢ minutes, ss¢ seconds
CgPN; calling party phone numbeif there is no CgPN the field takesne' value
CdPN calledparty phone number, number which a call is actually directed
CALLEDHGcall group number;

nPLAN dial plan;

cCATEGORYcall record category.
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3.1.12.3Call record categories

Call record categories

Ne Name Access to categories

0 CallRecordCategony#00 0123450678910,11.12,13,14,15,16,17,18,19,20,21,22,23 24, 25,26,27 28,29,30.31
1 CallRecordCategory#01 012345678%81011,1213,1415
2 CallRecordCategory#02 0,1,23,4567291011,12,13,14,15
3 CallRecordCategory#03 0,1,23,4567289,1011,12,13,14,15
4 CallRecordCategory#04 0,1,23,4567891011,12,13,14,15
5 CallRecordCategory#05 0,1,23,4567891011,12,13,14,15
6 CallRecordCategory#06 0,1,23,45,6,789,1011,12,13,14,15
7 CallRecordCategony#07 0,1,23,456,7.89,1011,12,13,14,15
8 CallRecordCategory#08 0,1,23,45,6,789,1011,12,13,14,15
9 CallRecordCategony#09 01234567891011,12,131415
10 CallRecordCategony#10 01234567891011,12,131415
1 CalRecordCategory#11 01234567891011,12,131415
12 CallRecordCategon#12 01234567891011,12,131415
13 CallRecordCategony#13 01234567891011,12,131415
14 CallRecordCategony#14 01234567891011,12,131415
15 CallRecordCategony#15 01,23456789.1011,12,13,14,15
16 CallRecordCategory#16

7 CallRecordCategory#17

18 CallRecordCategory#18

19 CallRecordCategory#19

20 CallRecordCategory#20

pal CallRecordCategory#21

22 CallRecordCategory#22

23 CallRecordCategory#23

24 CallRecordCategon#24

25 CallRecordCategon#25

piil CallRecordCategon#26

27 CallRecordCategon#27

28 CallRecordCategon#28

29 CallRecordCategon#29

30 CallRecordCategory#30

3 CallRecordCategory31

P

Conversation record categories are used to define the aseess rights for recorded conversations.

To restrict access to records, assign the corresponding category. For other categories, this menu
defines accessibility to a category assigned to an object (to disable access, uncheck the checkbox next to the
corresponding category; to enable access, check the checkbox next to the corresponding category).

In total, up to SANB O2NR OF 6S3I2NASa OFry o6S O2yFAIAdzNBRO®
access to all other categories and is used for the administratmount that provides access to all
conversations. Other categories have configurable access. By default, the first 15 of them provide access to
the first 16categories.

To configure and edit a selected category, click the button.
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Setup example: restrict@ess to conversation records

Consider an example when it is necessary to distinguish between access to the conversation records
2T GKS LINPRdz2OGA2Y RSLI NIYSyild O0aLINRRdAzOGAZ2Y dzASNE DO
user should be able tlisten only to conversations of their relevant department. To restrict access, proceed
as follows:

1. Select the access category for records. You can specify a convenient name, for example,
Productionor SalesFor each category, set access only to itself:

Call record categories

No Name Access to categories

1] Admin 0,1,2,34,56,7,.8,9710,11,12,13,14,15,16,17,18,19,20,21, 22 23 24,25 26,27 28,29,30,31
1 producfion 1

2 sales 2

3 | CallRecordCategory#03 0123456789101112131415
4 | callRecordCategory#04 0,1,23.456,780,10,11,1213,14,15
5 | CalRecordCategory#05 0,1,23.456,789,10,11,12,13,14,15
6 | CallRecordCategory#06 01.23456.789.10,11,1213,14,15
7 | callRecordCategory#07 0,1,23.4586,780,10,11,1213,14,15
8 | CalRecordCategory#08 0,1,23.456,789,10,11,12,13,14,15
9 | callRecordCategory#09 0,123456789.10,11,121314,15
10 | CallRecordCategory#10 0,1,23,456,7,89,10,11,1213,14,15
11 | CallRecordCategony#11 0123456789101112131415
12 | CallRecordCategory#12 0,1,23.456,7280,10,11,1213,14,15
13 | CallRecordCategory#13 0,1,23,456,7,89,10,11,1213,14,15
14 | CallRecordCategory#14 0123456789101112131415
15 | CallRecordCategory#15 0,1,23.456,780,10,11,1213,14,15
16 | CallRecordCategory#16

17 | CallRecordCategory#17

18 | CallRecordCategory#18

19 | CallRecordCategory#19

20 | CallRecordCategory#20

21 | CallRecordCategory#21

22 | CallRecordCategory#22

23 | CallRecordCategory#23

24 | CallRecordCategory#24

25 | CallRecordCategory#25

26 | CallRecordCategory#26

27 | CallRecordCategory#27

28 | CallRecordCategory#28

29 | CallRecordCategory#29

30 | CallRecordCategory#30

31 | CallRecordCategory#31

s

Log in to the user account management interface (see se&@ibr25Management Meny In the
access rights of the production user, selé@ten to recorded conversationght and set the available
category toProduction Fa the sales user, select thasten to recorded conversatioasd set the category
to Sales

Management Management
sales Username production Username
R—— Enter password Enter password
srarne Confirm password Confirm password

— User access rights: — User access rights:

I Restart device/software I Restart device/software
1 voIP management (SIP)
(0]

Il woIP management (SIP)

Subscribers management ) Subscribers management

| 1P-settings, RADIUS management ) IP-settings, RADIUS management

" Configuration management ! Configuration management

| Software management ) Software management

¥ Listen call records #| Listen call records
[2] sales ¥ | Call record category [1] production ¥ | Call record category
) Call-recording management ' Call-recerding management
' Meonitoring I Monitering
| Apply | | Cancel | | Apply | | Cancel |
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2. In the Call ecordingsettings section, add the recording number masks for the production and
sales departments, and assign the relevant recording categorie®tn.th

Ne  Mask Type Dial plan Motification Call record category

o (o) All ;gnore dial plan Mone [0] preduction

1 (Baoc) Al ;gnore dial plan Mone [1] sales |
Ry | Enable notification | | Disable notification |

3. Now, if the uses enterthe Conversation Recordirggction, they will only see records of the
categories to which they have access.

4. InthisSElF YLX S5 AT @&2dz ySSR witthelrighRo listen¥eddrdg bf AIS Y Sy

departments, then, ain stepl, add anewDl 1§ S32 NBE X T2 NJ SEdndrasigs =
GKS | 00Saa NRAIKI

Management
management Username
................. Enter password
................. Confirm password

— User access rights:
) Restart device/software

I/ WoIP management (SIF)

Il Subscribers management

Il IP-settings, RADIUS management
) Configuration management

) Software management
L4

Listen call records
[3] management ¥ | Call record category

Il Call-recording management

) Monitoring

| Apply | | Cancel |

As a result ofhese settings, the table of access restriction to conversation calls will look as follows:

Call record categories

Ne Name Access to

0 Admin 0,1,2,34567,889,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24 25,2627 .28 29,30.31
1 production 1

2 sales 2

3 management 1,2

4 | CallRecordCategory#04 012345678910,1112,1314,15
5 | CallRecordCategory#05 0.1,2.3,4.5.6,7,8.9.10,11,12,13,14,15
& | CallRecordCategory#06 0,1,234567.289.10,11,12,13,14,15
7 |CallRecordCategory#07 0,1,23,456.7,88,10,11,12,13,14,15
8 | CallRecordCategory#08 0,1,234567.289.10,11,12,13,14,15
9 | CallRecordCalegory#09 012345678910,1112,1314,15
10| CallRecordCategory#10 0.1,2.3,4.5.6,7,8.9.10,11,12,13,14,15
11| CallRecordCategory#11 0,1,234567.289.10,11,12,13,14,15
12| CallRecordCategory#12 0,1,23,456.7,88,10,11,12,13,14,15
13| CallRecordCategory#13 0,1,234567.289.10,11,12,13,14,15
14| CallRecordCategory#14 012345678910,1112,1314,15
15| CallRecordCategory#15 0.1,2.3,4.5.6,7,8.9.10,11,12,13,14,15

16| CallRecordCategory#16
17 CallRecordCategory®17
18| CallRecordCategory#18
19| CallRecordCategory#19
20| CallRecordCategory#20
21| CallRecordCategory#21
22| CallRecordCategory#22
23| CallRecordCategory#23
24 CallRecordCafegory#24
25| CallRecordCategory#25
26 CallRecordCategory#28
27 | CallRecordCategory#27
28| CallRecordCategory#28
29 CallRecordCafegory#29
30| CallRecordCategory#30
31| CallRecordCategory#31
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3.1.13TCP/IP Settings

This section configures device network settings and IP packet routing rules.

1 DHCHs a protocol which allows automatic retrieval of IP address @hdr settings required
for operation in a TCP/IP network. It allows the gateway to obtain all necessary network
settings from DHCP server.

T SNMPis a simple network management protocol. It allows the gateway to sendtimeal
messages about failures todhcontrolling SNMP manager. Also, the gateway's SNMP agent
supports monitoring of gateway sensors' status on request from the SNMP manager.

1 DNSis a protocol which is used to retrieve domain information. It allows the gateway to obtain
the IP address of #h communicating device by its network name (hostname). This may be
useful, eg. when hosts are specified in the routing schedule or when a network name of the
SIP server is used as its address.

1 TELNETSs a protocol which is used to establish control ovextwork. Allows remote
connection to the gateway from a computer for configuration and management. In case of the
TELNET protocol, the data transfer process is not encrypted.

1 SSHs a protocol which is used to establish control over network. Unlike TELN&Eprotocol
implies encryption of all data transferred through the network, including passwords.

3.1.13.1Routing Table

This submenu can be used to configure static routes.

Static routingallows packets to be routed to specified IP networks or IP addressesgthrthe
specified gateways. The packets sent to IP addresses, which do not belong to the gateway IP network and
are outside the scope of static routing rules, will be sent to the default gateway.

The routing table is separated intgp2rts: configured routs at the top of the table and automatically
created ones.

The automatically created routes cannot be changed as they are created automatically when the
network and VPN/PPTP interfaces are established. These routes are required for normal operation of the
interfaces.

Routing table
Ne Enable Status Destination Mask Gateway Interface Metric
Automatically generated routes
] Yes Active default 0.0.0.0 192 168.1.123 ethl 0
1 Yes Active 192 163.0.0 2552552550 * eth0 0
2 Yes Active 192 163.1.0 255.255255.0 * eth0 0
3 Yes Active 192 168.69.0 255255 255.0 * eth0.609 0
=]

To create, edit, or remove a route, use tljects; Add Object, Objects Edit Objector Objectsg
Remove Objeehenus and the following buttons:
T Add oute;

3% ¢ Edit route @mrameters;

%y ¢ Remove oute.

Office IP SM@00 and SM&00 PBXs 207



Route Parameters

1 Enalble ¢ when this option is checked, enables the route;

¢ Destinationg IP network;

1 Maskg specifies a network mask for the defined IP
network (use mask 255.255.255.255 for IP address);

1 GatewaylP-address or % defines an IP address of the

route gateway;

1 Interfacec selecsa network transmission interface;

1 Metrin ¢ route metrics.

3.1.13.2Network Settings

Routing table

Route #0
Enahble

Destination

Mask | | 255 255 255 255

Gateway | [;
P-addrass or *
Interface eth1 (eth0 192.168.1.20)

Metric | |0

Apply Cancel

This submenu can be used to specify a device hame and{@: setings
change the network gateway address, the DNS server address, and

the SSH/Telnet access ports.

Hostname |smg200
Use gateway from | eth1 (ethD 182.168.1.0 v
Primary DNS |0.0.0.0

Secondary DNS |0.0.0.0
Port for 55H |22
Port for Telnet |23

Save Cancel

Port for SSI TCP port for device access via the SSH protocol; the default value is 22;

1 Hostnamec device network name;

1 Use gateway frong selecsthe netwark interface to
be used as the primary gateway of the device;

1 PrimaryDN&; primary DNS server;

1 Secondary DNGsecondary DNS server;

1

)l

Port for Telnet, TCP port for deice access via the Telnet protocol; the default value is 23.

3.1.13.3Network Interfaces

It is possible taconfigure 1primary network interface ethO and up to &dditional interfaces on the
device. These can be VLAN interfaces and alias girimaryethO interface, or alias of the VLAN interface.

Aliasis an optional network interface that is created from an existing primary ethO interface or from
an existing VLAN interface.

Network interfaces

Ne  Interface name Network label IP-address Network mask

0 eth0 eth1 192.168.1.20 255.255.255.0

1 eth:1 0.20 192.168.0.20 255.255.255.0

2 eth0.609 vian 509 192.168.69.20 255.255.255.0
Add Edit Delete

DHCP  Management services

WEB TELNET SSH | SIP RTF  RADIUS Not selected
SIF RTP  RADIUS Not selected
RTP Not selected

Telephony services

Firewall profile

To create, edit, or remove rules for network interfaces, use the following buttdds: Edit, Remove
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Network Interface Settings

Basic Settings

il

il

Network interfaces

Network interface 7

Network labek name of the network;

Network label || |

Firewall profile | Mot selected

Firewall profileg showthe firewall profile selected for
this interface;

Type | Untagged

Enable DHCP

IP-address | |

Typecg interface type (always untagged for ethO
interface);

Network mask | | |

Gateway

Gateway by DHCP

VLANDC¢ VLAN identifie (1¢4095) (only for tagged
type interfaces);

DNS-address by DHCP
NTP-address by DHCP
Services

Enable Web

Enable DHC@dynamically obtain the IP address
from the DHCP server (Alias is not supported);

Enable Telnet

Enable SSH

Enable SNMP

IP-address; network address of the device;

Enable SIP signaling

Enable RTP transmission

Network maslg the subnet mask of the device;

Enable H.323 signaling

Enable RADIUS

Gatewayc network gatewq for the interfacgAlias is
not supported); |

Apply Cancel |

Gateway by DHGCEobtain the IP address of thgatewaydynamically from the DHCP server
(Alias is not supported)

DNSaddress by DHQPobtain the IP address of the DNS server dynamically from the DHCP

server Alias is not supported);

NTRaddress bypHCR; obtain the IP address of the NTP server dynamically from the DHCP
server (Alias is not supported).

Serviceg; a configuration menu for the services enabled for this interface:

il

il

Enable Welg enables access to éhconfigurator via the interface;
Enable Telnet enables access via the Telnet protocol;
EnableSSH; enables access via the SSH protocol;

Enable SNMP enables access via ti8NMPprotocol;

EnableSIP signalling enables reception and transmission o&tBIP signalling information
through the network interface configured in this section;

EnableRTRransmissiorg enables reception and transmission of the voice traffic through the

network interface configured in this section;

Enable H.323 signalingenalles reception and transmission Bt323 signalling data through
the network interface configured in this section;

Enable RADIUSenables the RADIUS protocol

If an IP address or a network mask has been changed or the web configurator manage
has beendisabled for the network interface, confirm these settings by logging into the w
configurator to prevent the loss of access to the device; otherwise, the previous configura
will be restored in two minutes.
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3.1.13.4RTP PogRange

This section allows coufiration of a UDP port range for voic;
RTP packets transmission.

RTP ports range

UDP-ports settings for RTP

UDP Port Parameters starting port @ | 20000

1 Starting portc the number of the starting UDP port for| | pors count @ |[10000
voice traffic (RTP) and data transmission via the T.3§ Apply

protocol;

1 Ports count, the quantity of UDP ports (from thstratingport) used for voice traffic (RTP) and
data transmission via the T.38 protocol.

7

I ¢2 | @2AR O2yFftA0iaz YIS adNB GKIFG GKS LR
. the ports used for SIP signalling (port 5060 by default).
3.1.14 Network Sevices
3.1.14.INTP

NTPis a protocol foisynchronzation of reaktime clock of the device. It alloveynchronzation of date
and time used by the gateway against their reference values.

NTP

NTP settings

Enable | |
Time server (NTP) | 192.168.1.123
Manual mode GMT+6 ¥

Timezone | ' Automatic mode Asia ¥ || Novasibirsk

In automatic mode daylight saving is enabled

Synchronization period (min) € | 240

Save Cancel

Restart NTP-client

1 Enableg enables timesynchronizatiorvia NTP;

1 Time server (NTR)the IP addess or host name of the NTP server;

1 Timezone; configuration of the time zone and GMT (Greenwich Mean Time) offset:
9 Manual modec, defines the GMT offset;

1 Automatic mode; this mode allows selection of device location; the GMT offset will
be determined auvmatically. This mode also enables automatiatch to daylight
saving time.

1 Synchronization perioanin) ¢ an interval letween synchronisation requests;
1 Saveg saves changes;
1 Cancek discards changes.

To force timesynchronzation with the server, clickhe Restart NTP Cliebutton (the NTP client will
be restarted).
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3.1.14.2SNMP setting

SMG software enables to monitor status of the device via SNMENMPsubmenu, thesettings of
the SNMP agertan be configured.

SNMP monitoring functions are able to requést following gateway parameters
gateway name;

device type;

firmware version;

IP address;

Im aGNBLFY adraradaoar

IP submodule statistics;

Linkset state;

ImMm AGNBFY OKIFyySt adalasST

IP channel state (statistics show the current calls by IP).

=4 =4 -4 -4 8 _a_a_9a_2

Statistics of theurrent calls by IP channels show the next data:
channel number;

channel state;

Call ID;

[ FE£fSNI s |
Caller IP address;

Caller number;

Called s . | RRNBaarT
CalledlP adiress;

Callednumber;

Channel engagement duration

a2 _2_9_°2-°
¢
¢
Z
&
QX
QX
_|

SNMP settings:

Sys Name device name;

Sys Contaat contact information;

Sys Locatioq device location;

ro Community; parameter readpassword/community;
rw Community parameter write password/community.

=A =4 =4 =4 4

Use'Apply/'Resetbutton to apply/reset the settings
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