SHELTEX
—

Y I crated Networking Solutions

Ethernet Switches

MES23xx, MES33xx, MES35xx, MES5324

User Manual, firmware version 4.0.22

NN N [ www.eltex-co.com


https://eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/

HELTEX

Document version
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Revisions

Version 1.41

07.03.2024

Synchronization with the firmware version 4.0.22

Version 1.40

19.12.2023

Synchronization with the firmware version 4.0.21.7

Version 1.39

20.10.2023

Synchronization with the firmware version 4.0.21.5

Changes in sections:

2.3Main specifications

5.19.1Intermediate function of IGMP (IGMP Snooping)
5.21.1AAA mechanism

5.29.1DHCP Relay functions for IPv4

5.32Access Contl List (ACL) configuration

5.35.10Configuring Virtual Router Redundancy Protocol (VRRP
5.35.13Configuring Virtual Routing Area (VRF lite)

Version 1.38

09.08.2023

Synchronization with the firmware version 4.0.21

Changes in sections:

2.3 Main specifications

5.5 Systemmanagement commands

5.8 System time configuration

5.21.2RADIUS

5.28.2.3Configuring active ltient session (CoA)
5.33Configuration of DoS attackrotection
5.35.4Configuring BGP (Border Gateway Protocol)
5.35.6Configuring RouteMap

Version 1.37

28.04.2023

Synchronization with the firmware version 4.0.20

Changes in sections:

5.7.1Command parameters description

5.10.2Configuring VLAN and switching modesioferfaces
5175{ ¢t FlLYAfe& 6{¢t> w{¢tI af
5.28.1Port security functions

5.35.3Configuring the OSPF, OSPIpv8tocol

5.35.4 Configuring BGP (Border Gateway Protocol)
5.35.5Configuring the 18Sprotocol

Version 1.36

23.01.2023

Synchronization with the firmware version 4.0.19

Changes in sections:

4.4 Switch operation modes

5.10.1Parameters of Ethernet interfaces, Pe@hanneland Loop-
back interfaces

5.10.2Configuring VLAN and switching modesioferfaces
5.16.11Pv6 Protocol

5.17.5.1STP, RSTP configuration

5.18Voice VLAN

5.19.1Intermediate function of IGMP (IGMP Snooping)
5.20.1PIM (Protocol Independent Multicast) Protocol
5.20.4IGMP Proxy function

5.21.2RADIUS

5.21.4Simple network management protocoSNMP)

5.23Port mirroring (monitoring)

5.28.1Port security functions

5.28.2.2Advanced authentication

5.34.1QoS configuration

5.35.1Configuring static routing

5.35.10Configuring Virtual Router Redundancy Protocol (VRRP
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Version 1.35 16.12.2022 Synchronization with theirmware version 4.0.18.4

Version 1.34 29.11.2022 Synchronization with software version 4.0.18.2

Changes in sections:

5.7.3Configuration backup commands

5.10.1Parameters of Ethernet interfaces, Pe@&hanneland Loop-
back interfaces

5.17.2ARP configuration

5.17.8Configuring OAM

5175{ ¢t FlIYAfeée o{¢ctZX w{cectz af
5.17.5.3Configuring PVSTP+, RPVSTP+

5.21.4Simple network management protocoSNMP)
5.34.1Q0S configuration

Version 1.33 29.07.2022 Synchronization with the firmware version 4.0.18

Added sections:
5.35.13Configuring Virtual Routing Area (VHEe)

Changes in sections:

5.5 Systemmanagement commands

5.7.2File operation commands

5.10.1Parameters of Ethernet interfaces, Pe@&hanneland Loop-
back interfaces

5.141Pv4 addressingonfiguration

5175{ ¢t FlIYAfeée o{¢ctZX w{c¢ctz af
5.21.7Access configuration

5.23Port mirroring (monitoring)

5.28.5Client IP address protection (IP sourGuard)
5.29.1DHCP Relay functions for IPv4

5.34.1QoS configuration

5.35.1Configuring static routing

5.35.3Configuring the OSPF, OSPpv8tocol
5.35.4Configuring BGP (Border Gateway Protocol)

Version 1.32 27.06.2022 Synchronization with the firmware version 4.0.17

Changes in sections:

2.3Main specifications

4.4 Switch operation modes

5.10.2Configuring VLAN and switching modesioferfaces
5.11Selective Qn-Q

5.13Link Aggregation Groups (LAG)

5.17.7LLDP configuration

5.19.1Intermediate function of IGMP (IGMP Snooping)
5.19.5RADIUS authorization dGMPrequests
5.21.2RADIUS

5.32.11Pv4based ACL configuration

5.32.3MAGCbased ACL configuration
5.35.3Configuring the OSPF, OSPpv8tocol

Version 1.31 01.04.2022 Synchronization with the firmwareversion 4.0.16.14

Version 1.30 28.02.2022 Synchronization with the firmware version 4.0.16.13
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Version 1.29

12.01.2022

Changes in sections:

2.3 Main specifications

5.18Voice VLAN

5.25.3Diagnostics of interfacéndication
5.32.11Pv4based ACL configuration
5.32.2IPv6based ACL configuration
5.32.3MAGhbased ACL configuration

Version 1.28

12.11.2021

Changes in sections:

2.1 Purpose

2.3 Main specifications

2.4.1Layout and description of the front panels
2.4.2Rear and top panels ahe device
5.35.3Configuring the OSPF, OSPpv8tocol
5.35.4Configuring BGP (Border Gateway Protocol)

Version 1.27

12.10.2021

Changes irsections:

2.3 Main specifications
5.19.2Multicast addressing rules
5.23Port mirroring (monitoring)

Version 1.26

30.07.2021

Added MES2324P ACW switch

Changes in sections:

2.3Main specifications

2.4.1Layout and description of the front panels

2.4.2Rear and top panels ahe device

2.4.4Light indication

4.4 Switch operation modes

5.5 Systemmanagement commands

5.8 System time configuration

5.10.1Parameters of Ethernet interfaces, Pe@hanneland Loop-
back interfaces

5175{ ¢t FlIYAfeée o{¢ctX w{cectx af
5.22Alarm log, SYSLOG protocol

5.31DHCP serveronfiguration

5.35.4Configuring BGP (Border Gateway Protocol)
5.35.6Configuring RouteMap

Version 1.25

30.04.2021

Added sections:
5.25.3Diagnostics of interfacéndication

Changes in sections:

2.3 Main specifications

4.4 Switch operation modes

5.10.4IP interface configuration

5.11Selective GQin-Q

5.12Storm control br different traffic (broadcast, multicast, un-
known unicast)

5.13.3Configuring MultiSwitch LinkAggregation Group (MLAG)
5.18Voice VLAN

5.21.1AAA mechanism

5.28.6ARP Inspection

5.28.2Port based client authenticatiorf802.1x standard)
5.28.3Configuring MAC Address Notification function

5.33Configuration of DoS attackrotection
5.34.1Q0S configuration

Version 1.24

02.03.2021

Synchronization with the firmware version 4.0.15.3
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Version 1.23 10.02.2021 Changes in sections:

2.2.3Layer 2features

2.4.4Light indication

4.5.1Basic switch configuration

4.5.2Security system configuration

5.5 Systemmanagement commands

5.12Storm control br different traffic (broadcast, multicast, un-
known unicast)

Version 1.22 24.12.2020 Added sections:
5.35.12GREProtocol

Changes in sections:

5.7.4Automatic update and configuration commands
5.10.2Configuring VLAN and switching modesioferfaces
5.10.3Private VLAN configuration

5.13.3Configuring MultiSwitch LinkAggregation Group (MLAG)
5.17.1DNS protocol configuration

5.21.3TACACS+

5.28.4DHCP management and Option 82
5.33Configuration of DoS attackrotection

5.34.1QoS configuration

APPENDIX D. Description of swifglocesses

Version 1.21 27.10.2020 Changes in sections:

2.5Delivery package

5.7.2File operation commands
5.33Configuration of DoS attacRrotection

Version 1.20 16.10.2020 Changes irsections:

2.3Main specifications
5.17.4Loopback detection mechanism
5.20.4IGMP Proxy function

Version 1.19 14.09.2020 Changes in sections:

5.1Basic commands

5.10.1Parameters of Ethernet interfaces, Pe@hanneland Loop-
back interfaces

5.17.11Configuring Layer 2 Protocol Tunneling (L2PT) function
5.21.4Simple network management protocolSNMP)

5.28.1Port security functions

5.28.5Client IP address protection (IP sourGuard)

Version 1.18 02.09.2020 Added sections:

5.261P Servicd.evel Agreement (IP SLA)
5.28.2.3Configuring active leent session (CoA)
5.35.5Configuring the 18Sprotocol
5.35.8Configuring a keychain

Changes in sections:

2.3Main specifications

2.4.4Llight indication

2.5Delivery package

5.7.2File operation commands

5.10Interfaces and VLAN configuration
5.10.1Parameters of Ethernet interfaces, Pe@hanneland Loop-
back interfaces

5.19.1Intermediate function of IGMP (IGMP Snooping)
5.20.41GMP Proxy function

5.21.1AAA mechanism

5.27Power supply via Ethernet (Polies

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series 5
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5.28.1Port security functions

5.28.4DHCP management and Option 82
5.32Access Contl List (ACL) configuration
5.34Quality of Servicet QoS

5.35.2Configuring the RIBrotocol
5.35.3Configuring the OSPF, OSPpv8tocol
5.35.4Configuring BGP (Border Gateway Protocol)

Version 1.17

23.01.2020

MES3510P switch added, MES2326 removed

Changes in sections:

5.10.1Parameters of Ethernet interfaces, Pe@hanneland Loop-
back interfaces

5.10.2Configuring VLAN and switching modesioferfaces
5175{ ¢t FrYAfteé o{c¢ctZ w{cectz af
5.19.1Intermediate function of IGMP (IGMP Snooping)
5.19.3MLD snooping: the protocol for monitoring multicast traf-
ficin IPv6

5.28.4DHCP management and Option 82

Version 1.16

22.10.2019

Added sections:

3.3MES3508, MES3508P and MES3510P DIN rail installation
4.5.1.2Advanced access levebnfiguration

5.13.3Configuring MultiSwitch LinkAggregation Group (MLAG)
5.21.7.3Remote command execution via SSH

5.28.7First Hop Security Functionality

5.35.11Configuring Bidirectional Forwarding Detection (BFD) pr
tocol

Changes in sens:

5.7.2File operation commands

5.10.1Parameters of Ethernet interfaces, Pe@hanneland Loop-
back interfaces

5.10.2Configuring VLAN and switching modesioferfaces
5175{ ¢t FlIYAfeée o{¢ctX w{c¢ctz af
5.17.5.3Configuring PVSTP+, RPVSTP+

5.27Power supply via Ethernet (Poliles

5.28.2.2Advanced authentication

5.29.2DHCP Relay functions for IPv6 and Lightweight DHCPv6
lay Agent (LDRA)

5.35.3Configuring the OSPF, OSPIpv8tocol

5.35.4Configuring BGP (Border Gateway Protocol)
5.35.5Configuring the 18Sprotocol

Version 1.15

16.09.2019

Added sections:

5.29.1DHCP Relay functions for IPv4

5.29.2DHCP Relay functions for IPv6 and Lightweight DHCPv6
lay Agent (LDRA)

Changes in sections:

2.3 Main specifications

2.5Delivery package

4.5.1Basic switch configuration
5.10Interfaces and VLAN configuration
5.22Alarm log, SYSLOG protocol
5.28.2.3Configuring active leent session (CoA)
5.32Access Contl List (ACL) configuration

Version 1.14

27.05.2019

Added sections:
5.17.10Configuring Flestink
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5.19.5RADIUS authorization dlGMPrequests
5.20.2PIM Snooping

5.20.3MSDP Kulticast Source Discovery Protocol)
5.35.5Configuring the ISSprotocol
5.35.7Configuring aPrefix-List

Changes in sections:

2.2.4Layer 3 features

2.3 Main specifications

5.10Interfaces and VLAN configuration

5.141Pv4 addressingonfiguration

5.19.4Multicast traffic restrictionfunctions

5.20.1PIM (Protocol Independent Multicast) Protocol
5.20.4IGMP Proxy function

5.21.4Simple network management protocoSNMP)
5.28.4DHCP management and Option 82

5.321 IPv4based ACL configuration
5.35Configuring routing protocols

5.35.4Configuring BGP (Border Gateway Protocol)
5.35.10Configuring Virtual Router Redundancy Protocol (VRRP

Version 1.13 05.02.2019 Changes in sections:

2.2.4 Layer 3 features

4.4 Switch operation modes

5.17.3 Configuring GVRP

5.21.7.1 Telnet, SSH, HTTP and FTP
5.25.2 Opticatransceiver diagnostics
5.27.2.2 Advanced authentication

5.27.3 DHCP management and Option 82
5.28 DHCP Relay features

5.5 System management commands

The number of PodChannels has been increased to 48

Added sections:
5.17.9 Configuring CFM (Connectivigault Management)
5.34.4 Configuring BGP (Border Gateway Protocol)

Version 1.12 01.11.2018 Changes in sections:

2.3 Main specifications

5.17.4 Loopback detection mechanism
5.5 System management commands
5.19.2 Multicast addressing rules

Version 1.11 28.09.2018 Added sections:
5.17.5.3 Configuring PVST+ protocol

Changes in sections:

2.4.1 Layout and description of the switches front panels
4.4 Switch operation modes

5.5 System management commands
5.17.3 Configuring GVRP

5.19.1 IGMP Snooping
5.19.2Multicast addressing rules
5.25.2 Optical transceiver diagnostics
5.25.1 Coppemire cable diagnostics
5.21.2 RADIUS

5.26 Power supply via Ethernet (PoE)
5.27.1 Port security functions

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series 7
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5.30 Configuring DHCP server
5.4 Configuring macro commands

Versionl.10

28.06.2018

Changes in sections:
5.13 Link Aggregation Groups (LAG)

Version 1.9

28.05.2018

Added sections:

5.3 Redirecting the output of CLI commands to an arbitrary file
ROM

5.34.5 Equalost MultiPath (ECMP) load balancing

Changes in sections:

2.3 Main specifications

5.7.4 Automatic update and configuration commands

5.10.1 Ethernet, PorChannel and Loopback interface paramete
5.13 Link Aggregation Groups (LAG)

5.14 Configuring IPv4 addressing

5.17.1 Configuring DNS

5.17.9 Configuring thé.ayer 2 Protocol Tunneling (L2PT) functio
5.19.5 IGMP Proxy

5.20 Multicast routing. PIM protocol

5.30 Configuring DHCP server

5.34.3 Configuring OSPF and OSPFv3

APPENDIX A. EXAMPLES OF DEVICE USAGE AND CONFIG
APPENDIX D. DESCRIPTION OF SWITCHISESCE

Version 1.8

12.12.2017

Changes in sections:

2.3 Main specifications

2.4 Design

2.4.4 Light Indication

5.4 System management commands

5.9.1 Ethernet, PorChannel and Loopback interface parameters
5.9.2 Configuring VLAN and switching modesraérfaces
5.16.7 Configuring LLDP

5.18.1 IGMP Snooping

5.20.4 Simple network management protocol (SNMP)
5.20.6 ACL for device management

5.24.2 Optical transceiver diagnostics

6.2 Alarm log, SYSLOG protocol

6.9 Configuring PPPOE Intermediate Agent

Versin 1.7

18.09.2017

Added sections:
5.9.3 Configuring Private VLAN

Changes in sections:

2.3 Main specifications

5.4 System management commands

5.9.2 Configuring VLAN and switching modes of interfaces
5.16.4 Loopback detection mechanism

5.18 Multicastaddressing

5.20.6 ACL for device management

5.20.2 RADIUS

5.20.4 Simple network management protocol (SNMP)
5.21 Alarm log, SYSLOG protocol

5.26.3 DHCP control and Option 82

5.28 Configuring PPPoE Intermediate Agent

5.32.1 Configuring QoS

Version 1.6

25.05.2017

Added sections:
5.17.9 Configuring the Layer 2 Protocol Tunneling (L2PT) funct
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Changes in sections:

2.2.4 Layer 3 features

5.9 Configuring interfaces and VLAN

5.12 Link Aggregation Groups (LAG)

5.16.4 Loopback detection mechanism
5.16.6Configuring G.8032v2 (ERPS)

5.20.4 Simple network management protocol (SNMP)
5.20.7.1 Telnet, SSH, HTTP and FTP
5.26.1 Port security functions

5.27 Functions of the DHCP Relay Agent
5.28 Configuring PPPOE Intermediate Agent
5.30.3 Configuring MA®Gased AC

5.32.1 Configuring QoS

5.33.3 Configuring OSPF and OSPFv3

Version 1.5

23.03.2017

Added sections:

5.6.3 Commands for configuration reservation

5.26.6 Configuring MAC Address Notification

APPENDIX G DESCRIPTION OF THE SWITCH PROCESSES

Changes irsections:

4.3 Startup menu

5.4 System management commands
5.6.2 File operation commands

5.9 Configuring interfaces

5.18.2 Agent functions of IGMP Snooping
5.16.2 Configuring ARP

5.16.5.1 Configuring STP and RSTP
5.20.1 AAA mechanism

5.26.3 DHCP control an@ption 82
6.1 Startup menu

Version 1.4

09.09.2016

Added sections:

2.4 Desigrmt  MES2308 switch description is added
pody /2y FARHNAED Wik S8t a
5.15.8 Configuring OAM protocol

5.17.4 Multicast traffic limitation function

5.24 Power supply viatiernet (PoE)

5.27 Configuring PPPoE Intermediate Agent

Changes in sections:

2.3 Main specifications

5.4 System management commands
5.7 Configuring system time

5.8 Configuring interfaces

5.12 Configuring IPw&ddressing
5.15.5 STP (STP, RSTP, MSTP)
5.17.1Multicast addressing rules
5.17.2 IGMP Snooping

5.19.1 AAA mechanism

5.19.2 RADIUS protocol

5.19.5 SNMP

Version 1.3

22.07.2016

Added sections:
5.15.6 Configuring G.8032v2 (ERPS)

Changes in sections:
2.2.3 Layer 2 features
5.4 System management commands

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series 9
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5.8.2 Configuring VLAN interface

5.19.1 AAA mechanism

5.19.8.1Telnet, SSH, HTTP and FTP

5.20 Alarm log, SYSLOG protocol

5.27 Configuring ACL (Access Control List)

Version 1.2 25.05.2016 Added sections:
2.3 Main specifications
2.4 MES2348B switch design

Version 1.1 12.05.2016 Added sections:
2.3 Main specifications
2.4 MES3324 and MES2324 switch design

Deleted sections:
5.14.2 1Pv6 Protocol Tunneling (ISATAP)

Version 1.0 25.03.2016 First issue.

Firmware version 4.0.22
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DOCUMENT@NVENTIONS
Typograp_hlcal Description
convention

(1 Square brackets are used to indicate optional parameters in the commal
line; when entered, they provide additional options.

0 Curly brackets are used to indicate mandatory parameters in the commay
line. Select one of the listed parameters.

gnz d In the command description, these characters are used to define ranges.

¢ un In the command description, this character means 'or'.

KN In the command description, this character indicates the defautiea

Calibri Italic is used to indicate variables and parameters that should be

Halics Calibri placed with an appropriate word or string.

Bold Notes and warnings are shown in semibold.

<Bold italics> Keyboard keys are shown in bold italic withimgle brackets.

Courier New Command examples are shown in Courier New Bold.

Courier New Command execution results are shown in Courier New in a frame with

shadow border.

Notes and Warnings

configuration.

Warnings are used to inform the user about situations that could harm the device or the

/,:- Notes contain important information, tips, orecommendations on device operation and
’ user, cause the device to malfunction or lead to data loss.
.
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1 INTRODUCTION

In recent years, largecale projects on the construction of communication networks are implemented
in accordance with the concept of NGN (next generation networks). One of the main tasks of the large
multiservice network construction is the creation ofiadle and higkperformancetransport networks, which
are the backbone in the multilayer NGN architecture.

Highspeed data transmission, especially in laggale networks, requires a network topology that will
allow flexible distribution of higispeeddata flows.

MES23xxMES33xx, MES532dries switches can be used in large enterprise networks, SMB networks
and carrier networks. These switches deliver high performance, flexibility, security, andieratli QoS.
MES5324 and MES3324 switches providdebeaeliability and fadover operation due to heswappable
power and ventilation modules.

MES35xx series switches are designed to organize securadi@néint networks for data transmission
on the sites where it is required to satisfy requirements fobustness against various effects (thermal,
mechanical, vibration, etc.).

This operation manual describes intended use, specificationstifitst setup recommendations, and
the syntax of commands used for configuration, monitoring and firmware upaolatiee switches.
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2 PRODUCT DESCRIPTION

2.1 Purpose

Highperformance aggregation switches MES5324 and MES33xx have 108BREBASE ports and
are designed to be used in carrier networks as aggregation devices and in data processing centre$-as top
rack orend-of-row switches

The ports support 4Gbps (QSFP+) (MES5324)Gbps (SFP+) tiGbps (L000BASEand 1000BASE
SFP) which provides higher flexibility and possibility of gradual transition to higher data transfer rates. Non
blocking switching fabricresures correct packet processing with minimal and predictable latency at maximum
load for all types of traffic.

The frontto-back cooling provides effective cooldown in modern data centers.

Redundant fans and AC or DC power supplies along with a comprehbasdware monitoring system
ensure high reliability. Hot swappable power and ventilation modules provide uninterruptible network
operation.

MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) access switches are managed L3 switches that
connect endusers and small/mediursized enterprises to carrier networks via 1/10Gigabit Ethernet
interfaces.

MES2328l, MES3508(P), MES3510(P) industrial switches are designefhiization of secure data

transmission networks at facilities where it is necessaryneet the requirements for ensuring resistance to
temperature impact.

2.2 Switch functions

2.2.1 Basic features
Tablel lists the basic administrable features of the devices.

Tablel ¢ Basic features of the device

Headof-Line HOL blocking occurs when device output ports are overloaded with traffic comil
blocking (HOL) from input ports. It may lead to data transfer delays and packet loss.

Enable jumbo frame transmission to minimize the amount of transmitted packet
This reducse overhead, processing time and interruptions.

Allow interconnecting lowspeed and higlspeed devices. To avoid buffer overrun,
the lowspeed device can send PAUSE packets that will force thehégd device
to pause packetransmission.

You can combine multiple switches in a stack. In this case, switches are conside
Operation in device as a single device with shared settings. There are two stack topologigg and
stack chain. All ports of each stack unit must be dgafed from the master switch. De-
vice stacking allows reducing network management efforts.

Jumbo frames

Flow control
(IEEE 802.3X)
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2.2.2 MAC address processing features

Table2 lists MAC address processing features.

Table21 MAC address processing features

MACaddress table

The switch creates an-4memory table which contains maddresses and due
ports.

Learning mode

When learning is not available, data received on a port will be transmitted to ¢
other ports of the switch. Learning mode allows the switch to analyse a fram
discover sender's MAC address and add it to a routing table. Then, if the desti
tion MAC addess of an Ethernet frames is already in the routing table, that fram
will be sent only to the port specified in the table.

MAC Multicast
support

This feature enables oA-many and mamo-many data distribution. Thus, the
frame addressed to multicast group will be transmitted to each port of the group.

Automatic Aging for
MAC

If there are no packets from a device with a specific MAC address in a specific
riod, the entry for this address expires and will be removed. It keepswitch

Addresses table up to date.
Static MAC The network switch allows defining static MAC entries that will be saved in t
Entries switching table.

2.2.3 Layer 2features

Table3 lists Layer 2 (OSI Layer 2) features and special aspects.

Table31 Layer 2 featuredescription (OSI Layer 2)

IGMP Snooping
(Internet Group

IGMP implementation analyses the contents of IGMP packets and discovers n
work devices participating in multicast groups and forwards the traffic to the co

:\D/Ir?)r:sg;Tem responding ports.

MLDSnooping

(Multicast Listener MLD protocol implementation allows the device to minimize multicast IPv6 traffig
Discovery)

MVR (Multicast VLAN
Registration)

This feature can redirect multicast traffic from one VLAN to another using IGM
messages to reduagplink port load. Used in ifllay solutions.

Storm Control
(Broadcast, multicast,
unknown unicast
Storm Control)

Storm is a multiplication of broadcast, multicast, unknown unicast messages
each host causing their exponential growth that can leadn® network failure.
The switches can limit the transfer rate for multicast and broadcast frames r
ceived and sent by the switch.

Port
Mirroring

Port mirroring is used to duplicate the traffic on monitored ports by sending ingres
or and/or egress packets the controlling port. Switch users can define controlled
and controlling ports and select the type of traffic (ingress or egress) that will £
sent to the controlling port.
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Protected ports

The feature assigns an uplink port to the switch port. Tipénk port will receive
all the traffic and provide isolation from other ports (within one switch) located ir
the same broadcast domain (VLAN).

Private VLAN Edge

This feature isolates the ports in a group (in a single switch) located in the saf
broadcas domain from each other, allowing traffic exchange with other ports that
are located in the same broadcast domain but do not belong to this group.

Private VLAN (light
version)

Enable isolation of devices located in the same broadcast domain withentire
L2 network. Only two port operation modes are implementd@dromiscuous and
Isolated (isolated ports cannot exchange traffic).

Spanning Tree
Protocol

Spanning Tree Protocol is a network protocol that ensures-fosg network to-
pology by convertingetworks with redundant links to a spanning tree topology.
Switches exchange configuration messages using frames in a specific format
selectively enable or disable traffic transmission to ports.

IEEE 802.1w Rapid
spanning tree protocol

Rapid STP (RSTis the enhanced version of the STP that enables faster conve
gence of a network to a spanning tree topology and provides higher stability.

ERPS (Ethernet Ring
Protection Switching)
protocol

The protocol is used for increasing stability and reliability of data transmission ne
work having ring topology by reducing recovery network time in case of brea
down. Recovery time does not exceed 1 second. It is much less than netw
change over time icase of spanning tree protocols usage.

VLAN support

VLAN is a group of switch ports that form a single broadcast domain. The swi
supports various packet classification methods to identify the VLAN they belo
to.

OAM protocol
(Operation,Administra-
tion, and Maintenance,
|IEEE 802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802f8ah-
tions of data transmission channel level correspond to channel status monitor pr
tocol. The protocol uses OAM (OAMPDU) protocoadddcks to transmit channel
status information between directly connected Ethernet devices. Both device
should support IEEE 802.3ah.

GARP VLAN (GVRP)

GARP VLAN registration protocol dynamically adds/removes VLAN groups on
switch ports. If GVRPéasabled, the switch identifies and then distributes the VLAN
inheritance data to all ports that form the active topology.

Port based
VLAN

Distribution to VLAN groups is performed according to the ingress ports. This s@
tion ensures that only one VLAN gmis used on each port.

802.1Q support

IEEE 802.1Q is an open standard that describes the traffic tagging procedure
transferring VLAN inheritance information. It allows multiple VLAN groups to K
used on one port.

Link aggregation with
LACP

LACP er@les automatic aggregation of separate links between two device
(switch-switch or switchserver) in a single data communication channel.

The protocol constantly monitors whether link aggregation is possible; in case o
link in the aggregated channel fiits traffic will be automatically redistributed to
functioning components of the aggregated channel.

LAG (Link Aggregation
Group) creation

The device allows creating link aggregation groups. Link aggregation, trunking
IEEE 802.3ad is a technoldlygt enables aggregation of multiple physical links into
one logical link. This leads to greater bandwidth and reliability of the backbor
'switch-switch' or 'switchserver' channels. There are three types of balancing
based on MAC addresses, IP addressetestination port (socket).

A LAG group contains ports with the same speed operating tddplex mode.

18
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Auto Voice VLAN
support

Allowsidentifying voice traffic by OUI (Organizationally Unique Identifiéirst 24

bits of the MAC address). If the MAC table of the switch contains a MAC addr
with VoIP gateway or IP phone OUI, this port will be automatically added to tk
voice VLAN (identification I8P or the destination MAC address is not supported

Selective @n-Q

AllowsassigingSEG SNyt [ !'b {t+[!b o6{ SNIAOY
ured filtering rules by internal VLAN numbers (Customer VLAN). Seleeiiv® Q
allows breaking down sébONRA 6 SNRa GNI} FFAO Ayia2 as
tag for the packet in the specific network section.

2.2.4 Layer 3 features

Table4 lists Layer 3 functions (OSI Layer 3).

Table4 1 Layer 3 features description

BootPand DHCP
clients

(Dynamic Host
Configuration
Protocol)

The devices can obtain IP address automatically via the BootP/DHCP.

Static IP routes

The switch administrator can add or remove static entries into/from the routing
table.

ARP (Address
ResolutionProtocol)

ARP maps the IP address and the physical address of the device. The mappi
established on the basis of the network host response analysis; the host addrg
is requested by a broadcast packet.

RIP
(Routing Information
Protocol)

The dynamicouting protocol that allows routers to get new routing information
from the neighbor routers. This protocol selects optimum routes based on th
number of hops.

IGMP Proxy function

IGMP Proxy is a feature that allows simplified routing of multicast datevden
networks. IGMP is used for routing management.

OSPF Protocol

A dynamic routing protocol that is based on a {stéate technology and uses Dijks-
tra's algorithm to find the shortest route. OSPF protocol distributes informatiof
on available routepetween routers in a single autonomous system

BGP (Border
Gateway Protocol)

BGP is a protocol for routing between Autonomous Systems (AS). Routers

change destination network routes information.

VRRP (Virtual Router

VRRP is designed for backup of routers acting as default gateways. This is achi

Redundancy by joining IP interfaces of the group of routers into one virtual interface which wi
Protocol) be used as the default gateway for the computers of the network.

PIM (Protocol PIM is a protocol to solve multicast routing problems in IP networks. PIM relies
Independent traditional routing protocols (such as Border Gateway Protocol) instead of creati

Multicast) Protocol

its own network topology. It uses unicast routing to ifeRPF. Routers perform
this verification to ensure loofree forwarding of multicast traffic.

MSDP (Multicast
Source Discovery
Protocol)

MSDP is a protocol for exchanging information on multicast sources betwes
different RP in PIM.

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series
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2.2.5 QoS features

Table5 lists the basic Quality of Service features.

Table5 1 Basic Quality of Service features

Priority queues
support

The switch supports egress traffic prioritizativith queues for each port. Packets
are distributed into queues by classifying them by various fields in packet heade

Support for 802.1p
class of service

802.1p standard specifies the method for indicating and using frame priority t
ensure ortime delivery of timecritical traffic. 802.1p standard defines 8 priority
levels. The switches can use the 802.1p priority value to distribute frames betwe
priority queues.

2.2.6 Security eatures

Table6 1 Security features

DHCP Snooping

A switch feature designed for protection from attacks using DHCP protocol. En
bles filtering of DHCP messages coming from untrusted ports by building and ma
taining DHCP snooping binding database. DHCP snooping performs firewall fu
tions between untrustegorts and DHCP servers.

DHCP Option 82

An option to tell the DHCP server about the DHCP relay and port of the incom
request.

By default, the switch with DHCP snooping feature enabled identifies and drops
DHCP requests containing Option 82, if they were received via an untrusted po

UDP Relay

Forwarding broadcast UDP traffic to the specified IP address.

DHCP servdeatures

DHCP server performs centralizmanagement of network addresses and corre-
sponding configuration parameters, and automatically provides them to subscri
ers.

IP Source address
guard

The switch feature that restricts and filters IP traffimcording to the mapping ta-
ble from the DHCP snooping database and statically configured IP addresses.
feature is used to prevent IP address spoofing.

A switch feature designed for protection from ARP attacks.sitch checks the

Dynamic ARP
y . message received from the untrusted port: if the IP address in the body of th
Inspection .
P . received ARP packet matches the source IP address.
(Protection) If these addresses do not match, the switch drops this packet.
L2¢ L3¢ L4 ACL Usinginformation from the level 2, 3, 4 headers, the administrator can configurg

(Access Control List)

politics for processing or dropping packets.

TimeBased ACL

Allows configuring the time frame for ACL operation.

Blocked ports
support

The key feature of blocking is to improthee network security; access to the
switch port will be granted only to those devices whose MAC addresses were a
signed to this port.

Port based
authentication
(802.1x standard)

IEEE 802.1x authentication mechanism manages access to resourcegxieran
nal server. Authorized users will gain access to resources of the specified net-
work.
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2.2.7 Switch control features

Table7 T Switch control features

Uploading and
downloading the
configuration file

Device parameters are saved irttee configuration file that contains configura-
tion data for each device port as well as for the whole system.

TFTP (Trivial File
Transfer Protocol)

The TFTP is used for file read and write operations. This protocol is based on |
transport protocol.

Devices are able to download and transfer configuration files and firmware imag
via this protocol.

SCP (Secure Copy
protocol)

SCP is used for file read and write operations. This protocol is based on SSH
work protocol.

Devices are able to downloaahd transfer configuration files and firmware images
via this protocol.

RMON (Remote

Remote network monitoring (RMON) is an extension of SNMP that enables mo
toring of computer networks. Compatible devices gather diagnostics data using
network management station. RMON is a standard MIB database that contai

monitoring) current and historic MAdevel statistics and control objects that provide rtiate
data.

SNMP (Simple SNMP is used for monitoring and managememetivork devices. To control sys-

Network tem access, the community entry list is defined where each entry contains acce

Management privileges.

Protocol)

CLI (Command Line
Interface)

Switches can be managed using CLI locally via serial p@@ZRSr remotely via
telnet or ssh. Conde command line interface (CLI) is an industrial standard. C
interpreter provides a list of commands and keywords that help the user and r
duce the amount of input data.

Syslog

Syslog is a protocol designed for transmission of system event messages@nd
notifications to remote servers.

SNTP
(Simple Network
Time Protocol)

SNTP is a network time synchronization protocol used to synchronize time or
network device with the server with an accuracy to 1 millisecond.

Traceroute

Traceroute is a servideature that allows displaying data transfer routes in IP net-
works.

Privilege level
controlled access
management

The administrator can define privilege levels for device users and settings for eg
privilege level (reagnly - level 1, full accesslevel15).

Management
interface blocking

The switch can block access to each management interface (SNMP, CLI). Each
of access can be blocked independently:
Telnet (CLI over Telnet Session)

Secure Shell (CLI over SSH)

SNMP

Local authentication

Passwords$or local authentication can be stored in the switch database.

IP address filtering

Access via SNMP is allowed only for specific IP addresses that belong to the S

for SNMP community.
RADIUS is used for authentication, authorization andounting. RADIUS server
RADIUS client uses a user database that contains authentication data for each user. The switc

implement a RADIUS client.
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TACACS+
(Terminal Access
Controller Access
Control System)

The device supports client authentication with TACA@®tocol. The TACACS+
protocol provides a centralized security system that handles user authenticatic
and a centralized management system to ensure compatibility with RADIUS &
other authentication mechanisms.

SSH server functionality allo&SH clients to establish secure connection to the

SSH server .

device for management purposes.
Macrocommand This feature allows creating sets of commands (macro commands) and use th
support to configure the device.

2.2.8 Additional features

Table8 lists additional device features.

Table8 ¢ Additional functions

VCT (Virtual Cable
Test)

The network switches are equipped with the hardware and software tools thg
allow them toperform virtual cable tester (VCT) functions. The tester checks th
condition of copper communication cables.

Optical transceiver
diagnostics

The device can be used to test the optical transceiver. During testing, parametg
such as current, supplpoltage and transceiver temperature are monitored. Im-
plementation requires the transceiver to support these functions.

Green Ethernet

This mechanism reduces power consumption of the switch by disabling inacti
electric ports.

Compliance with the
IEC61850 standard

The switch has all the necessary characteristics to work with the protocols MM
GOOSE, SV:
1 Low GOOSE message delay during transmission
1 GOOSE message recognition
1 Ability to handle virtual network tagging and IEEE 802.1Q GOOSE prio
tagging
1  Support for multicast message transmission and the ability to work wit
an IEC 61850 defined range of broadcast groups.
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2.3 Main specifications

Table9 lists main switch specifications.

Table9 1 Main specifications

General parameters

MES5324

MBRMAKMAANKMOOB)Y . ! { 9
MR MA K MA A kMNanagenhefit)d

H
n

n P mn DR (SRP-H)/1000BAKESFP)
P n n D-SR4{LR4 (QSFP+)

M R w232 Console port (Rib)

MES3324F

MRMAKMAANKMOOB)Y. ! { 9

H
n
n

n B wmn n-X/100BASEX (SFP)
P M n D-R(SKP9)/1000BASE(SFP)
Pmnk Mnan kMUOOOBASK/{0BBASEX Combo

M R w232 Console port (RIb)

MES3324

MRMANKMANKMOOB) . !

H
n
n

{9
nBmakmankimann. ! {9
P M n D-R [SEP+H)/1000BAXESFP)

Pmnk Mnan kMUWOOOBASK/{0BBASEX Combo

M P v232Console port (R45)

MES3316F

MRMAKMANKMOOBY. ! { 9
MH P M n-XH/100BASEX (SFP)

n
n

P M n D-R [SFP+)/1000BAZHESFP)
Pwmnk Mnan kMUWOOOBASK/{0BBASEX Combo

M P v232 Console port (RIb)

Interfaces

MES3308F

MRMAKMAANKMOOB)Y. ! { 9

n
n
n

P mn n AX/1L00BASEX (SFP)
P M n D-R [SFP+)/1000BAXESFP)
PR Mk MA N kMIOOOBASK/L0OBASEX Combo

M P v232 Console port (Rib)

MES2324
MES2324B

H
n

nPMankmMnnKyRAEN . ! {9
P M n D-R [SFP+)/1000BAXESFP)

M R w232 Console portR345)

MES2324P
MES2324P ACW

H
n

nRMAKMANK ERAR) POEIPHEX
R m n D-R [SFP+)/1000BASHESFP)

M P v232 Console port (RIb)

MES2324FB
MES2324F

H
n
n

n B wmn n-K100BASEX (SFP)
R m n D-R [SFP+)/1000BASHESFP)
PMnkK MA N kMOOOBASK/L0OBASEX Combo

M R w232 Console port (Rib)

MES2348B
MES3348

n
n

yRMakmManKyR#AB)N . P {9
R m n D-R [SFPH)/1000BASESFP)

M R w232 Console port (Rib)

MES2348P

n
n

y BmMnakK mnan K yPoE/BoEH) { 9
P m n D-R(SKP3)/1000BASE(SFP)

M R w232 Console port (Rib)

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series
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ny P wmn n-X/100BASEX (SFP)
MES3348F n PR mn D-R [SFEMPH)/1000BAZESFP)
M R w232 Console port (Rib)
MARMAKMAONKWRH#AB)N . ! {9
MES2308 HRwMnAnn AX(SFP)9
M R w232 Console port (Rib)
y Pmna kK mnn kMROEROER){ 9
HRMAKMAAKMRHSN . ! {9
MES2308P HRMA N AX(SFP)9
M R w232 Console port (RIb)
yPMakvmanankMRMEN. ! {9
MES2308R HR MK MANKMO00BASK/{09BASEX Combo
M R w232 Console port (Rib)
y Pmna kK M n kMRoEROEH, {&9)
MES3508P HRMA K M N KMUOOOBASK/{0OBASEX Combo
M P v232 Console port (Rib)
YRMAKMAAkMRMSN . ! {9
MES3508 HR MK MANKMO00BASK/{09BASEX Combo
M R w232 Console port (Rib)
y Pmna kK M n kMRoEROEH, {&9)
MES3510P n P wmn n-FXY1P0OBASE (SFP)
M P v232 Console port (Rib)
HONPRMmakMnnKyRAEN . ! {9
nRMAKMANKMOOOBASK/{0OBASEX Combo
MES2328I M R w232 Console port (Rib)
MR, {. H®nN
optical interfaces 1/10/40 Gbps
MES5324 electrical interfaces 10/100/1000 Mbps
MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW | optical interfaces 1/10 Gbps
MES2348B electrical interface40/100/1000 Mbps
MES2348P
Data transfer rate MES3348
MES3348F
MES2324B
MES2324FB
MES2324F
MES2308R
MES3508P optical interfaces 100/1000 Mbps
MES3508 electrical interfaces 10/100/1000 Mbps
MES3510P P
MES2328|
MES2308P optical interfaces 1 Gbps
MES2308 electrical interfaces 10/100/1000 Mbps
Throughput capacity MES5324 800 Gbps

24
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MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 Gbps

MES2348B
MES2348P
MES3348

MES3348F

176 Gbps

MES3316F

112 Gbps

MES2328|

56 Gbps

MES3308F

96 Gbps

MES2308R
MES3508P
MES3508

20 Gbps

MES2308
MES2308P
MES3510P

24 Gbps

Throughput for 64
bytes

MES5324

512.8 MPPS

MES3324
MES3324F

95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92.1 MPPS

MES2324P
MES2324P ACW

93.1 MPPS

MES2348B
MES2348P
MES3348

MES3348F

130.9 MPPS

MES2308R

14.7 MPPS

MES3508P
MES3508

14MPPS

MES3510P

17.8 MPPS

MES2328|

41.6 MPPS

MES2308
MES2308P

17.7 MPPS

MES3316F

83 MPPS

MES3308F

71 MPPS

1 The values are ggified for oneway transmission
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MES5324 4 MB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
Buffer MES2324FB 1.5MB
memory MES2324F
capacity MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l

MES2348B
MES2348P
MES3348

MES3348F

3 MB

MES5324 4GB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
RAM (DDR3) MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l

512 MB
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ROM (RAW NAND)

MES5324

2GB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P

MES2324P ACW

MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

512 MB

MAC address table

MES5324

65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P

MES2324P ACW

MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

16384
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MES5324 7748

MES3324F
MES3324

MES3316F
MES3308F
MES3348 4023
MES3348F
MES3508P
MES3508

MES3510P

ARP tablé MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328|

820

VLAN support up to 4094 active VLANSs according to 802.1Q

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

L2 Multicast (IGMP MES234S8B
snooping) groups MES2348P
MES2324P
MES2324RCW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

2047

! For each host in the ARP table, an entry is created in the routing table
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SQinQ rules

MES5324

1982 (ingress/egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006 (ingress/egress)

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

958 (ingress/egress)

ACL rules

MES5324

1982

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328|

958
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MES5324 2048

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3072
MES3348F
MES3508P
MES3508

MES3510P

Number of ACLs MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328I

1024

Number of ACL rules in one ACL 256

7744 IPv4

MES5324 1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

12864 IPv4
3222 IPv6

L3 Unicast routés MES2324

MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P 816 IPv4
MES2324FB 210 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

11Pv4/IPv6 Unicast/Multicast routes share hardware resources
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L3 Multicast (IGMP
Proxy, PIM) route$

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3876IPv4
1006 IPv6

MES2348B
MES2348P
MES2324P

MES2324P ACW

MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

412 IPv4
103 IPv6

Number of VRRP routers

255

Maximum ECMP
group size

MES5324

64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324P

MES2324P ACW

MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

VRF number

16 (including default VRF)

11Pv4/IPv6 Unicast/Multicast routes share hardware resources
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MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

L3 interfaces MES2324
MES2324P

MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

130

Virtual Loopback interfaces 64

Number of instances of OSPF processes 20

Number of OSPiReighborhoods 64
Number of BGP neighborhoods 32
LAG 48 groups, up to 8 ports in each group
MSTP instances quantity 64
PVST instances quantity 63
DHCP pool 32

Traffic priority, 8 levels

Quality of Services (QoS) 8 output queues with differenpriorities for each port

Jumbo frames the maximum packet size is 10240 bytes

Stacking up to 8 devices (except MES3508, MES3508P and MES3510P

32 Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series



DHELTEX

Standard compliance

IEEE 802.3 10BASEEthernet

IEEE 802.3u 100BASFast Ethernet

IEEE 802.3ab 1000BABE&igabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapidaé@ming Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (only MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P and 35
IEC 61850

Control

Local control

Console

Remote control

SNMP, Telnet, SSH, web

Physical specifications and environmental parameters

Power supply

MES5324
MES3324F AC: 10Q240 V, 5@60 Hz
MES3348 DC: 3672 V
MES3348F poWer options:
MES3324 - single AC or DC powsupply
MES3316F -two AC or DC hetwappable power supplies
MES3308F ppable p PP
MES2328|
MES2324 AC
MES2308 AC: 11250 V, 5@60 Hz
MES2308R
MES2308P AC .
MES2324P AC AC: 17Q264 V, 5@60 Hz
MES2324P ACW | AC: 10Q240 V, 5@60 Hz
AC: 10Q240 V, 5Q60 Hz
DC: 3672V
MES2348P power options:
- single AC or DC power supply
-two AC or DC hetwappable power supplies
DC:
mggggggg with PoE enabled45¢57 V;
with PoE disabled: 287 V
MES3508 DC: 2075 V
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MES2324B
MES2324FB
MES2348B

AC: 11250 V, 560 Hz
lead-acidbattery: 12 V
Charger specifications:
- charge current:
HZTp o ®MES2824FB and MES2348B;
M®Pc p o MES2824B.
- voltage of the load release 10¢10.5V;
- threshold voltage for low battery indication 11 V
/i Battery connection wire crossectiont min 1.5 mm.
V For MES2324B, it is recommended to use a battery
with a capacity of at least 12 Ah, for MES2324FB ai
MES2348B at least 20 Ah.

MES2324F DC
MES2324 DC

MES2324p DC | D¢+ 3€72V
MES2308P DC
MES5324 max 107 W
MES3324F max 45 W
MES2324 max 25 W
MES3308F max 27 W
VESmmier | mexW
MES2324F max 39 W
MES2324B max 50 W
MES2324FB max 85 W
MES3348 max 43 W
Power consumption mggggﬁg max 89 W
MES2348P max 1600 W
VESsa0gr | MAX14W
MES3508 max 15 W
MES2308P AC max 275 W
MES2308P DC max 280 W
s
MES2324P DC | max 455 W
EOT | o
MES2328I max 33 W
Power consumption | MES2324B max 26 W
without battery MES2324FB
charge MES2348B max 45 W

34
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MES2324P

MES2324pP ACw | 380 Watts

MES2348P 1450 Watts
PoEbudget —

MES3508P 240 W (for 802.3at applications, the recommended supply

MES3510P voltage is 5466 V DC)

MES2308P 240 Watts

MES5324 107 Watts

MES3324F 45 Watts

MES2324 25 Watts

MES3308F 17 Watts

MES3324

MES3316F 35 Watts

MES2324F 39 Watts

MES2324B 28 Watts

MES2324FB 50 Watts

MES3348 43 Watts

MES3348F 89 Watts

MES2348P 150 Watts

MES2308

MES2308R 14 Watts

MES3508 15 Watts

MES2308P AC | 35Watts

MES2308P DC | 40 Watts

MES2324P AC

MES2324p Acw | 82 Watts

MES2324P DC | 75 Watts

MES3508P

MES3510P 20 Watts

MES2328] 33 Watts

MES2308R yes
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Hardware support
for Dying Gasp

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328I

no

Operating
temperature

MES5324

from O to +45C

MES2308
MES2308P DC

from -20 to +45C

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2308P AC
MES2308R
MES2348B

from -20 to +50C

MES2348P

from -10 to +50°<C

MES2324F
MES2324FB

from -20 to +65C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

from -10 to +45C

MES3508P
MES3508
MES3510P

from -40 to +70C

MES2328|

from -40 to +60°C

Storage temperature

storage temperature range frond0 to +70C (from-50°C to
+85°C for MES3508, MES3508P and MES3510P)
/| Before switching on for the first time after storage at 4
V temperature less than20°C, or at a temperature
greater than +50°C, it is required to keep the switch at
room temperature for at least four hours.
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Operatlo.nal relative humidity (nen o more than 80 %

condensing)

Storage relative humidity (neaondensing) from 10 to 95 % (from 5 to 95 % IES3508P)
MES5324 non R nn R Hdoy YY
MES2324
MES2324B non R nn P Mpy YY
MES2324P AC nnan R nn P HAOno YY
MES2324P ACW
MES2324P DC non R nn P onn YY
MES2324FB
MES2324F non R nn B Hno YY
MES3324F
MES3324
MES3316F nomnR P HTp YY
MES3308F

5AYSy&aArzya | MES2348B nnna P nn P Hyn YY

D)
MES3348 nnn R nn P omc YY
MES3348F nnn R nn B oon YY
MES2348P nnn R nn R ndn YY
MES2308
MES2308R omn B nn P wmMpy YY
MES2308P non R nn P mMpy YY
MES3508P
MES3508 yp B mMpH B mMmmMp YY
MES3510P yp P Mmmm R mMwmMp
MES2328I non R nn P onp YY
MES5324 3.95 kg
MES2308
MES2308R 1.45kg
MES2308P AC 2.55 kg

Weight MES2308P DC 2.35kg
MES2324
MES2324B 2:25kg
MES2324P AC 3.16 kg
MES2324P ACW | 4.52 kg
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MES2324P DC 4.02 kg
MES2308P AC 2.55 kg
veswair | 32540
MES2324FB 3.55 kg
e
MES2348P 9.55 kg
MES3308F 3.15 kg
MES3324 3.25kg
MES3324F 3.50 kg
MES3348 3.95 kg
MES3348F 4 kg

MES3508 1.36 kg
MES3508P 1.40 kg
MES3510P 1.74 kg

Service life at least 15years

V Power supply type is specified when ordering.
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2.4 Design

This section describes the design of devices. It provides the images of front, rear (top for MES3508P)
and side panels of the devices, the description of connectors, LED indicatarsrdrals.

Ethernet switches MES53xx, MES33xx, MES23xx have aemeltzded design for 1U 19" racks.

Ethernet switches MES35xx are enclosed in metal housing for DIN rail mounting.

2.4.1 Layout and description of the front panels

Front panel layout of the MES58XMES33xx, MES23xx and MES35xx series is shown in figkBes

Aerex

0 o
D it
=1
D

%
L)

=
M3

34 5 B 7 8
Figurelt MES5324 front panel
TablelOlists connectors, LEDs and controls located on the front panel of the switch.

Tablel0t Description of MES5324 connectors, LEDs and front panel controls

# Front panel element Description
Unit ID Indicator of the stack unit number.
Power Device power LED.
1 Master Device operation mode LED (master/slave).
Fan Fan operation LED.
RPS Backup power supply LED.

Console port for locahanagement of the device.
Connector pinning:

1 not used

not used

RX

GND

GND

TX

not used

not used

not used

Console cable pinout is given igpendix B. Console cable

3 USB USB port.

2 Console

O©CoOoO~NOOTA~WN
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Out-of-band 10/100/1000BASE (R#5) port for remote device man-
agement.

©OoB Management is performed over network other than the transportation
network.

Mamt 10/100/1000BASH (R#5) port for remote device management. Man-

9 agement is carried out over a data transmission network.

Functional key that reboots the device and resets it to factory defaul
configuration:

F - pressing the key for less than $8conds reboots the device;
- pressing the key for more than 10 seconds resets the device to facto
default configuration.

[1-24] Slots for 10g SFP+/1G SFP transceivers.

XLG1, XLG2 .

XLG3, XLG4 XLGIXLG4 slots for 40G QSFP+ transceivers.

Figure2 1 MES3324F front panel

1 3 24

Figured 1t MES3316F front panel
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Figure5t MES3308F front panel

Tablel1l lists connectors, LEDs and controls located on the front panel of the MES3308F, MES3316F,
MES3324, MES3324F switches.

Tablellt Description of MES3308F, MES3316F, MES3324, MES3324F

# Front panel element Description
UnitiD Indicator of the stack unit number.
Power Device power LED.
1 Master Device operation mode LED (master/slave).
Fan Fanoperation LED.
RPS Backup power supply LED.
2 Console Console port for local management of the device.
Outof-band 10/100/1000BASE (R#5) port for remote device manage-
3 0OB ment.
Management is performed over network other than the transportation
network.

Functional key that reboots the device and resets it to factory default cor|
figuration:

4 F - pressing the key for less than 10 seconds reboots the device;

- pressing the key for more than 10 seconds resets the device to facto
default configuration.

[1-24] Slots for 1LGSFP transceivers.
5 [1-16] 10/100/1000BASH (R#5) ports.
[1-8]

[11-12, 2324]
6 |[7-8,1516] Combo ports: 10/100/1000BASE(R#5)/1000BASK ports.
[3-4, 7-8]

XG1, XG2
XG3, XG4

Slots for 1GSFPHA/GSFRansceivers.
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Figure7t MES2324P, MES2324P ACW front panel

Table12 lists connectors, LEDs and controls located on the front panel of the MES2324, MES2324P,

MES2324P ACW switches.

Tablel21 Description of MES2324MES2324P, MES232ACW connectors, LEDs and front panel controls

# Front panel element Description
1 ~110250VAC max 2A Connector for AC power supply.
Unit ID Indicator of the stack unit number.
Power Device power LED.
2 Master Device operation mode LEbaster/slave).
Status Device status LED.
Alarm Alarm LED.
3 Console Console port for local management of the device.
Functional key that reboots the device and resets it to factory default cor|
figuration:
4 F - pressing the key for less than $§8conds reboots the device;
- pressing the key for more than 10 seconds resets the device to facto
default configuration.
5 [1-24] 10/100/1000BASH (RH5) ports.
6 Link/Speed Optical interface status LED.
XG1, XG2 .
7 XG3, XG4 Slots for 10GSFPHESFRransceivers.

1 The MES2324, MES2324B, MES2324F DC, MES2324FB switches can be equipped with an OO®Bf-parid(out
10/100/1000BASH (R#5)) for remote device management. Management is performed over the network other than the
transportation network).
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Figure8 1 MES2348P front panel

Tablel3lists connectors, LEDs and controls located on the front panel of MES2348P.

Tablel3t Description of MES2348P connectors, LEDs and front panel controls

Unit LEDof the stack unit number.
Status Device status LED.
1 Master Device operation mode LED (master/slave).
PS1 LED of the first power supply.
PS2 LED of the second power supply.
Functional key that reboothe device and resets it to factory default con-
figuration:
2 F - pressing the key for less than 10 seconds reboots the device;
- pressing the key for more than 10 seconds resets the device to facto
default configuration.
Console Console port for locahanagement of the device.
4 [1-48] 10/100/1000BASH (R#5) ports.
XG1, XG2 .
5 XG3, XG4 Slots for 10GSFPHESFP transceivers.

Figure9 1 MES2324B front panel
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Figurel0t MES2324FB front panel

T L J L J

3 45 6 8

Figurel2t MES2348B front panel
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Figurel3t MES2328I front panel

Figurel4t MES3348 front panel
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Figurel51 MES3348F front panel

Tablel4 lists connectors, LEDs and controls located on the front panel of the MES2324B32MES,
MES2324F DC, MES2348B, MES3348 and MES3348F switches.

Tablel4t Description of MES2324B, MES2324FB, MES2324MBP82348B, MES3348, MES3348F connectors,
indicators and front panel controls

# Front panel element Description
~110250VAC, 60/50Hz Connector for AC power supply.
1 max 2A
48 (45 ~57) VvDC Connector for DC power supply.
2 12VDC max 3A Terminals for battery 12V.
Unit ID LEDof the stack unit number.
Power Device power LED.
Master Deviceoperation mode LED (master/slave).
3 Fan Fan operation LED.
Battery Battery status LED.
RPS Backup power supply LED.
Console Console port for local management of the device.
N USB USB port (only for MES2328l).
Functional key that reboots tha@evice and resets it to factory default
configuration:
5 F - pressing the key for less than 10 seconds reboots the device;

- pressing the key for more than 10 seconds resets the device to fa
tory default configuration.

MES2324B | 10/100/1000BASH (RJ45) ports.

[1-24] MES2324FB ,
MES2324F Slots for 1G SFP transceivers.
[11-12,
6 HOTIHN 6 MES2324FB | 10/100/1000BASH (R#5)/1000BASK Combo ports.
[25-28] MES2328I 10/100/1000BASH/1000BASEK/100BASEX Combo ports.
MES2348B
[1-48] MES3348 10/100/1000BASH (R:5) ports.

1 The MES2324, E52324B, MES2324F DC, MES2324FB switches can be equipped with an OOB-gfasaridut
10/100/1000BASH (R#5)) for remote device management. Management is performed over the network other than the
transportation network)
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MES3348F Slots for 1G SFP transceivers.

7 Link/Speed Optical interface status LED.
XG1, XG2 .
8 XG3, XG4 Slots for 10GSFP+/ 1GSFP transceivers.
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Figurel91 MES2308R front panel

Table 15 lists connectors, LEDs and controls located on the front panel of MES2308, MES2308P and
MES2308R.
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Table1l51 Description of MES2308, MES2308P, MES2308P DC and MES2308R connectors, LEDs and fron
panel controls

# Front panel element Description

Earth bonding poin(=" Earth bonding point of the device.
~110250VAC, 60/50Hz Connector for AC powesupply.

2 max 2A
48 (45 ~57) VDC Connector for DC power supply.
Unit ID Indicator of the stack unit number.
Power Device power LED.
3 Master Device operation mode LED (master/slave).
Status Device status LED.
Alarm Alarm LED.
4 Console Console porfor local management of the device.

Functional key that reboots the device and resets it to factory defaul
configuration:

5 F - pressing the key for less than 10 seconds reboots the device;

- pressing the key for more than 10 seconds resets the devitactory
default configuration.

6 [1-10] 10x10/100/1000BASE (R#5) ports.
7 Link/Speed Optical interface status LED.
8 [11,12], [9, 10] Slots for 1G SFP transceivers.

0| MES3508
AR
D
0
el
1]
0 0
I
[ul 0
)

Figure20t1 MES3508 front panel
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Tables 16, 17, 18 list connectors, LEDs and controls located on the front panel of MES3508, MES3510 and
MES3510P.

Tablel6t Description of MES3508 connectpt EDs and front panel controls

1 [1-8] 8x10/100/1000BASHE (RH5) ports.
2 9,10 10/100/1000BASH (R#5)/1000BASK Combo ports.
3 PWR1, PWR2 Device power LEDs.
Temp Temperature LED.
Functional key thateboots the device and resets it to factory default
configuration:
4 F - pressing the key for less than 10 seconds reboots the device;

- pressing the key for more than 10 seconds resets the device to facto
default configuration.

5 Console Console port fotocal management of the device.
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Figure21t MES3508P front panel

Tablel7t Description of MES3508P connectors, LEDs and the front panel controls

1 [1-8] 8x10/100/1000BASKE (RH#5) ports.

2 [1-8] POELEDs

3 9,10 10/100/1000BASH (R#5) / 1000BASEK Combo ports.
PWR1, PWR2 Device power LEDs.

4 Alarm Alarm LED.
Temp Temperature LED.
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Functional key that reboots the device and resets ifdotory default
configuration:

5 F - pressing the key for less than 10 seconds reboots the device;
- pressing the key for more than 10 seconds resets the device to facto
default configuration.

6 Console Console port for local management of the device.
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Figure221 MES3510 front panel

Tablel81 Description of MES3510P connectors, LEDs and the front panel controls

# Front panel element Description
1 [1-8] 8x10/100/1000BASHE (RH:5) ports.
2 [1-8] POELED.
3 9,10, 11, 12 100/1000BASEX/1000BASK (SFP).
PWR1, PWR2 Device power LEDs.
4 Alarm Alarm LED.
Temp Temperature LED.
Functional key that reboots the device and resets it to factory defaul
configuration:
5 F - pressing the key for legshan 10 seconds reboots the device;
- pressing the key for more than 10 seconds resets the device to facto
default configuration.
6 Console Console port for local management of the device.

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series
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2.4.2 Rear and top panels of the device

The rear panel of MES5324 series switches is shown in R28ure

Figure231 MES5324 rear panel
Tablel9lists rear panel elements of MES5324.

Tablel91 Description of the rear panel connectors of the MES5324 switch

# Rear paneklement Description

1 Earth bonding poin=" Earth bonding point of the device.

2 Removable fans Hot-swappable removable ventilation modules.
3 48VDC Connector for DC power supply.

4 ~220 VAC 50 Hz max 1A Connector for AC power supply.

The rear panel of MES33xx is shown in Fig4e27.
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Figure241 MES3324F, MES3348F, MES3324 rear panel
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Figure251 MES3348 rear panel
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Figure271 MES3316F rear panel

Table20t Description of the rear panel connectors of the 33xx series switches

# Rear panel element Description

1 Earth bonding point=" Earth bonding point ofhe device.

2 Removable fans Hot-swappable removable ventilation modules.
3 48VDC Connector for DC power supply.

4 ~220 VAC 50 Hz max 1A Connector for AC power supply.

The rear panel of MES23xx series switches is shown in FREGE2
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Figure291 MES2324P rear panel
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Figure321 MES2348B rear panel

Table21t Description of the rear panel connectors of the MES23RMEG2348B switches

# Rear panel element Description
1 Earth bonding poin=" Earth bonding point of the device.
2 Fans.
3 12vDC max 5A Terminals for battery 12V.
4 ~110250VAC, 60/50Hz Connector for AC power supply.
max 2A

The rear panel of MES2348P series switch is shown in Bgure
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Table22 lists rear panel elements of MES2348P.

Table221 Description of the rear panel connectors of MES2348P

#

Rear paneklement

Description

1

Removable fans

Hot-swappable removable ventilation modules.

2

Earth bonding poin="

Earth bonding point of the device.

3

~100240VAC, 60/50Hz
max 10A

Connector for AC power supply.

The rear panel of MES2308x series switches is shown in Bure
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Figure341 MES2308, MES2308P, MES2308P DC, MES2308R rear panel
The rear panel of MES2328I switch is shown in Figfire
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Figure35t MES2328lI rear panel

The top panel of MES3508, MES3508P and MES3510P is shown i8&igure
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Figure361 MES3508, MES3508P and MES3510P top panel

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series

53



HELTEX

Table23t Description of the top panel connectors of the MES3508, MES3MIBE3510P switches

# Rear panel element Description
Earth bonding poin=" Earth bonding point of the device.
48 (20 ~ 70) VDC (for
MES3508)

2 48 (45 ~ 57) VDC (for Connectors for DC power supply.
MES3508P and
MES3510P)

3 12VDC max 5A Alarm relayoutput: 1 A 24 V DC.

2.4.3 Side panels of the device
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Figure371 Right side panel of Ethernet switches
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Figure381 Left side panel of Ethernet switches
Side panels of the device have air vents for lreatoval. Do not block air vents. This may cause the

components to overheat, which may result in device malfunction. Recommendations for installing the device
are located in the sectioriristallation and connectidn

2.4.4 Light indication

Ethernet interface status is represented by two LEDs: gtdBilK/ACBnd amberSPEEDLocation of
LEDs is shown B8, 40, 41.

LINK/ACT SPEED

Figure391 QSFP+ transceiver socket layout
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LINK/ACT

SPEED

Figure4d01 SFP/SFP+ socket layout

LINK/ACT

SPEED

Figure4d1lt RJ45 socket layout

Table24t XLG ports st&tLED

Off Off Port is disabled or connection is not established
Always on Solid The connection isstablished at a speed of 40 Gbps
Always on Flashing Data transfer is in progress

Table251 XG ports state LED

Off Off Port is disabled or connectids not established

Off Solid The connection is established at a speed of 1 Gbps
Always on Solid The connection is established at a speed of 10 Gbpsg
X Flashing Data transfer is in progress

Table26t LED of 10BASEEthernet ports state

Off Off Port is disabled or connection is not established
off Solid The connection is established at a speed of 10 Mbp
or 100 Mbps
. A connection has been established at a speed of 100
Alwayson Solid
Mbps
X Flashing Data transfer is in progress
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Unit ID(1-8) LED indicates the stack unit number.

System indicators (Power, Master, Fan, RPS) are designed to display the operational sthéus of
modules of the MES53xx, MES33xx, MES23xx, MES35xx switches.

Table27t1 System indicator LED

LED name LED function LED State Device State
Off Power is off
Solid green Power is on, normal deviageration
Power Power supply Flashing green Poweron selftest (POST)
status No primary power supply from the
Solid red main source (when the device is
powered from a backup source)
Master Indicate§ master | Solid green The device is a stack master
stack unit Off The devices not a stack master
Fan Cooling fan status Solid green AII_fans are working properly
Solid red Failure of one or more fans
Solid green Normal operation of the device
Solid red Qne or more fans failed or PoE is
disabled(MES2348P)
Status Device status LED De\{ice loading. Thgre is no IP address
assigned to any of interfaces, or
Flashing reejreen master is not found in the stack
(MES2324, MES2324FB, MES2324F
DC)
. PoE consumer is connected (the
PoE Ports Solid green correspondingndicator is on)
status LED

Off PoE consumers are not connected
Backup power supply is connected

Solid green
and operates normally
Backup power Backup power supply is missing or
RPS supply operation | Solid red failed PP PPy 9
mode : -
Backup power supply is not
Off
connected
Solid green Battery connected, power supply is
normal
Battery Green, flashing Battery charging
(MES2324B, . Main power disconnected, battery
MES2324FB. Battery status LE[] Redgreen, flashing discharging
MES2348B) Red, flashing Low batterycharge
Off Battery disconnected
Solid red Current release failure
Solid green The power supply is installed in the
slot, main power connected
Power supply unit installed in a slot,
PS1, PS2 Power supply main powerdisconnected; power
(MES2348P) status LED Solid red supply unit installed in a slot, main
power connected, but there is a
malfunction
Off Power supply is not installed in a slot
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Alarm

PoE load is above the usage
threshold setting
A critical error in the PoE operation

Red;green, flashing

System indicators . which led to the disabled PoE on all
Solidred :
LED ports or the failure of one or more
fans

PoE load is below the usage

off threshold setting

2.5 Delivery package

The standard delivery package includes:

T
1
1
1
1

1
1

Ethernet switch;

Rackmounting kit;

C13 1.8m power cord (only for MES2308, MES2308R, MES2308P AC, MES2324 AC, MES2324E
MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

t+x/ HPM®pI HY LIRESNI O2NR o2yfe& F2N) a9{Honyt
MES2324FB, MES2324P DCS880D8, MES3508P, MES3510P);

Cable connector 2ED&K0802R14-00AH 1 2 pcs. (only for MES3508, MES3508P,
MES3510P);

Cable connecto2EDGK5.08-03P-14-00AHT 1 pc. (only for MES3508, MES3508P, MES3510P);
Technical passport.

On request, the delivery packagan include:

1
1
1

= =

Operation manual on CD;

Console cable;

Power supply module PM16220/12 (for MES2328I, MES33xx, MES5324) or PX26(56

(for MES2348P);

C13 1.8 m power cord (when equipped with PM2&D/12 or PM95e220/56 power module);

Power supply moduleN#100-48/12 (for MES23281, MES33xx, MES5324) or PM8Eb (for
MES2348P);

t+/ HPRM®pI HY LJ2gSNI O2 NIBS/18 gowes iodBel); dzA LILISR G A (0 F
SFP/SFP+/QSFP+ transceivers.
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3 INSTALLATION AND O@ECTION

This section describes installation of the equipmied a rack and connection to a power supply.

3.1 Support brackets mounting

The delivery package includes support brackets for rack installation and mounting screws to fix the de-
vice case on the brackets. To mount support brackets:

Figured21 Support brackets mounting

=

If there is a transport screw, remove it before the installation.

2. Align four mounting holes in the support bracket with the corresponding holes in the side panel
of the device.

Use a screwdriver tacsew the support bracket to the case.

4. Repeat steps 1 and 2 for the second support bracket.

w

3.2 Device rack installation (except MES3508, MES3508P, MES3510P)

To install the device to the rack:

=

Attach the device to the vertical guides of the rack.

2. Align mountirg holes in the support bracket with the corresponding holes in the rack guides.
Use the holes of the same level on both sides of the guides to ensure horizontal installation of
the device.

3. Use a screwdriver to screw the switch to the rack.
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Figure431 Device rack installation

Figure44 shows an example of MES5324 rack installation.

o MES-5324 N1 o
] cable manager o
o] MES 5324 N2 o
o cable manager o
o MES-5324 N3 o
] cable manager o
(] MES-5324 N4 o
o cable manager (]
(] MES-5324 N5 o
[¢] cable manager o

Figure4ddt MES5324 switch rack installation

" Do not block air vents and fans located on the rear panel to avoid components overheatin
and subsequent switch malfunction.
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3.3 MES3508, MES3508P and MES3510P DIN rail installation

! | The device should be placegkrtically, as the side panels provide heat dissipation.

To install the device on a DIN rail:

1. Attach the mount to the back of the switch over the DIN rail.
2. Pull the switch down.
3. Press down on the bottom of the switch until it clicks.

To remove the devickom the DIN rail:

1. Press down on the switch housing from above.
2. Without removing the pressure, pull the lower part of the switch forward.
3. Lift the housing and remove the switch from the DIN rail.

3.4 Power module installation

Switch can operate with one or twmwer modules. The second power module installation is necessary
when greater reliability is required.

From the electric point of view, both places for power module installation are equivalent. In the terms
of device operation, the power module locate@dsér to the edge is considered as the main module, and the
one closer to the centet as the backup module. Power modules can be inserted and removed without
powering the device off. When an additional power module is inserted or removed, the switch st
operate without reboot.

’ Disconnect the device from all power sources before servicing, repairing or other simil:
v actions.

Figure4d51 Power module installation
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You can check the state of power modules by viewing the indication on the front panel of the switch
(see Sectiorz.4.4 or by checking diagnostic data availableotigh the switch management interfaces.

’ ' Power module fault indication may be caused not only by the module failure, but also by
e the absence of the primary power supply.

3.5 Connection to power supply

1. Prior to connecting the power supply, the device case must be grounded. Use an insulated
stranded wire to ground the case. The grounding device and the grounding wiresegm
must comply with Electric Installation Code.

Connection must beperformed by a qualified specialist.

.‘

2. If you intend to connect a PC or another device to the switch console port, the device must be

properly grounded as well.
3. Connect the power supply cable to the device. Depending on the delivery package, the device

can be powered by AC or DC electrical network. To connect the device to AC power supply, use
the cable from the delivery package. To connect the device to DC power supply, use wires with

a minimum crossection of 1 mra

In order to avoid shor{circuits when connecting to the DC network, a 9 mm wire stripping
is recommended.

.‘

’ ' The DC power supply circuit should contain a powsf device with physical separation of
- the connection (circuit breaker, connector, contactor, automatic switch, etc.).

4. Turnthe device on and check the front panel LEDs to make sure the terminal is operating nor-
mally.
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3.6 Battery connection to MES2324B, MES2324FB, MES2348B

To connect the battery, use wires with a minimum crsestion of 1.5 mrh Polarity must be observed
whenconnecting the battery.

Battery capacity is at least 20 Ah.

Figure4d6t Connecting the battery to the device

3.7 SFP transceiver installation and removal

ﬁ Optical modules can be installed when the terminal is turned on or off.
=)

1. Insert the top SFP module into a slot with its open side down, and the bottom SFP module with
its open side up.

Figured71 SFP transceiver installation
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2. Push the module. When it takes the right position, you should hestanctive 'click'.

Figure481 Installed SFP transceivers
To remove a transceiver, perform the following actions:

1. Unlock the module's latch.

Figure491 Opening SFP transceiver latch

2. Remove thenodule from the slot.

Figure501 SFP transceiver removal
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4 INITIAL SWITCH COGBRATION

4.1 Terminal configuration

Run the terminal emulation application on PC (HyperTerminal, TeraTerm, Minicom) and perform the
following actions:

- select the corresponding serial port;

- set the data transfer rate to 115.200 baud,

- gpecify the data format: 8 data bits, 1 stop bit, nparity;

- disable hardware and software data flow control;

- specify VT100 terminal emulation mode (many terminal applbcetiuse this emulation mode
by default).

4.2 Turning on the device

Establish connection between the switch console (‘console' port) and the serial interface port on PC
that runs the terminal emulation application.

Turn on the device. Upon every startup, theitelv performs a powepn selftest (POST) which checks
operational capability of the device before the executable program is loaded into RAM.

POST procedure progress on MES5324 switches:

BootROM 1.20

Booting from SPI flash

General initialization - Version :1.0.0
High speed PHY - Version: 2.1.5 (COM - PHY- V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDRS3 Training Sequence - Ver5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1

DDRS3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

Starting U - Boot. Press ctrl+shift+6 to enable debug mode.

U Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013_Q3.0 4.0.1
Loading system/i mages/active - image ...

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

The switch firmware will be automatically loaded two seconds after POST is completed. To perform
specific procedures, the Startup menu is used. To enter the frieterrupt the startup procedure by pressing
<Escor <Enter>
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After successful startup, you will see the CLI interface prompt.

>|cli

Console baud - rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password:***** (admin)

console#t

V To quickly get help for available commands, use key combinat@hift>t<?>

4.3 Startup menu

To enter the startup menu, connect to the device via the2BSinterface, reboot iand press and hold
the ESC or ENTER key for 2 seconds after the POST procedure is completed:

U Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013_Q3.0 4.0.1
Loading system/images/active -image ...
Autoboot in 2 seconds - press RETURN or Es c. to abort and enter prom.

Startup menu view:

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back
Enter your choice or press 'ESC' to exit:

Table281 Startup menu interface functions

Function Description
Restore Factory Defaults Restore the factory default configuration
Boot password Set/delete the bootrom password
Image menu Select active firmware image
Password Recovery Procedure Reset authentication settings
Back Resume startup

4.4 Switch operation modes

ME23xx, MES33xx, ME®R40perate in stacking mode.
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V The MES3508, MES3508P and MES3510P switches do not support stacking mode.

Switch stack works as a single device andinalude up to 8 devices of the same model with the
following roles defined by their sequential numbers (UIDs):

- Master (device UID from 1 to 8), all devices in the stack are managed from it. The role can be
assigned to all devices, but there will be one active master, other devices will function as Backup.

- Backup(device UID from 1 to &) a device that obeys the mastdReplicates all settings and takes
over stack management functions in case of the master device failure. The role can be assigned to
a maximum of seven devices.

- Slave(device UID from 1 to 8) a device that obeys the master. The device can't work in a
stardalone mode (without a master device). The role can be assigned to a maximum of six devices.
The stack can work correctly without devices with this role.

' For the stack to work correctly, at least one unit with the master role and one unit with the
o backuprole are required.

V Interfaces in stacking mode operate only at the maximum interface speed.

By default, the switch is in the master role, XLG (XG) ports are involved in data transmission.

In stacking mode, MES5324 uses XLG ports for synchronizatiar, switches, except MES2308,
MES2308P, MES2308R, MES2328I use XG ports (MES2308, MES2308P, MES2308R and MES2328I use 1(
ports). These ports are not used for data transmission. There are two topologies for device synchronization:
ring and linear. To imease stack fault tolerance, it is recommended to use a ring topology. When using a
linear topology in a twainit scheme, the stack ports are combined into a LAG, which allows increasing channel
capacity. When using a ring topology, one stack link is btbétr Broadcast, Multicast, Unknown Unicast
traffic and is not blocked for learned Unicast traffic, which increases the throughput of stack links.

V’ For MES2348P, MES2348B, MES3348, MES3348F switches,-84¥1efe1-8/0/4 or tel-
8/0/2, te1-8/0/3 interfaces to combine stack ports in LAG in a linear topology. With any
other combinations of stack ports, one of them will beackupand have the Standby
status.

The MES23xx, MES33xx and MES53xx series switches support NStepNesrwarding) functionality
in the stack. This functionality allows minimizing losses for transitroated traffic when transferring
mastery from master to backup.

Theprinciple of NSF operation: when backup takes control and starts the process of initialization to the
master role, the NSF timer starts and the STPestaf ports, LACP ports, port membership in VLAN, port
speed, etc. are recorded. The remaining settiagsapplied on the switch that has become the master in real
time.

At the same time, during the NSF process, changing the status of ports in the STP on the stack is
O2YLX SGSte AIy2NBRD® LG Aa | faz F2NbARRSningéadfig,SE S Odzi
show startupO2 Yy FA 3¢ O2YYlFyRaA AY 9-9/ Y2RS0X OKIFIy3aS (KS
O2YYlFYyR& Ay GKS AYyGSNFI O O2y FAIdzaNF GA2y O2yGiSEG Y$§
O2yGSEG YSydzs LRNIEWESRE AYayRI 2 8NRBYOS O2y TA 3dz
6aO0ft SINJ Xil- @ t ISRIRNE/& & A O¢ A 9.9/ Y2RS0I NBo22dAy3 (K
0KS RSOAOS yIYS 6aKz2adyl 2 MIFNIASINBAGYA 2
global configuration mode).

When the NSF timer expires, all previously fixed settings are applied to the stack in real time.

S
&v
Y )
Y$¢ Ay 3Jt2066¢20
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Configuring switch stacking

Command line prompt is as follows:

console(config)#

Table29t Commands for configuring the stack

Command

Value/Default value

Action

stack configuration links
{fol-4| tel-4 | gi9-12}

T

Assign interfaces to synchronize the operation of the switch i
the stack. The minimum quantity is 1, the maximum is 2.

stack configuration uniid

Specify the device number urd to a local device (where the

no stack nsf

unit_id unit_id: (1..8, command is executed). The device number change takes eff
auto)/auto after the switch is restarted.
no stack configuration Delete staclsettings.
stack configuration master Forcibly assign the device as a master (the mastery will alwa;
unit unit_id be reserved for the unit if it is in the stack). If a device numbe
different from the one on which a command is executed
unit_id: (1..8)t specified in it, then the current master will be forcibly reboote
to forward the mastery.
no stack configuration Return the master selection to the standard algorithm (the
master device with the highest uptime will be selected as the master
stackconfiguration fec Configure Forward Error Correction (FEC) mode on stack
{off|cl74} T Joff interfaces.
V Only for MES5324.
stack nsf Allow continuous Data Transfer (NSF) during mastery
forwarding.
T /off

Prohibit continuous Data TransmissiMSF) during mastery
forwarding.

stack nsf timervalue

no stack nsf timer

Set the time during which NSF lasts.

value: (60..600) s/120 g

Set the default value.

stack unitunit_id

unit_id: (1..8)

Switch to configuring a stack unit.

Unit configuratioomode commands

Command line prompt in the unit configuration mode is as follows:

console(unit)#

Table30t Commands for setting up a separate unit

Command

Value/Default value

Action

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1t master, 2t

Assign the role of the switch in the stack.

backup, 331 slave

Set the default value.

stack configuration links
{fol-4 | tel-4 | gi9-12}

T

Assign interfaces to synchronize thperation of the switch in
the stack.

stack configuration unitid

Assign the "unid" device number to the configured unit. The

unit_id unit_id: (1..8, device number will be changed after the switch is rebooted.
- - auto)/auto -
no stack configuration Delete stack settings.
! Reboot the device to apply stack configuration.
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Example

A Stack two MES5324 switches. Set it as the second unit and ugeiritdrfaces as stacking ones.

console#  config
console(config)# stack configuration unit -id 2 links fol -2
console(config)#

Privileged EXEC mode commands

Command line prompt is as follows:

console#

Table311 Basic commands available in the EXEC mode

Command Value/Default value Action
show stack T Display information about devicéscluded in the stack.

show stack configuration Display information about the stacking interfaces of units in th
stack, as well as the current master selection option.

show stack links [details] T Advanced display of information on stackable interfaces.

T

A Show stack linksommand usage example:

console#  show stack links

Topology is Chain

UnitId  Active Links Neighbor Links Operational Down/Standby
Link Speed  Links

1 fol/0/1 fo2/0/2 40G f01/0/2
2 f02/0/2 fol/0/1 40G fo2/0/1

Devices with identical Unit IDs caot work in the same stack.

S
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4.5 Switch function configuration

Initial configuration functions can be divided into two types.

%

Basic configurationincludes definition of basic configuration functions and dynamic IP address
configuration.

Security system parameters configuratioimcludes security system management based on
AAA mechanism (Authentication, Authorization, Accounting).

All unsavedchanges will be lost after the device is rebooted. Use the following commanc
to save all changes made to the switch configuration:

console#  write

4.5.1 Basic switch configuration

Prior to configuration, connect the device to PC using the serial port. Run the terminal emulation
application on the PC according to Sectofi Terminal configuation”.

During initial configuration, you can define which interface will be used for remote connection to the

device.

Basic configuration includes:

1.

2
3.
4.
5

Setting the password for the user "admin" (with level 15 privileges).
Creating new users.

Configuring stati IP address, subnet mask, default gateway
Obtaining IP address from the DHCP server

Configuring SNMP settings

4.5.1.1 Setting up the admin password and creating new users

]

Configure the password for théadming privileged user to ensure access to the system.

Username and password are required to log in for device administration. Use the following commands
to create a new system user or configure the username, password, or privilege level:

console# configure
console(config)# username name password password pri vilege{ 1-15}

Y

Privilege level 1 allows access to the device, but denies its configuration. Privilege level
allows both the access and configuration of the device.

Example commands to satimin'spassword agt S f @rfl Eréate ther 2 LIS Nisér @itkthed LI & & €
password and privilege level 1:

console#  configure

console(config)# username admin password eltex privilege 15
console(config)# username operator password pass privilege 1
console(config)# exit

console#
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45.1.2 Advanced access lewanfiguration

On the device, it is possible to distribute user rights depending on the privilege level at which each of
the users was created. A specific privilege level is assigned a set of commands that can be executed by users
with a level not lower tha the specified one.

’ The switch supports a system of command set inheritance from lower privilege levels.
L

Privileges are set only for a specified node. Each command must be written explicitly, witf
o out using abbreviated forms.

Global configuratioomode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Table321 Commands for configuring extended access

Command Value/Default value Action
privilege context level Assign the specified command to the specified privile
command level.
level:(1..15); -contextt command line mode;

[privilege level of EXEC
mode commands 1,
all other commands

-levelt privilege level at which the custom command
will be available;

15 -commandt command.
no privilegecontext level Remove access to the command from the level at wh
command the command was allowed.

A Example of configuring a command set for tHé R Yadey'vih privilege level 4 and a set of com-
mands for the dzauSeNwith privilege level 10

console#  configure

console(config)# username admin password passl privilege 4
console(config)# username user password pass2 privilege 10
console(config)# privilege exec 4 configure terminal
console(config)# privilege exec 4 show running - config
console(config)# privilege config 10 vlan database
console(config)# privilege config -vlan 10 vlan

Now for local users whose privilege level is higher or equal to 4, the output afhib runningconfig
command will be available, but théan configuration will not be availablé&or users whose privilege level is 10
or higher, bothvlan configuration and theshow runningconfigcommand will be available.

4.5.1.3 Configure static IP address, subnet mask, default gateway.

In order to manage thewitch from the network, configure the device IP address, subnet mask, and, in
case the device is managed from another network, default gateway. You can assign an IP address to any
interfacer VLAN, physical port, port group (by default, VLAN 1 interfaceheai® address 192.168.1.239,
mask 255.255.255.0). Gateway IP address should belong to the same subnet as one of the device's IP
interfaces.

V‘ If the IP address is configured for the physical port or port group interface, this interface
will be deletedfrom its VLAN group.
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V The IP address 192.168.1.239 exists until another IP address is created statically or
DHCP on any interface.

V If all switch IP addresses are deleted, you can access it via IP 192.168.1.239/24.

A Command examples for IP addseconfiguration on VLAN 1 interface.

Interface parameters:
IP address to be assigned for VLAN 1 interface: 192.168.16.144
Subnet mask: 255.255.255.0
The default gateway IP address: 192.168.16.1

console# configure

console(config)# interface vlan 1

console(config -if)#  ip address 192.168.16.144 /24
console(config -if)j exit

console(config)# ip default - gateway 192.168.16.1
console(config)# exit

console#

To verify that the interface was assigned the correct IP address, enter the following command:

console# show ip interface vlan 1
IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast

192.168.16.144/24 vlan1 UP/DOWN Static disable No enable Valid

45.1.4 Obtain IP address from the DHCP server

If there is a DHCP server in the network, you can obtain the IP address via DHCP. IP address can be
obtained from DHCP beer via any interfaceé VLAN, physical port, port group.

V By default, DHCP client is enabled on VLAN 1 interface.

Configuration example for obtaining dynamic IP address from the DHCP server on the VLAN 1 interface:

console#  configure

console(config)# interface vlan 1
console(config -if)#  ip address dhcp
console(config -ify#  exit

console#
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To verify that the interface was assigned the correct IP address, enter the following command:

console#

show ip interface vlan 1

IP Address

10.10.10.3/24

I/F I/F Status Type Directed Prec Redirect Status

admin/oper

Broadcast

vlan1l UP/UP

D

HCP disable No enable Valid

4.5.1.5 Configuring SNMP settings for accessing the device

The device is equipped with an integrated SNMP agent and supports protocol versions 1, 2, 3. The SNMP
agent supports standard MIB variables.

To enable device administiion via SNMP, you have to create at least one community string. The
switches support three types of community strings:

T rot specify reaebnly access;
T rwt define readwrite access;
T sut define SNMP administrator access.

Most commonly used community strings grablicwith readonly access to MIB objects, apdvate
with readwrite access to MIB objects. You can set the IP address of the management station for each
community.

Example ofprivate community creation with redwrite access and management station IP address
192.168.16.44:

console# configure
console(config)#
console(config)#
console(config)#
console#

snmp- server server
snmp- server community
exit

private rw 192.168.16.44

Use the following command to view theroonunity strings and SNMP settings:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community - String  Community - Access View name IP address  Mask
private read write Default 192.168.16.1
44
Community - String Group name  IP address Mask Version Type

Traps are enabled.
Authentication - failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
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Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:

4.5.2 Security system configuration

To ensure system security, the switch uses AAA mechanism (Authentication, Authorization,
Accounting). Th&SH mechanisia ugd for data encryption.

- Authenticationt the process of matching as request to an existing account in the security
system.

- Authorization(access level verification) the process of defining specific privileges for the
existing account (already authorizadthe system).

- Accountingr user resource consumption monitoring.

The default user name &dmin and default password iadmin. The password is assigned by the user.
If the password is lost, you can restart the device and interrupt the download via the serial port by pressing
the <Esc>r <Enter>key. During the first two seconds after the startup message appear§teréup menu
opens, in which you need to start the password Recovery Procedure ([2]).

V The default user (admin/admin) exists until any other user with privilege level 15 is cre
ated.
V' When all created users with privilege level 15 are deleted, the switch willdmeessed
under the default user (admin/admin).

To ensure basic security, you can specify a password for the following services:

T Console (serial port connection);
T Telnet;
i SSH.

45.2.1 Setting console password

console(config)# aaa authentication login authorization default line
console(config)# aaa authentication enable default line

console(config)# line console

console(config -line)#  login authentication default

console(config -line)#  enable authentication default

console(config -line)#  password console

Enterconsolein response to the password prompt that appears during the registration via the console
session.
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4.5.2.2 Setting Telnet password

console(config)# aaa authentication login authorization default line
console(config)# aaa authentication enable default line
console(config)# ip telnet server

console(config)# line telnet

console(config -line)#  login authentication default

console(config -line)#  enable authentication default
console(config -line)#  password telnet

Entertelnet in response to the password prompt that appears during the registration via the Telnet
session

45.2.3 Setting SSH password

console(config)# aaa authentication login authorization default line
console(config)# aaa authentication enable default line
console(co nfig)#  ip ssh server

console(config)# line ssh

console(config -line)#  login authentication default
console(config -line)#  enable authentication default
console(config -line)#  password ssh

Entersshin response to the password prompt that appears during the registration via the SSH session.

4.5.3 Banner configuration

For the convenience of using the device, a banner message containing any information can be set. For
example:

console(config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 DEVICE MANAGEMENOMMAND LINE INTERHAC

Switch settings can be configured in several modes. Each mode has its own specific set of commands.
OYGSNI 6§KS TKn OKIF NI OG S Nailablg for@acbmoddi KS aSid 2F O02YYly

Switching between modes is performed by using special commands. The list of existing modes and
commands for mode switching:

Command mode (EXEQhis mode is available immediately after the switch starts up and you enter
your user nane and password (for unprivileged users). System prompt in this mode consists of the device
YIEYS 6K2ad yrYSo FyR GKS WwHpQ OKIF NI OG SN

console>

Privileged command mode (privileged EXE)is mode is available immediately after the switch starts
up and you ater your user name and password. System prompt in this mode consists of the device name
0K2ald yIYSO0O FYyR G4KS WwWI Q OKFNYOGSN®

console#

Global configuration modeThis mode allows specifying general settings of the switch. Global configu-
ration mode commandsra available in any configuration submode. Usedbefigure command to enter
this mode.

console#  configure
console(config)#

Terminal configuration mode (line configuration)rhis mode is designed for terminal operation con-
figuration. You can enter thimode from the global configuration mode.

console(config)# line {console | telnet | ssh}
console(config - line)#

5.1 Basic commands

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table331 Basic commands available in tABXE@ode

Command Value/Default value Action
enable priv] priv: (1..15)/15 Sv_w_tch to the pnvnleged mode (if the value is not defined, the
privilege level is 15).
login T Close the current session and switch the user.
exit T Close the active terminal session.
help T Get help on command line interface operations.
show history T Show command history for the current terminal session.
show privilege T Show the privilege level of the current user.
terminal history L Enable command history for the current terminal session.
- - -ffunction is enabled - - - -
terminal no history Disable command history for the current terminal session.
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terminal history sizesize

terminal no history size

size: (10..207)/10

Change the buffer size for command history for therent
terminal session.

Set the default value.

terminal datadump

terminal no datadump

-/command output is
split into pages

Show command output without splitting into pages (splitting
help output into pages is performed with the following string:
More: <space>Quit: g or CTRL+Z, One line: <return>).

Set the default value.

terminal prompt

terminal no prompt

-/function is enabled

Enable confirmation before executing certain commands.

Disable confirmation before executingrtain commands.

show banner [login | exec]

T

Show banner configuration.

Privileged EXEC mode commands

Command line prompt is as follows:

console#

Table341 Basic commands available in the privileged EXEC mode

Command Value/Default value Action
disable priv] priv: (1, 7, 15)/1 Switch from the privileged EXEC mode to EXEC mode.
configurefterminal T Enter the configuration mode.
debugmode T Enable the debug mode.

set system mode {ae$qing
| acl-sqincrudb}

acksqing

Set the mode of traffic filtration configuration.

-acksgingt the default mode;

-acksqingudb t the number of possible SQInQ rules is halve
the ability to filter by the thirteen offsets (in the default mode
five) is added.

The commandavailable in all configuration modes

Command line prompt is as follows:

console#
console(config)#
console(config

- line)#

Table351 Basic commands available in all configuration modes

Command Value/Default value Action

exit T Exit any configuration mode to the upper level in the CLI
command hierarchy.

end Exit any configuration mode to the command mode (Privilege

! EXEC).

do . Execute a command of the command level (EXEC) from any
configuration mode.

help T Show help oravailable commands.

Global configuration mode commands

Command line prompt is as follows:

console(config)#
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Table36 1 Basic commands available in global configuration mode

Command

Value/Default value

Action

banner exed
message_text d

no banner exec

Specify the exec message text (example: User logged in
successfully) and show it on the screen.

-dt delimiter;

-message_text message text (up to 510 characters in a line
total count is 2000 characters).

Removethe exec message.

banner logind
message_text d

no banner login

Specify the login message text (informational message that is
shown before username and password entry) and show it on
screen.

-d1 delimiter;

-message_text message text (up to 510 characters in a line
total count is 2000 characters).

Remove the login message.

line sessiodAimit max-
session

maxsession: (1..6)/6

no line sessiodimit

Set the maximum possible number of active CLI sessions.
V One session isegistered for management via the com

port.
Set the default value.

Terminal configuration mode commands

Command line prompt in the terminal configuration mode is as follows:

console(config

- line)#

Table371 Basic commands available in terminal configuration mode

Command

Value/Default value

Action

history

no history

-/function is enabled

Enable command history.

Disable command history.

history sizesize

no history size

size: (10..207)/10

Change buffer size for commahibtory.

Set the default value.

exectimeout timeout

timeout: (0..65535)/10

no exectimeout

minutes

Set the timeout of the current terminal session in minutes.

Set the default value.
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5.2 Filtering command line messages

Message filtering allows reducing the amount of data displayed in response to user requests and
FIOAEAGIGAY3 GKS ASENDK F2N ySOSaalrNE AYyTF2NXIGA2Y D
command line and use one of the filtering optidisted in the table38.

Table381 Global configuration mode commands

Method Value/Default value Action
beginpattern Find the first match with the template at the beginning of the
line, print all the lines after it.
include pattern ! Print all lines containing the template.
excludepattern Print all lines that do not contain a template.

5.3 Redirecting the output of Cldommands to an arbitrary file on ROM

The command line interface allows redirecting the output of CLI commands to an arbitrary file on ROM.

In order to copy command output to a file (overwrite a file if it already exists), add the " > " character
after entering the information display command and specify the file name. In order to copy the output of the
command to the end of the file, add the character "> > > " after entering the information display command
and specify the file name. Example:

console# show system >> flash:// directory/filename

! Only a user with privilege level 15 can redirect the output of commands to a file.

5.4 Configuring macro commands

This function allows creating unified sets of commandsmacros that can be used later in the
configuration process.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table391 Global configuration mode commands

Command

Value/Default value

Action

macro nameword [track
object[state activa-
tion_statd]]

no macro nameword

word: (1..32)
characters
object: (1..64);
activation_state (any,
up, down)/any

Create a new set of commands, if a set with the same name
exists, overwrite it. The command set is entered line by [ee.
finish the macro, enter the "@" character. Maximum macro
length is 510 characters. In macro body you can use up to th
variables in the configuration. If theack parameter is defined,
the macro will be applied when a TRACK of an object under t
G@a2S0ié¢ ydzyoSNI gAafft o0fateOKIl y
parameter (upt activation when switching from DOWN to UP)
state, downt activation when switching from UP to DOWN
state, anyt activation on any change of state). Macro cannot
be applied by changing @t TRACK if there are any variables
its body.

Delete the specified macro.

macro global applyord word: (1..32) Apply the specified macro.
characters

macro global tracevord word: (1..32) Check the specified macro fealidity.
characters

macro global description
word

no macro global description

word: (1..160)
characters

Create a global macro descriptor string.

Delete the descriptor string.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table4d0t1 EXEC mode commands

Command

Value/Default value

Action

macro applyword [patternl
value] [pattern2 value?
[pattern3 valued

macro traceword

word: (1..32)
characters

Apply the specified macro.

- pattern T a pattern consisting of declaration, e.g. a "$"
character, and a variable that are written together;
-valuet configuration variable.

Check the specified macro for validity.

show parser macro [{brief
description [interface {giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}] |
nameword}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32)
characters

Display the parameters of the configurathcros on the device.

Interface configuration mode commands

Command line prompt in the interface configuration mode is as follows:

console(config

-if#
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Table41t Interface configuration mode commands

Command Value/Default value Action
macro applyword [patternl Apply the specified macro.
value] [pattern2 value? word: (1..32) - pattern T a pattern consisting of a declaration, e.g. a "$"
[pattern3 value3 characters character, and a variable that are written together;
-valuet configuration variable.
macro traceword word: (1..32) Check the specified macro for validity.
characters
macro descriptiorword word: (1..160) Set the macro descriptor string.
no macro description characters Delete the descriptor string.

5.5 Systemmanagement commands

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table421 System management commands in EXEC mode

Command

Value/Default value

Action

ping [ip] {A.B.C.D host
[vrf vrf-namdg [sizesizg
[count coun{ [timeout
timeout] [source
A.B.C.D[df]

vrf-name: (1..32)
characters;
host: (1..158) characters;
size: (64..1518)/64 bytes;
count: (0..65535)/4;
timeout:
(50..65535)/2000 ms

This command is used to transmit ICMP requests (ICMPR Ech
Request) to a specific network node and to manage replies
(ICMP Ech&eply).

- vrf-namet virtual routing area name;

-A.B.C.0 network node IPv4 address;

-hostt domain name of the network node;

-sizet size of the packet to be sent, the quantity of bytes in t
packet;

- countt quantity of packets to be sent;

-timeoutt request timeout;

-df t cancel packet fragmentation.

ping ipv6 A.B.C.D.EJF
host [sizesizg [count
counf [timeout timeouf]
[sourceA.B.C.D.E}JF

host: (1..158) characters;
size: (68..1518)/68 bytes;
count: (0..65535)/4;
timeout:
(50..65535)/2000 ms

This command is used to transmit ICMP requests (ICMPR Ech
Request) to a specific network node and to manage replies
(ICMPEcheReply).

- A.B.C.D.EF IPv6 address of the network node;

-hostt domain name of the network node;

- sizet size of the packet to be sent, the quantity of bytes in t
packet;

- countt quantity of packets to be sent;

-timeoutt request timeout.

traceroute ip {A.B.C.0)
hosg [vrf vrf-namg [size
sizq [ttl ttl] [count
counf [timeout timeout]
[sourceip_addresk

vrf-name: (1..32)
characters;
host: (1..158) characters;
size: (64..1518)/64 bytes;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 s;

Determine the route of traffic to the destination node.
-vrf-namet virtual routing area name;
-A.B.C.00 network node IPv4 address;
-hostt domain name of the network node;
-sizet size of the packet to be sent, the quantity of bytes in t
packet;
-ttl T maximum quantity of route sections;
- countt maximum quantity of packet transmission attempts
for each section;
-timeoutt request timeout;
- IP_address switch interface IRddress used for packet
transmission.

The description of the command errors and results is
V given in Tabledl4, 45
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traceroute ipv6
{A.B.C.D.EJFhost [size
sizq [ttl ttl] [count
counf [timeout timeouf]
[sourceip_addres}

host: (1..158) characters;
size: (66..1518)/66 bytes;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 s;

Determine the route of traffic to the destination node.
-A.B.C.D.EF IPv6 address of the network node;
-hostt domain name of the network node;
- sizet size of the packet to be sent, the quantity of bytesha t
packet;
-ttl T maximum quantity of route sections;
-countt maximum quantity of packet transmission attempts
for each section;
-timeoutt request timeout;
-IP_address switch interface IP address used for packet
transmission;

V The description of the command errors and results is

given in Tabledl4, 45.

telnet {A.B.C.D hosg
[port] [keywordIX 6

host: (1..158) characters;
port: (1..65535)/23

Open a TELNET session for a network node.
-A.B.C.0 network node IPv4 address;
-hostt domain name of the network node;
- port ¢ TCP port which is used by Telnet;
- keywordg keyword.
V The description of special Telnet commas and
keywords is given in dble 46.

ssh A.B.C.D) host
[port] [keyword1l.]

host: (1..158) characters;
port: (1..65535)/22;

Open an SSH session for a network host.
-A.B.C.00 network node IPv4 address;
-hostt domain name of the network node;
-portt TCP port which is used by SSH;
- keywordg keyword.

V Keywords are described in Tabfs.

resume ponnectiorp

connection: (1..5)/the last
established session

Switch to another established telnet session.
- connectiommt number of the established telnet session.

show users [accounts] T Show information about users using device resources.
show sessions T Show information on open sessions to remote devices.
show system T Show system information.
shqw system battery unit: (1..8)k Sho_w battery inform_ation.
[unit unit] -unitt the stack unit number.
show system id [unit Display theserial number of the device, the revision of the
unit] unit: (1..8)k board and the base MAC address.

-unitt the stack unit number.
show system [unitunit] . Show the switch system information.

unit: (1..8)k . .

-unitt the stack unit number.
show system fans [unit . Show information on the status of the fans.
unit] unit: (1..8)/t -unitt the stack unit number.
zzg‘s’l;yswm power T Show information on the status of power supplies.
show system sensors T Show information on temperature sensors.
show version T Show the current firmware version.
show system router Show the total and used size of the device hardware tables
resources (routing, neighbors, interfaces).
show system tcam Show TCAM memory (Ternary Contéaidressable Memory)
utilization unit: (1..8)k resource load.

[unit unit]

-unitt the stack unit number.

show tasks utilization

Show the load level of the switch CPU resources for each sys

process.
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show techsupport
[config | memory]

Show the device information for initial failuctkagnostics.

The command output is a combination of the following
V O2YYlI yRaQ 2dziLyziay

show clock

show system

show version

show bootvar

show runningconfig

show ip interface

show ipv6 interface

show spanningtree active

show stack

show stackconfiguration

show stack links details

show interfaces status

show interfaces counters

show interfaces utilization

show interfaces te1/0/xx

show fiber-ports opticakttransceiver

show interfaces channegjroup

show cpu utilization

show cpu input-rate detailed

show tasks utilization

show mac addressable count

show arp

show errdisable interfaces

show vlan

show ip igmp snooping groups

show ip igmp snooping mrouter

show ipv6 mld snooping groups

show ipv6 mld snooping mrouter

show logging file

show logging

show users

show sessions

show system router resource

show system tcam utilization

E R R I R e R I R e N I T I R e I R R e B e I I B I B R |

show storage devices

T Display the values of the volume and free memory of the RO

" TheW{ K2 ¢

48348A2y4Q O02YYIYR &K2¢s4a |f¢

e command is used as follows:

1. Connect to a remote device from the switch via TELNET or SSH.
2. Return to the parent session (to the switch). Press <Ctrl+Shift+6>, releas&die and

press <x>. This will switch you to the parent session.
3. Execute the "show sessions" command. All outgoing connections for the current sessic

will be listed in the table.
To return to remote device session, execute the "resume N" command wheretNe€on-
nection number from the "show sessions" command output

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

NB Y
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Table43t1 Systenmanagement commands in the pteged EXECade

Command Value/Default value Action
reload [unit unit_id] . Restart the device.
unit_id: (1..8)t -unit_idt stack unit number.
relf)ad in finutes| mln'utes: (1"999,); Set the time period after which a delayed reboot of the device
hh:mn} hh: (0..23), mm: .
will start.
(0..59).
reload athh:mm hh: (0..23), mm: Set the device reboot time.
(0..59).
boot passwordpassword . Set a password on bootrom.
no boot password Delete password on bootrom.
reload cancel T Cancel a delayed restart.
show cpu utilization T Show statistics on the level of CPU utilization.
show cpu input rate . Display statistics on the speed of incoming frames processed
the CPU.
show cpu inputrate T Display statisticen the speed of incoming frames processed &
detailed CPU by type of traffic.
show cpu thresholds T Show a list of configured thresholds for CPU.
show memory thresholds T Show a list of configured thresholds for RAM.
show sensor thresholds T Show a list ofhresholds for sensors.
show storage thresholds T Show a list of thresholds for device partitions.
show system mode T Show on about traffic filtering parameters.
A Example use of theaceroute command:
console# traceroute ip eltex.com
Tracing the route to eltex.com (148.21.11.69) form, 30 hops max, 18 byte packets

Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec
2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec

3***

Table44 1 Description of traceroute command results

Field Description
1 The serial number of the router on the path to the specified network node.
gateway.eltex The network name of this router.
192.168.1.101 The IP address of the router.

The time taken by the packet to go to and return from the router. Specify for eac

0 msec 0 msec 0 msec .
packet transmission attempt.

The errors that occur during execution of thieceroutecommand are described in Taklb.

Table451 Traceroute command errors

Error symbol Description
* Packet transmission timeout.
? Unknown packet type.

Administratively unavailable. As a rule, this error occurs when the egress traffic
blocked by rules in the ACL access table.

Fragmentation or DF bit is required.

mn| >
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Network node is not available.

Network is not available.

Protocol is not available.

Source is suppressed.

Expiration of the fragment reassembly timer.

Egress route error.

Clnw|m|O|1V|Z2|XT

Port is unavailable.

Switch Telnet software supports special terminal management commands. To enter special command
mode during the active Telnet session, use key combinatitirtshift-6>.

Table461 Telnet special commands

Special command Purpose
M b Send disconnect command via telnet.
MC Send interrupt process (IP) command through telnet.
M h Send erase character (EC) command through telnet.
Mo Send abort output (AO) command through telnet.
Mt Telnet the message "Are You There?" (A% Tontrol the connection.
MU Send erase line (EL) command through telnet.
M X Return to the command line mode.

You can also use additional options in the Telnet and SSH open session commands:

Table471 Keywords used in the Telnet and SSH open session commands

Option Description
/echo Locally enable thechofunction (suppress console output).
/password Set the password for the SSH server
/quiet Suppress output of all Telnet messages.
/source-interface Specify the source interface.

Activate the processing of the stream that enables insecure TCP connection with
Telnet sequence control. The stream connection will not process Telnet options a

Istream could be used to establish conetéons to ports where UNRO-UNIX (UUCP) copy pro-
grams or other nosielnet protocols are running.
luser Set the user name for the SSH server.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table481 System management commands in the global configuration mode

Command Value/Default value Action
hostnamename name: (1..160) Set the network name of the device.
no hostname characterst Set thedefault network device name.
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service taskautilization lftft2g GKS RSGAOS (2 YSI adaNB
system process.
- —— T /enabled T . A = A - = A ~ ——
no service taskaitilization 5Syé U0KS RSYUAOS U2 YSIadzaNk a
system process.
service cpuutilization Allow the device to perform software based measurement of th
switch CPU load level.
- — T /enabled -
no service cpeutilization Deny the device to perform software based measurement of th
switch CPU load level.
service cpuinput-rate Allow the device to programmatically measure the speed of
incoming frames processed by the switch CPU.
T /enabled

no service cptnput-rate

Prohibit the device from programmatically measuring the speeq
incoming frames processed by the switch CPU.

service cpwrate-limits
traffic pps

no service cptrate-limits
traffic

traffic: (http, telnet,
ssh, snmp, ip, lintocal,
arp, arpinspection,
&G4 Lo LIRdzZ
A LI 2 LIG A-Bpyia )
dhcp-snooping,

Set the incoming frame rate limit on the CPU for a certain type
traffic.
-ppst packets per seconds.

V Implements the CoPP (Control Plane Protection)

AIYLInay 22
Yt Rmayz22LA
ace, iperror, other,

vrrp, multicastrouting,
multicag-rpf-fail, tcp-

function.
Restore the defaulppsvalue for certain traffic.

syn);

pps: 8..2048

service passwordecovery Enable password recovery via the "password recovery procedd
boot menu with configuration saved.
- T /enabled -

no service Enable password recovery via the "password recopevgedure”
LI 8862 NRTNBO2 ¢ boot menu with configuration deleted.
I!nk-flapp?ng efwable ¢ Jenabled E.nable |I!’]k flapplhg preventl_on.
link-flapping disable Disable link flapping prevention.
service mirror Create a backup copy of the runniognfiguration.
COﬂfIQUI.’atIOI’I ¢ Jenabled
no service . . . ) .
YANNE NITO2y TAId Disable copying of the running configuration.
system router resources ip_entries: Set the size of the routing table.
WA LIn Sp/ éntids|S a (8..8024)/5120;
A LI@ ¢ 1 $pyblienttie§ & ipv6_entries:
ipm-entriesipm_entrieg (32..8048)/1024;
ipmv6-entries ipm_entries:

ipmv6_entrie$

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold indexndex
intervalrelation value

Tt | Linflap/ iotéas -
[severity levd] [notify {ena-
ble | disable}] [recovery-
ny20AFe 9SSyl ot

no cpu threshold indexn-

dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greatefthan,
greateror-S |j dzI -X
than, lessor-equal,
equakho, not-equatto);
value: (0..100) percent;
flap_interval:
(0..100)/0 percent;
severity:(emerg, alert,
crit, err, warning,

Set the threshold for CPU load.

-indext undefined threshold index;

- intervalt CPU load measurement interval. The CPU load fo
this interval will be compared with the threshold one;
-relationt relation between CPU load and threshold value that
is required for threshold triggering;

-valuet threshold value;

- flap_intervalt the value that determines the moment when
the threshold is recovered after it has been triggered;

- severityt level of traps importance for this threshold,;

- notify T enable/disable sending of traps informing on thresh-
old triggering;

- recoverynotify T enable/ disable sending of traps about re-
storing the threshold.

notice, info,
debug)/alert

Remove dhreshold with the specified index.
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memory threshold index

index relation value

0Tt Ly ioténes |
[severity level [notify

{enable| disable}]
ONBO2BSNETTY 2 i A
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greatefthan,
greateror-S |j dzI f-X
than, lessor-equal,
equakho, not-equatto);
value: (0..100) percent;
flap_interval:
(0..100)/0 percent;
severity: (emerg, alert,
crit, err, warning,

Set the threshold for RAM free memory capacity.

-indext undefined threshold index;

-relationT relation between free memory capacity and the
threshold value that is necessary for threshold triggering;
-valuet threshold value;

- flap_intervalt the value that determines the moment when th
threshold s recovered after it has been triggered;

- severityt level of traps importance for this threshold;

- notify T enable/disable sending of traps informing on thresho
triggering;

- recoverynotify T enable/disable sending of traps informing or|
thresholdrecovery.

notice, info,
debug)/alert

Remove a threshold with the specified index.

sensor threshold fan
fan_numunit-id unit_id
indexindex relation value

OF | Linflap/ iot&wapd |
[severity level [notify

{enable| disable}]

[recoveryTt y 2 {ehabl@|
disable}]

no sensor threshold fan
fan_numunit-id unit_id
indexindex

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greatethan,
greateror-S |j dzI -X
than, lessor-equal,

equaho, not-equatto);
value: (0..1000000000)
rpm;
flap_interval:
(0..1000000000)/0
rpm;
severity: (emergalert,

Set the threshold for fan rotating sensor.

-fan_numt fan number;

-unit_idt number of a unit where a fan is located;

-indext undefined threshold index;

-relationt relation between fan speed arttireshold value that
is necessary for threshold triggering;

-valuet threshold value;

- flap_intervalt the value that determines the moment when th
threshold is recovered after it has been triggered,;

- severityt level of traps importance for this thsfold;

- notify T enable/disable sending of traps informing on thresho
triggering;

- recoverynotify T enable/disable sending of traps informing on
threshold recovery.

crit, err, warning,
notice, info,
debug)/alert

Delete the threshold with the specified index for tfa_numfan
on theunit_id unit.

dSyaz2N) § KNBaAK?2
sensorsensor_nununit-id
unit_idindexindex relation
valuew T Firttelndal
flap_interva] [severity

level [notify {enable|
disable}]o N5 O 2ngtiyNE Tt
{enable | disable}]

no sensor threshold

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greatefthan,
greateror-S |j dzI -X
than, lessor-equal,
equaho, not-equatto);
value: ¢€1000000000..

MANANANNANNN
flap_interval:

onddmMannnnN

severity: (emerg, alert,

Set the threshold for temperature sensor.

- sensor_nunt temperature sensor number;

- unit_idt number of unit where a sensor is located;

-indext undefined threshold index;

-relationt relation between CPU load and threshold value tha
required for threshold triggering;

-valuet threshold value;

- flap_intervalt the value that determines the moment when th
threshold is recovered after it has beerggered,;

- severityt level of traps importance for this threshold,;

- notify T enable/disable sending of traps informing on thresho
triggering;

- recoverynotify T enable/disable sending of traps informing on
threshold recovery.

crit, err, warning,

Delete a threshold with the specified index for thensor_num

thS NJv-behsar notice, info, temperature sensor on thanit_id unit.
sensor_nununit-id unit_id debug)/alert

indexindex

storage threshold index index: Set the threshold for ROM free memory capacity.

index interval relation value
Tt | Linflap/ igtéaps |
[severity level [notify
{enable| disable}]
[recoverymmy 2 G A T &
disable}]

9 4

(0..4294967295);
relation: (greatefthan,
greateror-S |j dzI -X

than, lessor-equal,
equakho, not-equatto);
value: (0..100) percent;

interval: (0..100)/0

percent;
severity:(emerg, alert,
crit, err, warning,

-indext undefined threshold index;

-relationt relation between free memory capacity and the
threshold value that is necessary for threshtiidgering;

-valuet threshold value;

- flap_intervalt the value that determines the moment when th
threshold is recovered after it has been triggered;

- severityt level of traps importance for this threshold,;

- notify T enable/disable sending of trafisforming on threshold
triggering;

- recoverynotify T enable/disable sending of traps informing or
threshold recovery.
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no storage threshold index notice, info, Remove a threshold with the specified index.

index debug)/alert;

resetbutton {enable | Configure the switch response to pressing the F button.
disable | resetonly} - enablet when pressing the button for less than 10 sec, the

device reboots; when pressing the button for more than 10 sec
the device resets to factory settings;

- disablet do not responddisabled);

-resetonly T only reset.

T /enable

5.6 Password parameters configuration commands

This set of commands is used to specify the minimum complexity and lifetime for the password.

Global configuration mode commands

Command line prompt in the globebnfiguration mode is as follows:
console(config)#

Table491 System management commands in the global configuration mode

Command Value/Default value Action
passwords agingge Set the lifetime opasswords. When this period expires, you will
) be asked to change the password. A value of 0 indicates that th
age: (0..365)/180 days lifetime of passwords is not set.

no password aging Restore the default value.
passwords complexity ena- Enable the password formagstriction.
ble
- T /off - —
no passwords complexity Disable the password format restriction.
enable
passwords complexity Enable a restriction specifying the minimum number of charac-
YAy nOtalue 4 S a ter classes (lowercase letters, uppercase lettatsnbers, sym-
value: (0..4)/3 bols).
no passwords complexity Restore the default value.
YAynOtfl 4a8a
passwords complexity Enable a restriction on the minimum password length.
YAyt e u K - value: (0..64)/8
no passwords complexity Restore the defaulvalue.
YAynt Sy3aidK
passwords complexity Enable a limit setting the maximum number of consecutive re-

2 T NBder i eated characters in a new password.
y : number: (0..16)/3 -2 P
no password complexity Restore the default value.
y2ruNB LIS G
passwords complexity Prohibit using the old password as a new one when changing th
20 mOdzNNB vy .
Yy 2 0 mOdzNNB )fljl ¢ Jenabled passworgl _
no passwords complexity Allow using the old password when changing.
y2inOdzNNB Yy i
passwords complexity not Prohibit the use of a username as a password.
ndza SNY I YS - © Jenabled
no passwords complexity Allow the username to be used as a password.

not-mdzd SNy I Y$§

Table501 Systemmanagement commands in the pitiged EXEC mode

Command Value/Default value Action
show passwords configuration T Showinformation on password restrictions.

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series 87



HELTEX

5.7 File operations

5.7.1 Command parameters description

File operatim commands us&/RL addresses as arguments &rfprm operations on files. For
description of keywords used in operations see Tallle

Table511 Keywords and their description

Keyword Description
flash:/ §our9e or destinatioQ agdre§s for noolatile memory. NoAn/voIatiIeme'mory is u'sed py dgfault if
' U0KS | w[ FTRRNXaa Aa RSTAYSR ¢gAUK2dzu UKS LI
running-config Current configuration file.
mirror-config Copy of the running configuration file.
startup-config Initial configuratiorfile.
active-image Active image file.
inactive-image Inactive image file.
Source or destination address for the TFTP server.
Syntaxtftp://host/[directory/] filename.
tftp:// - hostt IPv4 address or device network name;
- directoryt directory;
- filenamet file name.
Source or destination address for the SSH server.
Syntaxscp://[username[:password]@]host/[directory/] filename
-usernamer username;
scp:// - passwordt user password;
- hostt IPv4 address or device network name;
- directoryt directory;
- filenamet file name.
Source or destination address for the SSH server.
Syntaxsftp://[username[:password]@]host/[directory/] filename
-usernamer username;
sftp:// - passwordr user password;
-hostt IPv4 address or device network name;
- directoryt directory;
- filenamet file name.
logging Command history file.
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5.7.2 File operation commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table521 File operation commands in the Privileged EXEC mode

Command Meaning/ Action
Default value

copysource_urbestination_url Copy the file from the source location to the destination locatio

[exclude | includeencrypted | - source_urk  source location of the file to copy;

Ay Of dZRSTLI F Ay G SE( - destination_urlt  destination location the file to be copied to.
The following options are available only for copying from the
configuration file:

- excludet do not include security information into the output
file;
-include-encryptedt include security information in the output
source_url: file in encrypted form;
(1..160) - include-plaintext T include security information in the output
characters; | file in unencrypte form.
copysource_urNXzy y Ay Am0O2 destination_url: Copy the configuration file from the server to the current
(1..160) configuration.
- - characters; - -

copy runningconfig Save the current configuration on the server.

destination_urf[exclude | include - excludet exclude information about keys, passwords, etc. frg

SYONBLIWISR p AyOfad the copied data.

-include-encryptedt save data on keys and passwords in
encrypted form;

- include-plaintext T save data on keys and passwords in
unencrypted form.

copy startupconfigdestination_url Save the initial configuration on the server.

copy runningdD2 y ¥A 3 aidlt N T Save the current configuration to the original one.

copy runningconfigfile T Save the current configuration to the specified backup
configuration file.

copy startupconfigfile T Save the initial configuration to the specified backup
configuration file.

boot configsource_url T Copy the configuration file from the server to the initial
configuration file.

dir [flash:path | dir_namg T Show a list ofiles in the specified directory.

more {flashfiley & 4 I NI dzLJnt Show the contents of the file.

Nbzy y Ay3anmO2y FAF u - startup-configt show the content of the initial configuration

FOUAGSTAYIAS p Ay file;

logging | file} - running-configt show the content of the current configuration
file;

-flash: T show files from the flash memory of the device;
file: (1..160) - mirror-copfigr_ show the current configuration file content
characters from th? mirror, . . . .
- activeiimaget show the current firmware image file version.
- inactive-imaget show the current inactive firmware image filg
version.
-loggingt show the log file content.
-filet file name.
I Files are displayed in ASCII format.
.o

delete url T Delete the file.

delete startup-config T Delete the initial configuration file.

boot systemsource_url T Copy the software file from the server to an inactive memory a
instead of the backup software.

boot system inactiveimage T Download from arinactive software image.
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show {startup-config | running- gi_port: Show the contents of the initial (startegonfig) or current
config} [brief | detailed | (1..8/0/1..48); (runningconfig) configuration file.
interfaces {gigabitethernegi_port te_port: - interfacest configuration of the switch interfacas physical
| tengigabitethernet te_port| (1..8/0/1..24); interfaces, interface groups (pedhannel), VLAN interfaces, oob)
fortygigabitethernetfo_port| oob fo_port: ports, loopback interfacdunnels.
| port -channelgroup| vlan (1..8/0/1..4) The following options are available when showing the current
vlan_id| tunnel tunnel_id| group: (1..48); | configuration:
loopbackloopback_id] vlan_id: - brief T show configuration without binary data, for example,
(1..4094); SSH and SSL keys;
tunnel_id: - detailedt show configuration with binary data.
(1..16);
loopback_id:

(1..64)

show bootvar . Show the active systesoftware file that the device loads at
startup.
write [memory] T Save the current configuration to the original configuration file.
boot licensesource_url T Upload the license file to the device.
delete license {ord] T Delete all installed licenddes from the device.
-wordt the name of the license file to be deleted.

renameurl new_url url, new_url: Change the file name.

(1..160) -url T current file name;

characters -newurl T new file name.

The TFTP server cannot be the source addeggsdestination address for the same copy com-

e mand.

Example use of commands

A Delete thetestfile from the nonvolatile memory:

console# delete

flash:test
Delete flash:test? [confirm]

Command execution result: after confirmation the file will be deleted.

It is possible to view the configuration for the current location for the following configuration modes:

A vlan database

A interface {gigabitethernet

fortygigabitethernet

loopback_id

A interface range {gigabitethernet

| fortygigabitethernet

gi_port | tengigabitethernet te_port |
fo_port |port -channel group |loopback
vlan_id [ip ip_addr }
gi_port | tengigabitethernet te_port
fo_port | port -channel group |vlan  vlan_id }

Table53t Commands for viewing the configuration from tberrent location

Command

Value/Default value

Action

show

T

Show the settings for the current configuration mode.
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5.7.3 Configuration backup commands

This section describes the commands intended for setting up configuration backup by timer or when
saving thecurrent configuration on a flash drive.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Table541 System management commands in the global configuration mode

Command Value/Default value Action
backup serveserver Specify server that will be used for configuration backup.
sever: (1.22) | ¢'ks” s GNRY3 F2NXNFG A& COFaLIYVK
characters
no backup server Delete the server for backup.
backup pattpath Specify the file location path on the server and the file prefix.
path: (1..128) When saving, the current date and time will be added to the
characters prefix in the format yyyymmddhhmmss.
no backup path Delete backup paths.
backup history enable © Joff Enable backup history saving.
no backup history enable Disable backup history saving.
backup timeperiodtimer timer- S_pecify the time period for automatic creatiofithe configura-
: tion backup.

(1..35791394)/720 min

Restore the default value.
Enable automatic configuration backup.

no backup timeperiod
backup auto

T /off

no backup auto Set the default value.
backup writememory Enable configuration backup when a user sax@siguration to
T /off flash storage.

no backup writememory Set the default value.
backup reachabilitgheck Enable sending an empty packet to check for the presence of
tftp TFTP server (default value).

— T /enabled - -
no backup reachability Disable sending an empty packet to check for the presence of
check tftp TFTP server.

Table551 Systemmanagement commands in the ptieged EXEC mode

Command Value/Default value Action
show backup T Show information about configuratioackup settings.
show backup history T Show the history of configurations successfully saved to the se
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5.7.4 Automatic update and configuration commands

Automatic update

The switch starts an automatic DHB#sed update process if it is enabled and tiagne of the text file
(DHCP option 43, 125) containing the name of the firmware image was provided by the DHCP server.

The automatic update process consists of the following steps:

1. The switch downloads a text file and reads from it the name of the firmivaage file stored on
the TFTP server;

2. The switch downloads the first block (512 bytes) of the firmware image from the TFTP server
where the firmware version is stored;

3. The switch compares the version of the firmware image file obtained from the TFTP wéfve
the version of the active switch firmware image. If they are different, the switch downloads the
firmware image from the TFTP server instead of the inactive switch firmware image and makes
this image active;

4. When the firmware image download is fihid, the switch restarts.

Automatic configuration

The switch starts an automatic DHB&sed configuration process, if the following conditions are met:
- automatic configuring is allowed in the configuration;

- DHCP server reply contains the TFTP server IRslDHCP Option 66) and configuration file
name (DHCP Option 67) in ASCII format.

The resulting configuration file is loaded into the initial (startup) configuration. After the
e configuration is loaded, the switch is rebooted.

Global configuratioomode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Table561 System management commands in the global configuration mode

Command Value/Default value Action
boot host auto-config Enable automatic DH@&¥sed configuration.
- T /enabled - - " -
no boot host auteconfig Disable automatic DHE&#ased configuration.
boot host autoupdate Enable automatic DH@#sed firmware update.
T /enabled - - "
no boot host autoupdate Disable automati©HCFbased firmware update.
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Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:
console#

Table571 Systemmanagement commands in the pieged EXEC mode

Command Value/Default value Action
show boot T View automatic update and configuration settings.

A ISC DHCP Server configuration example:

option image - filename code 125 ={
unsigned integer 32, #enterprise - number. The manufacturer's ID, always equal to
35265(Eltex)
unsigned integer 8, #data - len. The length of all option data. Equals to the length
of the string sub -
option - data + 2.

unsigned integer 8, #sub - option - code. Suboption code, always equal to 1.

unsign ed integer 8, #sub -option -len. Sub - option - data string length

text #sub - option - data. Name of the text file, that contains firmware

image name

3

host mes2124 - test{
hardware ethernet a8:f9:4b:85:a2:00; #mac a ddress of the switch
filename "mesXXX - test.cfg"; #switch configuration name
optionimage - filename 35265 18 1 16 "mesXXX - 401.ros"; #name of the text

file containing the name of the
firmware image

next - server 192.168.1.3; #TFTP server IP address
fixed -address 192.168.1.36; #switch IP address
}
5.8 System time configuration
V By default,automatic switching to daylight saving time is performed according to US anc
European standards. Any date and time for daylight saving time and back can be setin t
configuration.

Privileged EXEC mode commands

Command line prompt in the Privileged EXicle is as follows:

console#

Table581 System time configuration commands in Privileged EXEC mode

Command Value/Default value Action
clock sethh:mm:ss day hh: (0..23); Manual system time setting (this command is available for
month year mm: (0..59); privileged users only).
clock sethh:mm:ss month ss: (0..59); -hht hours,mmt minutes,sst seconds;
day year day: (1..31); -dayt day;montht month;yeart year.
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration

Show SNTP configuration.

show sntp status

Show SNTP protocol status.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table591 System time configuration commands in the EXEC mode

Command

Value/Default value

Action

show clock

show clock detail

T

Show the system time and date.

Show timezone and daylight saving settings.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table601 List of system time configuration commands in the global configuration mode

Command

Value/Default value

Action

clock source {sntp | ntp |
browser}

T /external source is

Use an external source to set the system time.

no clock source {sntp | ntp not used Prohibit the use of an external source to set the system time.

| browser}

clock timezonezone zone: (1..4) Set the time zone value.

hours_offse{minutes characters/no area | -zonet abbreviation of the phrase it replaces (zone descriptio
minutes_offseft description; - hoursoffsett hour offset from the UTC zero meridian;

no clock timezone

hours_offset:
OTTMH®PDbM™
minutes_offset:

- minutesoffsett minute offset from the UTC zero meridian.

Set the default value.

(0..59)/0;
clock summeitime zone . Set the date and time for automatic switching to daylight saving
zone: (1..4) . : -
date date month year characters/ino area time and returning back (for specific year).
hh:mm date month year S Zone description is specified first, DST start timsecond, and
hh:mm{[offsef] description; DST end time third
- date: (1..31); :

clock summeitime zone
date month date year
hh:mm month date year
hh:mm{[offsef

month: (Jan..Dec);
year:(2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (15);
day: (sun..sat);

-zonet abbreviation of the phrase it replaces (zone descriptio
-datet day;

-montht month;

-yeart year;

-hht hours,mmTt minutes;

- offsett number of minutes added for switching to daylight
saving time.
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clock summettime zone

recurring {usa | eu | {first |

last | weeld day month
hh:mm{first | last | weel

offset: (1..1440)/60
minutes;
By default, switching
to daylight saving time

Set the date and time for annual automatic switching to dayligh
saving time and returning back.

-zonet abbreviation of the phrase it replaces (zone descriptio
-usat set the daylight saving rules used in the USA (daylight

day month hh:mrh[offsef] is disabled saving starts on the second Sunday of March and ends on the
Sunday of November, at 2am local time);
-eut setthe daylight saving rules used in EU (daylight saving
starts on the last Sunday March and ends on the last Sunday g
October, at 1am GMT);
-hht hours,mm1 minutes;
-weekt week of month;
- day¢ day of the week;
-montht month;
- offsett number of minutes added for daylight saving change.
no clock summeitime Disableautomatic daylight saving time.
sntp authenticationkey number: Set the authentication key for SNTP protocol.
numbermd5value (1..4294967295); -numbert key number;
encrypted sntp authentica- value: (1..32) -valuet key value;
i A 2 ynuhb8réind5value characters; - encryptedt set the key value in the encrypted form.
no sntp authenticatiorkey By default, Delete the authentication key for SNTP protocol.
number authentication is
disabled
sntp authenticate -/authentication is not | Require authentication to receive information from NTP servers
no sntp authenticate required Set the default value.

sntp sourceinterface {for-
tygigabitethernetfo_port|
tengigabitethernette_port
| gigabitEthernetgi_port|
loopbacklb_port| tunnel
tn_port| port -channel
group| oob | vlan vlan_id

no sntp sourceinterface

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/disabled

Define the source IP interface for IPv4 NTP packets.

Set the default value.

sntp sourceinterface-ipvé
{fortygigabitethernet
fo_port| tengigabitether-
nette_port| gigabitEther-
net gi_port| loopback
Ib_port| tunnel tn_port|
port-channelgroup| oob

| vlan vlan_id

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

Define the IPv6 source interface for IPv6 NTP packets.

no sntp sourcenterface- /disabled Set the default value.
ipv6
sntp sourceport udp_port Set the SRC UDP port for NTP packets.
udp_port: When using UDP ports from the range 11024, first

no sntp sourceport

(1..65535)/random
port is used by default

V make sure that this port is free and not used by other
services. Port 50000 is the default port for the ipaddr
peer detectionfunctionality.

Set the default value.

sntp trusted-key key_num-

ber

no sntp trustedkey
key_number

key_number:
(1..4294967295);
By default,
authentication is
disabled

Require authorization of the system that is used for
synchronization via SNTP by the specifeg.
- key _numbern key number.

Set the default value.

sntp broadcast client ena-

ble {both | ipv4 | ipv6}

no sntp broadcast client en-

able

T /prohibited

Allow operation of broadcast SNTP clients.

Set the default value.

sntp anycast client enable

{both | ipv4 | ipv6}

no sntp anycast client ena-

ble

T /prohibited

Allow operation of SNTP clients that support packet transmissi
to the nearest device in a group of receivers.

Set the default value.
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sntp client poll timersec-
onds

no sntp client poll timer

seconds:
ocnXycnnn

Set the polling time for the SNTP server.

Set the default value.

sntp client enable {fortygi-
gabitethernetfo_port|
tengigabitethernette_port
| port -channelgroup| oob
| vlan vlan_id

no sntp client enable {for-
tygigabitethernetfo_port|
tengigabitethernette_port
| port -channelgroup| oob
| vlan vlan_id

fo_port: (1..4);
te_port: (1..24);
group: (1..48);
vlan_id (1..4094)
/prohibited

Allow the operation of SNTP clients that support packet
transmission to the nearest device in a group of receivers, as W
as broadcast SNTP clients for the selected interfa

- for the detailed interface configuration, see Interface
Configuration section.

Set the default value.

sntp unicast clienienable

no sntp unicast client ena-
ble

T /prohibited

Allow operation of unicast SNTP clients.

Set the default value.

sntp unicast client poll

no sntp unicast client poll

T /prohibited

Allow sequential polling of the specified unicast SNTP servers.

Set thedefault value.

sntp server {pv4_addres$
ipv6_address$ ipv6_link_lo-
cal_address%vlan {integer}
| ch {integer}) isatap {inte-
ger}| {physi-
cal_port_name}| host-
name} [poll] [priority prior-
ity] [key keyid

no sntp server pv4_ad-
dress| ipv6_addres$
ipv6_link_local_ad-
dressY%vlan {integer} ch
{integer}| isatap {integer}
{physical_port_namé}
hostnamé

priority: (0..255)/0
hostname: (1..158)
characters;
keyid: (1..4294967295

Set the SNTP server address.

- priority T server priority: if the stratum values are equal, time
synchronization will be performed with the server with the highg
priority value;

-ipv4_address network node IPv4 addres

-ipv6_address network node IPv6 address;

-ipv6zaddresst network IPv6z address for ping.

Adress formatpv6_link_local_addre&éinterface_name
ipv6_link_local_address local IPv6 address of the channel;
interface_name outgoing interface name, specified in the
following format:vlan {integer} ch {integer} isatap {integer}
{physical_port_name}

-hostnamet domain name of the network node;

- poll ¢ enable polling;

- keyidt key identifier.

Remove a server from the list of NTP servers.

clock dhcp timezone

no clock dhcp timezone

T /prohibited

Allow getting time zone andaylight saving time from the DHCP
server.

Prohibit getting time zone and daylight saving time from the DH
server.
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Interface configuration mode commands

Command line prompt in the interface configuration mode is as follows:

console(config -if#

Table6lt List of system time configuration commands in the interface configuration mode

Command Value/Default value Action
sntp client enable Allow operation of SNTP client that supports padkahsmission
to the nearest device in a group of receivers, as well as broadc
T /prohibited SNTP client for the selected interface (Ethernet, mbrannel,
VLAN).
no sntp client enable Set the default value.

Command execution examples

A Show the system time, datend timezone data:

console# show clock detail

15:29:08 PDT(UTC - 7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC -8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

Synchronization status is indicated by the additional character before the time value.

Example:

*15:29:08 PDT(UTC - 7) Jun 17 2009

The following symbols are used:

- The dot (.) means that the time is valid, but there is no synchronization with the SNTP server
- No symbol means that the time is valid and time is synchronized.
- An asterisk (*) means that the time is not valid.

A Set the date and time on the system clock: March 7, 2009, 13:32.

console# clock set 13:32:00 7 Mar 2009
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A Show SNTP status:

console# show snt p status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server :10.10.10.1
Source : Static
Stratum 03
Status L up
Last Response :10:37:38.0 UTC Jun 22 2016
Offset :1040.1794181 mSec
Delay :0 mSec

Anycast server:

Broadcast:

In the example above, the system time is synchronized with server 10.10.10.1, the last response is
received at 10:37:38; system time mismatch with the setiree is equal to 1.04econds.

59 / 2y FA 3 dzNWRHYYH QI AAWSI SN F £ &

Time range configuration mode commands

console# configure
console(config)# time -range range_name , where

range_namer character (1...32) time interval identifier
console(config -time -range)#

Table62 1 List of time range configuration commands

Command

Value/Default value

Action

absolute {end | starthh:mm
date month year
no absolute {end | start}

hh: (0..23);
mm: (0..59);
date: (1..31);

month: (jan..dec);
year: (2000..2097);

Set thebeginning and/or end of the time range in the format:
hour: minute, day, month, year.

Delete time range.

periodic listhh:mmto hh:mm
{all | weekday

no periodic lishh:mmto
hh:mm{all | weekday

hh: (0..23);
mm: (0..59);
6SS1RFHEY 6

Set the time range within onday of the week or each day of the
week.

Delete time range.

periodic weekday hh:mnio
weekday hh:mm

no periodicweekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
6SSTRIFEY o

Set a time range within a week.

Delete time range.
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5.10 Interfaces and VLAN configuration

5.10.1 Parameters of Ethernet interfaces, Pe@thannel and Loopback interfaces

Interface configuration mode commands (interface range)

console#  configure
console(config)#

te_port | fortygigabitethernet
{é} |loopback loopback_id }

console(config - if#

interface {gigabitethernet gi_port | tengigabitethernet
fo_port | oob | port - channel group |range

This mode is available from the configuration mode and designed for cortiguraf interface

parameters (switch port or port group operating in the load distribution mode) or the interface range

parameters.

The interface is selected using the following commands:

For MES5324

Table631 Interface selection commands for MES5324

Command

Purpose

interface fortygigabitethernetfo_port

40G interfaces configuration

interface tengigabitethernette_port

10G interfaces configuration

interface gigabitethernetgi_port

1G interfacesonfiguration

interface portchannelgroup

channel groups configuration

interface oob

management interface configuration

interface loopbacKoopback_id

virtual interfaces configuration

where;

groupt sequential number of a group, total numbaccordingo the Table9 ("LAG" row);

fo_portt sequential number of a 40G interface specified as: 1..8/0/1..4;

fo_portt sequential nber of 40G interface specified as: 1..8/0/1..24;

gi_portt sequential number of 1G interface specified as: 1..8/0/1;

loopback_idt the ordinal numter of the virtual interfacetotal number according to the Tabk
("Virtual Loopback interfaces" row).

For MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324

Table64 1 List of interface selection commands for MES3324F, MES3324, MES2324, MES2324B, MES2324
MES2324P ACW, MES2324F, MES2324FB

Command Purpose

interface tengigabitethernette_port

10G interfaces configuration

interface gigabitethernetgi_port

1Ginterfaces configuration

interface portchannelgroup

channel groups configuration

interface oob

management interface configuration (management interface is
not present on all switches)

interface loopbackoopback_id

virtual interfaces configuration

where:

groupt sequential number of a group, total number accimigito theTable9 ("LAG" row);
te_portt sequential number of 10G interface specified as: 1..8/0/1.. 4;

gi_portt sequential number of 1G interface specified as: 1..8/0/1..24;

loopback_idt the ordinal numbe of the virtual interfacetotal number according to the Table
("Virtual Loopback interfaces” row).
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For MES2348B, MES3348 and MES3348F

Table651 List of interface selection commands for MES2348B, MES3348 and MES3348F

Command

Purpose

interface tengigabitethernette_port

10G interfaces configuration

interface gigabitethernetgi_port

1G interfaces configuration

interface port-channelgroup

channel groups configuration

interface loopbackoopback_id

virtual interfaces configuration

where;

For MES3316F

groupt sequential number of a group, total numbaccording to theTable9 ("LAG" row);
te_portt sequential number of 10G interface specified as: 1..8/0/1.. 4;

gi_portt sequential number of 1G interface specified as: 1..8/0/1..48;

loopback_ids the serial numér of the virtual interface, total number according to theble9 ("Num-
ber of virtual Loopback interfacesiw).

Table661 List of interface selection commands for MES3316F

Command

Purpose

interface tengigabitethernette_port

10G interfaces configuration

interface gigabitethernetgi_port

1G interfaces configuration

interface port-channelgroup

channel groups configuration

interface oob

management interface configuration (managementerface is
not present on all switches)

interface loopbacKoopback_id

virtual interfaces configuration

where:

For MES3308F

groupt sequential number of a group, total numbaccording to the dble9 ("LAG" row);
te_portt sequential number of 10G interface specified as: 1..8/0/1.. 4;

gi_portt the ordinal number of 1G interface specified as: 1..8/0/1..16;

loopback_idt the ordinal numbe of the virtual interfacetotal number according to the Tabke
("Virtual Loopback interfaces" row).

Table67 1 List of interface selection commands for MES3308F

Command

Purpose

interface tengigabitethernette_port

10G interfaces configuration

interface gigabitethernetgi_port

1G interfaces configuration

interface port-channelgroup

channel groupsonfiguration

interface oob

management interface configuration (management interface is
not present on all switches)

interface loopbackoopback_id

virtual interfaces configuration

where:

groupt sequential number of a group, total numbaccording tahe Table9 ("LAG" row);

te_portt sequential number of 10G interface specified as: 1..8/0/1.. 4;

gi_portt sequential number of 1G interface specified as: 1..8/0/1..8;

loopback_idt the ordinal number of the virtual interface, totaumber according to the Table
("Virtual Loopback interfaces" row).
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For MES2328|

Table68t Interface selection commands for MES2328|

Command

Purpose

interface tengigabitethernette_port

10G interfaces configuration

interface gigabitethernetgi_port

1G interfaces configuration

interface portchannelgroup

channel groups configuration

interface oob

management interface configuration (management interface is
not present on all switches)

interface loopbackoopback_id

virtual interfaces configuration

where;

T groupt sequential number ba group, total number according to thafle9 ("LAG" row);

gi_portt the ordinal number of the 1G interface, set as: 1..8/(Z8;
loopback_idt the ordinal numbe of the virtual interfacefotal number according to the Tabk
("Virtual Loopback interfaces" row).

For MES2308 and E52308P

Table691 List of interface selection commands for MES2308, 2308P

Command

Purpose

interface gigabitethernetgi_port

1G interfaces configuration

interface portchannelgroup

channel groups configuration

interface loopbackoopback_id

virtual interfaces configuration

where;:

T groupt sequential number of a group, tal number according to theable9 ("LAG" row);
T gi_portt sequential number of 1G interface specified as: 1..8/0/1..12;
T loopback_idt the ordinal numbe of the virtual interfacetotal number according to the Tab

("Virtual Loopback interfaces" row).

For MES2308R

Table701 List of interface selection commands for MES2308R

Command

Purpose

interface gigabitethernetgi_port

1Ginterfaces configuration

interface portchannelgroup

channel groups configuration

interface loopbackoopback_id

virtual interfaces configuration

where:

T groupt sequential number of a group, total numbaccording to the dble9 ("LAG" row);
i gi_portt sequential number of 1G interface specified as: 1..8/0/1..10;
T loopback_idt the ordinal numbe of the virtual interfacetotal number according to th&able9

("Virtual Loopback interfaces" row).

For MES3508 and MES3508P

Table71t List of interface selection commands for MES3508 and MES3508P

Command

Purpose

interface gigabitethernetgi_port

1G interfaces configuration

interface portchannelgroup

channel groups configuration

interface loopbackoopback_id

virtual interfaces configuration
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where:

T groupt sequential number of a group, total numbaccording to the dble9 ("LAG" row);

i gi_portt sequential number of 1G interface specified as: 1/0/1..10;

T loopback_idt the ordinal numbe of the virtual interfacetotal number according to the Tab
("Virtual Loopback interfaces" row).

For MES3510P

Table721 Interface selection commands for MES3510P

Command Purpose
interface gigabitethernetgi_port 1Ginterfaces configuration
interface port-channelgroup channel groups configuration
interface loopbackoopback_id virtual interfaces configuration

where:

T groupt sequential number of a group, total numbaccording to the dble9 ("LAG" row);

T gi_portt sequential number of 1G interface specified as: 1/0/1..12;

T loopback_idt the ordinal number of the virtual interface, tal number according to the Tab&
("Virtual Loopback interfaces" row).

Interface entry

1..8/0/1..N

number d the stack unit slot number interface number

The commands entered in the interface configuration mode are applied to the selected interface.

The commands for entering configuration mode of the 1Bthernet interface (for MES5324) located
on the first stack unit and for entering the configuration mode of channel group 1 are given below.

console#  configure

console(config)# interface tengigabitethernet 1/0/10
console(config - iN#

console#  configure

console(config)# interface port - channel 1
console(config - if)#

The interface range is selected by the following commands:

T interface range fortygigabitetherneportlist 1 to configure the range of fortygigabitether-
net interfaces;

T interface range tengigabitdiernet portlist T to configure the range of tengigabitethernet
interfaces;

T interface range gigabitetherneportlist T to configure the range of gigabitethernet inter-
faces;

T interface range porichannelgrouplistt to configure the range of port groups.

Commands entered in this mode are applied to the selected interface range.
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Below are the commands to enter the configuration mode of the Ethernet interface range from 1 to 10
(for MES5324) and to enter the configuration mode of all port groups.

console# configure
console(config)#
console(config

interface range tengigabitethernet 1/0/1 -10

-if#

console# configure
console(config)#
console(config

interface range port - channel 1-8

-ify#

Table73t Ethernet and PorChannel interface configuration mode commands

Command

Value/Default value

Action

shutdown

no shutdown

T /enabled

Disable the current interface (Ethernet, parthannel).

Enable the current interface.

descriptiondescr

descr: (1..64)

Add interface description (Ethernet, pechannel).

no description ngsi?itp?triz/: © Remove interface description.

speedmode mode: (10, 100, 1000,| Set data transfer rate (Ethernet).

no speed 10000) Set the default value.

duplexmode Specify interface duplex mode (fduplex connection, haifluplex
mode: (full, half)/full | connection, Ethernet).

no duplex Set the default value.

unidirectional sendonly

T /off

no unidirectional

Switch the port equipped with bidirectional transceivers to
unidirectionaltransmission mode.

V' Only for MES3508, MES3508P.

Set the default value.

negotiation [capl
WOl LH XOF Lp 86

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

no negotiation

Enable autonegotiation of speed and duplex on the configurabl
interface. You cadefine specific compatibilities for the
autonegotiation parameter; if these parameters are not defined
all compatibilities are supported (Ethernet, parhannel).

Disable autonegotiation of speed and duplex on the configurab)
interface.

negotiation bypass

no negotiation bypass

T /enabled

Disable autonegotiation bypass if the opposite side does not
respond.

Enable autonegotiation bypass if the opposite side does not
respond.

flowcontrol mode

mode: (on, off,

Specify the flowcontrol mode (enable, disable or
autonegotiation). Flowcontrol autonegotiation works only when
negotiation mode is enabled on the interface (Ethernet, port

auto)/off channel).
no flowcontrol Disable flow control mode.
backpressure Enable the "backressure" function on the configurable interface
. Ethernet).
T /disabled ( )

no backpressure

Disable the "back pressure" function on the configurable
interface.

load-averageperiod

period: (5..300)/15

no load-average

Specify the period during which the interface utilizatiiatistics
is collected.
V At the same time, the interval for calculating

counters does not change.
Set the default value.
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mediatype {forcefiber |
force-copper | prefer-fiber}
[auto-failover]

no mediatype

T /prefer-fiber

Select the combo port typas the main carrier.

- force-fiber-only the optical part of the combo port is allowed to
operate;

-force-coppert only the copper part of the combo port is
allowed to operate;

-prefer-fiber T fiber link preference.

Set the default value.

mtu size Set the maximum transmission uff1TU) value

V The MTU setting is not applicable for transit traffic.

size: (128..1500)/1500| =¥
bytes V The setting is applied after the device is restarted.
no mtu Set the default value.
snmp trap linkstatus Enable sending SNMP trap messages about the status of inter
T /enabled links.
no snmp trap linkstatus Disable sending SNMP trap messages.
hardware profile portmode Switch the mode of XL&IL G4 ports.
{1x40g | 4x10g} V The command is only available for fortygigabitethernet
T /1x409g ports of MES5324.

V‘ The setting is applied after the device is restarted.

feccl74 Enable the cl74 direct error correction mode on the configurabl
interface (XLGKLG4).
V‘ The command is only available for fortygigabitethernet
1 /disabled ports of MES5324.

V The command is not available for stack links.
fec off Disable the direct error correction mode.
ip tcp adjustmssvalue Assign the TCP Maximwagment size to the physical Ethernet

interface.
value:

no ip tcp adjustmss

(500..1460)/1460 bytes

' It is used if there is an IP address on the interface.

Set the default value.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table74t Ethernet and PorChannel interface general configuration mode commands

Command

Value/Default value

Action

port jumbo-frame

no port jumbo-frame

T /prohibited

Allow the switch to work witjumbo frames.
V‘ The default value for the maximum transmission unit
(MTU) is 1500 bytes.

Configuration changes will take effect after the switch
V restarted.

V The maximum transmission uni{MTU) value when
configuring port jumbaoframe is 10240 bytes.

Prohibit the switch from working with jumbo frames.
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errdisable recovery cause
{all | loopack-detection |
port-security | dotlx-src
address | acldeny | stp-
bpdu-guard | stp-loopback
guard | unidirectionatlink
| storm-control | link-
flapping| 12pt -guard | pvst
| vpe }

no errdisable recovery
cause {all |

L32 NI ma S OdzNR G &
R2UMETANDTI RRN
I Ot tRSye p &L
&0 LInf 2duardd| bdbi]
storm-control |

fAY I FELF LAY Y

T /prohibited

Enable automatic interface activation after it is disabled in the
following cases:

- loopbackdetection ¢ loopback detection;

- port-security ¢security breach for port security;

- dotlx-srcaddresst MAC based user authentication failed;
-ackdenyt non-compliance with access lists (ACL);

- stp-bpdu-guard¢ BPDU Guard activation (unauthorized BPDU
packet transmission on the interface);

- stp-loopbackguard¢ loopback detection using STP;

-udldt enable UDLD protection;

- storm-control-protection against "storm" for various types of
traffic;

- link-flapping;

- I2pt-guardt exceeding the number of incoming packets of th¢
L2PT function;

-pvstd PVST protocol errors;
-vpct VPC protocol errors.

Set the default value.

errdisable recovery interval
seconds

no errdisable recovery
interval

seconds:
(30..86400)/300
seconds

Set the time interval for automatically +nabling the interface.

Set the default value.

default interface [range]
{gigabitethernetgi_port |
fastethernetfa_port |

LJ2 NI T Gyfolipy' v S ¢

loopbackioopback_id

gi_port: (1..8/0/1..28);

fa_port: (1..8/0/1..24);
group: (1..48);

loopback_id: (1..64)

Reset the interface settings or groups of interfaces to the defau
values.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table751 EXEC mode commands

Command

Value/Default value

Action

clear counters

T

Reset statistics for all interfaces.

clear counters {oob | giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup| vlan
vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

Reset statistics for the interface.

set interface active {giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|

port-channelgroup}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Enable a port or a group of ports disabled by sheitdown
command.
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show interfaces {giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show summary information on status, configtion and port
statistics.

show interfaces configura-
tion {oob | gigabitethernet
gi_port| tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| port -
channelgroup| detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show interface configuration.

show interfaces status

Show the status for all interfaces.

show interfaces status {oob
| gigabitethernet gi_port|
tengigabitethernette_port

| fortygigabitethernet
fo_port| port -channel
group| detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show the status for Ethernet port or port group.

show interfaces advertise

Show autonegotiation parameters announced for all interfaces.

show interfaces advertise
{oob | gigabitethernet
gi_port| tengigabitether-
net te_port| fortygiga-
bitethernet fo_port| port -
channelgroup| detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show autonegotigion parameters announced for an Ethernet pg
or port group.

show interfaces description

Show descriptions for all interfaces.

show interfaces description
{oob | gigabitethernet
gi_port| tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| port -
channelgroup| detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show description for an Ethernet port or port group.

show interfaces counters

Show statistics for all interfaces.

show interfaces counters
{oob | gigabitethernet
gi_port| tengigabitether-
net te_port| fortygiga-
bitethernet fo_port| port -
channelgroup| vlan
vlan_id| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

Show statistics for an interface.

show interfaces utilization

Show all interfaces utilization statistics.

show interfaces utilization
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show Ethernet interface utilization statistics.

show interfaces mtu {giga-
bitethernet gi_port| tengiga-
bitethernet te_port| fortygiga-
bitethernet fo_port| port-
channelgroup| vlanvlan_id|
loopbackloopback_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopbackid: (1..64);
vlan_id: (1..4094)

Show the MTU setting for the interface.

show ports jumbeframe

Show jumbo frame settings for the switch.

show errdisable recovery

Show automatic port reactivation settings.

show errdisable interfaces
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show the reason for disabling the port or port group and
automatic activation status.
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portmode

show hardware profile

Show the mode of XL&4L G4 ports.
T V The command is only available for MES5324.

Command execution examples

A Show interface status:

console# show interfaces status
Flow Link Uptime Back

Mdix

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure

Mode Port Mode

g|1/0/1 1G - Copper -- -- - -~ Down -
Access

g|1/0/2 1G - Copper -- -- - --  Down - -
Access

g|1/0/3 1G - Copper -- -- - --  Down - -
Access

g|1/0/4 1G - Copper -- -- - --  Down - -
Access

g|1/0/5 1G - Copper -- -- - --  Down - -
Access

g|1/0/6 1G - Copper -- -- - --  Down - -
Access

g|1/0/7 1G - Copper -- -- - --  Down - -
Access

g|1/0/8 1G - Copper -- -- - --  Down - -
Access

gi1/0/9 1G- Copper -- -- - --  Down - -

- Access

g|1/0/10 1G - Copper -- -- -- -- Down - -

- Access

g|1/0/11 1G - Copper -- - -- -- Down - -

- Access

g|1/0/12 1G - Copper -- - -- -- Down - -

- Access

g|1/0/13 1G - Copper -- - -- -- Down - -

- Access

g|1/0/14 1G - Copper -- - -- -- Down - -

- Access

g|1/0/15 1G - Copper -- - -- -- Down - -

- Access

g|1/0/16 1G - Copper -- - -- -- Down - -

- Access

g|1/0/17 1G - Copper -- - -- -- Down - -

- Access

g|1/0/18 1G - Copper -- - -- -- Down - -

- Access

g|1/0/19 1G - Copper -- -- -- -- Down - -

- Access

g|1/0/20 1G - Copper -- -- -- -- Down - -

- Access

g|1/0/21 1G - Copper -- -- -- -- Down - -

- Access

g|1/0/22 1G - Copper -- -- -- -- Down - -

- Access

g|1/0/23 1G - Copper -- -- -- -- Down - -

- Access

g|1/0/24 1G - Copper -- -- -- -- Down - -

-- Access
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te1/0/1 10G - Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off  Trunk
te1/0/2 10G - Fiber Full 10000 D isabled Off Up 00,04:37:10 Disabled
Off  Trunk
te1/0/3 10G - Fiber -- -- -- -- Down - --
-- Access
tel/0/4 10G - Fiber -- -- - -~ Down - --
- Access
Flow Link
Ch Type Duplex Speed Neg control State
Pol -- -- -- -- -- Not Present
Po2 - - - - -- Not Present
Po3 - - - - - Not Present
Po4 - - - - -- Not Present
Po5 -- -- -- -- -- Not Present
Po6 - - - - -- Not Present
Po7 -- -- -- -- -- Not Present
Po8 - - - -- - Not Present
Po9 - - - - - Not Present
Po10 - - - -- - Not Present
Pol1l -- -- -- -- -- Not Present
Po12 - - - -- - Not Present
Po13 - - - - - Not Present
Pol4 - - - -- - Not Present
Pol5 -- -- -- -- -- Not Present
Pol6 - -- -- -- - Not Present

A Show summary information about the status, configuration and statistics of the Ethernet port (traffic
classification statistics display mode):

console# show interfaces TengigabitEthernet 1/0/1

teng igabitethernet1/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, O hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
0 broadcasts, 0 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
0 packets output, 0 bytes sent
0 broadcasts, 0 multicasts
0 output errors, 0 collisions
0 excessive collisions, 0 late collision S
0 pause frames transmitted
0 symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
: 0/0
0/0
0/0
0/0
0/0
0/0
0/0

NPT WN
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A Show autonegotiation parameters:

console# show interfaces advertise

Port  Type Neg Preferred Operational Link Advertisement

te1/0/1 10G - Fiber Disabled -- --
tel/0/2 10G - Fiber Disabled -- --
te1/0/3 10G - Fib er Disabled -- --
tel/0/4 10G - Fiber Disabled -- --

fol/0/3 40G - Fiber Disabled -- --
fol/0/4 40G - Fiber Disabled -- --
gil/o/1 1G - Copper Enabled Slave --

Pol -- Enabled Slave --
Po2 -- Enabled Slave --
Po8 -- Enabled Slave -

Oob Type Neg Operational Link Advertisement

oob 1G - Copper Enabled 1000f, 100f, 100h, 10f, 10h

A Show interface statistics:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

te1/0/1 0 0 0 0

te1/0/2 0 0 0 0

tel1/0/3 0 0 0 0

te1/0/4 0 0 0 0

te1/0/5 0 0 0 0

te1/0/6 0 545 83 62186

tel/0/7 0 1424 216 164048

te1/0/8 0 0 0 0
te1/0/9 0 0 0 0

OO0OB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

eeeeeeeeeceeeeeeeceeceeeeeeeeceeeeeeeeceeeeeeeeceeeeeeeeeeeeeeeegeeecee

eeeeeeeeeceeeeeeeceeceeeeeeeeceeeeeeeeceeeeeeeeceeeeeeeeeeeeeeeegeeecee

tel/0/1 0 0 0 0

te1/0/2 0 0 0 0
eééééééééeeééedeééeeééeceéeeeeéeeeéeeeceéeeeeceeeeéecegecece

te1/0/5 0 0 0 0

te1/0/6 0 2 0 2176

tel/0/7 0 1 0 4160

te1/0/8 0 0 0 0
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A Show channel group 1 statistics:

console#  show interfaces counters port - channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets

Alignment Errors: 0

FCS Errors:

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: 0

Excessi ve Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O

A Show jumbo frame settings for the switch:

console# show ports jumbo - frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Table761 Description of counters

Counter Description
InOctets The number of bytes received.

InUcastPkts The number of unicast packets received.
InMcastPkts The number of multicagbackets received.

InBcastPkts The number of broadcast packets received.

OutOctets The number of bytes sent.
OutUcastPkts The number of unicast packets sent.
OutMcastPkts The number of multicast packets sent.
OutBcastPkts The number of broadcagtackets sent.

Alignment Errors

The number of received frames with broken integrity (with the number of bytes not
corresponding to the length) and failed checksum verification (FCS).

FCS Errors

The number of received frames with the number of bytes cqroesling to the
length, but not passed the checksum verification (FCS).

Single Collision
Frames

The number of frames involved in a single collision, but subsequently transmitted
successfully.

Multiple Collision
Frames

The number of frames involved in mattean one collision, but subsequently trans-
mitted successfully.

Deferred Transmis-
sions

The number of frames for which the first transmission attempt is delayed due to the
busy transmission medium.
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Late Collisions

The number of cases when collision is identified after transmitting the first 64 bytes
of the packet to the communication link (slotTime).

Excessive Collisions

The number of frames that were not transmitted due to an excessive number of co|
lisions.

Carrier Sense Errors

The number of cases when the carrier control state was lost or not approved when
trying to transmit a frame.

Oversize Packets

The number of received packets whose size exceeds the maximum allowed frame
size.

Internal MAC RXx Er-
rors

The number of frames that were not received successfully due to an internal recep
tion error at the MAC level.

Symbol Errors

For an interface operating in 100 Mbit/s modethe number of cases when there
was an invalid data symbol, while the correct camiers presented.

For an interface operating in 1000 Mbit/s hdlfiplex mode, the number of cases
when the reception facilities are busy for a time equal to or greater than the slot siz
(slotTime), and during which there was at least one event that caud¥st® indi-

cate a Data reception error or Carrier extend error on GMII.

For an interface operating in 1000 Mbit/s full duplex mode, the number of cases
when the reception facilities are busy for a time equal to or greater than the mini-
mum frame size (minFraeSize), and during which there was at least one event that
causes PHY to indicate a Data reception error on GMII.

Received Pause
Frames

The number of received control MAC frames with the PAUSE operation code.

Transmitted Pause
Frames

The number of transmitted control MAC frames with the PAUSE operation code.

5.10.2 Configuring VLAN and switching modes of interfaces

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table771 Global configuration mode commands

Command

Value/Default value

Action

vlan database

T

Enter the VLAN configuration mode.

vlan prohibit-internal-usage
{add VLANIist remove
VLANIist except VLANIist
none}

VLANIist(2..4094)

-addt add the specific VLAN IDs to the list of VLAN IDs prohik
ited for internal usage;

-removet delete specific VLAN IDs from the list of the prohib-
ited VLAN IDs;

- exceptt add all VLAN IDs, except VLAN IDs specified as p
rameters, to the Bt of VLAN IDs prohibited for internal usage;
-nonet clean the list of VLAN IDs prohibited for internal usage.

vlan mode {basic | tr101}

Enable the ability to add two VLAN IDs at once on the physics

T /basic . .
interface in customer mode.
vlan statisticsingress {low | Enable statistics collection for VLAN ranges:
high} -low 1 VLAN 12047;
T /off - hight VLAN 20481094.

no vlan statistics ingress
{low | high}

Disable statistics collection for the specified range.
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vlan tr101 map innevlan

c_vlan_idnterface {giga-

bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}

c_vlan_id: (1..4094);

fo_port: (1..8/0/1..4);

no vlan tr101 map inner
vlanc_vlan_idinterface {gi-
gabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernet
fo_port| port -channel

group}

group: (1..48)

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

Take two VLAN identifiersn a physical interface (in the cus-
tomer mode) based on both s_vlan_id and c_vlan_id. In this
case, the action is performed only for traffic coming from the
interface specified in this setting.
-c_vlan_idt an identification number of internal VLAN.
- interface T a list of interfaces for which this rule can be ap-
plied to incoming traffic. To define a VLAN number range, entel
values separated by commas or enter the starting and ending
It dzS§a aSLI NI-Q8R o0& | KeLKSy
I For this command to work, you need toonfigure the
H "vlan mode tr101" mode.
Remove the rule.

VLAN configuration mode commands

Commandine prompt in the VLAN configuration mode is as follows:

console#  configure
console(config)#
console(config

vlan database

- vlan)#

This mode is available in the global configuration mode and designed for VLAN parameters

configuration.

Table781 VLAN configuration mode commands

Command Value/Default value Action
vlan VLANIisfname VLANIist: (2..4094) | Add a single or multiple VLANSs.
VLAN_namg VLAN_name: (1..32)

no vianVLANlIist

characters

Remove a single onultiple VLANS.

map protocolprotocol[en-
capg protocols-group

group

protocol: (ip, ipx, ipv6,
arp, (0606ffff (hex)}*);
encaps: (ethernet,

no map protocolprotocol
[encap$

rfc1042, licOther);
ethernet group:
(1..2147483647);

Map the protocol to the associated protocol group.

Remove mapping.
* - protocol number (16 bit).

map macmac_address
{host | mask macsgroup

group

mask: (9..48)

no map maanac_address
{host | mask

Map a single or a range of MAC addresses to MAC address gr

Remove mapping.

VLAN interface (interface range) configuration mode commands

Command line prompt in the VLAN interface configuration mode is as follows:

console#  configure
console(config)#
console(config

This mode is available in the global configuration mode and designed for configuration of VLAN interface

interface {vlan

-if#

or VLAN interface range parameters.

vlan_id

| range vlan VLANIist }
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The interface is selected by the following command:
interface vlan vlan_id

The interface ranges selected by the following command:
interface range vilan VLANIist

Below the commands for entering the configuration mode of the VLAN 1 interface and for entering in
the configuration mode of VLAN 1, 3, 7 group are given.

console#  configure
console(confi g)# interface vlan 1

console(config - if#

console#  configure

console(config)# interface range vlan 1,3,7
console(config - if#

Table791 VLAN configuration mode commands

Command Value/Default value Action
namename name: (1..32) Add a VLAN name.
no name characters/name Set the default value.

matches VLAN number

ip tcp adjustmss value Assign the TCP Maximum segment size to the VLAN interface.

value: Itis used if there is an IP address on the interface.
(500..460)/1460 1
bytes
no ip tcp adjustmss y Set the default value.

Ethernet or port group interface (interface range) configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console#  configure

console(config)# interface {fortygigabitethernet fo_port |

tengigabitethernet te_port | gigabitethernet gi_port | oob | port - channel
group |range { é}

console(config - if#

This mode is available from the configuration mode and designed for configuration of interface
paranmeters (switch port or port group operating in the load distribution mode) or the interface range
parameters.

The port can operate in four modes:

T accesg access interface an untagged interface for one VLAN;

i trunkt an interface accepting tagged traffic only, except for a single VLAN that can be added
by theswitchport trunk native vlasommand;

T generalt an interface with full support for 802.1q that accepts both tagged and untagged
traffic;

T customert a Qin-Q interface.
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Table80t1 Commands of Ethernet interface configuration mode

Command

Value/Default value

Action

switchport modemode

no switchport mode

mode: (access, trunk,
general,
customer)/access

Specify port operation mode in VLAN.
-modet port operation mode in VLAN.

Set the default value.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

Add VLAN for the access interface.
-vlan_idt VLAN ID.

Set the default value.

switchport access accepta-
o t S i RyRd {Meagged
only | all}

T /accept all types of

Accept only frames of a certain type on the interface:
- untaggedonly T only untagged;
-allt all frames.

- frames -
no switchport access ac- Accept all types dframes on the interface.
OSLIi I o tta T NI Y S
switchport trunk allowed Automatically add all available VLANS for this interface.
vlan all
T /off

no switchport trunk al-
lowed vlan all

Disable automatic VLAN addition.

switchport trunk allowed
vlan addvlan_list

switchport trunk allowed
vlan removevlan_list

vlan_list:(2..4094, all)

Add a VLAN list for the interface.

-vlan_listt list of VLAN IDs. To define a VLAN number range,
enter values separated by commas or enter the starting and
SYRAYy3 @I fdzSa aSOWNI ISR o6& |

Remove the VLAN list for the interface.

switchport trunk native
vlanvlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Add the VLAN number as the Default VLAN for the interface. A
untagged traffic coming to this port is routed to this VLAN.
-vlan_idt VLAN ID.

Set the default value.

switchport general allowed
vlan addvlan_list[tagged |
untagged]

switchport general allowed
vlan removevlan_list

vlan_list: (2..4094, all)

Add a VLAN list for the interface.

- taggedt the port will transmit tagged packets for the VLAN;

- untaggedt the port will transmit untaggerd packets for VLAN,
-vlan_listt list of VLAN IDs. To define a VLAN range, enter
values separated by commas or enter the starting and ending
g fdzSa aSLI NI-Q8R o6& || KeLKSy

Remove the VLAN list for the interface.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id:(1..4094)/% if
default VLAN is set

Add a port VLAN identifier (PVID) for the main interface.
-vlan_idt VLAN port ID.

Set the default value.

switchport general in-
IANBaanFAL G§GSNRY

no switchport general in-
3 NB & & nt dishtileli S NR

T ffiltering is enabled

Disable filtering of ingress packets on the main interface based
their assigned VLAN ID.

Enable filtering of ingress packets on the main interface based
their assigned VLAN ID.

If filtering is enabled, and the packet is not in VLAN group with
assigned VLAN ID, this packet will be dropped.

switchport generalaccepta-
0t S Rypé {tddPed
2yte uy dzyGl 33§

no switchport general ac-
ceptableframe-type

T /accept all types of
frames

Accept only frames of a certain type on the interface:
-taggedonly T only tagged;

- untaggedonly T only untagged;

-allt all frames.

Accept all types of frames on the interface.

switchport general map
protocols-groupgroupvlan
vlan_id

no switchport general map

protocols-group group

vlan_id: (1..4094)

group:
(1.. 2147483647)

Set a classification rule for the main interface basegtocol
mapping.

-groupt group ID;

-vlan_idt VLAN identification number.

Remove a classification rule.
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switchport general map
Y O& m grdupudahl
vlan_id

no switchport general map
macsgroupgroup

vlan_id: (1..4094)
group:

Set a classification rule for the main interface based on MAC
address mapping.

-groupt group ID;

-vlan_idt VLAN identification number.

(1..2147483647)

Remove a classification rule.

switchport general map
protocols-groupgroupvian
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..

Set a classification rule for the main interface based on protocq
mapping.

-groupt group ID;

-vlan_idt VLAN identification number.

2147483647)

Remove alassification rule.

switchport dot1q ethertype
egress stagthertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

Replace the TPID (Tag Protocol ID) in the 802.1q VLAN tags 0
packetscoming from the interface.
Valid Ethertype values are represented Appendix B.
. Supported Ethertype values

Replaceethertypeof the packet outgoing from the interface with
the default value.

switchport dotlq ethertype
ingress stag adéthertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)

Add TPID in Table of VLAN classifiers.
For valid EtherType values, skppendix B. Supported Ethertype
values

(hex)

Delete TPID from table of VLAN classifiers.

switchport customer vian
vlan_id

switchport customer vian
vlan_idinner-vlanvlan_id

no switchport customer
vlan

Add a VLAN for the user interface.
-vlan_idt VLAN identification number.

vian_id: (1..4094)/1

Add an internal 802.1 g header GVLAN (innewrlan) and an
external 802.1 g header containing the pvid of the additional
VLAN (S/LAN) to the incoming untagged packets on the client
port.
C2NJ GKS O2YYlLyR G2
. mode globally.

g2N) =

Set the default value.

switchport customer mul-
ticast-tv vlan addvlan_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

Allow receiving multicast traffic from specified VLANSs (nser
interface VLANS) on a configurable interface, together wiérs
of other user ports receiving multicast traffic from these VLANSs
-vlan_listt list of VLAN IDs. To define a VLAN range, enter val
separated by commas or enter the starting and ending values
ASLI N GSR @& || KeLKSy Q

Prohibit receiving multicast traffic on the configured interface.

switchport forbidden vlan
addvlan_list

switchport forbidden vlan
removevlan_list

vlan_list: (2..4094,
all)/all VLANSs are

Deny adding specified VLANS fiois port.
-vlan_listt list of VLAN IDs. To define a VLAN range, enter va|
separated by commas or enter the starting and ending values
ASLI N GSR @& || KeLKSy Q

allowed to the port

Allow the specified VLAN to be added to that.

switchport forbidden de-
Fl dzf Gngty

no switchport forbidden
default-vlan

By default,

Prohibit adding a default VLAN to the port.

membership in the
default VLAN is allowed

Set the default value.

switchport protected-port

no switchport pro-

U0SOUSRTMTLIZ NI

Switch the port tasolation mode within a group of ports.

Restore the default value.

switchport protected-port
isolate-group {group}

no switchport protected
port isolate-group{group}

Move the port to the specified port isolation group.

group (1..8)

Remove a port from the specified port isolation group.
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switchport protected {giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

By default, routing is

Switch the port to Private VLAN Edge mode. Disable routing ba
on the database of learned MAC addresses (FDB) and forward
unicast, multicasand broadcast traffic to the uplink port.

based on the database
of learned MAC
addresses (FDB).

Disable the cancellation of routing based on the database of
learned MAC addresses (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

Specify the port as a tagging port in the default VLAN.

Set the default value.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table81t Privileged EXEC mode commands

Command

Value/Default value

Action

show vlan

T

Show information on all VLANS.

show vlan tagvlan_id

vlan_id: (1..4094)

Show information on a specific VLAN by ID.

show vlan internal usage

T

Show VLAN list for internal use by the switch.

aKz2g
bership[gigabitether-
net gi_port| tengiga-
bitethernet te_port| for-
tygigabitethernetfo_port|
port-channelgroup| de-
tailed]

RSTI dzf ¢

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show default VLAN group members.

EXEC modesommands

Command line prompt in the EXEC mode is as follows:

console#

Table821 EXEC mode commands

Command

Value/Default value

Action

show vlan multicasttv vlan
vlan_id

vlan_id: (1..4094)

Show source ports and multicasaffic receivers in the current
VLAN. Source ports can both transmit and receive multicast trg

show vlan protocolsgroups

T

Show information on protocol groups.

show vlan macgyroups

Show information on MAC address groups.

show interfaces switchport
{gigabitethernetgi_port|
tengigabitethernette_port

| fortygigabitethernet
fo_port| port -channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show port or port grougonfiguration.
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show interfaces pro- Show port status: in Private VLAN Edge mode, in the priviate

U0SOUSRMTLEZNI A d gi_port: (1..8/0/1..48): edge community.
te_port: (1..8/0/1..24);

net gi_port| tengiga-
bitethernet te_port| for- ] ‘
tygigabitethernetfo_port| fO_p?(r)tij (1(:?/ (Zé)4)
port-channelgroup| de- group:- (1..
tailed]

Command execution examples

A Show information on all VLANS:

console# show vlan

Created by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, V - Voice VLAN

Vian Name Tagged Ports  UnTagged Ports  Created by

1 1 te1/0/1 - 24, D
fol/0/1 - 4,gil/0/1,
Pol- 16

cocoouhwN
cocoubhwiN
(0] nwn (9]

Show source ports and multicast traffic receivers in VLAN 4:

console# show vlan multicast -tv vlan 4

Source ports : te0/1
Receiver ports: te0/2,te0/4,te0/ 8

A Show information on protocol groups.

console# show vlan protocols - groups
Encapsulation  Protocol Group Id

0x800 (IP)  Ethernet 1

0x806 (ARP) Ethernet 1

0x86dd (IPv6) Ethernet 3

A Show TenGigabitEthernet 0/1 port configuration:

console# show interfaces switchport TengigabitEthernet 0/1
Added by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, T - Guest VLAN, V - Voice
VLAN

Port : te1/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:
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Vian Name Egress rule  Added by

Untagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged S
8 Tagged S

(/)(/)(/)(/)(/)U

NOOUTAWNPRP |
NP TR WN R

Forbidden VLANS:
Vian Name

Classification rules:

Protocol based VLANS:
Group ID Vlan ID

Mac based VLANS:
Group ID Vlan ID

5.10.3 Private VLAN configuration

Private VLAN (PVLAN) technology enables isolation of L2 traffic between switch ports located in the
same broadcast domain.

- Three types of PVLAN ports can be configured on the switches:

- promiscuoust a port capable of exchanging data between any interface, including
isolated and community PVLAN ports;

- isolatedt a port that is completely isolated from other ports inside thensaPVLAN,
but not from promiscuous ports. PVLANSs block all traffic going to isolated ports except
for traffic from promiscuous ports; packets from isolated ports can only be transmitted
to promiscuous ports;

- communityt a group of ports that can exchangatd between each other and these
interfaces are separated at layer 2 of the OSI model from all other community interfaces
as well as isolated ports within the PVLAN.

The process of performing the function of additional port separation using Private VcAhbtegy is
shown in the figuré1.
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Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

ey

O OU O UU

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

Figurelt Private VLAN technology operation example

Command line prompt in thEthernet, VLAN, port group interface configuration mode is as follows:

console#  configure

console(config)# interface {tengigabitethernet te_port | gigabitethernet
gi_port |port -channel group |range { é }|vlan vlan_id }
console(config - iN#

Table831 Commands of Ethernet interface configuration mode

Command Value/Default value Action
switchport mode private Specify port operation mode in VLAN.
vlan {promiscuous | host} T
no switchport mode Set the default value.
switchport mode private Set the port operation mode in the VLAN Trunk.
vlan trunk {promiscuous |
secondary} T
no switchport mode pri- Set the default value.
vate-vlan trunk
switchport private-vlan Add primary and secondary VLANS to the promiscuous interfag
mapping [trunk] pri- V You cannot add more than one primary vlan to one pro-
mary_vlanadd second- . miscuous interface.
ary_vlan primary_vlan:
switchport private-vlan (1..4094); Remove secondary VLANs on the promiscuous interface.
mapping [trunk] pri- secondary_vlan:
mary_vlanremovesecond- (1..4094)
ary_vlan
no switchport privatevian Delete primary and secondary VLANS.
mapping

switchport private-vlan Add primary and secondary vlans to the host interface.
hostassociationpri- 14094 You cannot add more than one secondary vlan to one
mary_vlan secondary_vlan (.. ) ¥' host interface.

- - secondary_vlan: -
no switchport privatevlan (1..4094) Delete primary and secondary VLANSs.

host-association

primary_vlan:
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switchport private-vlan as- . lan: Add primary and secondary vlan to the trus&condaryinterface.
sociation trunkpri- p”Tal%g\gan‘ You cannot add more than one secondary vlan to one
mary_vlan secondary_vlan (.. ) host interface.

secondary_vlan:

no switchport private-vian Delete primary and secondary VLANS.

o (1..4094)
association trunk
switchport private-vlan Add a norPVLAN VLAN to the PVLAN Trunk interface.
trunk allowed vlan add
vlan

vlan: (1..4094

switchport private-vlan ( ) Delete a nofPVLAN VLAN from the PVLAN Trunk interface.
trunk allowed vlan remove
vlan
switchport private-vlan Add a norPVLAN number as the Default VLAN for the PVLAN
trunk native vlanvlian Trunk interface.

- - vlan: (1..4094) /1
no switchport privatevian Set thedefault value.

trunk native vlan

Table841 VLAN configuration mode commands

Command Value/Default value Action
private-vlan {primary | Enable the Private VLAN mechanism and set the interface typ
isolated | community}
no private-vlan DisablePrivate VLAN mechanism.
private-vlan association Add (remove) a binding of a secondary VLAN to a primary VLA
[add | remove] secondary_vlan The setting is applicable only for a primary VLAN.
no private-vlan association (1..4094) Remove a binding of secondary VLAN to a primary VLAN.

V The maximum number of secondary VLANS is 256.
The maximum number of community VLANSs that can be associated with one primat
VLAN is 8.

Example of configuring Switch A interfaces (Fidre Private VLAN technology operation example

1 promiscuous port interface gigabitethernet 1/0/4
9 isolated portt gigabitethernet 1/0/1
1 community portt gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private - vlan host

description Isolate

switchport forbidden default -vlan

switchport private -vlan host - association 100 201
exit
|
interface gigabitethernet 1/0 12

switchport mode private - vlan host

description Community -1

switchport forbidden default -vlan

switchport private -vlan host - association 100 202
exit

interface gigabitethernet 1/0/3
switchport mode private - vlan host

description Community -2

switchport forbidden default -vlan

switchport private -vlan host - association 100 202
exit

interface gigabitethernet 1/0/4
switchport mode private - vlan promiscuous
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description to_Router

switchport forbidden default -vlan
switchport private - vlan mapping 100 add 201 -202
exit

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201 - 202
description trunk - swil- sw2
switchport forbidden default -vlan

exit

]
interface vlan 100

name primary

private - vlan primary

private - vlan association add 201 - 202
exit
]
interface vlan 201

name isolate
private - vlan isolated
exit

interface vlan 202
name community

Example otonfiguring interfaces when using Private VLAN Trunk technology

9 trunk-isolated portt gigabitethernet 1/0/1
1 trunk-community portt gigabitethernet 1/0/2, 1/0/3
9 trunk-promiscous port interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchp ort mode private - vlan trunk secondary

description Trunk - Isolated

switchport private - vlan trunk allowed vlan add 301

switchport private - vlan association trunk 100 201
exit

!
interface gigabitethernet 1/0/2

switchport mode private - vlan trunk secondary

description Trunk - Community

switchport private - vlan trunk allowed vlan add 301

switchport private - vlan association trunk 100 202
exit

!
interface gigabitethernet 1/0/3

switchport mode private - vlan trunk secondary

description Trunk - Community

switchport private - vlan trunk allowed vlan add 301

switchport private - vlan trunk native vlan 302

switchport private - vlan association trunk 100 202
exit

!
interface gigabitethernet 1/0/4

switchport mode private - vlan trunk promiscuous

description Trunk - Promiscuous

switchport private - vlan trunk allowed vlan add 301

switchport private - vlan mapping trunk 100 add 201 -202
exit

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201 -202
description trunk - swl- sw2
switchport forbidden default - vlan
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exit

|

interface vlan 100
name primary

private - vlan primary
private - vlan association add 201 - 202
exit

!
interface vlan 201

name isolate
private - vlan isolated
exit

|
interface vlan 202
name community
private - vlan community

5.10.4 IP interface configuration

An IP interface is created when an IP address is assigned to any of the device interfaces of the

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, patiamel or vian.

Command line prompt in the IP interface configuration mode is as fallows

console# configure
console(config)# interface ip
console(config - ip)#

A.B.C.D

This mode is available in the configuration mode and designed for configuration infelface

parameters.

Table851 IP interface configuration mode commands

Command Value/Default value

Action

directed-broadcast

T /off

no directed-broadcast

Enable the function of translating an IP directemadcast packet
into a standard broadcagacket and allow transmission via the
selected interface.

Prohibit the broadcast of IP directdmfoadcast packets.

helper-addressip_address

ip_address: A.B.C.D

no helperaddressip_ad-

Enable forwarding of broadcast UDP packets to a specific addr
- ip_addresg destination IP address to which packets will be
redirected.

Disable forwarding of broadcast UDP packets.

dress

ip irdp Allow sending of IRDP protocol (ICMP Router Discovery Proto
T /enabled announcements.

no ipirdp Disable the mailing of announcements.

Command execution examples

A Enable the directedbroadcast function:

console# configure

console(config)# interface PortChannel 1
console(config -if)#  ip address 100.0.0.1 /24
console(config -if)# exit

console(config)# interface ip 100.0.0.1
console(config -ip)# directed - broadcast
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5.11 Selective @Gn-Q

This €ature allows adding an external SPVLAN (Service Provider's VLAN) on the basis of configured
filtering rules by internal VLAN numbers (Customer VLANIgeeghe Customer VLAN, and also prohibit the
passage of traffic.

A list of rules is created for the device, based on which the traffic will be processed.

. Selective Gin-Q rules use TCAM hardware resources. The total amount of rules for Sele
' tive Qin-Q, Security Suite, DHCP Snooping, ARP Inspection, IP Source Guard, Port ,
- VLAN ACL services. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit per V
PPPoOE IA, VPC, L2PT, PIM Snooping is equal to the TCAM size of a specific device (
66 defaultrules). The maximum number of SQinQ rules for a single device is given in tt
Table9.
If the devices are combined into a stack, then the services DHCP Snooping, VLAN ACL
curity Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping use -
of all units d the stack, and the services SelectiveilQQ, Port ACL, IP Source Guard, Policy
Based VLAN (MAC, Subnet, Protocol), VPC use TCAM of a certain unit. The maximum 1
number of SQInQ rules of the MES5324 stack is 11600 rules. The maximum total numt
of NinQ rules of the MES33xx stack is 11136 rules. The maximum total number of SQi
rules of the MES23xx stack is 3456 rules.

Ethernet and Por€hannel interface (interfaces range) configuration mode commands

Command line prompt in the interface configumiimode is as follows:

console#  configure

console(config)# interface { gigabitethernet gi_port | tengigabitethernet
te_port | fortygigabitethernet fo_port | oob | port - channel group |range
{ e}

console(config - iN#

Table861 Commands of the Ethernet interface configuration mode (interfaces range)

Action

Create a rule based on which a secotah_idlabel will be
added to an incoming packet with an exterimadress_vlan_id
label. Ifingress_vlan_ids not specified, the rule will be applied
to all incoming packets to which no other rule has been appli
(‘'default rule").

Command Value/Default value

selectiveqing list ingress
add_vlanvlan_id[in-
gress_vlaringress_vlan_ig

vlan_id: (1..4094)
ingress_vlan_id: (1..4094

selectiveqing list ingress
deny [ingress_vlarn-
gress_vlan_if

ingress_vlan_id: (1..4094

Create a forbidding rule based on which incoming packets w
an external label of the ingress_vlan_id t&ilj be discarded. If
ingress_vlan_ids not specified, all incoming packets will be
discarded.

selectiveqing list ingress
permit [ingress_vlann-
gress_vlan_if

ingress_vlan_id: (1..4094

Create a permissive rule based on which incoming packets W
an external label of the ingress_vlan_id t&ifj be transmitted
unchanged. lingress_vlan_ids not specified, all incoming
packets will be transmitted without changes.

selectiveqing list ingress
override_vlanvlan_id[in-
gress_vlaringress_vlan_ig

vlan_id: (1..4094);
ingress_vlan_id: (1..4094

Create a rule based on which thegress_vlan_i@xternal label
of the incoming packet will be replaced with vlan_id. If
ingress_vlan_ids not spedied, the rule will be applied to all
incoming packets.

no selectiveqing list in-
gress [ingress_vlawalan_id

vlan_id: (1..4094)

Delete the specified selective ging rule for incoming packets.
The command without the ‘'ingress vlan' parameter removes
default rule.
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selectiveqing list egress
override_vlanvlan_id[in-
gress_vlaringress_vlan_ig

vlan_id (1..4094);
ingress_vlan_id: (1..4094

Create a rule based on which the external lahgress_vlan_id
of the outgoing packet will be replaced with viagh,_

no selectiveqing list

egress ingress_vlavian_id vian_id: (14094)

Delete the list of selective ging rules for outgoing packets.

VLAN interface configuration mode commands

Command line prompt in the VLAN interface configuration mode is as follows:

console(config

-if#

Table871 VLAN configuration mode commands

Command Value/Default value

Action

ip management outesvlan
outer_vlan_id
outer_vlan_id: (34094)

no ip management

Create a rule for managing the switch usingné@ traffic.
V The external VLAN (&LAN) is used as th

face (GVLAN) must be in the Up state.

outer_vlan_id. For this rule to work, the VLAN inte
Delete the created rule.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table881 EXEC mode commands

gi_port| tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| port -
channelgroup}

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Command Value/Default value Action
show selectiveging T Display a list of selective ginq rules.
show selectiveqing inter- Display a list of selective ginq rules for the specified port.
face {gigabitethernet gi_port: (1..8/0/1..48);

show ip management [vlan

vlan_id vlan_id: (14094)

Display a list of rules for managing the switch usiAg-Q
traffic.

Command execution examples.

A Create a rule based on which the external tag of an incoming packet 11 will be substituted by 10.

console# configure
console(config)#
console(config - if)#
ingress-1l an
console(config - if)#

selective

end

interface tengigabitethernet
- ging list ingress override vlan

1/0/1
10
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A Show a list of created selective ging rules:

console# show selective

- ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress te0/1 override_vlan 10 ingress_vlan 11

5.12 Storm control br different traffic (broadcast, multicast, unknown unicast)

A "storm" occurs due to an excessive number of broadcast, multicast, unknown unicast messages
simultaneously transmitted over the network via one port, which leads to an overload of networkrcesaand
delays. A storm also can be caused by loopback segments of an Ethernet network.

The switch evaluates the rate of incoming broadcast, multicast and unknown unicast traffic for port
with enabled Broadcast Storm Control and drops packets if theevateeds the specified maximum value.

Ethernet interface configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console(config

-if#

TableB91 Commands of Ethernet interface configuration mode

Command

Value/Default value

Action

storm-control multicast
[registered | unregistered]
{levellevel| kbps kbpg
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

Enable multicast traffic control:

- registeredt registered traffic;

- unregisteredt unregistered traffic.

- levelt traffic volume as a percentage of the interface band-
width;

- kbpst traffic volume.

When multicast traffic is detected, the interface can be disabled
(shutdown) or amessage log entntrap) can be added.

Disable multicast traffic control.

storm-control multicast
[registered | unregistered]
{ppsppg [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

Enable multicast traffic control:

- registeredt registered traffic;

- unregisteredt unregistered traffic.

-ppst packets per second.

When multicast traffic is detected, the interface can be disabled
(shutdown) or a message log entrirgp) can be added.

Disablemulticast traffic control.

storm-control unicast {level
level| kbps kbpg [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

Enable unknown unicast traffic control.

- levelt traffic volume as a percentage of the interface band-
width;

- kbpst traffic volume.

If unknown unicast traffic is detected, the interface can be disa-
bled chutdown) or a message log entrirgp) can be added.

Disable unicast traffic control.

storm-control unicast { pps
pp$ [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

Enable unknown unicast traffic control.

-ppstT packets per second.

If unknown unicast traffic is detected, the interface may be disa-
bled ghutdown), or a record is added to log&p).

Disable unicadraffic control.
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storm-control broadcast Enable broadcast traffic control.

{levellevel| kbps kbpg - levelt traffic volume as a percentage of the interface band-
t hutd idth;

[trap] [shutdown] level: (1.100); | ™

- kbpst traffic volume.
If broadcast traffic is detected, the interface can be disabled
(shutdown) or a message log entrirgp) can be added.

kbps: (1..10000000)

no storm-control broadcast Disable broadcast traffic control.
storm-control broadcast Enable broadcast traffic control.
{ppsppg [trap] [shutdown] -ppstT packets per second.

pps: (125.. 19531250)| If broadcast traffic is detected, the interface can be disabled
(shutdown) or a message log entrirgp) can be added.

no storm-control broadcast Disable broadcast traffic control.

EXEC modesommands

Command line prompt in the EXEC mode is as follows:

console#

Table90t1 EXEC mode commands

Command Value/Default value Action
show storm-control inter- Show the configuration of the storm monitoring function for the
face [gigabitethernet gi_port: (1..8/0/1..48); | specified port, or all ports.
gi_port| tengigabitether- te_port: (1..8/0/1..24);
net te_port| fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_porf]

Command execution examples

A Enable control obroadcast, multicast and unicast traffic on the 3rd Ethernet interface. Set the speed
for monitored traffic to 5000 kbps for broadcast, 30% bandwidth for all multicast, 70% for unknown
unicast.

console#  configure

console(config)# interface TengigabitEther net 0/3

console(config -if)#  storm - control broadcast kbps 5000 shutdown
console(config -if)#  storm - control multicast level 30 trap
console(config -if)#  storm - control unicast level 70 trap

5.13 Link Aggregation Groups (LAG)

Switches provide support for LAG chanagfregation groups according to the talfi€"LAG" row).
Each port group must consist of Ethernet interfaces with the same speed, operating in duplex mode.
Combining ports ird a group increases bandwidth between interacting devices and improves fault tolerance.
The port group is a single logical port for the switch.

The device supports two port group operating modes: static group and LACP group. LACP work is
described in the @rresponding configuration section.

V To add an interface into a group, you have to restore the default interface settings if the
were modified.

Adding interfaces to the link aggregation group is only available in the Ethernet interface configuration
mode.
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Ethernet interface configuration mode commands

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config - if#

Table91t Commands of Ethernet interface configuration mode

Command Value/Default value Action
channelgroupgroupmode Add an Ethernet interface to a port group.
mode group: (1..48); -ont add a port to a channel without LACP;
mode: (on, auto) -autot add a port to a channel with LACP in the 'active’ mog
no channeigroup Remove an Ethernet interface from a port group.

Port-Channel interface configuration mode commands

Command line prompt in the Pe@hannel interface configuration mode is as follows:

console(config - iN#

Table92t PortChanneinterface configuration mode commands

Command Value/Default value Action
lacp mintlinks min-links Set the minimum number of active links in the RGhannel, at
which it switches to the Up state.
min-links: (1..8)/1 Configuration is possible only whetie PortChannel is
V running in LACP mode.
no lacp minlinks min-links Set the default value.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console# configure
console(config)#

Table931 Global configuration mode commands

Command Value/Default value Action
port-channel loadbalance Set the load balancing mechanism for the ECMP strategy an
{srcdst-macip | the group of aggregated ports.
ANDONR&G@XEpIO - sredst-macip T balancing mechanism is based on MAC
ANDOnRalGTYlF OmA L address and IP address;
RalmYLl-iP|sie-m&d i -sredst-mact balancing mechanism is based on MAC addre
srcip} [mpls-aware] - sredst-ip T balancing mechanism is based on IP address;

- sredst-macip-port T balancing mechanism is based on MA!
address, IP address and destination TCP port;

T /src-dstmacip -dst-mact balancing mechanism is based on the recipient's
MAC address;

-dst-ip T balancingmechanism is based on the recipient's IP

address;

-mpls-awaret enable parsing of L3/L4 packet headers with

MPLS tags for the entire device. This is only relevant with L3
packet header balancing modes.

no port-channel loadbal-

Return to thedefault load balancing settings.
ance
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EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table94t EXEC mode commands

Command Value/Default value Action

show interfaces channel . Show information on a group of channels.
group:(1..48)
group [group|

5.13.1 Static link aggregation groups

Static LAG groups are used to aggregate multiple physical links into one, which allows to increase
bandwidth of the channel and increase its fault tolerance. For sttiaips, the priority of links in an
aggregated linkset is not specified.

V To enable an interface to operate in a static group, use the chargrelup {group} mode
on command in the configuration mode of the corresponding interface.

5.13.2 LACP link aggregatioprotocol

Link Aggregation Control Protocol (LACP) is used to combine multiple physical links into a single one.
Link aggregation is used to increase link bandwidth and improve fault tolerance. LACP allows transmitting
traffic over unified channels accordjrio predefined priorities.

V To enable the interface work via LACP protocol use the channelgroup {group} mode au
command in the configuration mode of the corresponding interface.

Global configuration mode commands

Command line prompt in the globabnfiguration mode is as follows:

console(config)#

Table951 Global configuration mode commands

Command Value/Default value Action
lacp systernpriority value Set the system priority.
b sy P .y- value: (1..65535)/1 y P Y
no lacp systerpriority Set the default value.

Ethernet interface configuration mode commands

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config - if)#
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Table961 Commands of Ethernet interface configuration mode

Command

Value/Default value

Action

lacp timeout {long | short}

no lacp timeout

The default value is
long

Set the LACP protocol administrative timeout:
-longt long timeout;
-shortt short timeout.

Set the default value.

lacp portpriority value

no lacp portpriority

value: (1..65535)/1

Set the priority of the Ethernet interface.

Set the default value.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table971 EXEC mode commands

Command

Value/Default value

Action

show lacp {gigabitethernet
gi_port| tengigabitether-
net te_port| fortygiga-
bitethernet fo_port} [pa-
rameters | statistics | pro-
tocol-state]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Show information about the LACP protocol for the Ethernet
interface. If additional options are not used, all information wi
be displayed.

- parameterst show protocol configuration parameters;

- statisticsT show protocol operation statistics;

- protocol-state T show protocol operation state.

show lacp portchannel
[group]

group: (1..48)

Show information about the LACP protocol for a group of por

Command execution examples

A Create the first LACP pagtoup that includes two Ethernet interfaces 3 and 4. Group operation trans-
fer rate is 1000 Mbps. Set the system priority to 6, priorities 12 and 13 for ports 3 and 4 respectively.

console# configure
console(config)# lacp system - priority 6
console(config)# interface port - channel 1

console(config
console(config

-if#
-if)#

speed 10000
exit

console(config)# interface TengigabitEthernet 1/0/3
console(config -if)#  speed 10000

console(config -if)#  channel -group 1 mode auto
console(config -ify#  lacp port - priority 12
console(config -if)j exit

console(config)# interface TengigabitEthernet 1/0/4

console(config -if)#  speed 10000

console(config -if)#  channel -group 1 mode auto
console(config -if)#  lacp port - priority 13
console(config -if)j  exit

5.13.3 Configuring MultiSwitch LinkAggregation Group (MLAG)

Like LAGs, virtual LAGs combine one or more Ethernet links to increase speed and provide fault
tolerance. MLAG is also known as VPC (Virtuatgimnnel). In usual LAG, aggregated links must be on the
same physical device, while VVPC, the aggregated links are on different physical devices. The VPC function
allows combining two physical devices into one virtual device.
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V When setting up a VPC on peto-peer switches, there must be the same software ver-

sion.

V VPC PorChannelis controlled only by the switch with the Primary role, the Secondary
~ switch uses the Primary settings.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table981 Global configuration mode commands

Command

Value/Default value

Action

vpc domaindomain_id

no vpc domaindomain_id

domain_id: (1..255)

Create a VPC domain.
1 Only one VPC domain can be created on a single de-

V vice. Paired devices must have the same VPC do-
main.

Delete a VPC domain from the device.

vpc groupgroup_id

no vpc groupgroup_id

group_id: (1..63)

Create a VPC group. For each aggregated interface, a separa
VPC group should be created. On paired devices, the VH
group numbers must match.

V The total number of VP@roups cannot exceed 48.

Delete a VPC group from the device.

vpc

no vpc

T /off

Enable VPC mode. Used after the VPC configuration.

Disable VPC mode.

VPC configuration mode commands

Command line prompt in the interface configuration mode is as follows:

console(config)#
console(config

vpc domain
- vpcdomain)#

Table991 VPC configuration mode commands

domain_id

Command

Value/Default value

Action

peer linkgroup

no peer link

group: (1..48)

Assign the Por€Channel as a pedink.

Exclude the Por€hannel from VPC.

peer detection

no peer detection

T /off

Enable peer detection protocol.

V‘ Peerdetection is an additional mechanism that en-
sures the functioning of VPC in case afpeerlink
break. Therefore, it is forbidden to use pedink to
organize the peedetection interface.

Disable peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

Set the interval for sending pedetection protocol messages.

Set the default value.
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peer detection timeout
msec

no peer detection timeout

msec.
(700..14000)/3500ms

Set peer detection protocol response timeout.

Set the default value.

peer detection ipaddr
dest_ipaddress
source_ipaddresport

udp_porf

no peer detection ipaddr

udp_port:
(1..65535)/50000

Configure the IP address of the packet recipient, the IP ad
dress of the sender, and the UDP port for the peer detection
protocol.

Set the default value.

peer keepalive

no peer keepalive

Enable the keepalive service.

Disable the keepalive service.

peer keepalive timeousec

no peer keepalivaimeout

sec: (2..15)/5

Set the waiting time for a response to a péiek integrity re-
quest.

Set the default value.

role priority value

no role priority

value: (1..255)/100

Set the priority of the device. A device with a lower value will
be assigned to Primary.

Set the default value.

system maeaddr mac_ad-
dress

no system maeaddr

Set the MAC address the system to send to VPC ports.

Set the default value.

system priorityvalue

no system

value: (1..65535)/32767

Set the system priority to send to VPC ports. Must be the sam
on both devices.

Set the default value.

VPCconfiguration mode commands

Command line prompt in the VPC group configuration mode is as follows:

console(config)#
console(config

vpc group
- group)#

group -id

Tablel00t VPC configuration mode commands

Command Value/Default value Action

domaindomain_id Set the VP@roup as a member of the VPC domain.

domain_id: (1..255)

no domaindomain_id Exclude the VR@roup from the VPC domain.

vpc-port group Add the PorfChannel to the VR@roup.

group: (1..48)

no vpcport group Exclude the Por€hannel from the VR@roup.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#
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Tablel01t EXEC mode commands

Command Value/Default value Action
show vpc T Display information oithe VPC configuration.
show vpc groufd T Display information on the current state of the \\§®up id.
show vpc peerdetection T Display the status of the peer detection protocol service.
show vpc role T Display information on the role of the device.

show vpc statistics peer {
keepalivg link| detection}

T Display the status of the VPC service counters.

5.14 IPv4 addressing configuration

This section describes commands to configure static IP addressing parameters such as IP address,
subnet maskdefault gateway. DNS and ARP protocols configuration is described in the relevant sections of
the manual.

Ethernet, port group, VLAN and Loopback interface configuration mode commands

Command line prompt in the Ethernet, port group, VLAN and Loophtakace configuration mode is
as follows:

console(config - if#

Tablel02t Interface configuration mode commands

Command Value/Default value Action
ip addressp_addresgmask Assign IRddresses and subnet masks to the specified interface
| prefix_length V The mask value can be written either in the X.X.X.X
prefix_length: (8..32) format, or in the /N format, where N is the number of
1's in the binary representation of the mask.
no ip addressIP_address Delete the IP address of the interface.
ip address dhcp Get the IP address for the configurable interface from the DHC

server.
V Not used for the loopback interface.

no ip address dhcp Prohibit the use of the DHCP protocol to obtain an IP address b
the selected interface.

ip unnumbered [vlan Allow the interface being configured to borrow the IP addresses

vlan_id| loopback loop- vlan_id: (1..4094); | of the VLAN and Loopback interface

back_iq loopback_id: (1..64)

no ip unnumbered Disable the€function of borrowing an address.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table103t Global configuration mode commands

Command Value/Default value Action

ip defaultgatewayip_ad- Set the default gateway address for the switch.
dress

no ip defaultgateway

T /default gateway is
not specified

Delete the assigned default gateway address.

ip helperaddress fp_inter- Enable forwarding of broadcast UDP packets to a specific addr
face| all} ip_address -ip_interfacet IP address of an interface being configured,;
[udp_port_list -allt select all IP interfaces of the device;

-ip_addresg destination IP address to which packets ‘il
redirected. Specify 0.0.0.0 to disable forwarding;

- udp_port_listt list of UDP ports. Broadcast traffic to the listed
ports is redirected. The maximum total number of ports and
addresses per device is 128.

T /off

no ip helperaddress {p_in-

terface| all} ip__address Cancel redirects on the specified interfaces.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablel041 Privileged EXEC mode commands

Command Value/Default value Action
clear host {* | word} word: (1..158) Delete all interface/IP address mapping entries received via DH
from the memory.
characters " .
T delete all entries.

renew dhcp {gigabitether- Send a request to the DHCP server to update the IP address.
net gi_port| tengiga- gi_port: (1..8/0/1..48); | - force-autoconfigt download the configuration from the TFTP
bitethernet te_port| for- te_port: (1..8/0/1..24); | server when IP address is updated.
tygigabitethernetfo_port| fo_port: (1..8/0/1..4);
vianvlan_idy  LJ2 NJi 1 O K group: (1..48)
nelgroupy 220Y OF 2 vlan_id: (1..4094)
toconfig]
show ip helperaddress T Display the forwarding table of broadcast UDP packets.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Tablel05t EXEC mode commands

Command Value/Default value Action
show ip interface [vrf yrf- vrf-name: (1..32) Show the IP addressing configuration for the specifi¢elface
name| all} | gigabitether- characters; or virtual routing area (vrf).
net gi_port| tengiga- gi_port: (1..8/0/1..48);
bitethernet te_port| for- te_port: (1..8/0/1..24);
tygigabitethernetfo_port| fo_port: (1..8/0/1..4);
port-channelgroup| loop- group: (1..48);
backloopback_id vian t22L1F O YA
vlan_id| oob] vlan_id: (1..4094)
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5.15 Configuring Green Ethernet

Green Ethernet is a technology that reduces the device power consumption by disabling power supply
to unused electric ports and changing the levels of transmitted signals accordingdalileelength.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel06t Global configuration mode commands

Command Value/Default value Action
greenS G KSNYy S Sy Enable power saving mode for inactive ports.
tect T /disabled : : —
no greenethernet en- Disable power saving mode for inactive ports.
SNEenRSGSOU
greenethernet short Enable power saving mode for ports to which devices with a
reach connection cable length less than the threshold value set usi
. the greenethernet shortreach threshold command are
T /disabled connected.
no greenethernet Disable power saving mode basedtba length of the cable.
AK2NI NS I OK

Interface configuration mode commands

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config - iN#

Tablel07t Commands of Ethernet interface configuration mode

Command Value/Default value Action
greenethernet energye- Enable power saving mode for the interface.
tect
T /enabled - - -
no greenethernet en- Disable power saving mode for the interface.
SNEEnRSGSOI
greenethernet short Enable the powesaving mode based on the length of the cab
reach
T /enabled - -
no greenethernet Disable power saving mode based on the length of the cable
AK2NI nNBF OK

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#
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Tablel08t Privileged EXEC mode commands

Command Value/Default value Action
show greenethernet [giga- Display greerethernet statistics.
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48);
gabitethernette_port| for- te_port: (1..8/0/1..24);
tygigabitethernetfo_port| fo_port: (1..8/0/1..4);
detailed]
greenethernet powerme- . Reset the power meter counter.
ter reset

Command execution examples

A Show greerethernet statistics:

console# show green - ethernet detailed

Energy - Detect mode: Disabled

Short - Reach mode: Disabled

Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]

Short - Reach cable length threshold: 50m

Port Energy - Detect Short - Reach

te1/0/1 on off on off off
te1/0/2 on off on off off
te1/0/3 on off on off off
te1/0/4 on off on off off
te1/0/5 on off on off off
tel/0/6 on off on off off

VCT Cable
Admin O per Reason Admin Force Oper Reason Length

5.16 IPv6 addressing configuration

5.16.1 IPv6 Protocol

Switthes support operation via IPv6. IPv6 support is an important feature, as IPv6 is designed to

completely replace IPv4 addressing. Compared to IPv4, IPv6 has an extended addressi@bes instead
of 32. An IPv6 address is 8 blocks, separated byan.c&lach block contains 16 bits represented as four

hexadecimal numbers.

In addition to a larger address space, IPv6 protocol has a hierarchical addressing scheme, provides route

aggregation, simplifies routing tables and increases router performanceiy nsighbor discovery.

Local IPv6 (IPv6Z) addresses are assigned to the interfaces, so for IPv6Z addresses the following format

is used in command syntax:

<ipv6-link-localtaddress%-nterfacename>

where:
interfacenamet interface name:

interfacename= vlan<integer> | ch<integer> |<physigabrt-name>
integer= <decimahumber> | <integer><decimalumber>

decimainumber=0|1|2|3]|4|5|6]|7]8]9
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physicalport-name =gigabitethernet(1..8/0/1..48) | tengigabitethernet(1..8/0/1..24) | for-
tygigabitethernet(1..8/0/1..4)

V If the value of a single group or multiple sequential groups in an IPv6 address istzero
0000, then the group data can be omitted. For example, the addres:
FE40:0000:0000:0000:0000:0000:AD21:FE43 can be shorterief40::AD21:FE43. 2 sep-

arated zero groups cannot be shortened due to the occurrence of ambiguity.

V EUI64 is an identifier created based on the MAC address of the interface, which is the €
~ low-order bits of the IPv6 address. A MAC address is split imto 24-bit parts, between
which the FFFE constant is added.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel09t Global configuration mode commands

Command Value/Default value Action
ipv6 defaultgateway Set the value of the default IPv6 gateway local address.
ipv6_address
no ipv6 defaultgateway Delete the default IPv6 gateway settings.
ipv6_address
ipv6 neighboripv6_address Create a static mappingetween the MAC address of the
{gigabitethernetgi_port| neighboring device and its IPv6 address.
tengigabitethernette_port -ipv6_address IPv6 address;
| fortygigabitethernet -mac_address MAC address.

fo_port| port -channel
group| vlan vlan_id
mac_address

no ipv6 neighbor
[ipv6_addresk
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| vlan vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Remove the static mapping between the MAC address of the
neighboring device and its IPv6 address.

ipv6 icmp errorinterval milliseconds Set thespeed limit for ICMPV6 error messages.
millisecondgbucketsizg (0..2147483647)/100;
no ipv6 icmp errofinterval bucketsize: (1..200)/10 | Set the default value.
ipv6 route Adda static IPv6 route.
prefix prefix_length - prefixt destination network;
{gateway} [metric] prefix: X:X:X:X::X; - prefix_lengtht network mask prefix (number of units per
[distancedistancg prefix_length: (0..128); | mask);
metric: (1..65535)/1; - gatewayt gateway for accessing the destination network;
distance (1..255)/1 - distancet the administrative distance of the route.
no ipv6 routeprefix Delete a static IPv6 route.

Iprefix_length[gateway]
ipv6 unicastrouting © Joff Enable redirection of unicast packets.
no ipv6 unicastrouting Disable redirection of unicast packets.

136 Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series



DHELTEX

Set the administrative distance (AD) value for all routes of th
specified type.

-ospf inter-ast set the AD value for interzonal routes
accepted via the OSPF protocol;

- ospfintracast set the AD value for intraone routes
accepted via the OSPF protocol;

- statict set the AD value for static routes.

Set the default value.

ipv6 distance {ospf {inter
as | intra-as} | static}
distance

distance
(1.255)/static:1,
OSPF intras:30,
OSPF inteas:110

no ipv6 distance {ospf
{inter-as | intra-as} |
static}

Commands for interface configuration mode (VLEtdernet, PoHChannel)

Command line prompt in the interface configuration mode is as follows:
console(config -if#

Tablel10t Interface configuration mode commands (Ethernet, VLAN,-Etmahnel)

Command

Value/Default value

Action

ipv6 enable

no ipv6 enable

T /off

Enable IPv6 support on the interface.

Disable IPv6 support on the interface.

ipv6 addresspv6_address/pre-
fix_length[eui-64] [anycast]

no ipv6 addressipv6_ad-
dress/prefix_length[eui-64]

prefix-length: (0..128)
((0..64) if the eub4
parameter is used)

Set thelPv6 address on the interface.

-ipv6_address [Pv6 address assigned to an interface (8 blg
separated by a colon; each block has 16 bits of data represe
as 4 hexadecimal numbers);

- prefix_lengtht IPv6 prefix length, a decimal number repr
senting the number of higlrder bits of the address that mak
up the prefix;

- eui-64 1 an identifier based on the MAC address of the int
face and represented as the 64 lawder bits of the IPv6 ad
dress.

- anycastt indicates that the specified address is an anyg
address.

Remove the IPv6 address from the interface.

ipv6 address autoconfig

no ipv6 address autoconfig

By default, automatic
configuration is enabled,
no addresseare
assigned.

Enable automatic configuration of IPv6 addresses on the in
face. Addresses are configured according to the prefixes
ceived in Router Advertisement messages.

Set the default value.

ipv6 addresdpv6_address/pre-
fix_lengthlink-local

no ipv6 addressipv6_ad-

By default, the local
address value is (FE80::

Specify the local IPv6 address for the interface. féigler bits
of local IP addresses in IP¥6FES8O::

Delete the local IPv6 address.

dress/prefixlengthlink-local] EVI64)
ipv6 nd dad attemptsat- Specify the number of request messages sent by the interfag
tempts_number (0..600)/1 the cqmmunicating device when IPv6 address duplication (g
" sion) is detected.
no ipv6 nd dad attempts Returnthe default value.
ipv6 unreachables Enable ICMPv6 Destination Unreachable messages for p
1 /enabled transmission to a specific interface.

no ipv6 unreachables

Set the default value.

ipv6 mld versiorversion

no ipv6 mld version

version: (1..2)/2

Determine the versionf the MLD protocol for the interface.

Set the default value.
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Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablelllt Privileged EXEC mode commands

Command

Value/Default value

Action

show ipv6 neighbors
{ipv6_addres$ giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup| vlian
vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Show information about neighboring IPv6 devices contained
in the cache.

clear ipv6 neighbors

Clear the cache containing information about neighboring
IPv6 devices. Information about static entriesaved.

show ipv6 distance

Show the value of the administrative distance for different
route sources.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Tablell2t EXEC mode commands

Command

Value/Default value

Action

show ipv6 interface [brief |
gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| loopback | vlan
vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Show IPv6 protocol settings for the specified interface.

show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_addresSpv6_prefix
interface {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Show a table of IPv6 routes.
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5.17 Protocol configuration

5.17.1 DNS protocol configuration

The main task of the DNS protocol is to determine the IP address of the network node (host) by request
containing its domain name. The database of network node domain names and corresponding IP addresses is

stored on DNS servers.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel13t Global configuration mode commands

no ip dns server

Command Value/Default value Action
ip domain lookup Allow the use of the DNS protocol.
X - T /enabled —
no ip domain lookup Prohibit the use of the DNS protocol.
ip dns server ) Enable DNS server operation.
T /disabled

Disable the DNS server.

ip nameserver
{serverl_ipv4_addregs
serverl_ipv6_addregs
serverl_ipv6z_address
[server2_addregds...]

no ip nameserver
{serverl_ipv4_addregs
serverl_ipv6_addregs
serverl_ipv8 addres}
[server2_addregq...]

Determine IPv4/IPv6 addresses for available DNS servers.

Remove theDNS server IP address from the list of available
ones.

ip domain namename

no ip domain name

name: (1..158) characterg

Specify the default domain name that will be used by the
program to supplement incorrect domain names (domain
names without a dot). For domain namegthout a dot, a dot
and the domain name specified in the command will be adde
to the end of the name.

Delete the default domain name.

ip hostname addressl
[FRRNBaawu 1X

R |

no ip hostname

name: (1..158) characterg

Determine static matches ofetwork node names to IP
addresses, add the established match to the cache. Local D
feature. Up to eight IP addresses can be specified.

Remove static mappings of network node names to IP
addresses.
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EXEC mode commands

Command linggrompt in the EXEC mode is as follows:

console#

Tablell4t EXEC mode commands

Command

Value/Default value

Action

clear host fiame| *}

name: (1..158) characterg

Delete an entry with static mapping of network node name to
cachelP address or all entries (*).

show hosts ham¢

name: (1..158) characterg

Display the default domain name, a list of DNS servers, statig
and cached matches of host names and IP addresses.
When a network node name is used in the command, the
correspondingP address is displayed.

show ip dns server

T

Display the status of the DNS server and the list of available
servers.

show ip dns server cache

T

Display the DNS server cache.

show ip dns server cache

query_name: (1..158)

Display the detailed output of the entry including RR respons

guery_name query_type characters: to thisquery_nameandquery_typerequest.

query_type: (1..255, a,

ptr, aaaa)

show ip dns server . Display the total number of requests and the total number of
counters responsedound in cachehit.
clear ip dns server cache T Clear the DNS server cache.
clear ip dns server T Reset request and response counters.
counters

Example use of commands

Use DNS servers 192.168.16.35 and 192.168.16.38 amikesets the default domain name:

console# configure
console(config)#
console(config)#

192.168.16.35 192.168.16.38
mes

ip name - server
ip domain name

Specify a static mapping: network node eltex.mes has the IP address 192.168.16.39:

console#  configure

console( config)# ip host eltex.mes 192.168.16.39

5.17.2 ARP configuration

ARP (Address Resolution Protogol)ink layer protocol that performs the MAC address determination
function based on the IP address contained in the request.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table115t Global configuration mode commands

Command

Value/Default value

Action

arpip_addressw_address
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| vlan vlan_id| oob]

no arpip_address
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| vlan vlan_id| oob]

ip_addr format: A.B.C.D;

hw_address format:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

Add a static IP and MAC address mapping entry to the ARP
for the interface specified in the command.

-ip_addresst IP address;

-hw_address MAC address.

Delete a static IP and MAC address mapping entry from the
table for the interface specified in the command.

arp timeout sec

no arp timeout

sec:(1..40000000)/60000

sec

Configure the lifetime of dynamic entries in the ARP table (s)
Set the default value.

ip arp proxy disable

no ip arp proxy disable

T /disabled

Disable ARP request proxy mode for the switch.
Enable ARP requegtoxy mode for the switch.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablel16t Privileged EXEC mode commands

Command

Value/Default value

Action

clear arpcache

T

Delete all dynamic entries from the ARP table (the command i
available only for a privileged user).

show arp [ipaddressip_ad-
dresg [mac-address
mac_addres[giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|

LJ2 NIi 1t Cofolip) gbl5] £

ip_addresdormat:
A.B.C.D

mac_addresformat:
H.H.H or H:H:H:H:H:H

or HH-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Show ARP table entries: all entries, filter badlress; filter by
MAC address; filter by interface.

-ip_addresg IP address;

-mac_address MAC address.

show arp configuration

T

Show global ARP configuration and ARP configuration for
interfaces.

Interface configuration mode commands

Command linggrompt in the interface configuration mode is as follows:

console(config

-ify#
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Tablel17t Ethernet, VLAN, port group interface configuration mode commands

Command Value/Default value Action
ip proxy-arp ¢ Jenabled Enable ARRequest proxy mode on the configured interface.
no ip proxy-arp Disable ARP request proxy mode on the configured interface.
ip locakproxy-arp Enable Local Proxy ARP on the interface (a switch will respong
host ARP requests within irRerface). To make this function
T foff available on the port, enable Proxy ARP ffroxyarp).
no ip locatproxy-arp Disable Local Proxy ARP functionality on the interface.

Example use of commands

Add a static entry to the ARP table: IP addrE32.168.16.32, MAC address 0:0:C:40:F:BC, set the dy-
namic entry timeout in the ARP table to 12000 seconds:

console# configure

console(config)# arp 192.168.16.32 00 - 00- 0c- 40- Of - bc tengigabitethernet
1/0/2
console(config)# arp timeout 12000

A Show the contentsf the ARP table:

console#  show arp

VLAN Interface |IP address HW address status

vlan1l te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Configuring GVRP

GARP is a VLAN Registration Protocol. The protocol allows VLAN identifiers to be distributed over the
network. The main function of the GVRP protocol is to detect information about-Yietadrks absent in the
switch database when receing GVRP messages. When the switch receives information about missing VLANS,
it adds them to the database.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Tablel18t Global configuration mode commands

Command Value/Default value Action
gvrp enable . Enable the use of the GVRP protocol by the switch.
T /disabled - -

no gvrp enable Disable the use of the GVRP protocol by the switch.

gvrp staticvlan The VLANSs received via GVRP will be automatically added ta
vlan database.

no gvrp statievlan T Disable adding VLANS received via the GVRP protocol to the
database.
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Ethernet or port group interface (interface range) configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console#  configure

console(config)# interface {gigabitethernet gi_port | tengigabitethernet
te_port | fortygigabitethernet fo_port |port -channel group }
console(config -if#

Tablel19t Ethernet and port group interface configuration mode commands

Command Value/Default value Action
gvrp enable . Enable GVRP on the configured interface.
T /disabled - " -
no gvrp enable Disable GVRP on tleenfigured interface.
gvrp vlancreation-forbid Prohibit dynamic modification or creation of a VLAN on the
configured interface.
T /allowed - P -
no gvrp Allow dynamic modification or creation of a VLAN on the
gt I ynONBI GA2Yy T configured interface.
gvrpregistration-forbid By default, VLAN Cancel registration for all VLANs and disable creation or
creation and registration of new VLANSs on the interface.
no gvrp registrationforbid registration onthe | Set the default value.
interface is allowed.

VLANNterface configuration mode commands

Command line prompt in the VLAN interface configuration mode is as follows:

console(config - iN#

Tablel20t VLAN configuration mode commands

Command Value/Default value Description
gvrp advertisementforbid Disable VLAN announcing via GVRP.
no gvrp advertisementor- T Enable VLAN announcing via GVRP.
bid

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablel21t Privileged EXEC mode commands

Command Value/Default value Action
clear gvrp statistics Clear collected GVRP statistics.
[gigabitethernetgi_port| gi_port: (1..8/0/1..48);
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group|
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EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Tablel22t EXEC mode commands

Command

Value/Default value

Action

show gvrp configuration
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| detailed]

show gvrp statistics
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group|

show gvrp errorstatistics
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group|

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show GVRP protocobnfiguration for the specified interface or
for all interfaces.

Show collected GVRP statistics for the specified interfader @il
interfaces.

Show statistics on errors during operation of the GVRP protocd
for the specified interface or fall interfaces.

5.17.4 Loopback detection mechanism

This mechanism allows the device to detect loopback ports. A loop on the port is detected by sending a
frame by the switch with the MAC address of the switch port in the Source MAC field and the broadcast (by

default) address in the Destination MAC field.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel23t Global configuration mode commands

Command

Value/Default value

Action

loopbackdetection enable

no loopbackdetection enable

T /off

Enable the loop detection mechanism for the switch.

Restore the default value.

loopbackdetection interval
seconds

no loopbackdetection interval

seconds: (10..60)/30
seconds

Set the intervabetween loopback frames.
-secondg the time interval between LBD frames.

Restore the default value.

loopbackdetection mode

{& NI radfdr |O
orasSnyHOnl RRNJ
Ydzt G A Obdanyl O
broadcastmacaddr}

Determine the destination MAC address specified in LBD framg
- sourcemacaddrt source port MAC address is used as a
destination address;

- basemacaddrt switch MAC address is used as a destinatior,
address;

- multicastmacaddrt group address is usexb a destination
address;

- broadcastmacaddrt broadcast address is used as a
destination address.
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no loopbackdetection mode

Restore the default value.

loopbackdetection vlanbased

no loopbackdetection
gt I ynmol 4S8R

Enable loop detection mode in VLAN. If a loopback is detented
VLAN, this VLAN will be blocked on the port where the loopbad

T /off was detected.

Disable loop detection mode in VLAN.

loopbackdetection vlanbased
recoverytime value

Set the VLANIocking time.
-valuet the time after which the VLAN is automatically

value: (30..1000000)

T /disabled unblocked.

no loopbackdetection

Gt b ymolt aSthe NB d Blocked VLANS will not be restored automatically.

Ethernet or port group interface (interface range) configuration moal@mands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console# configure
console(config)# interface {gigabitethernet gi_port | tengigabitethernet
te_port | fortygigabitethernet fo_port |port -channel group }

console(config

- if#

Tablel24t Ethernet, VLAN, port group interface configuration mode commands

Action
Enable the loop detection mechanism on the port.
Restore the default value.

Command Value/Default value
loopbackdetection enable

no loopbackdetection enable

T /disabled

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Tablel25t EXEC mode commands

Action
Display the status dhe loopbackdetection mechanism.

Command Value/Default value
show loopbackdetec-
tion [gigabitethernet
gi_port| tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port| port -channel
group| detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5175{ ¢t FlFLYAfe o6{¢tz w{cectz a{c¢ctovox t+{¢ bz wt
The main task of STP (Spanning Tree Protocol) is to bring an Ethernet network with multiple links to a
tree topology that excludes packet cycles. Switches exchange conigumrakssages using frames in a

specific format and selectively enable or disable traffic transmission to ports.

Rapid STP (RSTP) is the enhanced version of STP that enables faster convergence of a network to a tree
topology and provides higher stability.
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Multiple STP (MSTP) is the most advanced STP implementation that supports VLAN use. MSTP involves
configuring the required number of spanning tree instances regardless of the number of VLAN groups on the
switch. Each instance can contain multiple VLAN gotifpwever, a drawback of MSTP it that all MSTP
switches should have the same VLAN group configuration.

V The maximum available number of MSTP instances is given in T@ble

Multiprocess STP mechanism is designed to create independent STP/RSTP/MSTP trees on the device
ports. Changes in the state of an individual tree do not affect the state of other treesirtbreasing network
stability and shortening the tree rebuilding time in case of failures. When configuring, the possibility of loops
between member ports of different trees should be excluded. To serve isolated trees, a specific process for
each tree ixreated in the system. The device ports belonging to the tree are matched to the process.

5.17.5.1 STP, RSTP configuration

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel26t Global configuration mode commands

Command

Value/Default value

Action

spanningtree

Enable STP on the switch.

no spanningtree mode

no spanningtree T fenabled Disable STO on the switch.
spanningtree mode {stp | Set the operating mode of the STP protocol:
rstp | mstp | pvst | rapid- -stpt IEEE 802.1D Spanning Tree Protocol;
pvst} -rstpt IEEE 802.1W Rapid Spanning Tree Protocol;
T /RSTP -mstpt IEEE 802.1S Multiple Spanning Tree Protocol.

-pvstt PerVlan Spanning Tree Protocol.
- rapid-pvstt Rapid PeiVlan Spanning Tree Protocol.

Set the default value.

spanningtree forward-time
seconds

no spanningtree for-
g NRTiAYS

seconds: (4..30)/15
seconds

Set the time interval spent listening and studying the state
before switching to theéransmission state.

Set the default value.

spanningtree hello-time sec-
onds

no spanningtree hellotime

seconds: (1..10)/2 sec

Set the time interval between broadcasts of "Hello"
messages to the interacting switches.

Setthe default value.

spanningli NB §

t22LJd I

no spanningtree loop-
ol O1 m3dzr NR

T /prohibited

Allow protection that turns off the interface when receiving
its BPDU.

Disable the protection that turns off the interface when
receiving its BPDU.

spanningtree loopguard de-
fault

no spanningtree loopguard
default

T /disabled

Enable the Loop Guard function for all ports.

Disable Loop Guard.

spanningtree maxagesec-
onds

no spanningtree maxage

seconds: (6..40)/20 sec

Set the STP lifetime.

Setthe default value.

spanningtree priority
prior_val

no spanningtree priority

prior_val:
(0..61440)/32768

Configure the STP priority.
The priority value should be a multiple of 4096.

Set the default value.
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spanningtree pathcost
method {long | short}

T /long

no spanningtree pathcost
method

Set a path cost determining method.

-longt cost value in the range 1..200000000;
-shortt cost value in the range 1..65535.
Set the default value.

spanningtree bpdu {filter-
ing| flooding}

T /flooding

no spanningtree bpdu

Set themode of packet processing by a BPDU interface wi
disabled STP.

-filtering T BPDU packets are filtered by an interface with
disabled STP;

-floodingT untagged BPDU packets are transmitted and

tagged packets are filtered by an interface with disabled S

Set the default value.

spanningtree processd

id: (1..31)/0

no spanningtree processd

Create a separate process and switch the command interf
to its configuration mode.
The commands listed below are applicable within
V the process:
spanningtree forward-time seconds;
spanningtree hello-time seconds;
spanningtree maxageseconds;
spanningtree priority prior_val.
Delete the specified process.

spanningtree tc-protection

no spanningtree tc-protec-
tion

Enable a limit on the number of processed TCN/TC BPDU
a set time interval for STP, RSTP, zero instance of MSTP,
Disable the limit on the number of processE@N/TC BPDUs

spanningtree tc-protection
interval seconds

no spanningtree tc-protec-
tion interval

seconds: (1..10)/2 sec.

Set the interval for limiting the number of processed TCN/]
BPDUSs.
Set the default value.

spanningtree tc-protection
threshold count

no spanningtree tc-protec-
tion threshold

count: (1..255)/1

Set the maximum number of processed TCN/TC BPDUs fi
specified time interval.
Set the default value.

When set the forwardtime, hello-time, maxage STP parameters, make sure th2t(For-

e ward-Delay- 1) >= MaxAge >= 2*(HelleTime + 1).

Ethernet or port group interface configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console(config - if#

Tablel27t Ethernet or port group interface configuration mode commands

Command Value/Default value Action
spanningtree disable Prohibit the operation of the STP protocol on the configured
1 /allowed interface.
no spanningtree disable Enable STP on the interface.

spanningtree costcost Set the path cost via the interface.

cost: - costt path cost
no spanningtree cost (1..200000000)/see Set the value based on the port speed and the path cost
table 128 o
determination method, see tabl&28
spanningtree port-priority Set the interface priority in th&TP spanning tree.
priority o V The priority value should be a multiple of 16.
priority: (0..240)/128
no spanningtree LJ2 Nfi- 1t Set the default value.

ority
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spanningtree portfast
[auto]

Enable the mode in which the port immediately switches to the
transmission mode without waiting for the timer to expire, when
the link is established.

no spanningtree macad-
dress

T fauto -autot add a delay of 3 seconds before switching to the
transmission mode.
no spanningtree portfast Disable immediate transition to the 'link up' transmission mode
spanningtree guard {root | Enable root protectiorior all STP trees on the selected port.
loop | none} -root T prohibit the interface to be the root port of the switch;
-loop T enable additional loopback protection on the interface.
T /use global . . . . .
configuration the interface status is other than Designated and it stops receiy
BPDUs, thenterface is blocked,;
-nonet disable all Guard functions on the interface.
no spanningtree guard Use global configuration.
spanningtree bpduguard Enable protection that switches off the interface when receiving
{enable | disable} T Joff BPDU packets.
no spanningtree Enable protection that switches off the interface when receiving
bpduguard BPDU packets.
spanningtree macaddress Change the MAC address from which BPDUs are sent and
{dotld | dotlad} received.
-dotldt BPDUs with MAC address-8a-C200-00-00 are sent
and received;
T /dotld

-dotladt BPDUs with MAC address-8@-C200-00-08 are sent
and received.

Set the default value.

spanningtree link-type
9 LJ2 A -gaint] &hared}

no spanningtree link-type

T /for duplex portt
"point-to-point”, for
half-duplext
"branched"”

Set the RSTP protocol to the transmitting state and determine {
type of communication for the selected port:

- point-to-point ;

- shared

Set the default value.

spanningd NS NXaidN
tcn

no spanningtree re-
stricted- tcn

T /BPDU reception
with TCN flag is
allowed:;
vlan_list: (1..4094)

Prohibit receiving BPDUs with the TCN flag.

Allow receiving BPDUs with TCN flag.

spanningtree bpdu
{filtering | flooding}

no spanningtree bpdu

Set the mode of packet processing by a BPDU interface with
disabled STP.

-filtering T BPDU packets are filtered on the interface on whicl
STP is disabled;

- flooding T untagged BPDU packets are transmitted and tagge
packets are filtered by an interfaceitiv disabled STP.

Set the default value.

spanningtree binding
processid

no spanningtree

binding-process

id: (1..31)/0

Bind the port to the specified process. By default, all ports are
bound to the null process.
-id T process number.

Restore the default port binding.

Tablel281 Default path cost (spanniAgee cost)

Method for determining the path cost
Interface
Long Short

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

40G 2000000 100

LAG 10M 20000 4

LAG 100M 20000 4

LAG 1G 20000 4

LAG 10G 2000 2

LAG 40G 500 2
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V By default, the cost of the path for a group of channels using the long method is detel

* mined by dividing the cost of the interface by the number of linkstive group. The cost
value for LAG is given taking into account the membership of two physical interfaces i
it.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:
console#

Tablel29t Piivileged EXEC mode commands

Command Value/Default value Action
show spanningtree [giga- i port: (1..8/0/1..48); Show the status of the STP protocol.
bitethernet gi_port| tengi- g_p o ooy

. te_port: (1..8/0/1..24);
gabitethernette_port| for- . X
SR fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| roup: (1..48)
port-channelgroup] group- {2
show spanningree detall Show detailed information about STP protocol settings, infor-
[active | blockedportq mation about active or blocked ports.
clear spanningree de- Restartthe protocol migration process. Restart STP tree recal
G§SOGSRITLINR G202 . ] | culation.
{gigabitethernetgi_port| gi_port: (1..8/0/1..48);
N te_port: (1..8/0/1..24);
tengigabitethernette_port fo_port: (1..8/0/1..4):
| fortygigabitethernet _port. (L. N

fo_port| port -channel group: (1..48).
groupt]

T

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table1l30t EXEC mode commands

Command Value/Default value Action
show spanningree bpdu Show the BPDU packgtocessing mode on the interfaces.
[gigabitethernetgi_port| gi_port: (1..8/0/1..48);
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48);
group| detailed]

5.17.5.2 Configuring MSTP

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Tablel31t Global configuration mode commands

Command Value/Default value Action
spanningtree T Jallowed Enable STP on the switch.
no spanningtree Disable STO on the switch.
spanningtree mode {stp | Set the operating mode of the STP protocol.
rstp | mstp | pvst | rapid - 1 IRSTP
pvst}
no spanningtree mode Set the default value.
spanningtree pathcost Set a path cost determining method.
method {long | short} -longt cost value in the range 1..200000000;
T /long -shortt cost value in the range 1..65535.

no spanningtree pathcost
method

Set thedefault value.

spanningtree mstin-
stance_idpriority priority

instance_id: (1..15);
priority: (0..61440)/32768

Set the priority of the switch over others switches using a
shared MSTP instance.

-instance_idt MST instance;

- priority T switch priority.

V The priority value should be a multiple of 4096.

no spanningtree mstin-
stance_idpriority

Set the default value.

spanningtree mst
Y | E m K@Ldaunt

hop_count: (1..40)/20

Set the maximum amount of hops for BPDU packet that are
required to build a treend to keep information on its structure
If the packet has already passed the maximum amount of tra|
hops, it will be dropped on the next section.

- hop_countt the maximum number of transit sections for a
BPDU packet.

no spanningtree mst
YI EnK2 L&

Set the default value.

spanningtree mstin-
stance id tc-protection

Enable a limit on the number of processed TC BPDUs for a
specified time interval.

no spanningtree mstin- instance_id: (1..15);

stance_idtc-protection

Disable the limit on the number girocessed TC BPDUs.

spanningtree tc-protec-
tion mstinstance_idnter-

val seconds instance_id: (1..15);

Set the interval for limiting the number of processed TC BPD

no spanningtree tc-pro- seconds: (1..10)/2 sec.
tection mstinstance_idn-

terval

Setthe default value.

spanningtree tc-protec-
tion mstinstance_id

threshold count instance_id: (1..15);

Set the maximum number of processed TC BPDUs for a give
time interval.

no spanningtree tc-pro- count: (1..255)/1
tection mstinstance_id

threshold

Setthe default value.

spanningtree mst configu-
ration

Enter the MSTP protocol configuration mode.

MSTP configuration mode commands

Command line prompt in the MSTP configuration mode is as follows:

console#  configure
console (config)#
console (config

spanning - tree mst
- mst)#

configuration
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Tablel32t MSTP configuration mode commands

Command

Value/Default value

Action

instanceinstance_idvlan
vlan_range

no instanceinstance_id
vlanvlan_range

instance_id:(1..15);
vlan_range: (1..4094)

Create a mapping between MSiFBtance and VLAN groups.
-instanceid t MSTP instance identifier;
-vlanranget VLAN group number.

Delete the mapping between MSTP instance and VLAN groupg

namestring

no name

string: (1..32)
characters

Set the namef the MST configuration.
- stringt MST configuration name.

Delete the name of the MST configuration.

revisionvalue

no revision

value: (0..65535)/0

Set the revision number of the MST configuration.
-valuet MST configuration revision number.

Set the default valuevalue).

show {current | pending}

Show the currentdurrent) or pending fending) MST
configuration.

exit T Exit the configuration mode of the MSTP protocol with the
configuration saved.
abort Exit the MSTP protocabnfiguration mode without saving the

configuration.

Ethernet or port group interface configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console(config

-if#

Tablel33t Ethernet or port group interface configuration mode commands

Command

Value/Default value

Action

spanningtree guard root

no spanningtree guard
root

T /protection disabled

Enable root protection for all STP trees on the selected port. Tl
protection prohibits the interface to be the root port of the
switch.

Set the default value.

spanningtree mstin-
stance_idguard root

no spanningtree mstin-
stance_idguard root

instance_id: (1..63);
T /protection disabled

Enable protection of the "root" of the specified MShBtance for
the selected interface. This protection prohibits the interface to
the root port of the switch.

- instanceid T MSTP instance identifier.

Set the default value.

spanningtree mstin-
stance_idport-priority pri-
ority

no spanningtree mstin-
stance_idport-priority

instance_id: (1..4094);
priority: (0..240)/128

Set the priority of the interface in the MSTP instance.
-instanceid t MSTP instance identifier;

- priority T interface priority.

V The priority value should be a multiple of 16.

Set the default value.

spanningtree mstin-
stance_idcostcost

no spanningtree mstin-
stance_idcost

instance_id: (1..4094);
cost: (1..200000000)

Set the path cost via the selected interface for the particular
instance of MSTP.

-instanceid T MSTP instance identifier;

- costt path cost.

Set the value based on the port speed and the method of
determining the path cost, see tabl®8.

spanningtree port-priority
priority

no spanningli NB S -piliJ2 NJ
ority

priority: (0..240)/128

Set the priority of the interface in thISTP root spanning tree.
V The priority value should be a multiple of 16.

Set the default value.
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spanningtree restricted
tcn

no spanningtree re-
stricted-tcn

¢/BPDU reception
with TCN flag is al-
lowed

Prohibit receiving BPDUs with the TCN flag.

Allow BPDU reception with the TCN flag.

PrivilegedEXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablel34t1 EXEC mode commands

Command Value/Default value

Action

show spanningree [giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup) [in-
stanceinstance_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..64).

Show the STP protocol configuration.
-instance_idt MSTP instance identifier.

show spanningree detail
[active | blockedports] [in-

stanceinstance_id instance_id: (1..4094)

Show detailed information on the STP protocol configuration,
active or blocked ports.

-activet show information on active ports;

- blockedportst show information on blocked ports;
-instance_idt MSTP instance identifier.

show spanningree
YalidmnO2y FAAdzNT

Show information on configured MSTP instances.

clear spanningree de-
G§SOGSRMLINR (202
{gigabitethernetgi_port|
tengigabitethernette_port

| fortygigabitethernet

fo_port| port -channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Restart the protocol migration process. Restart STP tree
recalculation.

Commandexecution examples

A Enable STP support, set the RSTP spanning tree priority to 12288, faimarihterval to 20 sec-
onds, 'Hello' broadcast message transmission interval to 5 seconds, spanning tree lifetime to 38 sec-

onds. Show STP configuration:

console(co nfig)#  spanning - tree

console(config)# spanning - tree mode rstp
console(config)# spanning - tree priority 12288
console(config)# spanning - tree forward -time 20
console(config)# spanning - tree hello -time 5
console(config)# spanning -tree max -age 38
console(config)# exit

console# show spanning -tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address  a8:f9:4b:7b:e0:40
This switch is the ro ot
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Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Nane State Prio.Nbr Cost Sts Role PortFast Type

te1l/0/1 enabled 128.1 100 Dsbl Dsbl No
te1/0/2 disabled 128.2 100 Dsbl Dsbl No
tel/0/5 disabled 128.5 100 Dsbl Dsbl No
te1/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No
te1/0/8 enabled 128.8 100 Dsbl Dshl No
te1/0/9 enabled 128.9 100 Dsbl Dsbl No
gil/0/1 enabled 128.49 100 Dsbl Dsbl No
Pol enabled 128.1000 4  Dsbl Dsbl No

5.17.5.3 Configuring PVSTP+, RPVSTP+

PVSTP+ (P&LAN Spanning Tree Protocol Pigghe variation of Spanning Tree protocol enhancing the
STP functionality for the use in certain VLANs. The protocol allows creating a separate STP instance in each
VLAN. PVSTP+ is compliant with STP.

Rapid PVSTP+ (RPVSTP+) is the enhanced version of tRsiSIr&bles faster convergence of a network
to a tree topology and provides higher stability.

' ' A total of 64 PVST/RPVST instances are supported. At the same time, zero is used fol
bl VLANSs in which PVST/RPVST is disabled. Each VLAN with PVST/RPM&d eorae-
sponds to one PVST/RPVST instance.

Ports with more than 64 VLANs active are temporarily blocked when switching tc
PVST/RPVST maode, therefore, before enabling PVST/RPVST, it is necessary to calc
the number of VLANSs used on the ring pot§ the switch. If this value exceeds 63, then
initially you need to disable PVST/RPVST in redundant VLANS/RPVST with the commi
"no spanningtree vlan <VLAN ID>".

.‘

Before enabling PVST/RPVST, MES switches process PVST bpdu in all VLANSs. Therefi
cases where the ring uses switches with the number of PVST/RPVST VLANs exceedin
it is necessary to expand the limits for processing PVST bpdu traffic on the CPU. Todo t
use the command "service cprate-limits other-bpdu 1024".

.‘

If it is necessary to remove VLANs from PVST/RPVST instances and add new ones du
operation, perform the following actions:

1) Disable STP in unnecessary VLANs (command "no spatngieglanvlan_list' in global
configuration mode).

2) Enable STP in new VLANerimand "spanningree vilanvlan_list' in global configura-
tion mode).

.‘

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table135t Global configuration modeocnmands

Command

Value/Default value

Action

spanningtree vlanvlan_list

spanningtree vlanvlan_list

vlan_list: (1..4094)/ by
default all instances are
enabled

Enable PVSTP+, RPVSTP+ in specified VLANS.

Disable PVSTP+, RPVSTP+ in the specified VLANSs.

spanningtree vlanvlan_list
bpdu {filtering | flooding}

no spanningtree vlan
vlan_listbpdu

vlan_list: (1..4094)/
filtering is disabled

Filters or skips incoming PVST/RRBBDU frames.

V This command is valid if STP is disabled or
enabled in one of the modes:
STP/RSTP/MST. If PVST/RP¥®ie is ena-
bled, this command will only be valid if STP
is disabled in the specified VLAN.

-filtering T enable filtering;
-flooding T disable filtering.

Set the default value.

spanningtree vlanvlan_list
forward-time seconds

no spanningtree vlan
vlan_listforward-time

vlan_list: (1..4094);
seconds: (4..30)/15
seconds

Set the time period spent listening and studying the states
before switching to the transmission state for the specified
VLANS.
V The timers should comply with the following
formula:
2* (Forward-Time-m 0
(Hello-Time + 1).

! BASEX H F

Set the default value.

spanningtree vlanvlan_list
hello-time seconds

no spanningtree vlan
vlan_listhello-time

vlan_list: (1..4094);
seconds: (1..10)/2 sec

Set the time interval betweehroadcasts of "Hello" messages {
the interacting switches for the specified VLANS.

Set the default value.

spanningtree vlanvlan_list
max-ageseconds

no spanningtree vian
vlan_listmaxage

vlan_list: (1..4094);
seconds: (6..40)/20 sec

Set thespanning tree lifetime for specified VLANSs.

Set the default value.

spanningtree vlanvlan_list
priority priority_value

spanningtree vlanvlan_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

Configure the STP priority.
V Thevalue is selected from the range in incre-
ments of 4096.

Set the default value.

spanningtree vian
vlan_listtc-protection

no spanningtree vlan
vlan_listtc-protection

vlan_list: (1..4094);

Enable a limit on the number of processed TCN/TC BPDUs f
set timeinterval for STP, RSTP, zero instance of MSTP.

Disable the limit on the number of processed TCN/TC BPDU

spanningtree vlan
vlan_listtc-protection in-
terval seconds

no spanningtree vian
vlan_listtc-protection in-
terval

vlan_list: (1..4094);
seconds: (1..10)/2ec.

Set the interval for limiting the number of processed TCN/TC
BPDUs.

Set the default value.

spanningtree vlan
vlan_listtc-protection
threshold count

no spanningtree vian
vlan_listtc-protection
threshold

vlan_list: (1..4094);
count: (1..255)/1

Set the maximum number of processed TCN/TC BPDUs for &
specified time interval.

Set the default value.
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Ethernet interface (interfaces range) confiquration mode commands

Command line prompt in thmterface configuration mode is as follows:

console(config

-if#

Tablel36t Commands of Ethernet interface configuration mode

Command

Value/Default value

Action

bpdu {filtering | flooding}

spanningtree vlanvlan_list

vlan_list:(1..4094)/
filtering is disabled

no spanningtree vlan
vlan_listbpdu

Filter or skip incoming PVST/RPABFDU frames on a given
interface.
V This command is valid if STP is disabled or

enabled in one of the modes:
STP/RSTP/MST. If PVST/RPVST mode is ena
bled, this command will only be valid BTP

is disabled in the specified VLAN.

-filtering T enable filtering;
-flooding T disable filtering.

Set the default value.

spanningtree vian
vlan_listcostcost

vlan_list: (1..4094);

no spanningtree vlan
vlan_listcost

cost: (1..200000000)

Setthe path cost via the interface for specified VLANS.
- costt path cost.

Set the value based on the port speed and the method of
determining the path cost for specified VLANS.

spanningtree vian
vlan_listdisable

no spanningtree vlan
vlan_listdisable

vlan_list: (1..4094)

Disable STP on the configured interface for specified VLANS.

Enable STP on the configured interface for specified VLANSs.

spanningtree vian
vlan_listport-priority pri-
ority_value

vlan_list:(1..4094);
priority_value:

no spanningtree vlan
vlan_listport-priority

(0..240)/128

Set the interface priority in STP root spanning tree.
V The value is selected from the range in incre-
ments of 16.

Set the default value.

guard {root | loop | none}

spanningtree vlanvlan_list

vlan_list: (1..4094);

no spanningtree vian
vlan_listguard

Enable root protection on the interface for the specified VLAN
-root T prohibit the interface to be the root port of the switch;
-loop Tt enable additional loopback protection on the interfac
If the interface status is other than Designated and it stops
receiving BPDUS, the interface is blocked;

-nonet disable all Guard functions on the interface.

Disable all Guard functions on the interface.

restricted-tcn

spanningtree vlanvlan_list

no spanningtree vlan
vlan_list restrictedtcn

T /off

Prohibit receiving BPDUs with the TCN flag for the specified
VLANS.

Allow receiving BPDUs with the Ty for the specified VLANS

5.17.6 Configuring G.8032v2 (ERPS)

ERPS&Hthernet Ring Protection Switch)rqarotocol is used for increasing stability and reliability of data
transmission network having a ring topology by reducing the network recovery time in case of a failure.
Recovery time does not exceed 1 second. It is much less than network change @ver ¢tiase of spanning
tree protocols usage.
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Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel37t Global configuration mode commands

Command

Value/Default value

Action

erps

no erps

T /off

Allow the operation of the ERPS protocol.

Prohibit the operation of the ERPS protocol.

erps vlanvlan_id

no erps vliarvlan_id

vlan_id: (1..4094)

Create an ERPS ring with théARS VLAN identifiethrough which
serviceinformation will be transmitted and switcto the ring
configuration mode.

-vlan_idt RAPS VLAN number.

Delete the ERPS ring with tlkan_ididentifier.

Ring configuration mode commands

Command line prompt in the ringpnfiguration mode is as follows:

console(config

- erps)#

Tablel38t EPRS ring configuration mode commands

Command

Value/Default value

Action

protected vlan addvlan_list

vlan_list:(2..4094, all)

Add a VLAN range to the listmfotected VLANS.

-vlan_listt VLAN list. To define a VLAN range, enter values
separated by commas or enter the starting and ending values
ASLI NI SR @® || KeLKSy Q

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Remove a VLAN range from tiet of protected VLANS.
-vlan_listt list of VLANSs to delete.

port {west | east} {giga-

tygigabitethernetfo_port|
port-channelgroup}

bitethernet gi_port| tengi-
gabitethernette_port| for-

no port {west| east}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Select a west (east) port of the switch included in the ring.

Delete a west (east) port of the switch included in the ring.

rpl {west | east} {owner |
neighbor}

Select the switch RPL port aitsl role.
-westT west port will be assigned as an RPL port;
- eastt east port will be assigned as an RPL port;

no ring enable

T /no rpl -ownerT a switch will be an owner of the RPL port;
- neighbort a switch will be a neighbor of the RPL port owner.
no rpl Delete theswitch RPL port.
levellevel Configure the FAPS message level. It is required for providing
. messages through CFM MEP.

level: (0..7)/1 - levelt R-APS message level.
no level Set the default value.
ring enable T Joff Enable the functioning of the ring.

Disable the functioning of the ring.

versionversion

no version

version: (1..2)/2

Select the compatibility mode with other versions of the G.803%
protocol.
- versiont  G.8032 version.

Set the default value.

revertive

no revertive

T /revertive

Selectthe operating mode of the ring.

Set the default value.

sub-ring vlanvlan_id

no subring vlanvlan_id

vlan_id:(1..4094)

Specify the subring for this ring.
-vlan_idt VLAN number.

Remove the subring.
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propogation]

sub-ring vlanvlan_id[tc-

no subring vlanvian_id

vlan_id:(1..4094)

Enable sending MAC table clearing signal to a primary ring wh
rebuilding a subing.

Disable sending MAC table clearing signal to a primary ring wh
rebuilding a suling.

timer guardvalue

no timer guard

value:(10..2000) ms,
multiple of 10/500 ms

Set a timer blocking outdated
R-APS messages.

Set the default value.

timer holdoff value

no timer holdoff

value:(0..10000) ms,
multiple of 100 with an
accuracy of 5 ms/0 ms

Set a timer to delay the switalesponse to a state change. Insteg
of reacting to an event, a timer is turned on, after which the
switch informs about its state. Designed to reduce packet flood
port flapping.

Set the default value.

timer wtr value

value:(1..12min/5

Set a timer that starts on the RPL Owner switch in the revertive
mode. It is used to prevent frequent protective switchings due t

min failure signals.

no timer wtr Set the default value.

switch forced {west | east} Force the start of th@rotective ring switching, while the specifie
T /no port is blocked.

no switch forced Cancel the ring switching force.

switch manual {west | Manually block the specified west (east) port and unblock east

east} T /no (west) one.

no switch manual Cancel thamanual lock.

abort Undo the changes made since entering the ring configuration

mode.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table1l391 EXEC mode commands

Command

Value/Default value

Action

show erps [vlarvlan_id

vlan_id: (1..4094)

Request information about the general state of the ERPS or th
state of the specified ring.

5.17.7 LLDP configuration

The main function ofink Layer Discovery Protoc@lLDPis the exchange of informatiabout status
and specifications between network devices. Information that LLDP gathers is stored on devices and can be
requested by the master computer via SNMP. Thus, the master computer can model the network topology
based on this information.
The switcles support transmission of both standard and optional parameters, such as:
- device name and description;
- port name and description;
- information about MAC/PHY, etc.

Global configuration mode commands

Command line prompt in the global configuration modasgollows:

console(config)#
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Table140t Global configuration mode commands

Command Value/Default value Action
lldp run T Jallowed Allow the switch to use the LLDP protocol.
no lldp run Prohibit the switch from using the LLp®tocol.

lldp timer seconds

no lldp timer

seconds: (5..32768)/30

Determine how often the device will send LLDP information
updates.

sec

Set the default value.

lldp hold-multiplier number

no lldp hold-multiplier

number: (2..10)/4

Set the amount of time for the receivinpvice to hold the
received LLDP packets before dropping them.

This value is transmitted to the receiving side in LLDP update
packets and should be an increment for the LLDP timer. Thus,
lifetime of LLDP packets is calculated by the formula: TTL = mi
(65535, LLDFimer * LLDfMHoldMultiplier)

Set the default value.

lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 sec

Minimum amount of time for the LLDP port to wait before LLDR
reinitialization.

Set the default value.

lldp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
sec

Set a delay between subsequent LLDP packet transmissions i
tiated by changes in values or status in local LLDP MIB dat
bases.
V It is recommended that this delay be less than
0.25* LLDPTimer.

Set the default value.

lidp lidpdu {filtering |
flooding}

no lldp lldpdu

T ffiltering

Specify the LLDP packet processing mode when the LLDP pro
is disabled on the switch:

-filtering T LLDP packets are filtered if LLDP is disabled on the
switch;
- floodingt LLDP packets are transmitted if LLDP is disabled o
the switch.

Set the default value.

lldp med faststart
NB LIS | (rmrébrdzy

no lldp med faststart
NBLISI G022 dzy i

number: (1..10)/3

Set the number of repetitions of LLDP PDU for a quick start,
determined by LLDMED.

Set the default value.

lldp med networkpolicy
numberapplication[vlan
vlan_id [vlan-type {tagged
| untagged}] [up priority]
[dscpvalug

no lldp med networkpolicy
number

number: (1..32);
application (voice,
voicesignaling,
guestvoice,
guestvoicesignaling,
softphonevoice,
video-conferencing,
streamingvideo,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value (0..63)

Define a rule for the networkolicy parameter (device network
policy). This parameter is optional for théDP MED protocol
extension.

-numbert sequential number of a network policy rule;

- applicationt main function defined for the network policy rule
-vlan_idt VLAN identifier for the rule;

-tagged untaggedt specify whether the VLAN used by this rulg
is tagged or untagged,;

- priority T the priority of this rule (used on the second layer of
OSI model);

-valuet DSCP value used by this rule.

Delete the created rule for the networolicy parameter.

lldp notifications interval
seconds

no lldp notifications
interval

seconds: (5..3600)/5
sec

Set the maximum transmission rate of LLDP notifications.
- secondg time period during which the device can send no
more than one notification.

Set the defaulvalue.

Ethernet interface configuration mode commands:

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config

-if#
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Tablel41t Commands of Ethernet interface configuration mode

Command Value/Default value Action
lldp transmit Enable packet transmission via LLDP on the interface.
no lldp transmit by default, both directions| Disable packet transmission via LLDP on the interface.
lldp receive are allowed. Allow receiving packets overa LLDP on the interface.

no lldp receive

Prohibit receiving packets via LLDP on the interface.

lldp optionaltlv tlv_list

no lldp optionaktlv

tvl_list: (portdesc, sys
name, syslesc, sysap,
802.3macphy, 802.3ag,

802.3maxframe-size,
802.3power-viamdi)/By

Determine which optional TLV fields (Type, Length, Value
be included by the device in the transmitted LLDP packet.
You can pass up to 5 optional TLVs to the command.

V TLV 802.3ower-via-mdi isavailable only for devices
with PoE support.

default, optional TLVs are
not included in the packet.

Set the default value.

lldp optional-tlv 802.1
{pvid [enable| disablg |
ppvid{add| remove}
ppv_id | vlanmame{add|
remove} vian id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp]| rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optionakilv 802.1
pvid

ppvid: (24094);
vlan_id: (24094);

By defaultoptional TLVs
are not included.

Determine which optional TLV fields will be included by the
device in the transmitted LLDP packet:

-pvidt interface PVID;

-ppvidt add/delete PPVID;

-vlan-namet add/delete VLAN number;

- protocol T add/delete a certairprotocol.

Set the default value.

lldp managementaddress
{ip_addresg none |
automatic [gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| vlan vlan_id}

no lldp maragement
address

ip-address format:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
By default, the
management address is
defined automatically.

Specify the management address announced on the

interface.

- ip_addresg specify a static IP address;

-nonet indicate that an address is not announced;

-automatict indicate that the system selects the mamag

ment address automatically from the configured addresseg

the specified interface.

If an Ethernet interface or a port group interface belong to

VLAN, this VLAN address will not be included into the list ¢

available management addresses.

V If there are several IP addresses, the system se-
lects the initial IP address from the range df/-

namic IP addresses. If dynamic addresses are not

available, the system chooses the start IP ad-

dress from the available static IP address range.

Delete the management IP address.

lldp notification {enable |
disable}

no lldp notifications

by default, sending LLDP|
notifications is prohibited.

Allow/prohibit sending LLDP notifications on the interface.
-enable;
- disable

Set thedefault value.

lldp med enableftlv_list]

tvl_list: (networkpolicy,
location, inventory)/it is
prohibited to use the LLDP
MED protocol extension.

Allow the use of the LLDP MED protocol extension.
You can include from one to three special TLVs in the
command.

lldp med network-policy
{add| remove} number

no lldp med networkpolicy

number: (:32)

Assign a networpolicy rule to the interface.
-addt specify the rule;

-removet remove the rule;

-numbert rule number.

Remove the networpolicy rulefrom the interface.

lldp med location
{coordinate coordinate|
civicaddress
civic_address_dath ecs
elin ecs_elin_dath

coordinate: 16 bytes;
civic_address_data:
(6..160) bytes;
ecs_elin_data: (10..25)

bytes.

Specify the device location for LL{IBcation' parameter
value of the LLDP MED protocol).

- coordinatet the address in the coordinate system;

- civic_address_data device administrative address;

- ecselin_datat address in ANSI/TIA 1057 format.
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no lldp med location
{coordinate | civicaddress
| ecs-elin}

Delete the settings of the 'location’ parameter.

lldp med notification
topology-change {enable |
disable}

no lldp mednotifications
topology-change

T /prohibited

Allow/prohibit sending LLDP MED notifications about
topology changes.

- enable

- disable

Set the default value.

V The LLDP packets received via a port group are saved individually by these port grou
LLDP sends different messages to each port of the group.

V LLDP operation is independent from the STP staiethe port; LLDP packets are sent and
received via ports blocked by STP.
If the port is managed via 802.1X, LLDP works only with authorized ports.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablel421 Privileged EXEC mode commands

Command

Value/Default value

Action

clear lldp table [giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Clear the address table of detected neighboring devices and g
a new packet exchange cycle via the LLDP MED protocol.

show lldp configuration [gi-
gabitethernetgi_port|
tengigabitethernette_port |
fortygigabitethernetfo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Show LLDP configurations of all physical interfaces of the dev
or specified interfaces.

show lldp med configura-
tion [gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitether-
net fo_port| oob | de-
tailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Show LLDRIED protocol extension configurations for all physi
interfaces, or specifiethterfaces.

show lidp local
{gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Show the LLDP information that the port announces.

show lidp local

[gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port
| oob]

it am20SNI 21 RA

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Show TLVs LLDP reboot status.

show lldp neighbors
[gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Show information on the neighbor devices on which LLDP is
enabled.
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show lldp statistics Show LLDP statistics.
[gigabitethernetgi_port| gi_port: (1..8/0/1..48);
tengigabitethernette_port | te_port: (1..8/0/1..24);
fortygigabitethernetfo_port fo_port: (1..8/0/1..4)

| oob | detailed]

Command execution example

A Set the following TLV fields for the te1/0/10 port: pakscription, systeamame, systerrdescrip-

tion. Add the management address 10.10.10.70 for the interface.

console(config)# configure

console(config)# interface tengigabitethernet 1/0/10

console(config -if)#  lldp optional -tlvport  -descsys -name sys -desc
console(config -if)#  lldp management -address 10.10.10.70

A View LLDP configuration:

console# show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Sec onds
Tx delay: 2 Seconds
Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Chassis ID: mac - address

Port State Optional TLVs Address Notifications
tel/0/7 Rxand Tx SN, SC None Disabled
te1/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rxand Tx SN, SC None Disabled
te1/0/ 10 Rx and Tx PD, SD 10.10.10.70 Disabled

Table143t Result description

Field Description

Timer Determine how often the device sends LLDP updates.

Determine the time period (TTLimeTo-Live) for the receiving device, during which

Hold Multiplier it is necessary to hold the received LLDP packets before resetting them: TTL = Tin

* Hold Multiplier.
. Determine the minimum time period during which the port will wait before sending

Reinit delay
the next LLDP message.

Tx dela Specify the delay between subsequent transmissions of LLDP frames initiated by

y changes in values or status.
Port Port number.
State Port operation mode for LLDP.

Optional TLVs

Transmitted TLV options.
Possible values:

PDt Port Description;
SNt System Name,;

SDt System Description;
SCr System Capabilities.
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Address

Device address sent in LLDP messages.

Notifications

Specify whether LLDP notifications are enabled or disabled.

Show information about neighborindevices:

console#  show lldp neighbors

Port Device ID Port ID System Name Capabilities

te0/1 0060.704C.73FE 1 ts -7800-2 B
te0/2 0060.704C.73FD 1 ts -7800-2 B
te0/3 0060.704C.73FC 9 ts -7900-1 B, R
te0/4 0060.704C.73FB 1 ts -7900- 2 W
console#  show lldp neighbors tengigabitethernet 1/0/20
Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox2

System description: 24 - port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto - negotiation support: Supported

Auto - negotiation status: Enabled

Auto - negotiation Advertised Capabilities: 1000BASE
duplex mode, 100BASE - TX half duplex mode, 10BASE
duplex mode

Operational MAU type: Unknown

- T full duplex, 100BASE
- T full duplex mode, 10BASE

- TX full
- T half

Tablel44t Result description

Field Description
Port Port number.
Device ID Name or MAC address of the neighbor device.
Port ID Neighbor device port identifier.
System name Device system name.
Capabilities This field describes the devitge:
Bt Bridge;
Rt Router,

W1t Wi-Fi Access Point (WLAN Access Point
);TT Telephone;

D1 DOCSIS cable device;

Ht Host;

rt Repeater,

O1 Other.

System description

Neighbor device description.

Port description

Neighbor device port description.

Management address

Device management address.

Auto-negotiation sup-
port

Specify if the automatic port mode identification is supported.
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Auto-negotiation sta-
tus

Specify if the automatic port mode identification is supported.

Auto-negotiation Ad-
vertisedCapabilities

Specify the modes supported by automatic port discovery function.

Operational MAU
type

Operational MAU type of the device.

5.17.8 Configuring OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.Jahctions of data
transmission channel level correspond to channel status monitor protocol. The protocol uses OAM (OAMPDU)
protocol data blocks to transmit channel status information between directly connected Ethernet devices.
Both devices should support IEEE 802.3ah.

Ethernet interface configuration mode commands:

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config

- if#

Tablel45t Commands of Ethernet interface configuration mode

Command Value/Defaultvalue Action
ethernet oam T Jdisabled Enable Ethernet OAM support on the port.
no ethernet oam Disable Ethernet OAM on the configured port.
ethernet oam linkmonitor Set the threshold for the number of errors for the specified peri
frame thresholdcount (the period is set by thethernet oam linkmonitor frame
count: (1..65535)/1 | window command).

y2 SOUKSNYySid 2t Restore the default value.
tor frame threshold
ethernet oam linkmonitor Set a time interval for counting the number of errors.
frame windowwindow window: (10..600)/100
y2 SGKSNYySi 21 ms Restore the default value.
tor frame window
ethernet oam linkmonitor Set the threshold for the "frameeriod" event (the period is set
frame-period threshold by theethernet oam linkmonitor frameperiod window
count count: (1..65535)/1 | command).

2 SOUKSNYySa 2t Restore the default value.
y
tor frame-period threshold
ethernet oam linkmonitor Set the time interval for the "framperiod" event (in frames).
frame-period window win- . .
dow window:
y2 SGKSNYySiG 21 (1..65535)/10000 Restore the default value.
tor frame-period window
ethernet oam linkmonitor Set the threshold for the "frameeriod" event (the period is set
frame-seconds threshold by theethernet oam linkmonitor frameseconds window
count ) command), in seconds.
y2 SGKSNYySiaG 21 count: (1..900)/1 Restore the default value.
tor frame-seconds thresh-
old
ethernet oam linkmonitor Set the time interval for the "frameeriod" event.
frame-seconds window . .
window window:
y2 SGKSNYySia 21 (100..9000)/100 s =2 ot o e default value.,
tor frame-seconds window
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ethernet oam mode {active
| passive}

Set the operating mode of the OAM protocol:
-activet the switch constantly sends OAMPDU;

nnSGKSNYySi 21Y
tional detection aggressive

T /active - passivet the switch starts sending OAMPDUSs only if there is
OAMPDU on the opposite side.
no ethernet oam mode Restore the default value.
ethernet-oam remotefail- Enable support and handling of "remetailure” events.
ure T /enabled
no ethernet oamre- Restore the default value.
Y20Sn¥Fl At dz2NB
SGKSNYySG 2FY N Enable support for the remotopback function.
back supported .
no ethernet oam re- T [disabled Restore the default value.
Y2GS8Snt 22101 O]
ethernet oam unidirec- Enable the unidirectional link detection function based on the
tional detection T /disabled Ethernet OAM protocol.
y2 SUKSNYySid 2t Restore the default value.
tional detection
ethernet oam unidirec- Determine theswitch response to unidirectional link:
tional detection action {log -logt send an SNMP trap and add an entry to the log;
M SNNERBNITRAALlI of T /o - error-disablet set the port to the "errordisable" state, send an
9 SNMP trap and add an entry to the log.
y2 SGKSNYySaG 21 Restore the default value.
tional detection action
ethernet oam unidirec- Enable aggressive unidirectional link detection mode. If Ethern
tional detection agressive OAM messages stop coming from a neighboring davitke link
T /disabled is tagged as unidirectional.

Restore the default value.

ethernet oam unidirec-
tional detection discovery
time time

y 2
tional detection discovery
time

SGKSNYySi 21

time: (5..300)/5 sec

Set a time interval to determine the link type on the port.

Restore the default value.

Privileged EXEC mode commands

All commands are available to privileged user. Command line prompt in the Privileged EXEC mode is as

follows:

console#

Tablel461 Privileged EXEC mode commands

Command

Value/Default value

Action

clear ethernet oam statis-
tics [interface {giga-

bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Clear the Ethernet OAM statistics for the specified interface.

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port| tengiga-
bitethernet te_port| for-
tygigabitethernetfo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Display the status of the Ethernet OAM protocol for the specifie
interface.

show ethernet oam statis-
tics [interface {giga-

bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Show protocol message exchange statistics for the specified
interface.
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show ethernet oam status Display the Ethernet OAM settings for the specified interface.
[interface {gigabitethernet gi_port: (1..8/0/1..48);

gi_port| tengigabitether- te_port: (1..8/0/1..24);

net te_port| fortygiga- fo_port: (1..8/0/1..4)

bitethernet fo_port}]

aK2g SGKSNYSI Show the status of the unidirectional link detection mechanism

rectional detection [inter-
face {gigabitethernet
gi_port| tengigabitether-
net te_port| fortygi ga-
bitethernet fo_port}]
ethernet oam remoteoop- Start the channel testing process using

back{start/stop} ethernet oam remotdoopback on the specified interface.
interface{ gigabitether- gi_port: (1..8/0/1..48);
net gi_port te_port: (1..8/0/1..24)
/tengigabitethernet te_port

}

gi_port: (1..8/0/1..48): the specified interface.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Command execution examples

A Display the protocol status fajigabitethernet 1/0/3:

console#  show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection:  not supported
Link monitor: s upported

Remote loopback: supported
MIB retrieval:  not supported

Mtu size: 1500
Operational status:
Port status: operational

Loopback status: no loopback
PDU revision: 3

Remote client
MAC address: a8:f9:4b:0c:00:03
Vendor(oui): a8 f9 4b

Administrative configurations:

PDU revision: 3
Mode: active
Unidirection:  not supported
Link monitor:  supported
Remote loopback: supported
MIB retrieval:  not supported
Mtu size: 1500

console#

5.17.9 Configuring CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag provides monitoring and troubleshooting
in Ethernet networks enabling the controf connection, isolation of problem network areas and identification
of clients to whom network restrictions were applied.
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The protocol operates with the following concepts:

A Maintenance Domain (MDX) network area that is owned and operated by a singperator;

A Maintenance Association (MA) a set of endpoints (MEPs) each of which has the same MAID

(Maintenance Association Identifier) specifying a service type;
A Maintenance association End Point (MEPan endpoint of the service located on its border;
A Maintenance domain Intermediate Point (MiP)domain intermediate point.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel47t Global configuration mode commands

Command

Value/Default value

Action

ethernet cfm domainname
[levellevel]

name:(1..32) charac-

Create (or change the level) a CFM domain (MD) named "na
and switch to the domain configuratianode.

ters - levelt CFM domain level.
no ethernet cfm domain level: (0..7)/0 55t SGS GKS / Ca R2YlFAY 06as5v
name
Domain configuration mode commands
Command line prompt in the domain configuration mode is as follows:
console(config - cfm - md)#
Tablel48t CFM domain configuration (MD) mode commands
Command Value/Default value Action

id { dnsdns| name name
| macmac_addressum-
ber| null }

no id

name: (1..43) characters
dns: (1..43) characters
mac_address: H.H.H o
H:H:H:H:H:kbr HH-H-H-
H-H

Specify the CFM domain identifier (MD). The domain name cav
-dnst dns name;

-namet text string;

-mac_address numbar MAC address and numeric domain ID;
-nullt NULL identifier.

number: (665535)

By default: id name

corresponds to the
domain name

Set the default value.

service port
{ vlarid vlan_id|
namename|
number number}

no service port

service vlarvlan
{ vlarrid vlan_id|
namename|

number number

no service vlarvlan_id

Create a CFM service (MA) without binding to a VLAN and swi
to the serviceconfiguration mode.

Delete a CFM Service (MA).

vlan_id: (1..4094)
name: (1..45) characters
number: (0..65535)

Create a CFM service (MA) linked to a VLAN with the number
"vlan"and switch to the service configuration mode. The servic
name can be:

-vlan_idt VLAN number;

-namet text string;

- numbert numeric identifier.

Delete the CFM service (MA) bound to the VLAN with the
"vlan_id"number.

mip auto-create [lower
mep-only]

T /automatic creation
is disabled

Enable automatic creation of intermediate service points (MIPS
Intermediate service points (MIPs) are created on all ports on
which the service VLAN is registered.
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Optional parametef f 2 a&p)y f 8n SEOf dzRS &
ports on which the maintenance endpoint has already been
created.

no mip autocreate Set the default value.

Service configuration mode commands

Command line prompt in the domain configuration mode isodlsws:
console(config - cfm - ma)#

Table149t1 CFM service configuration mode commands (MA)

Command Value/Default value Action
continuity-check interval . . -
interval interval: (1, 10, 100, 600) Set the interval fosending Continuity Check messages.
no continuity-check in- seconds/1 second Set the default value.
terval
direction down Set the direction of the maintenance endpoint (MEP) to
. downward.
no direction down Set the direction of the maintenance endpoint (MEP) to
ascending.
efd notify erps Enable sending of notification messages about ERPS ring stat
T Joff changes to events propagation link failure/restore and
connectivity issues detected by Continuity Check Protocol (CC
no efd notify erps Disablenotification sending.
mepid Add a maintenance endpoint (MEP) with the "id" identifier to tl
service.
id- (18191 The command provides bounding of MEP to the servi
id: (1.. ) The MEP is created in the interface configuration mod
no mepid Delete amaintenance endpoint (MEP).
mip auto-create { lower Enable automatic creation of intermediate service points (MIPg
mep-only | none } Intermediate service point@MIPs) are created on all ports on
T Iby default, the mode whlc.h the service VLAN is registered. Optional _parameters:
: . I lower-mep-onlyt exclude ports on which the
configured for the domain . )
L maintenance endpoint (MEP) has already been creat
where the service is s
| from the list;
located is used . . . .
I nonet do not automatically create intermediate
service points (MIPs).
no mip autocreate Set the default value.

Ethernet interface configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console(config - if#
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Tablel50t Ethernet interface configuration mode commands

Command

Value/Default value

Action

ethernet cfm mepmep _id
domaindomain_name
service {vlanid vlan_id|
namename| number
numbe#

no ethernet cfm mep
mep_id domaindo-
main_nameservice {vlan
id vlan_id| name name|
number numbef}

mep_id: (1..8191);
domainname: (0..32)
characters;
vlan_id: (1..4094);
name: (0..45)
characters;
number: (0..65535).

Create a maintenance endpoint (MEP) on the interface with the
mep_ididentifier for the specified service in the specified domai
and switch to the MEP configuration mode.

Delete the maintenance endpoint from the interface.

Maintenance endpoint configuration mode commands

Command line prompt in the domain configuration mddes follows:

console(config

-if - cfm- mep)#

Tablel51t Maintenance endpoint (MEP) CFM configuration mode commands

Command Value/Default value Action
active T Jdisabled Enable the maintenance endpoint (MEP).
no active Set thedefault value.
continuity-check enable Enable sending of Continuity Check messages.
Blc;contlnwty-check ena- T /disabled Set the default value.
€0scos Set the CoS priority value with which Continuity Check messag
cos: (0..7)/7. will be sent.
no cos Set the default value.

alarm delaydelay

no alarm delay

delay: (2500..10000)
ms/2500 ms

Specify the delay interval after which an alarm will be generate

Set the default value.

alarm resetinterval

no alarm reset

interval: (2500..10000)
ms/10000 ms

Specify theime interval after which an alarm will be reset.

Set the default value.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | macremote-
error-xcon | xcon | none }

no alarm notification

T /mac-remote-error-
xcon

Enable notifications for certain types of events.

Event types:

-allt all DefRDI, DefMACStatus, DefRemote, DefError, DefXc
events;

- error-xcont only DefError and DefXcon events;

- remote-error-xcont only DefRemote, DefError and DefXcon
events;

- macremote-error-xcont only DefMACStatus, DefRemote,
DefError and DefXcon events;

-xcont only DefXcon event;

-nonet notifications are disabled.

Set the default value.
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Privileged EXEC mode commands

Command line prompt in thBrivileged EXEC mode is as follows:

console#

Tablel521 Privileged EXEC mode commands

Command Value/Default value Action
ShO.W ethernet cfm do- name: (1..32) characterg Display information on the specified domain orahdomains.
main [nameg

show ethernet cfm errors

T

Show information on Continuity Check protocol errors.

show ethernet cfm
maintenancepoints { lo-
cal | remote }

Show information on local or remote maintenance endpoints
(MEPs).

show ethernet cfm mpdb
[domain-id { dnsname|
name | namenamg mac
macaddressnumber|
null}]

name: (1..43) characterg
macaddress: H.H.H or
H:H:H:H:H:H or ##-H-H-
H-H;
number: (665535)

Show information on intermediate maintenance points (MIPS) f
the specified domain or for all domains.

show ethernet cfm statis-
tics

T

Show CFM statistics for all domains.

show ethernet cfm statis-
tics domaindomainname
service { vlard vlan id |
namename| number
number}

domairtname: (0..32)
characters;
vlan_id:(1..4094);
name: (0..45)
characters;
number: (0..65535)

Show CFM statistics for the specified domain.

show ethernet cfm statis-
tics mpidid

id: (1..8191)

Show CFM statistics for the specified maintenance endpoint
(MEP).

5.17.10 Configuring Flexink

Flexlink isa redundancy function designed to ensure the reliability of the data channel. Thin#ex
pair may contain Ethernet and pechannel interfaces. One of these interfaces is in a blocked state and begins
to pass traffic only in case of a failure on the@ad interface.

Ethernet interface, port group configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console(config

- if)#
Tablel53t Ethernet interface, port grqu configuration mode commands
Command Value/Default value Action
flex-link backup { Enableflex-link on the interface and assign the selected interface
tengigabitethernette_port the role of the backup interface in the fldixk pair.
| gigabitethernet gi_port|
port-channelport_chann€)
no flex-link backup {
tengigabitethernette_port
| gigabitethernetgi_port |
port-channelport_chann€)

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel (1..48Y

Disable fleXink on theinterface and remove the selected interfac
from the flexlink pair.
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flex-link preemption mode
[forced | bandwidth| off]

no flexlink preemption
mode

T /off

Set the action when raising the interface participating in a-filek

- forcedt if the raised interface is configured as master, it will
become the active interface;

- bandwidth T when raising the interface, the interface with high
bandwidth becomes active;

- off T the raised interface will remain in a locked state.

Return the default value.

flex-link preemption delay
delay

Set the time from the transition of the disconnected port to the
"up" state, after which the action set by tHkex-link preemption

mode command is performed.
- delayt time period, in seconds.
Return the default value.

delay: (1..300)/35

no flex-link preemption
delay

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablel541 EXEC mode commands

Command Value/Default value Action
show interfaces flexink
[detailed] { tengiga-
bitethernet te_port| gi-
gabitethernetgi_port|
port-channelport-chan-

nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel: (1..48)

Show the configuration dhe flexlink function.

5.17.11 Configuring Layer 2 Protocol Tunneling (L2PT) function

Layer 2 Protocol Tunneling (L2PT) allows forwarding -#fra®col PDUs through a service provider
network which provides transparent connection between client segments ofiétvork.

L2PT encapsulates PDUs on a border switch and transmits them to another border switch which waits
for special encapsulated frames and decapsulates them. This allows users to transmit layer 2 data via the
service provider network.

MES3000 series #ehes provide the ability to encapsulate service packets of the STP, LACP,LLDP, IS
IS protocols.

Example

When L2TP is enabled for STP, switches A, B, C and D are combined in one spanning tree despite the
fact that the switch A is not connected to the sties B, C and D directligure52t L2PT function operation
examplg. Information on network topology change can be transmitted via the servicggeonetwork.
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Carrier

B rework

Switch 2

Figure521 L2PT function operation example
The algorithm of the functional is as follows:
Encapsulation:

1. AllL2 PDUs are intercepted on the CPU,;

2. The L2PT subsystem determines the L2 protocol to which the recBiléd corresponds, and
checks whether the 12protocdlinnel setting for this L2 protocol is enabled on the port from
which this PDU is received.

If the setting is enabled:
- aPDU frame is sent to all VLAN ports on which tunneling is enabled;

- an encapsulate®DU frame (source frame with Destination MAC address changed to tunnel) is
sent to all VLAN ports where tunneling is disabled.

If the setting is disabled:

- The PDU frame is passed to the handler of the corresponding protocol.

Decapsulation:

1. Interception ofEthernet frames with the destination MAC address specified using the 12pretocol
tunnel address »-xx-xx-xxxx command is implemented. Interception is enabled only when the
[2protocottunnel setting is enabled at least at one port (protocol independent)

2. When intercepting a packet with the destination MAC addresgxsx-xx-xX, it first enters the
L2PT subsystem, which determines the L2 protocol for this PDU by its header, and checks whether
the 12protocoltunnel setting for this L2 protocol is enabled the port from which the encapsu-
lated PDU is received.
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If the setting is enabled:

- the port from which the encapsulated PDU frame was received is blocked with thguapd
reason.

If the setting is disabled:

- adecapsulated PDU frame is sent to all Vpaits where tunneling is enabled;
- an encapsulated PDU frame is sent to all VLAN ports where tunneling is disabled.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel55t Global configuration mode commands

Command Value/Default value Action
I2protocol-tunnel address . Set the destination MAC address for the tunneled frames.
mac_address:
{mac_address

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

no I2protocoktunnel ad-
dress

Set the default value.

Ethernet interface configuration mode commands

V The STP (spannirgee disable) protocol must be disabled on the boundary interface.

Commandine prompt in the Ethernet or port group interface configuration mode is as follows:
console(config - if)#

Tablel56t1 Commands of Ethernet interface configuration mode

Command Value/Default value Action

HLINE (2 d? § SidifJ - O L Enable the STP BPDU packet encapsulation mode.
ut f FALAER a6k 00 A (i
pO RUR GG Gl ¥ LI

Y2 fHLiNZEORT 9 T /off Disable the STP BPDU packet encapsulatiote.
£t OL) p titM RiLIpA 3A
Lwaid p ORLI p R

LJ- 3 LY

fH LJN\BﬂGo?nyzfiﬁg 0 2 § cos: (0..7)/5 Set the CoS value for packed PDU frames.

y2 {HLEINEIZOR O T Set CoS to the default value.

f 0 LINBilid2yO28ft R NJ Set the threshold for the rate of incoming, received and
GKNBakKz2t R 9ailL encapsulated PDU frames (in packets per second). PDU
AaiAv  HA JA AIDA G frames are dropped if threshold speed is exceeded.

RULI p QKNS aIKI2

threshold: (1..4096)/disabled

Yy FHLINE (ié @2 R S& LJ
i K NB $BKOpIH IREELS R LI
A aih S A0 adRILI
ROUS GuULDr ¥ LI

Disable incoming PDU frame rate control mode.
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f v LINRild2YO/RS f
R2ayKNBaKz2ft R 9
p o ff RLMuf MEARARA
p ORLI p ROL p
LI IieNBaK2t R

a K (

V2 {nLiNEzy ¢ 0P ¢

a
R2 aiyK NB 4 K 2 9
a|

R
uo ot ARIAAUTE HA BIA
g ORLI p ROL p

threshold: (1..4096)/disabled

Setthe threshold for the rate of incoming, received and
encapsulated PDU frames (in packets per second). If the
threshold is exceeded, the port will be switched to the
Errdisable state (disabled).

Disable incoming PDU frame rate control mode.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablel571 Privileged EXEC mode commands

Command

Value/Default value

Action

show I2protocottunnel
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group|

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..48).

Show L2PT information for the specified interface or for all
interfaces with enabled L2PT if the interface is not specified.

clear 12protocottunnel
statistics [gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group|

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port:(1..8/0/1..4);
group: (1..48)

Clear L2PT statistics for the specified interface or for all
interfaces on which L2PT is enabled, if the integfés not
specified.

Command execution examples

A Set tunnel MAC address as 01:00:0c:cd:cd:d0, enable SNMP trap transmission from 12uoiweiol
trigger (dropthreshold and shutdowsthreshold triggers).

console(config)#
console(config)#

I2protocol

- tunnel address
snmp- server enable traps I2protocol

01:00:0c:cd:cd:d0
- tunnel

A Enable STP tunneling mode on the interface, set the CoS value of BPDU packets as 4 and enable rate
control of incoming BPDU packets.

console(config)#
console(config

- if#

console(config - if#
console(config - if#
console(config - if)#
console(config - if)#
console(config - if)#
console(config - if#

console#

interface

show I2protocol

gigabitEthernet
spanning - tree disable

switchport mode customer

switchport customer vian

I2protocol - tunnel stp
I2protocol - tunnel cos
I2proto  col - tunnel drop

I2protocol

- tunnel

- tunnel shutdown

1/0/1

100

4
- threshold stp
- threshold stp

40
100
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MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port  CoS Protocol Shutdown Drop  Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/o/l 4 stp 100 40 650 O 450

Examples of messages about triggering:

12- Nov- 2015 14:32:35% - | - DROP: Tunnel drop threshold 40 exceeded for interface
gil/o/1

12- Nov- 2015 14:32:35% - | - SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gi1/0/1

5.18 Voice VLAN

Voice VLAN is used to separate VolP equipment into a sepdt#tN. For VolP frames, QoS attributes
can be assigned to prioritize traffic. The classification of frames related to VolP equipment frames is based on
the OUIOrganizationally Unique Identifigr the first 24 bits of the MAC address) of the sender. V¥icAN
is automatically assigned to a port when it receives a frame with OUI from the Voice VLAN table. When the
port is identified as a Voice VLAN port, this port is added to VLAN as a tagged port.

Voice VLAN is used in the following cases:

- VolIP equipments configured to send tagged packets, with Voice VLAN ID configured on the
switch.

- VolIP equipment transmits untagged DHCP requests. DHCP server response contains option 132
(VLAN ID), with which the device automatically assigns itself a VLAN for traftiogn@/oice
VLAN).

List of OUI of VoIP equipment manufacturers dominating the market:

Ooul Manufacturer
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:D0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei3COM
00:09:6E Avaya
V Voice VLAN can be enabled on ports operating in trunk and general mode.

V When assigning a Voice VLAN on the end hardware side, usatieg policies or DHCP.

174 Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series



DHELTEX

Global configuration mode commands

Command line prompt in the global configuration mode isodlews:

console(config)#

Tablel58t Global configuration mode commands

timeout

Command Value/Default value Action
voice vlan agingimeout Set a timeout for the port belonging to the voigtan. Ifthere
timeout were no frames with VolP equipment OUI from the port durin
timeout: (1..43200)/1440 | the specified time, the voice vlan is removed from this port.
y2 @2A0S -0ttty Restore the default value.

voice vlan cogos[remark]

cos: (07)/6

Set the output queue fotraffic in the Voice VLAN in accordand
with the CoS configured for the Voice VLAN without changing
the CoS.

-remarkt enable the reassignment of CoS to one specified
traffic in the Voice VLAN.

no voice vlan cos

Restore the default value.

voice vlan idvlan_id

Set the VLAN ID for the Voice VLAN

no voice vian id vian_id: (1..4094)

Delete the VLAN ID for Voice VLAN
To remove the VLAN ID, disable the voice vlan func-
V tion on all ports.

voice vlan ouitable {add

oui| remove ou} fword] word: (1..32) characters

Allow editing the OUI table.
-ouit first 3 bytes of the MAC address;
-wordt OUI description.

no voice vlan outable

Delete all user changes to the OUI table.

voice vlan state {oukena-

bled | disabled} T /disabled

Enable/disablé/oice VLAN.

no voice vlan state

Return the default value.

Ethernet interface configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console(config

-if#

Tablel59t1 Commands of Ethernet interface configuration mode

Command Value/Default value Action
voice vlan enable T /disabled Enable Voice VLAN for the port.
no voice vlan enable Disable Voice VLAN for the port.
\;ﬁ;ce vian cos mode {src | T Jsrc Enableraffic labeling for all frames, or only for the source.

no voice vlan cos mode

Restore the default value.
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5.19 Multicast addressing

5.19.1 Intermediate function of IGMP (IGMP Snooping)

IGMP Snooping function is used in multicast networks. The main task of IGMP Snooping is to forward
multicast traffic only to ports that requested it.

V IGMP Snooping is used only in a static VLAN group. Only IGMPv1, IGMPv2, IGMPv3 pr
col versions are spported.

’ ‘ To activate IGMP Snooping, enable the 'bridge multicast filtering' function (see sectio
e 5.19.2Multicast addressing rules

Identification of ports which connect multicast routdssbased on the following events:

I IGMP requests has been received on the port;

i Protocol Independent Multicast (PIM/PIMv2) packets has been received on the port;

I Distance Vector Multicast Routing Protocol (DVMRP) packets has been received on the port;
I MRDISC protocol packets has been received on the port;

I Multicast Open Shortest Path First (MOSPF) protocol packets has been received on the port.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console (config)#

Tablel60t Global configuration mode commands

Command Value/Default value Action
ip igmp snooping Allow the IGMP Snooping function to be used by the swit
no ip igmp snooping Prohibit the use of the IGMP Snooping function by the
switch.
ip igmp snooping viavlan_id Allow the IGMP Snooping function to be used by the swit
vlan_id: (1..4094) for the VLAN interface.
the function is disabled | -vlan_idt VLAN identification number.

the function is disabled
by default

no ip igmp snooping vian by default Prohibit the use of the IGMP Snooping function by the

vlan_id switch for this VLAN interface.

ip igmp snooping vliawvlan_id Enable redirecting ddll IGMP Group Specific Query packe

group-specificquery suppress G2 GKS LR2NIa o62dzyRSR (2
. ' vian_id: (1..4094) a.y 22 LJ?\ y_a ANRdzLJA € U | c'>.t So

no ip igmp snooping vlan Disable redirecting of all IGMP Group Specific Query pac|

vlan_id to the ports boundedto agroup O 02 NRA Y 3 (i 2

ay22LAY3 3ANRdzJAE GlFofSo

ip igmp snooping vliawvlan_id Register a multicast IP address in the multicast table and

staticip_multicast_address statically add interfaces from the group for the current

[interface {gigabitethernet VLAN.

gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]
no ip igmp snooping vlan
vlan_idstaticip_address
[interface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]

-vlan_idt VLAN identification number;

- ip_multicast_address multicast IP address.
LYGiSNFIFOSa Ydzaqi o § Ra &13lE M {
Delete the group IP address from the table.

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)
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ip igmp snooping vliawvlan_id
mrouter learn pimdvmrp

no ip igmp snooping vian
vlan_idmrouter learn
LIA YTRZY NLJ

vlan_id: (1..4094)

Allow automatic recognition of ports to which multicast
routers are connected for the VLAN group.
-vlan_idt VLAN identification number.

allowed by default

Prohibit automatic recognition of ports to which multicast
routers are connected for the VLAN group.

ip igmp snooping viavlan_id
mrouter interface {giga-
bitethernet gi_port| tengiga-
bitethernet te_port| fortygi-
gabitethernetfo_port| port -
channelgroup}

no ip igmp snooping vian
vlan_idmrouter interface {gi-
gabitethernetgi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

Specify a port tavhich a multicast router is connected for
the given VLAN.
-vlan_idt VLAN identification number.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Indicate that a multicast router is not connected to the po

ip igmp snooping viavlan_id
forbidden mrouter interface
{gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port|
port-channelgroup}

no ip igmp snooping vlan
vlan_idforbidden mrouter in-
terface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

Prohibit assignment (static and dynamic) of the port to
which a multicast router is connected.
-vlan_idt VLAN identification number.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Allow assignment of the port as the port to which a
multicast router is connected.

ip igmp snooping viavlan_id
querier

no ip igmp snooping vian
vlan_idquerier

vlan_id: (1..4094);

Enable support for issuing igrnuery requests by the
switch in this VLAN.

T /requests disabled

Disable support for issuing ignRguery requests by the
switch in this VLAN.

ip igmp snooping vliawvlan_id
replace sourcdp ip_address

no ip igmp snooping vlan
vlan_idreplace sourcep

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

Enable replacement of a source IP address with specifieg
address in all IGMP report packets within the specified
VLAN.
-vlan_idt VLAN identification number;
-A.B.C.00 the IP address to which the SRC IP will be
replaced.

The default value of 0.0.0.0 indicates that the SR(
V IP IGMP report will not be replaced.

Disablereplacement of the source IP address in IGMP rep
packets in the specified VLAN.

ip igmp snooping viavlan_id
replace sourcanac
mac_address

no ip igmp snooping vlan
vlan_idreplace sourcemac

vlan_id: (1..4094);
mac_address: (H.H.H or
H:H:H:H:H:H or #-H-H-
H-H
T /off

Enable replacement of the sour8#AC address with the
specified MAC address in all IGMP report packets in the
specified VLAN.

-vlan_idt VLAN identification number;

-mac_address the MAC address that will be substituted
into the IGMP report packet.

Disable replacement of the source MAC address in IGMR
report packets in the specified VLAN.

ip igmp snooping vliavlan_id
replace interfaceinterfaces
{gigabitethernetgi_port |
tengigabitethernette_port |
fortygigabitethernetfo_port |
port-channelgroup}

no ip igmp snooping vlan
vlan_idreplace interface
interfaces

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)
T /allowed

Allow substitution of the source MAC address or source |
address in all IGMP report packets received lgyvan port
in a given VLAN.

-vlan_idt VLAN identification number.

Prohibit substitution of the source MAC address or source
address in all IGMP report packets received by a given p
ina given VLAN.
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ip igmp snooping vliawvlan_id
querier version {2 | 3}

no ip igmp snooping vian
vlan_idquerier version

T /IGMPvV3

Specify the IGMP protocol version on the basis of which
IGMPRquery queries will be generated.

Set the default value.

ip igmp snooping viawvlan_id
querier addresdp_address

no ip igmp snooping vian
vlan_idquerier address

vlan_id: (1..4094)

Determine the source IP address to be used by the IGMR
querier. Querier is a device that transmits IGMP queries.

Set the defaulvalue. By default, if the IP address is
configured for VLAN it is used as source IP address of th
IGMP Snooping Querier.

ip igmp snooping viawvlan_id
immediatef S @S wK2a
dnterface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]

no ip igmp snooping vlan
vlan_idimmediate-leave [host
based]dnterface
{gigabitethernetgi_port|
tengigabitethernette_port |
fortygigabitethernetfo_port|
port-channelgroup}]

vlan_id: (1..4094);
T /off
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Enable IGMP Snooping Immedidteave process on the
current VLAN. It means that the pigs immediately deleted
from the IGMP group after receiving IGMP leave messag
-hostbhasedt W¥¥ 56 3SQ YSOKIyAaY
users connected to the port unsubscribed from the group
(the user counter is maintained based on the Source MA
addresses in IGMP report headers);

- interfacet when using this parameter, the faktave
mechanism is triggered only on the specified interfaces
(provided that the IGMP Snooping Immedidteave process
is not enabled globally on the current VLAN).

Disable IGMP Snooping Immedidteave on the current
VLAN or on the spe@d interface.

ip igmp snooping viavlan_id
proxy-report [versionversior}

no ip igmp snooping vian
vlan_idproxy-report

vlan_id: (1..4094);
version: (1..3)

Enable Proxy report function in a certain VLAN. When the
function is enabled, the switch will respond to incoming
IGMP queries on its owlmehalf for static groups. Client
IGMP reports for static groups are discarded.

-versiont set the IGMP version for sending packets. By
default, the version is determined by the IGMP query pac
that came to the switch.

Enable Proxy report in a certain VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port|
port-channelgroup}]
multicast-tv vlanvlan_id

no ip igmp snooping map cpe
untagged [interface
{gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port|
port-channelgroup}]
multicasttv vlanvlan_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Enable mapping of untagged IGMP requests to the speci
vlan_id for QinQ interfaces.

interfaceT mapping is enabled only on the specified intef
faces.

Disable mapping of untagged IGMP requests for the
specified QinQ interfazs.

interfacet mapping is disabled only on the specified inte
faces..

ip igmp snooping map cpe vian
cvlan_id[interface
{gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port|
port-channelgroup}]
multicast-tv vlanvlan_id

cvls_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Enable mapping of tagged cviahIGMP requests to the
specified vlan_id for QinQ interfacdsterfacet mapping
is enabled aly on the specified interfaces.
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no ip igmp snooping map cpe
vlancvlan_id[interface
{gigabitethernetgi_port|
tengigabitethernette_port |
fortygigabitethernetfo_port|
port-channelgroup}]
multicasttv vlanvlan_id

Disable mapping of tagged cviahIGMP requests for
specified QinQ interfaces.

interfaceT mapping is disabled only on the specified inte
faces..

VLAN interface configuration mode commands

Command line prompt in the VLAN interface configuration mode i®llows:

console(config

-ify#

Tablel6lt VLAN configuration mode commands

Command

Value/Default value

Action

ip igmp robustnessount

no ip igmp robustness

count: (1..7)/2

Specify the robustness value for IGMP.
If data loss occurs in the channalrobustness value should beg
increased.

Set the default value.

ip igmp version {2 / 3}

no ip igmp version

Install the IGMP protocol version.

T /IGMPV3

Set the default value.

ip igmp queryinterval sec-
onds

no ip igmp queryinterval

seconds: (30..18000)/125

Set a timeout for sending main queries to all multicast group
members to check their activity.

S

Set the default value.

ALI A3YL) lj dzS NEB
a4 L2 y & Secdnéisy S

T

y 2

sponsetime

ALI A3YL) I dz8

Set the maximum response time to the request.

seconds: (5..20)/10 s

Set the default value.

AL A3AYL fFadm

Y|

6 S Nt lj dzS s O 2 dzy|

count: (1..7)/robustness

Set the number of queries sent before the switch will find no
multicast groupmembers.

y2 ALI ATYL) tI
0 SNIIjdzZSNETAY

a
g

y2 ALl AEYYLd S NIR value Set the default value.

query-t O 2 dzy i

A LI A 3 WS YiolSaNdm Set the query interval for the last participant.
query-t A 'y (i rBilNsEEbNds milliseconds

(100..25500)/1000 ms

Set thedefault value.

Ethernet interface (interfaces range) configuration mode commands

Command line prompt in the interface configuration mode is as follows:

console(config

- if#

Tablel62t Commands of Ethernet interface configuration mode

Command

Value/Default value

Action

switchport access mul-
ticast-tv vlanvlan_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

Enable redirection of IGMP requests from client VLANS to
Multicast VLAN®or the interface in "accesshode.
I | For this function to work, enable ip igmp snooping not
L only globally and in Multicast VLANSs, but also in client
VLANS.

Disable redirection of IGMP requests from client VLANS to
Multicast VLANSs for thimterface in "access" mode.
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switchport trunk mul-

GAOF &lvieti i@ OF |y
[tagged]

vlan_id: (1..4094)

no switchport trunk mul-
ticast-tv vlan

Enable redirection of IGMP requests from VLANs where the
is @ member to Multicast VLAN for the interface in "trunk"
mode. Multicast traffic isransmitted to the port untagged or
tagged, depending on the tagged parameter. The tagged
parameter indicates that Multicast traffic should be sent to thé
port tagged in the Multicast VLAN.

Disable redirection oiGMP requests to Multicast VLAN. The
port is excluded from multicast groups in Multicast VLAN.

switchport general mul-
i A Otv dain vian_id
[tagged]

vlan_id: (1..4094)

no switchport general mul-
ticastmid @ @t |y

Enable redirection of IGMP requests from VLANs where the
is a member to MulticastLAN for the interface in "general”
mode. Multicast traffic is transmitted to the port untagged or
tagged, depending on the tagged parameter. The tagged
parameter indicates that Multicast traffic should be sent to thg
port tagged in the Multicast VLAN.

Disable redirection of IGMP requests to Multicast VLAN. The
port is excluded from multicast groups in Multicast VLAN.

EXEC mode commands

All commands are available for privileged users only.

Command line prompt ithe EXEC mode is as follows:

console#

Tablel631 EXEC mode commands

Command Value/Default value

Action

show ip igmp snooping

mrouter [interface vlan_id vian_id: (1..4094)

Show information about learnt multicast routers in thpecified
VLAN group.

show ip igmp snooping

interfacevlan_id vian_id: (1..4094)

Show IGMPnooping information for the interface.

show ip igmp snooping
groups [vlanvlan_id
WA LInYdzt GAOI &ir vlan_id:(1..4094)
ip_multicast_addregs
WA LI | IR RattRegsa

Show information about learnt multicast groups participating
the group mailing.

show ip igmp snooping cpe

vlans [vlanvian_id vian_id: (1..4094)

Show a table of correspondences between the VLAN of the |
equipment and the VLAN for broadtiag.

show ip igmp snooping
authorization-cache

[interface {gigabitethernet gi_port: (1..8/0/1..48);
gi_port| te_port: (1..8/0/1..24);
tengigabitethernette_port fo_port: (1..8/0/1..4)

| fortygigabitethernet

fo_port}]

Show a list of authorized IGMfPoups on all interfaces of the
switch, or only on the specified interface.

clear ip igmp snooping
authorization-cache

[interface {gigabitethernet gi_port: (1..8/0/1..48);
gi_port| te_port: (1..8/0/1..24);
tengigabitethernette_port fo_port: (1..8/0/1..4)

| fortygigabitethernet

fo_port}]

Clear the table of authorized IGMP groups on all interfaces o
the switch, or only on the specified interface.
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Command execution examples

Enable the IGMP snooping function on the switch. For VLAN 6, enable autaeatiication of ports
with connected multicast routers. Set the interval between IGMP requests to 100 s. Increase the robustness
value to 4. Set the maximum response time to the request to 15 s.

console#  configure

console (config)# ip igmp snooping

con sole (config -if)#  ip igmp snooping vlan 6 mrouter learn pim - dvmrp
console (config)# interface vlan 6

console (config -if)j#  ip igmp snooping query - interval 100

console (config -ifyj#  ip igmp robustness 4

console (config -ifjf  ipigmp query - max- response -time 15

5.19.2 Multicast addressing rules

These commands are used to set multicast addressing rules on the link and network layers of the OSI
network model.

VLAN interface configuration mode commands

Command line prompt in the VLAN interface configuration mode islisvs:

console(config - ifN#

Tablel64t VLAN configuration mode commands

Command Value/Default value Description
bridge multicast mode Set the group data transfer mode.
9YF OnmaNRgup |p A -macgroupt multicast transmission based on VLAN and MAC
ipv4-src-group} addresses;

-ipv4-groupT multicast transmission with filtering based on
VLAN and the recipient's address in IPv4 format;
-ip-sregroupT multicast transmission with filtering based on
VLAN and theender's address in IPv4 format.

T /mac-group

no bridge multicast mode Set the default value.

bridge multicast address Add a multicast MAC address to the multicast table and statical
{mac_multicast_addregs add or remove interfaces to/from the group.
ip_multicast_addregq{add - mac_multicast_address multicast MAC address;

| remove} {gigabitethernet - ip_multicast_address multicast IP address;

gi_port| gi_port: (1..8/0/1..48); | -addt add a static subscription to a multicast MAC address of
tengigabitethernette_port te_port: (1..8/0/1..24); | range of Ethernet ports or port groups.

| fortygigabitethernet fo_port: (1..8/0/1..4); | -removet remove the static subscription to a multicast MAC
fo_port| port -channel group: (1..48) address.

groupl] Interfaces musd S & S LI N4 (IS)RR 0@ &b

no bridge multicast address Delete the group MAC address from the table.

{mac_multicast_addregs
ip_multicast_addresk

bridge multicast forbidden Prohibit the connection of a custom pdpbrts to an IPv6
address multicast address (MAC address).

{mac_multicast_addregs -mac_multicast address multicast MAC address;
ip_multicast_addregq{add gi_port: (1..8/0/1..48); | -ip_multicast_address multicast IP address;

| remove} {gigabitethernet te_port: (1..8/0/1..24); | -addt add a port/ports to the banned list;

gi_port| fo_port: (1..8/0/1..4); | -removet remove a port/ports from the banned list; Interfaces
tengigabitethernette_port group: (1..48) Ydzald 0S8 a%E) NYRSKRZIH® 4

| fortygigabitethernet

fo_port| port -channel

groupt]
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no bridge multicast forbid-
den addressfac_mul-
ticast_addres$ ip_mul-
ticast_addres$

Remove the forbidding rule for the group MAC address.

bridge multicast forwardall
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

By default,
transmission of all
multicast packets is

denied.

Allow transmission of all multicast packets on the port.

-addt add ports/aggregated ports to the list of ports for which
all multicast packets are allowed to be transmitted;

-removet remove the port grop/aggregated ports from the
permitting rule.

LYGSNFIF OSa Ydzaqg o6 FRa&EMT (SR

Restore the default value.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

By default, ports are
not prohibited to
dynamically join a
multicast group.

Prevent a port from being dyamically added to a multicast groug
-addt add ports/aggregated ports to the list of ports for which
the transmission of all group packets is prohibited;

-removet remove ports/aggregated ports from the banned list
LYGdSNFI OSa Ydzaqit 98 @S4£X NI (SR

Restore the default value.

bridge multicast ipaddress
ip_multicast_addresé&add |
remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast ip
address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Register an IP address in the multicast table and statically
add/remove interfaces from the group.

- ip_multicast_address multicast IP address;

-addt add ports to a group;

-removet remove ports from a group;

LYGdSNFI OSa Ydzaqi o6 ¥ R& &IEME G SR

Delete the group IP address from the table.

bridge multicast forbidden
ALk RRNB & a
ip_multicast_addres&add |
remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast
forbidden ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Prevent a port fronbeing dynamically added to a multicast grou
- ip_multicast_address multicast IP address;
-addt add a port/ports to the banned list;
-removet remove a port/ports from the banned list.
LYGdSNFI OSa Ydzaqi o6 ¥ Ra &IEME G SR
Multicast groupsmust be registered before prohib-
V ited ports can be identified.

Restore the default value.

bridge multicast source
ip_addresgroup
ip_multicast_addres§&dd |
remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast source
ip_addresgroup
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Establish a correspondence between the user's IP address and
group address inhe multicast table, and statically add/remove
interfaces from the group.

-ip_addresg source IP address;

- ip_multicast_address multicast IP address;

-addt add ports to the source IP address group;

-removet remove ports from the source IP address group.

Restore the default value.
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bridge multicast forbidden
sourceip_addresgroup
ip_multicast_addresé&add |
remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast
forbidden source
ip_addresgroup
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Disable adding/removal of mappings between the user IP addr
and a multicast addss in the multicast addressing table for a
specific port.

-ip_addresg source IP address;

- ip_multicast_address multicast IP address;

-addt prohibit adding ports to the source IP address group;
-removet prohibit removing ports from the source IP address

group.

Restore the default value.

bridge multicast ipv6 mode
{macgroup | ip-group |
A LJma NOm 3 NER dzLIY

no bridge multicast ipv6
mode

T /mac-group

Set themulticast data transfer mode for IPv6 multicast packets.
-macgroupt multicast transmission based on VLAN and MAC
addresses;

-ip-groupt multicast transmission with filtering based on VLAN
and the recipient address in IPv6 format;

-ip-sregroupT multicast transmission with filtering based on
VLAN and the sender address in IPv6 format.

Set the default value.

bridge multicast ipv6
ALk RRNB & a
ipv6_multicast_address
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast ipv6
ALk RRNB & a
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Register an IPv6 multicast address in the multicast table and
statically add/removenterfaces from the group.

- ipv6_multicast_address multicast IP address;

-addt add ports to a group;

-removet remove ports from a group;

LYGdSNFIOSa Ydzaqi o ¥ Ra &DENME G SR

Delete the group IP address from the table.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Prohibit the connection of a custom port/ports to a group IPv6
address.

- ipv6_multicast_address multicast IP address;

-addt add a port/ports to the banned list;

-removet remove a port/ports from the banned list.
LYGSNFIFOSa Ydzaqi o6 §FRa&XDENI SR

Restore the default value.

bridge multicast ipv6
sourceipv6_addresgroup
ipv6_multicast_address
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast ipv6
sourceipv6_addresgroup
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Establish a correspaence between the user's IPv6 address an
the group address in the multicast table and statically add/remc
interfaces from the group.

-ipv6_address source IP address;

- ipv6_multicast_address multicast IP address;

-addt add ports to the source IP address group;

-removet remove ports from the source IP address group.

Restore the default value.
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bridge multicast ipv6
forbidden source
ipv6_addresgroup
ipv6_multicast_address
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

no bridge multicast ipv6
forbidden source
ipv6_addresgroup
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Disable adding/removal of mappings between the user IPv6
address and a multicast address in the multicast addressing ta
for a specific port.

-ipv6_address source IPv6 address;
-ipv6_multicast_address multicast IPv6 address;

-addt prohibit addinga port to the source IPv6 address group;
-removet prohibit removing a port from the source IRv6
address group.

Restore the default value.

Ethernet, VLAN, port groupterface (interface range) configuration mode commands

Command line prompt in the Ethernet, VLAN, port group interface configuration mode is as follows:

console# configure
console(config)#
tengigabitethernet
vlan |range
console(config

{ e}
-if#

interface {fortygigabitethernet
| gigabitethernet

te_p ort

fo_port |

gi_port |port -channel group |

Tablel65t Ethernet, VLAN, port group interface configuration mode commands

Command

Value/Default value

Description

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

1 /forwarding

Set a rule for transmitting packets from unregistered group
addresses.

- forwardingt forward unregistered multicast packets;
-filtering T filter unregistered multicast packets.

Set the default value.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel66t Global configuration mode commands

Command

Value/Defaultvalue

Description

bridge multicast filtering

Enable multicast address filtering.

no bridge multicast T /disabled Disable multicast address filtering.
filtering
mac addresgable aging Setthe storage time of the MAC address in the table globally|
Tt (i As¥tBndgvian or for a specific VLAN.
vlan_id -vlan_idt VLAN identification number.
For switches of the MES23xx, MES33xx series, the
. V MAC address storage time can be set in the range
seconds: L
from 10 to 410 seconds in incremenbf 1 second,
(10..1000000)/300 i
seconds and then only values that are multiples of 300 are

accepted. For the MES5324 switch, the MAC
address storage time can be set in the range from
10 to 630 seconds in increments of 1 second, and
then only values that are multiples of 300 are
accepted.
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no mac addressable
I 3 Ay 3 sedohd[@land
vlan_id

Set the default value.

mac addresdable learning
vlanvlan_id

no mac addressable
learning vlanvlan_id

vlan_id: (1..4094,
all)/Enabled by default

Enable MAC address learning in the current VLAN.

Disable MAC address learning in the current VLAN.

mac addresdable static
mac_addresslanvian_id
interface {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group} [permanent |

RSt SGSnzynNB
RSt SGSm2ymnida
secure]

(N

a
v

[da}

no mac addressgable static
[mac_addreskvlanvlan_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Add the source MAC address to the multicast table.
-mac_address MAC address;

-vlan_idt VLAN number;

-permanentt the MAC address can only be deleted with the
commandno bridge address;

- delete-on-resett address will be deleted after the switch is
restarted;

- delete-on-timeout T the address will be deleted after the
switch isrestarted;

-securet the address can only be deleted only using tize
bridge addressommand or after the port returns to the
learning moderfo port security).

Delete the MAC address from tineulticast table.

bridge multicast
NEaSNBSRml RRNE
mac_multicast_address
{ethernet-v2 ethtype| lic

sap| llc-snappid] {discard

| bridge}

no bridge multicast
NEaSNIBSRml RRNE
mac_multicast_address
[ethernet-v2 ethtype| lic

sap| llc-snappid]

ethtype: (0x0600..0xFFFF|
sap: (0..0xFFFF);
pid: (0..0xFFFFFFFFFF)

Set an action for multicast packets fromeserved address.
- mac_multicast_address multicast MAC address;

- ethtypet Ethernet v2 packet type;

-sapt LLC packet type;

-pidt LLGSnap packet type;

- discardt drop packets;

- bridget bridge packet transmission mode.

Set the default value.

mac addresgable
f 221 dzLdedighy 3 K

no mac addressable
f221dzlnft Sy 3idK

length: (1..8)/3

Set the MAC address range size in the hashing algorithm. TH
changeswill be applied after restarting the switch.

Set the default value. The changes will be applied after
restarting the switch.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablel671 Privileged EXEC mode commands

Command

Value/Default value

Description

clear mac addressable
{dynamic | secure}
[interface {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| vianvlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Delete static/dynamic entries from the multicast table.
-dynamict remove dynamic entries;
- securet remove static entries.
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EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Tablel681 EXEC mode commands

Command

Value/Default value

Description

show mac addressable
[dynamic | static | secure]
[vlan vlan_id [interface
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group}] [address
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Show a table of MAC addresses for the specified interface or
interfaces.

- dynamict show dynamic entries only;

- statict show static entries only;

- securet show secure entries only;

-vlan_idt VLAN identification number;

-macaddresst MAC address.

show mac addressable
count [vlanvlan_id
[interface {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Show the number of entries in the MAC address table for the
specified interface or for all interfaces.
-vlan_idt VLAN identification number.

show bridge multicast

I RRNXE a a m élanoid S
[address
{mac_multicast_addreds
ipv4_multicast_addresis
ipv6_multicast_addre3p
[format {ip | mac}] [source
{ipv4_source_addregs
ipv6_source_addrels

vlan_id:(1..4094)

Show a table of group addresses for the specified interface or
VLAN interfaces (the command is available only for a privilege
user).

-vlan_idt VLAN identification number;

- mac_multicast_address multicast MAC address;

- ipv4_multicast_address multicast IPv4 address;

- ipv6_multicast_address multicast IPv6 address;

-ip Tt show by IP addresses;

-mact show by MAC addresses;

- ipv4_source_addregs source IPv4 address;

- ipv6_source_addregs source IPv6 address.

show bridge multicast

I RRNBaamial ot S
vlan_id [address
{mac_multicast_addregs
ipv4_multicast_addresis
ipv6_multicast_addreds
[source
ipv4_source_addregs
ipv6_source_addrekfall |
mac | ip]

vlan_id: (1..4094)

Show the static multicastddress table for the selected interface
or for all VLAN interfaces.

-vlan_idt VLAN identification number;
-mac_multicast address multicast MAC address;
- ipv4_multicast_address multicast IPv4 address;
- ipv6_multicast_address multicast IPv6 address;
- ipv4_source_addregs source IPv4 address;

- ipv6_source_addregs source IPv6 address;

-ip Tt show by IP addresses;

-mact show by MAC addresses;

-allt show the entire table.

show bridge multicast
filtering vlan_id

vlan_id (1..4094)

Show the configuration of the multicast address filter for the
specified VLAN.
-vlan_idt VLAN identification number.

show bridge multicast
unregistered
[gigabitethernetgi_port|
tengigabitethernette_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Show the filter configuration for unregistered multicast
addresses.

| fortygigabitethernet .
fo_port| port -channel group: (1..48)
group)|
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show bridge multicast Show multicastnode for the specified interface or all VLAN
mode [vlanvlan_id vlan_id: (1..4094) interfaces.

-vlan_idt VLAN identification number.
show bridge multicast T Display the rules set for multicast reserved addresses.
reservedaddresses

Command execution examples

A Enable multicast addredstering on the switch. Set the MAC address aging time to 450 seconds,
enable unregistered multicast packets forwarding on the switch port 11.

console#  configure

console(config)# mac address - table aging -time 450
console(config)# bridge multicast filtering

console(config)# interface tengigabitethernet 1/0/11
console(config -if)#  bridge multicast unregistered forwarding
console#  show bridge multicast address - table format ip

Vlan IP/MAC Address type Ports

1 224 -239.130|2.2.3 dynamic te0/1, te0/2

19 224 -239.130|2.2.8 static te0/1 -8
19 224 -239.130|2.2.8 dynamic te0/9 -11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports

1 224 -239.130|2.2.3 te0/8
19 224 -239.130|2.2.8 te0/8

5.19.3 MLD snooping: the protocol for monitoring multicast traffic in IPv6

MLD snooping is the mechanism of multicast message distribution, allowing to minimize multicast
traffic in IPvenetworks.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel69t Global configuration mode commands

Command Value/Default value Action
ipv6 mld snooping [vlan Enable MLD snooping.
vlan_id vlan_id: (1..4094)
no ipv6 mld snooping [vlan T /off Disable MLD snooping.

vlan_id

ipv6 mld snooping viarvlan_id
staticipv6_multicast_address
[interface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]

Register an IPv6 multicast address in the multicast table and
statically add/remove interfaces from the group for the current
VLAN.

- ipv6_multicast_address multicast IPv6 address;
LYGSNFI OSa Ydzade o Y Ra &EM) SR

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)
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no ipv6 mld snooping vlan
vlan_idstatic
ipv6_multicast_address
[interface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]

Delete the group IP address from the table.

ipv6 mld snooping viarvlan_id
forbidden mrouter interface
{gigabitethernetgi_port |
tengigabitethernette_port |
fortygigabitethernetfo_port |
port-channelgroup}

no ipv6 mld snooping vlan
vlan _id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port -channelgroup}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1.4);

group: (1..48)

Add a rule prohibiting ports from the list from registering as a
MLDmrouter.

Remove the rule prohibiting ports from the list from registering
as a MLBEmrouter.

ipv6 mld snooping viawvlan_id
YNR dzi SNJ £ S| Ny

no ipv6 mld snooping vlan
vlan _id mrouter learn
LIA YTRGY NLJ

vlan_id: (1..4094);
T /enabled

Learn the ports connected to the mrouter by MgDery packets.

Do not learn the ports connected to the mrouter by MgDery
packets.

ipv6 mld snooping viavlan id
mrouter interface
{gigabitethernetgi_port |
tengigabitethernette_port |
fortygigabitethernetfo_port |
port-channelgroup}

no ipv6 mld snooping vlan
vlan_id mrouter interface
{gigabitethernetgi_port |
tengigabitethernette_port |
fortygigabitethernetfo_port |
port-channelgroup}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Add a list of mrouter ports.

Delete mrouter ports.

ipv6 mld snooping vian
vlan id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernette_port
| fortygigabitethernet
fo_port | port -channel

group}]

no ipv6 mld snooping vlan
vlan_idimmediate-leave

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48);

Enable MLD Snooping Immedidteave on the current VLAN.

- interfacet when ushg this parameter, the fadeave
mechanism will only trigger on the specified interfaces {yided
that the MLD Snooping Immediateeave process is not enabled
globally on the current VLAN).

[interface {gigabitethernet T /off

gi_port| Disable IGMP Snooping Immedidteave on the current VLAN or
tengigabitethernette_port on the specified interface.

| fortygigabitethernet

fo_port | port -channel

group}]

ipv6 mld snooping querier Enablesupport for issuing igmyuery queries.

no ipv6 mld snooping T /off Disable support for issuing igntuery queries.

querier

Ethernet, port group, VLAN interface (interface range) configuration mode commands

Command line prompt in the Ethernet, port group, VLIg®Nfiguration mode is as follows:

console(config

-if#
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Tablel70t Ethernet, Port group interface, VLAN interface configuration mode commands

Command

Value/Default value

Action

ipv6 mid lastrt Y' S Y aqBeNdrt
A Y il

interval:

Set the maximum response delay of the last group member,
which is used to calculate Max Response Code

y2 A Lc-m¥mbR- f | (100..25500)/1000 ms | Restore the default value.
Tt lj dzBitsidal
ALIZc Y i-Rtenpldzdud B value:(30..18000)/125 | Set the interval for sending basic MLD requests.

no ipv6 mld queryinterval

seconds

Restore the default value.

ALWc Yf-Raxlj dzS NEB
1 NB & Ligng val@eat

y2 ALWWc Y& Rnld
responsetime

value: (5..20)/10 second

Set the maximum response delay which is used to calculate
Max Response Code.

Restore the default value.

ipv6 mld robustneswvalue

no ipv6 mld robustness

value: (1..7)/2

Set the value of the fault tolerance coefficient. If there is a da

loss on the channel, the fault tolerance coefficishbuld be
increased.

Restore the default value.

ipv6 mld versiorversion

no ipv6 mld version

version: (1..2)/2

Install the protocol version that is valid on the interface.

Restore the default value.

EXEC mode commands

Commandine prompt in the EXEC mode is as follows:

console#

Tablel71t EXEC mode commands

Command

Value/Default value

Action

show ipv6 mld snooping
groups [vlanvlan_id] [address
ipv6_multicast addres$
[sourceipv6_addres$

vlan_id:(1..4094)

Show information about registered groups according to the
filtering parameters specified in the command.

- ipv6_multicast_address IPv6 multicast address;

- ipv6_address source IPv6 address.

show ipv6 mld snooping
interfacevlan id

vlan_id:(1..4094)

Show information about the ML-Bnooping configuration for the
VLAN.

show ipv6 mld snooping
mrouter [interface vlan id]

vlan_id: (1..4094)

Show information about mrouter ports.

5.19.4 Multicast traffic restriction functions

The multicast traffic restriction functions are used to conveniently configure the restriction of viewing

certain multicast groups.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Tablel72t Global configuration mode commands

Command

Value/Default value

Action

multicast snooping profile
profile_name

no multicast snooping
profile profile_name

profile_name: (1..32)
characters

Switch to multicast profile configuration mode.

Delete the specified multicast profile.
Multicast profile can be deleted only after it will be
unbound from all the switch ports.

Multicast profile configuration mode commands

Command line prompt in theulticast configuration mode is as follows:

console(config

- m¢ profile)#

Tablel73t Multicast profile configuration mode commands

Command

Value/Default value

Action

match iplow_ip[high_ig

low_ip: valid multicast

Set a profile match to a specified range of IPv4 multicast

no match ipvéelow_ipv6
[high_ipvg

high_ipv6: valid IPv6
multicast address

address; addresses.
no match iplow_ip high_ip: valid multicast | Remove a profile match to a specified range of IPv4 multicas
[high_ig address addresses.
match ipv6low_ipv6 low_ipv6: validPv6 Set a profile match to a specified range of IPv6 multicast
[high_ipvg multicast address; addresses.

Remove a profile match to a specified range of IPv6 multicas
addresses.

permit

no permit

T /no permit

IGMP reports will be skipped if a profile does not match one
the specified ranges.

IGMP reports will be dropped if a profile does not match one
the specified ranges.

Ethernet interface (interfaces range) configuration medenmands

Command line prompt in the interface configuration mode is as follows:

console(config

- if#

Tablel74t Commands of the Ethernet interface configuration mode (interfaces range)

Command

Value/Default value

Action

multicast snooping
Y | E m 3 NEndarJa

no multicast snooping
Y Em3 NP dzLJ&

number (1..1000)¢

Limit the number of multicast groups viewed simultaneously f
the interface.

Remove the limit on the number of simultaneously viewed
groups for the interface.

multicast snooping add
profile_name

multicast snooping remove
{profile_namg| all}

profile name: (1..32)
characters

Map the specified multicast profile to the interface.

Remove the mapping of the multicast profile (all multicast
profiles) to theinterface.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#
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Tablel751 EXEC mode commands

Command Value/Default value Action
show multicast snooping T Show information on the curremtumber of multicast snooping
groups count groups and the maximum possible number for all ports.
show multicast snooping profile name: (1..32) Show information about configured multicast profiles.
profile [profile_namé characters

5.19.5 RADIUS authorization of IGMequests

This mechanism allows authorizing IGMP protocol requests using a RADIUS server. To ensure reliability
and load balancing, several RADIUS servers can be used. The server for sending the next authorization request
is selected randomly. If the serveloes not respond, it is marked as temporarily inactive and stops
participating in the polling mechanism for a certain period, and the request is sent to the next server.

The received authorization data is stored in the cache memory of the switch farcifieg period of
time. This allows speeding up the-peocessing of IGMP requests. The authorization parameters include:

Client device MAC address;
Switch port identifier;
Group IP address;

Access decisiodeny/permit.

> > >

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Tablel76t Global configuration mode commands

Command Value/Default value Action
ip igmp snooping authoriza- Set the lifetime in the cache. If the value is zero, the
tion cachetimeout timeout countdown of the lifetime is disabled (the entry is not

timeout: (0..10000) min/0 | deleted with time).

no ip igmp snooping authori-

zation cacheimeout Set the default value.

Ethernet interfacdinterfaces range) configuration mode commands

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config - if#

Tablel77t1 Ethernet interface configuration mode commands

Command Value/Defaut value Action

YdzZ GAOF &G ayz22LA Enable authorization via the RADIUS server. Ifégired

N} RAdzA wNBIj dzA NB R parameter is specified, then if all RADIUS servers are
unavailable, IGMP requests are ignored.

T /disabled Otherwise, the IGMP request will be processed even if thg

iS no server response.

y2 YdzZ GAOF&aid ay2 Disable authorization.

Fdzi K2NAT FGA2Y
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Ydzt GAOFalG ayz22L Enable preprocessing of IGMP requests on the port befor
T2 N I RRNY & the RADIUS server responds. Upon receiving a response
from the server, in case of a positive response, the

] subscription remains, in case of a negative one, it is delet
T /disabled if the ip igmp snooping immetate-leavefunction is
additionally configured.

y2 Ydz

il a0 ayz
I dzi K 2 NR

AOI
11 0 NBNNEF@ Restore the default value.

EXEC mode commands

All commands are available for privileged users only.

Command line prompt in the EXEC mode is as follows:

console#

Tablel78t EXEC mode commands

Command Value Action
show ip igmp snooping authori- Show the contents of the IGMP authorization cache.
zation-cache gi_port: (1..8/0/1..24); | If an interface is specified in the command, then only thos
[gigabitethernetgi_port| te_port: (1..8/0/1..4). | groups that are registered on the specified interface are
tengigabitethernet te_port] displayed.
clear ip igmp snooping authori- Clear the authorization cache.
zation-cache . ) .| If the interface is specified in the command, the cache
o . gi_port: (1..8/0/1..24); . N
[gigabitethernetgi_port| te_port: (1..8/0/1..4) entries for the specified interface are cleared.
tengigabitethernet te_port] - 7" | If the interface is not specified, the cl@e is completely
cleared.

5.20 Multicast routing

5.20.1 PIM (Protocol Independent Multicast) Protocol

PIM is a multicast routing protocol for IP networks created to solve multicast routing problems. PIM
relies on traditional routing protocols (such as Border Gateway Protocol) instead of creating its own network
topology. It uses unicast routing to verifiPR Routers perform this verification to ensure ldioge forwarding
of multicast traffic.

RP (rendezvous point) rendezvous point where multicast sources will be logged and a route created
from the source S (itself) to the group G: (S, G).

BSR (bootstgarouter is a mechanism for gathering information on RP candidates, generating an RP list
for each multicast group and sending the list within the domain. Multicast routing configuration based on
IPv4.

Global configuration mode commands

Command line prompin the global configuration mode is as follows:

console(config)#
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Tablel79t Global configuration mode commands

Command

Value/Default value

Action

ip multicastrouting pim

no ip multicastrouting pim

T /by default, the
function is disabled

Enable multicastouting and PIM protocol on all interfaces.

Disable multicast routing and PIM protocol.

ipv6 multicastrouting pim

no ipv6 multicastrouting
pim

T /by default, the
function is disabled

Disable multicast routing and PIM for IPv6.

Disable multicast routing and PIM for IPv6.

ip mroute prefixpre-
fix_length
fw_router_addressunnel
tunnel_id

no ip mroute prefixpre-
fix_length
fw_router_addressunnel
tunnel_id

prefix: (A.B.C.D);
prefix-length:
(A.B.C.D or /n);
fw_router_ad-
dress: (A.B.C.D);

tunnel_id: (1..16)

Create a static rule for a multicasiuting table.

- prefixt IP address of the destination network;

- prefix_lengtht mask of the destination prefix or its length;
- fw_router_address |IP address of the multicast router;
-tunnel_idt tunnel ID.

Delete a static rule from the multicast routing table.

ipv6 pim acceptregister list
acc_list

no ipv6 pim acceptregister
list

acc_list: (0..32)
characters

Apply PIM registration message filtering for IPv6.
-acc_listt list of multicast prefixegjefined using the standard
ACL.

Disable filtering.

ip pim bsrcandidateip_ad-
dress[masH [priority prior-
ity_num

no ip pim bsrcandidate

mask: (8..32)/30;
priority_num:
(0..192)/0

Specify the device as a BSR (bootstrap router) candidate.
-ip_addresg a valid IP address of the switch;

-maskt subnet mask;

- priority_numt priority.

Disable the parameter.

ipv6 pim bsrkcandidate
ipv6_addres$masH [prior-

mask: (8..128)/126;

Specify the device as a BSR (bootstrap router) candidate.
-ipv6_address a valid IPv6 address of the switch;

no ip pim rpaddress
unicast_addresfmul-
ticast_subnel

ity priority_nunj priority_num: -maskt subnet mask;
(0..192)/0 - priority_numt priority.
no ipv6 pim bsrcandidate Disable the parameter.
ip pim dm {rangemul- Enable routing of a specified range of multicast groups inBPM
ticast_subne{ default} mode.
- multicast_subnet multicast subnet;
-default T specify a range in 224.0.1.0/24.
t V The command can be entered several times by specify
severalranges.
no ip pim dm {rangemul- Disable the parameter.
ticast_subne{ default}
ip pim rp-address Create a static Rendezvous Point (RP), additionally you can sp
unicast_addresfmul- a multicast subnet for this RP.
ticast_subnef - unicast_addr IP address;
T - multicast_subnet multicast subnet.

Delete the static RP or delete the RP for the specified subnet.

ipv6 pim rpaddress
ipv6_unicast_address
[ipv6_multicast_subnét

no ipv6 pim rpaddress
ipv6_unicast_address
[ipv6_multicast_subnét

Create astatic Rendezvous Point (RP), additionally you can speg
a multicast subnet for this RP.

- ipv6_unicast_ addr IPv6 address;

- ipv6_multicast_ subnat multicast subnet.

Delete thestatic RP or delete the RP for the specified subnet.

ip pim rp-candidate
unicast_addresgroup-list
acc_list [priority priority]
[interval sec$

acc_list: (0..32)
characters
priority: (0..192)/192;
secs: (1..16383)/60
seconds

Create a candidate fdRendezvous Point (RP)

- unicast_addm [IP address;

-acc_listt a standard ACL of multicast prefixes;
- priority T candidate priority;

-secst message sending period.

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series

193



HELTEX

no ip pim rpcandidate
unicast_address

Disable the parameter.

ipv6 pim rpcandidate
ipv6_unicast_address
® 3 NP dacdnli} jpsotity
priority] [interval sec$

acc_list: (0..32)
characters
priority: (0..192)/192;
secs: (1..16383)/60

Create a candidate for Rendezvous Point (RP)

- ipv6_unicast_addr IPv6 address;

-acc_listt astandard ACL of multicast prefixes;
- priority T candidate priority;

-secst message sending period.

no ipv6 pim rpcandidate seconds Disable the parameter.
ipv6_unicast_address
ip pim ssm {rangemul- Specify a multicast subnet.
ticast_subne{ default} -ranget specify a multicast subnet;

- multicast_subnet multicast subnet;

t -default T specify a range in 232.0.0.0/8.

no ip pim ssm [range mul- Disable the parameter.
ticast_subnet | default]
ipv6 pim ssm {range Specify a multicast subnet.
ipv6_multicast_subndtde- T -ranget specify a multicast subnet;
fault} - ipv6_multicast_subnet multicast subnet;

-default T specify a range in FF3E::/32.
no ipv6 pim ssm [range Disable the parameter.
ipv6_multicast_subndtde- T
fault]
ipv6 pim rpembedded ¢ Jenabled Enable advanced rendezvous point (RP) functionality.

no ipv6 pim rpembedded

Disable advanced rendezvous point (RP) functionality.

Ethernet interface configuration mode commands

Command line prompt is as follows:

console(config

-if#

Tablel80t Ethernet, VLAN or port group interface configuration mode commands

Command Value/Default value Action
ip (ipv6) pim Enable PIM on the interface.
/enabled
no ip (ipv6) pim T jenabie Disable PIM on the interface.
ip (ipv6) pimbsr-border . Stop sending BSR messages from the interface.
— T /disabled -
no ip pim bsrborder Disable the parameter.
ip (ipv6) pim drpriority pri- Specify the priority for selecting the DR router.
ority priority: - priority T the DR router priority that determines which of the

no ip (ipv6) pim dpriority

(0..4294967294)/1

switches will become a DR router. The switch with the highest
value will become a DR router.

Return the default value.

AL ALY 6ALWcoO LU
val secs

y2 ALl 0ALW@cO L
val

secs(1..18000)/30
seconds

Specify the period for sending hello packets.
-sect hello packet sending period.

Return the default value.

AL} 60ALMWc o
terval interval

LAY

no ip (ipv6) pim
22A Y TMLINHzy STtAy

interval: (1..18000)/60
seconds

Specify thenterval within which the switch sends join or prune
messages.
-intervalt join or prune messages sending interval.

Return the default value.

AL 0ALWPcO LAY
acc_list

no ip (ipv6) pim neigh-
02NIFAL GSNI

acc_list: (0..32)
characters

Filter incoming PIM messages.
-acc_listt a list of addresses based on which filtering is
performed.

Disable the parameter.
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ip pim passive

no ip pim passive

T /disable

Enable passive mode on the interface. The interface will not se
andreceive PIM messages from other PIM routers. The setting
does not affect IGMP messages.

Disable passive mode.

ip igmp statiegroup
group_addres$source
source_addr

no ip igmp statiegroup
group_addirsource
source_addr

Enable a static multicast group request on the interface.
- group-addresst  group address;

- sourceaddrt group source IP address.

V PIM must be enabled on the interface.

Disable a static multicast group request.

Tablel81t GRE tunnel interface configuration mode commands

Command Value/Default value Action
ip pim Enable PIM on the interface.
no ip pim T /enabled Disable PIM on the interface.
ip pim bsrborder . Stop sending BSR messages from the interface.
— T /disabled -
no ip pim bsrborder Disable the parameter.
ip pim dr-priority priority Specify the priority for selecting the DR router.
priority: - priority T the DR router priority that determines which of the

no ip pim drpriority

(0..4294967294)/1

switches will become a DR router. The switch with the highest
value will become a DR router.

Return the default value.

AL ALY LAY KSf f

y2 AL LAY KSft ¢

secs: (1..18000)/30
seconds

Specify the period for sending hello packets.
-sect hello packet sending period.

Return the default value.

AL LIAY 22AYy mLIN
interval

y 2

val

ALI LAY 22AY

interval: (1..18000)/60
seconds

Specify the interval within which the switch serjds or prune
messages.
-intervalt join or prune messages sending interval.

Return the default value.

AL LAY ySAIKO?2
acc_list

acc_list: (0..32)

Filter incoming PIM messages.
-acc_listt a list ofaddresses based on which filtering is

characters performed.

y2 ALI LAY ySad Disable the parameter.

ip pim passive Enable passive mode on the interface. The interface will not se
© Jdisable and receive PIM messages from other PIM routers. The setting

no ip pim passive

does not affect IGMP messages.

Disable passive mode.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#
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Tablel821 EXEC mode commands

Command Value/Default value Action
show ip(ipv6) pim rp map- T Show active RPs associated with route information.
ping [RP_addr -RP_addr IP address.
show ip (ipv6) pim neigh- Show information about PIM neighbors.
bor [detall] [gigabitether- gi_port: (1..8/0/1..48);
net gi_port| tengiga- te_port: (1..8/0/1..24);
bitethernet te_port| for- fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| group: (1..48);
port-channelgroup| vlan vlan_id: (1..4094).
vlan_id
show ip (ipv6) pim inter- Show information on PIM interfaces:

- state-ont show all interfaces where PIM is enabled;
- state-off T show all interfaces where PIM is disabled.

face [gigabitethernet
gi_port| tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| port -
channelgroup| vlan
vlan_id|state-on |

adl iSn2776

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

show ip (ipv6) pim group Show the multicast group binding table.

map [group_addresfk ! - group-addresst  group address.

show ip (ipv6) pim counters T Show the contents of the PIM counters.

show ip (ipv6) pim bsr elec- . Show information about BSR.

tion

show ip (ipv6) pim bsr rp T Show information about the learnt candidates in RP.
cache

show ip (ipv6) pim bsr can- T Show the status ofandidates in RP.

didate-rp

clear ip (ipv6) pim counters T Reset the PIM counters.

Command usage example

A Basic configuration of PIM SM with static RP (1.1.1.1). The routing protocol must be configured be-
forehand.

console# configure
console(config)# ip multicast - routing
console(config)# ippimrp -address 1.1.1.1

5.20.2 PIM Snooping
PIM Snooping is used in networks where a switch acts as an L2 device between PIM routers.

The main objective of PIM Snhooping is to provide multicast traffic only for those portsafinich PIM
Join, PIM Register were received.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table1l83t Global configuration mode commands

Command Value/Default value Action

ip pim snooping © Joff Allow the use of the PIM snooping by the switch.
no ip pim snooping Prohibit the use of the function.
ip pim snooping vlan Allow the use of the PIM Snooping function by Hvétch for the
vlan_id VLAN interface.

- _ vian_id: (1..4094) vlan._lfjr VLAN identification number. . _
no ip pim snooping vlan Prohibit the use of the PIM Snooping function by the switch f
vlan_id this VLAN interface.

EXEC mode commands

Command line prompt in the EXEC mode i®Hhsws:

console#

Tablel841 EXEC mode commands

Command Value/Default value Action
show ip pim snooping T Show general information about the settings.
show_ip pim snooping vlan vian_id: (1..4094) Show statistics ahulticast traffic control in the vlan.
vlan_id
show ip pim snooping groups T Show a list of registered groups.
sh ip pim snooping neighbors T Show a list of registered PIM participants.

5.20.3 MSDP (Multicast Source Discovery Protocol)

The Multicast Source Discovdyotocol (MSDP) is used to exchange information about Multicast traffic
sources between different PIM domains. An MSDP connection is usually established between RPs of each
domain.

Global configuration mode commands

Command line prompt in the global coniigtion mode is as follows:
console(config)#

Tablel85t Global configuration mode commands

Command Value/Default value Action
router msdp . Enable the MSDP protocol and switch to its configuration mo
no router msdp Stop theMSDP protocol and delete its configuration.

MSDP configuration mode commands

Command line prompt in the MSDP configuration mode is as follows:

console(config - msdp)#
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Table186t1 MSDP configuration mode commands

Command Value/Default value

Action

connectsourceip_address
T /no IP address assigne

Assign an IP address that will be used as an outgoing one wt
connecting to the MSDP peer.

no connectsource

Set the default value.

cachesaholdtime secs secs)(150..3600)/150 s

Set cache SA entry lifetime.

no cachesaholdtime

Set the default value.

holdtime secs
secs: (3..150)/75 s

Set the holdtime timer. If the keepalive message is not receiv,
during this time, the connection with the neighbor is reset.

no holdtime Set the default value.

keepalivesecs Set the interval between sending keepalive messages.
P - secs: (1..60)/30 s g & 9

no keepalive Set the default value.

originator-ip ip_address
T /no IP address assigne

Assign an IP address used as the RP adufresggoing SA
messages.

no originator-ip

Set the default value.

peerip_address

Add the MSDP peer to configuration and enter its configurati
mode.

no peerip_address

Delete the MSDP peer.

MSDP peer configuration mode commands

Command lingprompt in the MSDP peer conf

console(config - msdp)#

iguration mode is as follows:

Tablel87t MSDP peer configuration mode commands

Command Value/Default value

Action

connectsourceip_address
T /no IP address assigne(

Assign an |Bddress that will be used as an outgoing one whe
connecting to the MSDP peer.

no connectsource

Set the default value.

descriptiontext

text: (1..160) characters

Set the description of the MSDP peer.

no description

Delete the description.

meshgroupname

Add a neighbor to the MESH group.

name: (1..31) characters
no meshgroup

Delete a neighbor.

safilter {iin | out }
sec_num{ permit | deny }
[ rp-addressip_addr_rp |
group-addressip_addr_gr
| source-address
ip_addr_srq

sec_num:
(0..4294967294)

Create a filter rule for SA messages:

- permit T a permissive filter rule;

-denyt a prohibitive filter rule;

-sec_nunt a rule section number;

-ip_addr_rpt filtering by RP address;

-ip_addr_grt filtering by group address;

-ip_addr_sra filtering by Multicast traffic source address.

no safilter { in | out }
sec_num

Delete the created rule section.

shutdown
T /off

Administratively shut down the session with the MSDP peer
without deleting its configuration.

no shutdown

Set the default value.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#
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Tablel881 EXEC mode commands

Command

Value/Default value

Action

show ip msdp peersip_addr]

Show information aboutonfigured peers, connection status, pe
settings, as well as MSDP protocol messaging statistics
-ip_addrt the IP address of the peer.

show ip msdp sourcactive

Show the contents of the SA cache.

show ip msdp summary

Show summary information ahe MSDP protocol.

clear ip msdp counters

Reset the counters.

clear ip msdp peersip_addr]

Reestablish connections with MSDP peers
-ip_addrt the IP address of the peer.

5.20.4 IGMP Proxy function

The IGMP Proxy multicast routing function is desidgioedimplified routing of multicast data between
IGMP managed networks. With the help of IGMP Proxy devices that are not in the same network with the

multicast server can connect to multicast groups.

Routing is performed between the uplink interface ane ttownlink interfaces. At the same time, on
the uplinkinterface the switch acts as an ordinary recipient of multicast traffic (multicast client) and generates
its own IGMP messages. On downlink interfaces, the switch acts as a multicast server anceprisaiess
messages from devices connected to these interfaces.

V The number of multicast groups supported by IGMP Proxy is given in Table

V IGMP Proxy supports up to 512 downlink interfaces.
V IGMP Proxy implementation restrictions:
- - IGMP Proxy is nasupported on LAG groups;
V - only one uplink interface can be defined;
v - when V3 version of IGMP is used, only exclude (*,G) and include (*,G) queries are pi

cessed on downlink interfaces.

IGMP Snooping must be disabled in the VLAN to which the proxisrgerformed.

V IGMP Proxy for QinQ traffic:
‘ for the functionality to work correctly, it is necessary to enable IGMP Proxy and IGMI
Snooping in SVLAN and CVLAN, as well as configure IP addresses on these interfaces

Global configuration mode commands

Canmand line prompt in the global configuration mode is as follows:

console(config)#

Tablel89t Global configuration mode commands

no ip multicastrouting
AIYLIMLINR E&

Command Value/Default value Action
ip multicastrouting igmp- . . ) .

S Allow multicast data routing to work on configured interfaces.
TLINR E e T /by default, the g g

function isdisabled

Disable multicast data routing on configured interfaces.
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ip mroute prefixpre- prefix: (A.B.C.Djre- Create a static rule for a multicast routing table.

fix_length fw_router_ad- fix-length: (A.B.C.D or - prefixt IP address of the destination network;

dresstunnel tunnel_id /n); fw_router_ad- - prefix_lengtht  mask of the destination prefix or its length;
dress: (A.B.C.D); tun- - fw_router_addresg IP address of the multicast router;

nel_id: (1..16) -tunnel_idt tunnel ID.

no ip mroute prefixpre- Delete a static rule from the multicast routing table.

fix_length fw_router_ad-

dresstunnel tunnel_id

Ethernet, VLAN or port group interface configuratimode commands

Command line prompt in the Ethernet, VLAN, port group interface configuration mode is as follows:
console(config - if#

Table190t Ethernet, VLAN or port group interface configuration mode commands

Command Value/Default value Action

ip igmp-proxy {gigabitethernet | gi_port: (1..8/0/1..48); | The interface configured is a downlink interface. The command
gi_port| tengigabitethernet te_port: (1..8/0/1..24); | assigns an associated uplink interface used in routing.
te_port| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group | group: (1..48);
vlanvlan_id vlan_id: (1..4094)
ip igmp statiegroup group- Enable a static multicast group request on the interface.
addresgsourcesourceaddr] - group-addresst  group address;

- sourceaddrt group source IP address.

T V The IGMP Proxy must be enabled on the interface.

no ip igmp statiegroup group- Disable a static multicast group request.
addresgsourcesourceaddr]

VLAN interface configuratiomode commands

Command line prompt in the VLAN interface configuration mode is as follows:
console(config - if)#

Table191t VLAN interface configuration mode commands

Command Value/Default value Action
ip igmp-proxy dscpdscp Set the DSCP value which will be used by the switch on the VL
dscp:(0..63)/0 interface, in the IP header of IGMP packets.
no ip igmpproxy dscp Set the default value.
ip igmp-proxy coscos Set the 802.1 value which will be used by the switntthe VLAN
cos: (0..7)/0 interface, in the IP header of IGMP packets.
no ip igmpproxy cos Set the default value.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#
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Tablel921 EXEC mode commands

Command Value/Default value Action
show ip mroute View lists of multicast groups. It is possible to select groups by
[ip_multicast_address group address or by multicast data source address.
[ip_addresy [summary] - ip_multicast_address group IP address;

-ip_addresg source IP address;

-summaryt summary of each entry in the multicast routing
table.

show ip igmpproxy interface vlan_id: (1..4094); Show information about the IGMproxy status in relation to
[vlan vlan_id| gigabitethernet gi_port: (1..8/0/1..48); | interfaces

gi_port| tengigabitethernet te_port: (1..8/0/1..24);
te_port| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channelgroup| group: (1..48)

Command execution example

console# showipigmp - proxy interface

* - the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlan5 upstream - -
vlan30 downstream default - -

5.21 Management functions

5.21.1 AAA mechanism

To ensure system security, the switch uses the AAA mechanism (Authentication, Authorization,
Accounting).

- Authenticationt matching the request to an existing account in the security system.

- Authorization (access level verification)matching an existing (authenticated) account in the
system to specific privileges.

- Accountingt user resource consumption maaring.

TheSSH mechanisis used for data encryption.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table1931 Global configuration mode commands

Command

Value/Default value

Action

aaa authentication login
{authorization | default |
list_namég method_list

no aaaauthentication
login {default |
list_ namég

list_name: (1..12)
characters;
method_list: (enable, line,
local, none, tacacs, radius)
T /by default, the local
database is checked (aaa
authenticationlogin
authorization default local)

Set the authentication method for logging in.

- authorizationt allow authorization by methods described

below;

- default T use the following methods for authentication;

- list_namet the name of the authentication mettblist that is

activated when the user logs in.

Method description (method_list):

- enablet use a password for authentication;

-linet use aterminal password for authentication;

-localt use a local username database for authentication;

-nonet do not use authentication;

-radiust use a RADIUS server list for authentication;

-tacacst use a TACACS server list for authentication.
V‘ If an authentication method is not defined, the

access to console is always open.

V The list is created with bythe following com-
mand:
aaa authentication logirist_namemethod_list
List usage:
aaa authentication logirlist-name

To prevent the loss of access, enter the required
minimum of the settings for the specified au-
thentication method.

L1

Set the default value.

aaa authentication ena-
ble authorization {default
| list_namg method_list

no aaa authentication
enable authorization {de-
fault | list_namé

list_name: (1..12)
characters;
method_list: (enable, line,
local, none, tacacs, radius)
T /by default, the local
database is checked (aaa
authentication enable
authorization default local)

Set the authentication method when the privilege level for logg

in is increased.

- authorizationt allow authorization by methods described

below;

- default T use the followingnethods for authentication;

- list_namet the name of the authentication method list that is

activated when the user logs in.

Method description (method_list):

-enablet use a password for authentication;

-linet use aterminal password for authentication;

-localt use a local username database for authentication;

-nonet do not use authentication;

-radiust use a RADIUS server list for authentication;

-tacacst use a TACACS server list for authentication.

V‘ If an authentication method is not defined, the

access to console is always open.

V‘ The list is created with by the following com-
mand:
aaa authentication login lishame method_list.
List usage:
aaa authentication login lishame

I To prevent theloss of access, enter the required
H minimum of the settings for the specified au-
thentication method.

Set the default value.
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enable passworgass-
word [encrypted] [level
level]

no enable password
[level level

level:(1..15)/1;
password: (0..159)
characters/admin

Set a password to control changes in user access privileges.
-levelt privilege level;

- passwordt password;

- encryptedt encrypted password (for example, an encrypted
password copied from another device).

Set the default password.

usernamename{nopass-
word | password pass-
word | password en-
cryptedencrypted_pass-
word} [priveligedlevel

no usernamename

name: (1..20) characters;
password: (1..64)
characters;
encrypted_password:
(1..64)characters;
level: (1..15)

Add a user to the local database.

-levelt privilege level;

- passwordt password;

-namet username;

- encrypted_password encrypted password (for example, an
encrypted password copied from another device).

Delete a user from the local database

aaa accounting login
AlFNImadz2L) aN
tacacs+}

no aaa accounting login
start-stop

T /accounting is prohibited
by default

Allow accounting for management sessions.
Allowed only for users logged in using hame and pass-
V word. For users logged iasing the terminal password,
accounting is prohibited.

Accounting will be enabled when the user logs in, and
disabled when the user logs out, that corresponds to
the start and stop values in the RADIUS protocol mes-
sages (for RADIUS protocol messageameters, see

Table194194).

Y

Prohibit accounting for commands entered in the CLI.

aaa accounting dot1x
adFrNImada2L) 3IN

no aaa accounting dotlx
start-stop group radius

T /accounting is prohibited
by default

Allowaccounting for 802.1x sessions.
1 Accounting will be enabled when the user logs in, and
V disabled when the user logs out, that corresponds to
the start and stop values in the RADIUS protocol mes-
sages (for RADIUS protocmessage parameters, see

Table194 194).
V In the multiple sessions mode, start/stop messages
are sent for all users; in the Multiple hosts mode
only for authenticated users (see 802.1x Section).

Set the default value.

ip http authentication

aaa logirauthentication

wf 23Aynl dzi K2 N
[http | https] method_list

no ip http authentication
aaa logirauthentication

method_list: (local, none,
tacacs, radius)

Set the authentication method when accessing the HTTP serve
Whensetting the method list, the additional method will be ap-
plied only if an error is returned for the main authentication
method.

-method_listt authentication method:

localt by name from the local database;

nonet not used;

tacacst use lists of all the ACACS+ servers;

radiust use lists of all the RADIUS servers.

Set the default value.

aaa authentication mode
{chain | break}

T /chain

Set the algorithm for polling authentication methods.

- chaint after an unsuccessful authentication attempt using
the first method in the list, an authentication attempt using the
next method in the chain follows;

- break 1 after a failed authentication attempt with the first
method in the list, the authenticatioprocess stops. Authenti-
cation using the following method is allowed only if authentica-
tion using the previous method is not possible.

aaa accounting com-
mands stoponly group
tacacs+

T /by default, command
accounting is disabled

Enable accounting @fommands entered into the CLI using the
TACACS+ protocol.
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no aaa accounting com-
mands stoponly group

Set the default value.

aaa authorization com-
mands {default |
list_nameg group
method_list

no aaa authorization
commands {default |
list_namég

list_name: (1..15)
characters; method_list:
(tacacs, local);

T /by default, the default

list is active and
authorization is not
performed

Set the authorization method for entered commands.

- default T edit the list named default, which is in the system
by default;

- list_namet the name of the authorization methodst cre-
ated and edited by the user:

-tacacst a method that allows using the list of TACACS server|
for authorization;

-localt amethod for which authorization is not performed.

Restore the defaulvalue.
-defaultt reset the list named default to the default value;
- list_namet delete a custom list named list_name.
V' A list named default cannot be deleted from the sys-
tem.

aaa authorization com-
mands {default |

list_name: (1..15)

Activate the list of authorization methods for entered com-
mands.
- defaultt make the list named default active;

list_name characters; - list_namet make the corresponding user list active.
— T /default
no aaa authorization Restore the default value.
commands
' Togrant the client access to the device, even if all authentication methods failed, use th
vadRil)

value of the last method in the command ‘none'.

Tablel94t RADIUS Protocol Accounting Messages attributes for management sessions

Attribute Attribute
Attribute presence in presence in Description
Start message| Stop message

UserName (1) Yes Yes User identification.

NASIP-Address (4) Yes Yes The _IP address of the switch used for RADIUS servg
sessions.

Class (25) Yes Yes An arbitrary value included in all session accounting
messages.

CalledStatiorD (30) Yes Yes The _IP address of the switch used for management
sessions.

CallingStationID (31) Yes Yes User IP address.

AcctSessiorD (44) Yes Yes Unique accountingdentifier.

AcctAuthentic (45) Yes Yes Specify the method for client authentication.

AcctSessioATime (46) No Yes Show how long the user is connected to the system.

acgc)t-TermlnateCause No Yes The reason for closing the session.

Tablel95t RADIUS protocol accounting message attributes for 802.1x sessions

Attribute Attribute
Attribute presence in presence in Description
Start message| Stop message

UserName (1) Yes Yes User identification.

NASIP-Address (4) Yes Yes The _IP address of the switch used for RADIUS servg
sessions.

NASPort (5) Yes Yes The switch port the user is connected to.

Class (25) Yes Yes An arbitrary value included in all session accounting
messages.
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CalledStationtID (30) Yes Yes The IPaddress of the switch.
CallingStationID (31) Yes Yes User IP address.
AcctSessiorD (44) Yes Yes Unique accounting identifier.
AcctAuthentic (45) Yes Yes Specify the method for client authentication.
AcctSessiorTime (46) No Yes Show how longhe user is connected to the system.
AcctTerminateCause No Yes The reason for closing the session.
(49)
NasPortType (61) Yes Yes Show the client port type.
EltexDataFilter No Yes The list of rules containing ACL keywords (table 185).
EltexDataFilterName No Yes The ACL name. If not specified, the value is "RA
DIUS_ACL".
Tablel96t ACL keywords
Keyword Description

The type or ID of the protocol.
Valid values:
- for IPV4 icmp, igmp, ip, tcp, udppinip, egp, igp, hmp, rdp, idpr, ipv6,

prot ipv6:rout, ipvé:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipig
pim, 12tp, isis;
- for IPVEB icmpv6, tcpv6, udpve.

mac_src Source MAC address.

mac_dst Destination MAC address.

ip_src Source IRddress.

ip_dst Destination IP address.

ipv6_src Source IPv6 address.

ipv6_dst Destination IPv6 address.

dscp DSCP field value (0..63).

ip_precedence

IP traffic priority (0..7).

tcp_flags TCP flag.

vlan VLAN serial number.

icmp_type The type ol CMP protocol messages used to filter ICMP packets (0..255
icmp_code The code of ICMP messages used to filter ICMP packets (0..255).
igmp_type IGMP protocool type.

udp_port_src

Source UDP port.

udp_port_dst

Destination UDP port.

tcp_port_src

SourceTCP port.

tcp_port_dst

Destination TCP address.

udp_src_start

Initial UDP port value from source UDP port range.

udp_src_end

End UDP port value from source UDP port range.

udp_dst_start

Initial UDP port value from destination UDP port range.

udp_dst_end

End UDP port value from destination UDP port range.

tcp_src_start

Initial TCP port value from source TCP port range.

tcp_src_end

End TCP port value from source TCP port range.

tcp_dst_start

Initial TCP port value from destination TCP parige.

tcp_dst_end

End TCP port value from destination TCP port range.
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EltexDataFilter and ElteDataFilte-Name are special Vend@pecific attributes intended for
dynamically adding ACLs to a port via messages from a RADIUS server. To usditmalitynan a RADIUS
server, add attributes 82 (EltddataFilter) and 83 (EltebataFilter-Name) for vendor 35265 (Eltex) to the
attribute dictionary.

Example of configuring Vend&pecific ElteDataFilter and ElteDataFilte-Name attributes for
Freeradius.

Add to the /path/to/freeradius/dictionary file:

VENDOR Eltex 35265

BEGIN- VENDOR Eltex

ATTRIBUTE Eltex - Data - Filter 82  string
ATTRIBUTE Eltex - Data - Filter - Name 83  string
END VENDOR  Eltex

The IPv4 ACL, IPVECL entry format is formed as follows: the first four words must be
written separated by a space in strict order: acl_type, action (permit or deny), ip_prece
dence, prot. After writing the required parameters, the remaining parameters are written
in any orcer.

.‘

The MAC ACL entry format is formed as follows: the first three words must be writter
separated by a space in strict order: acl_type, action (permit or deny), ip_precedence. A
ter writing the required parameters, the remaining parameters are writtém any order.

.‘

Iy Lt | RRNB&a YlIal A& 6NRGGSY G6AGK WwkQ

.‘

' ‘ The protocol can be specified both in numerical form and as a string.
-

Example:

user3 Cleartext - Password := "hello"

Eltex - Data - Filter = "ip permit 1 prot=tcp ip_src=10.0.0.3/0.0.0.255
ip_dst=10.0.0.0/255.0.0.0 tcp_port_src=80 tcp_port_dst=443",

Eltex - Data - Filter - Name = "Filter - MIX1"

Terminal configuration mode commands

Command line prompt in the terminabnfiguration mode is as follows:

console(config - line)#

Tablel971 Terminal sessions configuration mode commands

Command Value/Default value Action
login authentication {de- Setthe login authentication method for console, telnet, ssh.
fault | list_namé - defaultt use the default list created by theaa
list_name: (1..12) authentication login defaultcommand.
characters - list_namet use the list created by theaa authentication
login list_namecommand.
no login authenticaton Set the default value.
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enable authentication {de- Set the user authentication method when privilege level is
fault | list_namé increased for console, telnet, ssh.
. -default T use the default list created by theaa
list_name: (1..12) authentication login defaultcommand.
characters - list_namet use the list created by theaa authentication
login list_namecommand.
no enable authentication Set the default value.
passwordpassworden- Set a password fdhe terminal.
crypted] password: (0..159) | -encryptedt encrypted password (for example, an encrypte
characters password copied from another device).
no password Delete a password for the terminal.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Tablel981 Privileged EXEC mode commands

Command Value/Default value Action
show authentication meth- Show information about authentication methods on the switc
ods t
show authorization meth- . Show informatiorabout the command authorization methods
ods created on the switch. Indicates the active method.
show users accounts T Show the local database of users and their privileges.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:
console>

Allcommands from this section are available to privileged users only.

Table1991 EXEC mode commands

Command Value/Default value Action
show accounting T Show information about the configured accounting methods.
5.21.2 RADIUS

RADIUS is used for authentication, authorization and accounting. RADIUS server uses a user database
that contains authentication data for each user. Thus, RADIUS provides more secure access to network
resources and the switch itself.
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Global configuratioomode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table200t Global configuration mode commands

Action
Add the specified server to the list of used RADIUS servers.
-ip_addresgs RADIUS server IPv4 or IPv6 address;
- hostnamet RADIUS server network name;
-auth_portt the port number for transmitting authentication

Command Value/Default value

radius-server host 4 LI@n |
dressg| ipv6-addresy host-

nameY &I dzd K mm L2 NJ
auth_por®8 @l OO G 1 LJ2

hostname: (1..158)

acct_por{ [timeout characters; data;

timeout] [retransmit re- auth_port: -acct_portt the port number for transmitting accounting data;
tries] [deadtime time] [key (0..65535)/1812; -timeoutt server response timedy

secret_key/[priority prior- acct_port: -retriest number of attempts to search for a RADIUS server;

ity] [usagetype]

encrypted radiusserver

host{A LI@n Tt || RWNE & |

addresgy hostnamé
@l dzii KamthJPAxil
@k 60 (oL

[timeout timeouf] [retrans-
mit retrieq [deadtime time]

[key secret_key/[priority
priority] [usagetype]

(0..65535)/1813;
timeout: (1..30) sec;
retries: (1..15);
time (0..2000) min;
secret_key: (0..128)
characters;
priority: (0..65535)/0;
type: (login, dotlx,
igmp-auth, coa, dotlx
eapol, dotlxmac,

-time T time in minutes the RADIUS client of the switch will no
poll unavailable servers;

- secret_keyt authentication and encryption key for RADIUS dé
exchange;

- priority T RADIUServer usage priority (the lower the value, th
higher the server priority);

-typet the type of the RADIUS server usage;

- encryptedt set the key value in the encrypted form.

If timeout, retries time, secret_keyarameters are not specified i
the comnand, the current RADIUS server uses the values

all)/all configured with the following commands.
no radiusserver host Remove the specified server from the list of used RADIUS sery
{A LI n 1t | prshd8rass
| hosthamé
radius-server attributes Add the framedp-address attribute (Option 8) to accesmjuest
framed-ip-address include packets.
in-accesseq I |  The attribute value is specified based on the dhcp

H snooping or arp tables. The search is performed in the
T /off dhcp-snooping table, and then, if the entry was not

no radiusserver attributes
framed-ip-address include

in-accesseq

found, continued in tke arp table.

Set the default value.

radius-server attributes

nasid includein-accesseq

[format word]

no radiusserver attributes
nasid includein-accesseq

[format]

word: (3..32)/%h

Add the NASd attribute (option 32) to AccedRequest packets.
%h characters that can be found in the format string arpleeed
with the current hostname.

Set the default value.

[encrypted] radiusserver
key keyi

no radiusserver key

key: (0..128)
characters/defaulkey
is an empty string

Specify the default authentication and encryption key for RADI
data exchange between the device and RADIUS environment.
-encryptedt set the key value in the encrypted form.

Set the default value.

radius-server timeout
timeout

no radiusserver timeout

timeout: (1..30)/3 sec

Set the default response waiting interval from the server.

Set the default value.

radius-server retransmitre-

tries

no radiusserver retransmit

retries: (1..15)/3

Set the default number of attempts teearch for a RADIUS serve
from the list of servers. If the server is not found, a search for t
next priority server from the server list will be performed.

Set the default value.

radiusserver deadtime
deadtime

deadtime:(0..2000)/0
min

Optimize the polling time of RADIUS servers when some serve
are unavailable. Set the default time in minutes during which th
RADIUS client of the switch will not poll unavailable servers.
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no radiusserver deadtime

Set the defaulvalue.

radius-server host
A2dNOSTAYy G SNFI
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup| loop-
backloopback_id vian

vlan id

no radiusserver host
A2dNOSTTAY G SNF I

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
t22L1F O YA

group: (1..48)

Specify a device interface whose IP address will be used as th
default source address in RADIUS messages.

Delete the device interface.

radius-server host

& 2 dzNI S ni-HpyB oI |
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup| loop-
backloopback_id vian

vlan id

no radiusserver host
& 2 dzND S t-dpyeii S NJFF |

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
22101 01 YA

group: (1..48)

Specify a device interface whose IPv6 address will be used as
default source address in RADIUS messages.

Delete the device interface.

radius server accounting
port port

no radius server account-
ing-port

port: (1-65535)

Set an account registration port on the RADIUS server.

Cancel the use of the UDP port for account registration.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

Set an UDP port for sending account authentication requests.

Cancel the use of the UDP port for account authentication
requests.

radius server enable

no radius serveenable

Enable the RADIUS server on the switch.

Disable the RADIUS server on the switch.

radius server groupvord

word: (1-32)

Set a name for the server group and switch to its configuration
mode.

radius server secret kekey
{ipv4 | ipv6 | default}

no radius server secret
[ipv4 | ipv6 | default]

ipv4_address format:
A.B.C.D;
ipv6_addresgormat:
XX XXX
key: (£128) characters

Set the key for using radius server.
defaultt the key is assigned for use by clients without a specif
key.

Delete the key for using radius server.

radiusserver secret {ipv4 |

ipv4_address format:

Use an encrypted server access key for a certain host.

ipv6} A.B.C.D;

no radius server secret ipv6_address format: | Delete the key for using radius server.

{ipv4 | ipv6} XX XXX

radius server traps ac- Enable support for trap messages on account events.
couting .

no radius server traps ac-
couting

Disable support for trap messages.

radius server traps authen-
tication {failure | success}

no radius server traps au-
thentication

Enable support for trap messages displaying the authentication
result onthe RADIUS server.

failure T authentication attempt failure.
success successful authentication.

Disable support for trap messages.

radius server user
usernameusernamegroup
passwordpass

no radius server user
usernameusername

Create a user andssign him a group on the server with the
specified usage password.

Delete a user from the server.
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Radius server group configuration mode commands

Command line prompt in the mode of radius server groapfiguration is as follows:
console(config -radius - server - group)#

Table201t Radius server group configuration mode commands:

Command Value/Default value Action
aclacl_name acl_name: (132) Assign the use of gpecified ACL in the group.
no acl characters Disable the use of a specified ACL in the group.
allowed-time-range Assign the timgange period for using the group.
range_name range_name: (1..32)
no allowedtime-range characters Disable the timerange for usinghe group.
privilege-levellevel Set the privilege level on which the configurable group will be
level: (£15)/1 used.
no privilegelevel Set the default value.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC modefidlags:

console#

Table2021 Privileged EXEC mode commands

Command Value/Default value Action
show radiusservers status T Show the status of RADIUS servers.
show radiusservers [key] Show the configuration parameters BIADIUS servers (the
command is available only for privileged users).
show radius server {statis- Show RADIUS protocol statistics, user information, RADIUS s€
tics | group | accounting | configuration.
configuration | rejected |
secret | user}

T

Exampleuse of commands

A Set global values for the following parameters: server reply intarvalseconds, RADIUS server dis-
covery attemptst 5, time period within which the switch RADIUS client will not poll unavailable
serverst 10 minutes, secret key secret.Add to the list a RADIUS server located in the network
node with the following parameters: IP address 192.168.16.3, server authentication port 1645, server

access attempts 2.

console#  configure

console (config)# radius - server timeout 5

console (config )# radius - server retransmit 5

console (config)# radius - server deadtime 10

console (config)# radius - server key secret

console (config)# radius - server host 196.168.16.3 auth - port 1645 retransmit
2
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A Show the configuration parameters of RADIUS servers.

console# show radius - servers

IP address  Port port Time - Ret- Dead- Prio. Usage
Auth Acct Out rans Time

192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface :
Source IPv6 interface :

5.21.3 TACACS+

The TACACS+ protocol provides a centralized security systeérhahdles user authentication and
maintains compatibility with RADIUS and other authentication mechanisms. TACACS+ provides the following
services:

- Authentication.lt is provided during login by user names and w&fined passwords.

- Authorization. It is provided during login. After the authentication session ends, an
authorization session is started using a verified user name, and user privileges are also checked
by the server.

Global configuration mode commands

Command line prompt in the global configticen mode is as follows:

console(config)#

Table203t Global configuration mode commands

Command Value/Default value Action
tacacsserver host Add the specified server to the list of used TACACS servers.
{ip_addresg hostnamé -ip_addresgs TACACS server IP address;
[single-connection] - hostnamet TACACS server network name;
wLJ2 NI 7t godkY 6 S NJ - singleconnectiort limit the number of connections for data
[timeout timeout] [key exchange with the TACACS server to one at a time;

secret_key/[priority

priority]

encrypted tacacsserver

host {ip_addresg

hostnamé [single-
O2yySOGAz2y8 ol
port] [timeout timeout] higher the server priority);

[key secret_key/|[priority - encryptedt secret_keyalue in the encrypted form.
priority] If timeout, secret_keyarameters are not specified in the
command, the current TACACS server uses the values
configured with the following commands.

no tacacsserver host Remove the specified server from the list of used TACACS
{ip_addresg hostnamé servers.

-portT port number for data exchange with the TACACS
server;

-timeoutt server response timeout;

- secret_keyt authentication and encryption key for TACACS
data exchange;

- priority T TACACS server priority (the lower the value, the

hostname: (1..158)
characters;
port: (0..65535)/49;
timeout: (1..30) sec;
secret_key: (0..128)
characters;
priority: (0..65535)/0;
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tacacsserver keykey Specify the defaulauthentication and encryption key for
TACACS data exchange between the device and TACACS
key: (0..128) environment;

characters/default key is | - encryptedt secret_kewalue in the encrypted form.
encrypted tacacsserver an empty string Set the default value.
key key
no tacacsserver key Set the defaulvalue.
:ﬁzgi?erver timeout timeout: (1..30)/5 sec Set the default response waiting interval from the server.
no tacacsserver timeout Set the default value.
tacacsserver host Specify a device interfasehose IP address will be used as the
A2 dzNOSTTAY G SNF I default source address for message exchange with the TAC/
{gigabitethernetgi_port| vlan_id: (1..4094); server.
tengigabitethernette_port gi_port: (1..8/0/1..48);
| fortygigabitethernet te_port: (1..8/0/1..24);
fo_port| port -channel fo_port: (1..8/0/1..4);
group| loopback loopback_id (1..64);
loopback_id vlan vlan id group: (1..48)
no tacacsserver host Delete the device interface.
A2 dNOSTTAY G SNF I
tacacsserver attributes Set the format of theport field.
port {console | telnet | The following templates are used:
ssh}iword -%nT current session number;

word: (1..160characters | - % %t character %.
no tacacsserver attributes Delete the format of theport field.
port {console | telnet |
ssh}

EXEC mode commands

Commandine prompt in the EXEC mode is as follows:
console#

Table2041 EXEC mode commands

Command Value/Default value Action
show tacacsip_addresg Display configuration and statistics fine TACACS+ server.
hostnamé -ip_address TACACS+ server IP address;
- hostnamet server name.

host_name: (1..158)
characters

5.21.4 Simple network management protocol (SNMP)

SNMP is a technology designed to manage and control devices and applications in a communication
network by exchangingnanagement data between agents on network devices and managers on management
stations. SNMP defines a network as a collection of network management stations and network elements
(host machines, gateways and routers, terminal servers) that together pradiaénistrative communications
between network management stations and network agents.

Switches allow configuring SNMP for device remote monitoring and management. The device supports
SNMPv1, SNMPv2 and SNMPV3.

Global configuration mode commands

Command lie prompt in the global configuration mode is as follows:

console(config)#
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Table2051 Global configuration mode commands

Command Value/Default value Action
snmp-server server support for SNMP is | Enable support for SNMP.
no snmpserver server disabled by default. | Disable support for SNMP.
snmp-server community Set the value of the community string for data exchange over the
community[ro | rw | su] SNMP protocol.
[ipv4_addres$ ipv6_ad- - communityt community string (password) for access via SNM
dress| ipv6z_addregs -encryptedt set the community string in the encrypted form;
[maskmask| prefix pre- -rot readonly access;
fix_lengtH] [view -rw T read and write access;
view_namé [vrf vrf_namg -sut administrator access;
snmp-server commu- -view_namert define a name for the SNMP view rule, which mu
y A & mcanininy) . be predefined with thesnmp-server viewcommand. Define the
group_nameipv4_address community: (1..20) | objects available to the community;
| ipv6_address$ ipv6z_ad- characters; | -ipv4_addressjpv6_addressipv6z_address device IP address;
dressfvrf vrf_namd] [mask encrypted_community | - maskt IPv4 address mask, which determines which bits of the
mask| prefix prefix_length +(1..20) characters; | packet source address are compared with the specified IP addre
encrypted snmpserver ipv4_address Tormat: -prefix_length the number of bits that are prefix of IPv4 addses
community encrypted_com- _ A.B.C.D; | -group_namer specify the group name that should be pre -
munity[ro | rw | su] ipv6_address format: | defined using thesnmp-server groupcommand. Define the objects

XXXXX; available to the community;
ipv6z_address format:| - yrf namet name of the virtual routing area.
XXX X X%<ID>;
mask:t

[ipv4_address$ ipv6_ad-
dress| ipv6z_addregs
[maskmask| prefix pre-

fix_lengtf] [view /255.255.255.255;
view_namé [vrf vrf_namg . )
prefix_length:

encrypted snmpserver (1..32)/32;
O2YYdzy AUuenmmINBd joy name: (1.30)
crypted_community n

group_namgipv4_address characters;
| ipv6_address$ ipvéz_ad- grougﬁgf‘::fe:g“:so)
dresg[vrf vrf_namg] [mask .
' ) vrf-name: (1..32)
mask| prefix prefix_length
characters

Nno snmpserver community Delete the parameters for the community string.
community[ipv4_addres$
ipv6_address$ ipv6z_ad-
dres§ [vrf vrf_namg

no encrypted snmgserver
community community
[ipv4_address$ ipv6_ad-
dress| ipv6z_addregqvrf

vrf_namg

snmp-server view Create or edit a view rule for SNMPthe rule allowing or
view_name OlBincluded | restricting access to the OID for the viewing server.

excluded} - OID¢ MIB object identifier, represented in the form of an ASN.1

tree (string of the fom 1.3.6.2.4 may include reserved words, for

view_name: (1..30) | example: system, dod. With the symbol *, you can denote a fam
characters of subtrees: 1.3.*.2);

-includet OID is included into the rule for viewing;

-includet OID is excluded from the rule for viewing.

Nno snmpserver view Remove the view rule for SNMP.

viewname[OI0
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snmp-server group
group_name{vl | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view [write
write_view]

Nno snmpserver group
groupname{vl | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
characters;
notify_view: (1..32)
characters;
read_view: (1..32)
characters; write_view:
(1..32) characters

Create an SNMP group or a table of correspondences of SNMP
users and SNMP view rules.

-vl,v2,v31 SNMP v1, v2, v3 security model,

- noauth, auth, priv T authentication type used by SNMP v3
protocol (hoauth T no authenticationauth T unencrypted
authentication,priv T encrypted authentication);

- notify_viewt the name of the view rule that is allowed to defing
inform and trap SNMP agent messages;

-read_viewt the name of the view rule that is only allowed to
read the contents of the switch's SNMP agent;

-write_viewt the name of the view rule that is allowed to enter
data and configure the contents of the switch's SNMP agent.

Delete the SNMP group.

snmp-server user
user_name group_nam1l
| v2¢c | v3 | remote
{ip_addresg hos# [vrf
vrf_namd}

no snmpserver user
user_namegvl | v2c | v3 |
remote {ip_addresg host
[vrf vrif_namg }

user_name: (1..20)
characters;
group_name: (1..30)
characters
vrf-name: (1..32)
characters

Create an SNMPv3 user.

- user_namer user name;

- group_namet group name;

-vrf_namet name of the virtual routing area.

Delete the SNMPV3 user.

snmp-server filter
filter_nameOID{included |
excluded}

no snmpserver filter
filter_name[OI0

filter_name: (1..30)
characters

Create or edit an SNMP filter rule that allows filtering inform and
trap messages sent to the SNMP server.

-filter_namet SNMP filter name;

-OIDt MIB object identifier represented in the form of an ASN.1
tree (string of the form 1.3.6.2.4 may include reserved words, for
example: system, dod. With the symbol *, you can denote a fam
of subtrees: 1.3.*.2);

-includet OID is included into a filteule;

-excludet OID is excluded from a filter rule.

Delete the SNMP filter rule.

snmp-server host
{ipv4_addres$
ipv6_addres$ hostnamé
[traps | informs] [version
{1| 2c | 3 {noauth | auth |
priv}] {community|
usernamé [vrf vif_namg
[udp-port port] [filter
filter_namg [timeout
secondg[retriesretrieq

no snmpserver host
{ipv4_addres$
ipv6_addres$ hostnamé
[vrf vrf_namdq [traps |
informs]

hostname: (1..158)
characters;
community: (1..20)
characters;
username: (1..20)
characters;
port: (1..65535)/162;
filter_name: (1..30)
characters;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
characters

Define settings for sending inform and trap notification message
the SNMP server.

-communityt  SNMPv1/2c community string for notification
message transmission;

-usernamer  SNMPv3 user name for authentication;

-versiont RSTAYS GKS WiINILIQO YS&aal
SNMPv2, trap SNMPV3;

-auth T indicate the authenticity of a packet without encryption;
-noautht do not indicate the authenticity of a packet;

- priv T indicate the authenticity of a packet with encryption;
-portt SNMP server UDP port;

- secondg the period of waiting for confirmations before
retransmitting inform messages;

- retriest the number of attempts to transmit inform messages, i
the absence of their confirmation;

-vrf_namet name of the virtual routing area.

Remove the settings for sending inform and trap notification
messages to th&€NMPv1/v2/v3 server.

snmp-server engineid local
{engineid_strind default}

no snmpserver engineid
local

engineid_string: (5..32)
characters

Create a local SNMP device identifier enginelD.

- engineid_string  SNMP device name;

- defaultt when using this setting, the enginelD will be
automatically created based on the MAC address of the device.

Delete a local SNMP device identifier enginelD.
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snmp-server
sourceinterface {traps |
informs} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| loopback
loopback_id vlan vlan_id
[ vrf vrf_name]

no snmpserver
sourceinterface [traps |
informs] [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)

group: (1..48)

vrf_name: (1..32)

characters

Specify a device interface whose IP address will be used as the
default source address for message exchange with the SNMP
server.

-vrf_namet define the name of the virtual routing area.

Delete the device interface.

snmp-server
a2 dzNOSTAY G SNF I
| informs} {gigabitethernet
gi_port|
tengigabitethernette_port

| fortygigabitethernet

fo_port| port -channel

group| loopback

loopback_id vlan vlan id

no snmp-server
& 2 dzND S mtHpy6 ftr8psJF |
| informs]

vlan_id:(1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64);
group: (1..48)

Specify a device interface whose IP address will be used as the
default source address for message exchange with the SNMP
server.

Delete the device interface.

snmp-server engineid
remote {ipv4_addres$
ipv6_addres$ hostnamé

hostname: (1..158)

Create the enginelD identifier of a remote SNMP device.
- engineid_string SNMP device identifier;
-vrf_namet name of the virtual routing area.

— ; characters;
engineid_strindvrf 7 o
vrfgname]_ d engineid_string: (5..32)

= - characters; - - — -
no snmpserver enginelD vif-name: (1..32) Delete the enginelD identifier of a remote SNMP device.
remote {ipv4_address ch araéter;
ipv6_addres$ hostnamé
[vrf vrif_namg
snmp-server enable traps Enable support for SNMP trap messages.
no snmpserver enable T /enabled Disable support for SNMP trap messages.
traps
snmp-server enable traps Enable sending of SNMP trap messages when authentication
authentication attempt fails.
T /enabled - -
no snmpserver enable Disable sending SNMP trap messages.
traps authentication
snmp-server enable traps Enable sending of SNMP trapessages:
[erps| link -status] -erpst ERPS protocol;
¢ Jenabled - link-statust interface link status.
no snmpserver enable Disable sending SNMP trap messages:
traps [erps | link-status] -erpst ERPS protocol;
- link-statust interface link status.

snmp-server enable traps Enable sending SNMP trap messages when the state of a pair 0
Ft SEnf Ay T / enabled flex-link interfaces changes
no snmpserver enable Disable sending SNMP trap messages when the state of a pair ¢
traps flexlink flex-link interfaces changes.
snmp-server enable traps Enable sending SNMP trap messages on changes in the learnt
Y | @atification change address table.
no snmpserver enable T /disabled Disable sending SNMP trap messages on changes in the learnt
traps maenotification address table.
change
snmp-server enable traps T Jenabled Enable sending SNMP trap messages when MAC address flapp|

macty 2 GAFAOI GA2

detected.
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no snmpserver enable
traps maenotification

flapping

Disable sending SNMP trap messages when 8ia@ess flapping is
detected.

snmp-server enable traps
ospf

Enable sending of SNMP trap messages of the OSPF protocol.

no snmpserver enable T /enabled Disable sending SNMP trap messages.
traps ospf
snmp-server enable traps Enablesending of SNMP trap messages of the OSPF protocol (If
Ipv6 ospf T /enabled - -
no snmpserver enable Disable sending SNMP trap messages.
traps ipv6 ospf
snmp-server enable traps Enable sending SNMP trap messages when the maxinowunier
dhcp-snooping limit clients of connected DHCP clients is reached.
no snmpserver enable T /disabled Disable sending SNMP trap messages.
traps dhcpsnooping limit
clients
snmp-server trap Allow sending trap messages to a server that has failed
authentication authentication.
T /allowed

no snmpserver trap
authentication

Prohibit sending trap messages to a server that has failed
authentication.

snmp-server contactext

text: (1..160)

Specify the contact information of the device.

no snmpserver contact characters Delete the contacinformation of the device.
snmp-server locationtext text: (1..160) Specify the device location information.
no snmpserver location characters Delete the device location information.

snmp-server set
variable_name namel

valuel[name2 value2o X & 6

variable_name, name,
the values should be
set according to the

Set the values of variables in the MIB database of the switch.
- variable_name variable name;
-name valuet pairs of namevalue matches.

specification
snmp-server enable traps Enable sending SNMP trap messages when the CPU load thres
cpunotification ¢ /disabled |s_tr|ggered. _
no snmpserver enable Disable sending SNMP trap messages when the CPU load thres
traps cpu notification is triggered.
snmp-server enable traps Enable sending SNMP trap messages about the CPU load thres
cpurecoverynotification restoring.
no snmpserver enable T /disabled Disable sending SNMP trap messages about the CPU load thre
traps cpu recovery restoring.
notification
snmp-serverenable traps Enable sending SNMP trap messages when the threshold for th
memory notification Jdisabled amount of free space in RAM is triggered.
no snmpserver enable T rdisable Disable sending SNMP trap messages when the threshotbeor
traps memory notification amount of free space in RAM is triggered.
snmp-server enable traps Enable sending SNMP trap messages about the RAM free mem
memory recovery threshold restoring.
notification .

T /disabled - -
no snmpserver enable Disable sending SNMP trap messages about the RAM free men
traps memory recovery threshold restoring.
notification
snmp-server enable traps Enable sending SNMP trap messages when the threshold for th
sensor natification ¢ Jdisabled sensor value is triggered.
no snmpserver enable Disable sending SNMP trap messages when the threshold for th
traps sensor notification sensor value is triggered.
snmp-server enable traps Enable sending SNMP trap messages about the sensor value
sensor recovery threshold restoring.
notification .

T /disabled - -
no snmpserver enable Disable sending SNMP trap messages about the sensor value
traps sensor recovery threshold restoring.
notification
snmp-server enable traps T /disabled Enable sending SNMP trap messages when theibuihshfree

storage notification

memory threshold is triggered.

216

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series



DHELTEX

no snmpserver enable
traps storage notification

Disable sending SNMP trap messages when the-inuiiash free
memory threshold is triggered.

snmp-server enable traps
storage recovery
notification

no snmpserver enable
traps storage recovery
notification

T /disabled

Enablesending SNMP trap messages about the bniftash free
memory threshold restoring.

Disable sending SNMP trap messages about the-ibuiash free
memory threshold restoring.

snmp-server
descriptiondescription

no snmpserver description

description:(1..160)
characters;

Change the value of the sysDescr field for an external SNMP
request.

Return the default value of the sysDescr field.

Ethernet interface (interfaces range) confiquratimnde commands

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config

Table206t Commands of Ethernet interface configuration mode

Command

Value/Default value

Action

snmp traplink-status

no snmp trap linkstatus

T /enabled

Enable sending SNMP trap messages when the status of the
configured port changes.

Disable sending SNMP trap messages when the status of the
configured port changes.

Privileged EXEC mode commands

Commandine prompt in the Privileged EXEC mode is as follows:

console#

Table2071 Privileged EXEC mode commands

Command

Value/Default value

Action

show snmp

T

Show the status of SNMP connections.

show snmp enginelD

T

Show the enginelRientifier of a local SNMP device.

show snmp views

view_name: (1..30)

Show SNMP view rules.

[view_namé characters

show snmp groups group_name: (1..30) Show SNMP groups.

[group_namé characters

show snmp filters filter_name: (1..30) Show SNMP filters.

[filter_namg characters

show snmp users user_name: (1..30) Show SNMP users.

[user_namé¢ characters

show snmp vrf {name | all} VRF name: (1..32) Show SNMP settings for the specified VRF.
characters
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5.21.5 Remote Network Monitoring Protocol (RMON)

RemoteNetwork Monitoring Protocol (RMON) is an extension of the SNMP to provide greater network
traffic monitoring capabilities. The difference between RMON and SNMP is in the nature of the information
collected. The data collected by RMON primarily describaSidrbetween network nodes. Information
collected by the agent is transmitted to the network management application.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table208t Global configuration mode commands

Command

Value/Default value

Action

rmon eventindextype
[community com_texi [de-
scriptiondesc text] [owner
nameg

no rmon eventindex

index: (1..65535);
type: (none, log, trap,
log-trap);

com_text: (0..127)
characters;

desc_text: (0..127)
characters;
name: string

Configure the events used in the remote monitoring system.
-indext event index;

-typet type of notification generated by the device for this
event:

nonet do not generate notifications,

logT generate aable entry,

trapt send an SNMP trap,

logtrapT generate a table entry and send an SNMP trap;
-com_textt SNMP community string for trap forwarding;

- desctextt event description;

-namet event creator name.

Delete the eventised in the remote monitoring system.
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rmon alarmindex mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner nam¢

index: (1..65535);
mib_object_id: valid
OIDb;
interval:
(1..2147483647) sec;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
risingfalling)/rising

Configure the conditions for issuing alarms.

-indext alarm event index;

-mib_object_idt OID object variable part identifier;

-intervalt time period when data is collected and compared t
the rising and falling thresholds;

- rthresholdt rising threshold;

- fthresholdt falling threshold;

-revent T event index used when crossing the rising thresholg
-fevent T event index used when crossing the falling threshol
-typet method for selecting variables and calculating the valy
to be compared with the thresholds:

absolutet the absolute value dthe variable selected will be
compared to the threshold at the end point of the control
interval;

deltat the value of the variable chosen in the last selection w
be subtracted from the current value, and the difference will be
compared to the threshdls (the difference between the variable
values at the start and end points of the control interval);
- startup T an instruction for generating events at the first
control interval. Define the rules for generating alarm events fq
the first control intervaby comparing the selected variable with
one or both thresholds:

-risingT generate a single alarm event for the rising threshold
the selected variable value at the first control interval is above
equal to this threshold;

-fallingt generate a sing alarm event for the falling threshold
if the selected variable value at the first control interval is belo
or equal to this threshold,;

no rmon tablesize {history
| log}

faIIi.nQ; _ -risingfalling T generate a single alarm event for the rising
name: string and/or falling threshold if the selected variable walat the first
control interval is above or equal to the rising threshold and/or
below or equal to the falling threshold;
-owner T alarm event creator name.
no rmon alarmindex Delete the condition for issuing alarms.
rmon table-size {history Set the maximum size of RMON tables.
hist_entrieq log log_en- . . - history T the maximum number of rows in the history table;
. hist_entries: . :
tries} 20..32767)/270: -logt maximum number of rows in the log table.
(20.. ) ' A new value willtake effect only after the switch is
log_entries:

(20..32767)/100

- restarted.

Set the default value.

Ethernet or port group interface (interface range) configuration mode commands

Command line prompt in the Ethernet or port group interfaomfiguration mode is as follows:

console(config

-if#
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Table209t Ethernet and port group interface configuration mode commands

Command

Value/Default value

Action

rmon collection statsndex
[owner namg [buckets
bucket_nunj[interval inter-
vall

no rmon collection statsn-
dex

index: (1..65535);
name: (0..160)
characters;
bucketnum:
(1..50)/50;
interval:

Enable history generation by statistics groups for the remote
monitoring database (MIB).

-indext index of the required statistics group

-namet statistics group owner;

- bucket_nunt value associated with the number of cells to
collect history by statistics group;

-intervalt polling period to collect history.

(1..3600)/1800 s

Disable history generation by statistigoups for the remote
monitoring database (MIB).

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table2101 EXEC mode commands

Command

Value/Default value

Action

show rmon statistics {giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}

show rmon collection stats
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show statistics of the Ethernet intade or port group used for|
remote monitoring.

Show information on the requested statistics groups.

show rmon historyindex
{throughput | errors |
other} [period period

index: (1..65535);
period: (1..2147483647)
sec

Show the Ethernet history of RMON statistics.

-indext requested statistics group;

-throughput T show performance (throughput) counters;
-errorst show eror counters;

-other 1 show breakage and collision counters;

- periodt show history for the requested time period.

show rmon alarmtable

T

Show a summary table of alarms.

show rmon alarmindex

index: (1..65535)

Show the configuration of alarm settings.
-indext alarm event index.

show rmon events

T

Show the RMON event table.

show rmon log {ndexq

index: (0..65535)

Show the RMON entry table.
-indext event index.

Command execution examples

A Show statistics of the 10 Ethernet interface:

console#

show rmon statistics tengigabitethernet

1/0/10

Port te0/10
Dropped: 8

Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
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Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: 0

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Table211t Result description

Parameter Description
Dropped The number of detected events wh@ackets were dropped.
The number of data bytes (including bad packet bytes) received from the network (excludi
Octets . - . ]
frame bits but including checksum bhits).
Packets The number of packets received (including bad, broadcast and multicast packets).
Broadcast The number of broadcast packets received (correct packets only).
Multicast The number of multicast packets received (correct packets only).
The number of received packets with a length from 64 to 1518 bytes inclusive, havitogpasct
CRC Align Errors checksum with either an integer number of bytes (checksum verification errdf€S) or a nen
integer number of bytes (alignment errars Alignment).
Collisions The estimated number of collisions for the Ethernet segment.

The number of packets received of less than 64 bytes in length (excluding frame bits but includ
checksum bits) but otherwise correctly generated.

The number of packets received of more than 1518 bytes in length (excluding frame bits |
including checksum bits) but otherwise correctly generated.

The number of received packets of less than 64 bytes in length (excluding frame bits but incluc
Fragments checksum bits) and an incorrect checksum with either an integer number of bytes (checks
verification errorst  FCS) or a nemteger number of bytes (alignment errors Alignment).

The number of received packets of more than 1518 bytes in length (excluding frame bits |
including checksum bits) and an incorrect checksum with eithemtager number of bytes

Undersize Pkts

Oversize Pkts

Jabbers (checksum verification errors FCS) or a neimteger number of bytes (alignment errars Align-
ment).
64 Octet The number of packets received (including bad packets) of 64 bytes in length (excluding frg

bits but includingchecksum bits).

The number of packets received (including bad packets) with a length from 65 to 127 bytes

6510 127 Octets cluding frame bits but including checksum bits).

The number of packets received (including bad packets) wiéngth from 128 to 255 bytes

128 t0 255 Octets (excluding frame bits but including checksum bits).

The number of packets received (including bad packets) with a length from 256 to 511 by

256 to 511 Octets inclusive (excluding frame bits but including checksum bits).

The number of packets received (including bad packets) with a length from 512 to 1023 by,
inclusive (excluding frame bits but including checksum bits).

The number of packets received (including bad packets) wigimgth from 1024 to 1518 bytes
inclusive (excluding frame bits but including checksum bits).

512 to 1023 Octets

1024 to 1518 Octets

A Show information by statistics groups for port 8:

console#  show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner

1 te0/8 300 50 50 Eltex

Table212t Result description

Parameter Description

Index An index that uniquely identifies an entry.
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Interface

Ethernet interface on which the polling is running.

Interval

The interval in seconds between polls.

Requested Samples

Requested numbenf samples that can be saved.

Granted Samples

Allowed (remaining) number of samples that can be saved.

Owner

Current entry owner.

A Show bandwidth counters for statistics group 1:

console#

show rmon history

1 throughput

Sample set: 1
Interface: gi0/1
Requested samples: 50

Owner: MES
Interval: 1800
Granted samples: 50

Maximum table size: 100

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Table2131 Resul description
Parameter Description
Time Date and time of entry creation.
The number of data bytes (including bad packet bytes) received from the network (excludi
Octets . . - >
frame bits but including checksum bits).
Packets The number of packets receivéidicluding bad packets) during the entry formation period.
The number of good packets received during the entry formation period and directed to broa
Broadcast
cast addresses.
. The number of good packets received during the entry formatienod and directed to multicast
Multicast
addresses.
Utilization Estimation of the average throughput of the physical layer on a given interface during the en
formation period. Throughput is estimated at up to a thousandth of a percent.
The number opackets with a length from 64 to 1518 bytes inclusive received during the ent
CRC Align formation period, having an incorrect checksum with either an integer number of bytes (cheg
sum verification errors FCS) or a nemteger number of bytes (alignment errars Alignment).
Collisions The estimated number of collisions on a given Ethernet segment during the entry formation g

riod.

Undersize Pkts

The number of packets of less than 64 bytes in length (excluding frame bits but including che
sum bits) receiveduring the entry formation period but otherwise correctly generated.

Oversize Pkts

The number of packets of more than 1518 bytes in length (excluding frame bits but includi
checksum bits) received during the entry formation period but otherwise coyreetherated.

The number of packets of less than 64 bytes in length (excluding frame bits but including che
sum bits) received during the entry formation period and having an incorrect checksum with

Fragments ther an integer number of bytes (checkswmrification errorst  FCS) or a nemteger number
of bytes (alignment errors Alignment).
The number of packets of more than 1518 bytes in length (excluding frame bits but includi
Jabbers checksum bits) received during the entry formation period aagihg an incorrect checksum
with either an integer number of bytes (checksum verification ermor§CS) or a neimteger
number of bytes (alignment errors Alignment).
Dropped The number of events detected when packets were dropped during the &ammation period.
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A Show a summary table of alarms:

console# show rmon alarm - table

Index OID Owner
1 1.3.6.1.21.2.2.1.10.1 CLI
2 136.1.21.2.2.1.101 Manager

Table2141 Result description

Parameter Description
Index An index that uniquely identifies an entry.
OID Controlled variable OID.
Owner A user who created an entry.

A Show configuration of alarm events with ind&x

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Table215t Result description

Parameter Description
OID Controlled variable OID.
The value of the variable in the last control interval. If the method of selecting varialalesads
Last Sample Value lute T it is an absolute value of the variableddltat it is the difference between the values of

the variable at the end and at the beginning of the control interval.

The interval in seconds during which data are sampled and compared to the apgdower
thresholds.

Method for selecting the specified variables and calculating the value for comparison with t
thresholds.absolute T the absolute value of the variable selected will be compared to the
threshold at the end point of t control intervaldeltat the value of the variable chosen in the
last selection will be subtracted from the current value, and the difference will be compared
the thresholds (the difference between the variable values at the start and end pointgeof t
control interval);

Interval

Sample Type

Instructions for generating events at the first control interval. Define the rules for generatin
alarm events for the first control interval by comparing the selected variable with one or bot
thresholds.

risingT geneate a single alarm event for the rising threshold if the selected variable value
the first control interval is above or equal to this threshold.

falling T generate a single alarm event for the falling threshold if the selected variable value
the first control interval is below or equal to this threshold.

risingfallingt generate a single alarm event for the rising and/or falling threshold if the selecte
variable value at the first control interval is above or equal to the rising threshold andfowbe
or equal to the falling threshold.

Startup Alarm
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Rising Threshold

Rising threshold value. When the value of the selected variable at the previous control inter
was less than the given threshold, and at the current control interval the value is greater than
equal to the threshold value, then a single event is getesta

Falling Threshold

Falling threshold value. When the value of the selected variable at the previous control inter
was greater than the given threshold, and at the current control interval it is less than or eqy
to the threshold value, then a single event is generated.

Rising Event Event index used when the rising threshold is crossed.
Falling Event Event index used when the falling threshold is crossed.
Owner A user who created an entry.

A Show the RMON event table:

console#

show rmon events

1 Errors

Index Description

Community Owner  Last time sent

Type

Nov 10 2009 18:47:17

Log cLI

2 High Broadcast Log - Trap router Manager Nov 10 2009 18:48:48
Table2161 Result description
Parameter Description

Index An index that uniquely identifies an event.

Description A comment describing the event.
The type of notification generated by the device fiois event:
nonet do not generate notifications,

Type logT generate a table entry,
trapt send an SNMP trap,
logtrapT generate a table entry and send an SNMP trap.

Community SNMP community string for trap forwarding.

Owner A user who created an event.

Last time sent Time and date of the last event generation. If no events were generated, this value will be ze

Show the RMON entry table.

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33

Table2171 Result description

Parameter Description
Index An index that uniquely identifies an entry.
Description A comment describing the event.
Time Time at which an entry was created.
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5.21.6 ACLdor device management

Switch firmware allows enabling and disabling access to device management via specific ports or VLAN
groups. For this purpose, management Access Cohistd (ACLS) are created.

J| '/ LBNI:['b 2LISNIEAY [ZY VR RS (KS &t Of

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table218t Global configuration mode commands

Command Value/Default value Action

management accesbst Create an access list for management. Enter the managemg
name access control list configuration mode.

- name: (1..32) characters -
no management accesst Delete the access list for management.
name
management accesslass Restrict device management by a specific access list. Activg
{consoleonly | nam¢ specific access list.

- consoleonly T device management is available via the
name:(1..32) characters console only.

y2 YEylFrasSysyl Cancel the restriction on device management pacific
class access list.

Access control list configuration mode commands

Command line prompt in the access control list configuration mode is as follows:

console(config)# management access -list  eltex_manag
console (config - macl)#

Table219t1 Management access control list configuration mode commands

Command Value/Default value Action
permit [gigabitethernet Set a permitting condition for the management access con
gi_port| list.
tengigabitethernette_port - servicer access type.
| fortygigabitethernet -indext rule priority.

fo_port| port -channel
group| oob | vlan vlan_id

[serviceservice [ace gi_port: (1..8/0/1..48);
priority indeX te_port: (1..8/0/1..24);
permit ip-source fo_port: (1..8/0/1..4);
{ipv4_addres$ group: (1..48);
ipv6_address/prefix_lengh vlan_id: (1..4094)
[mask fmask| service: (telnet, snmp,
prefix_length] http, https, ssh);
[gigabitethernetgi_port| index: (1..65535)
tengigabitethernette_port

| fortygigabitethernet

fo_port| port -channel
group| oob | vlan vlan_id
[serviceservicé [ace-
priority indeX
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deny [gigabitethernet Set a forbidding condition for the management access con
gi_port| list.

tengigabitethernette_port - servicer access type,

| fortygigabitethernet -indext rule priority.

fo_port| port -channel
group| oob | vlan vlan_id

[serviceservicé [ace- gi_port: (1..8/0/1..48);
priority index te_port: (1..8/0/1..24);
deny ip-source fo_port: (1..8/0/1..4);
{ipv4_addres$ group: (1..48);
ipv6_address/prefix_length vlan_id: (1..4094);
[mask fmask| service: (telnet, snmp,
prefix_length] http, https, ssh);
[gigabitethernetgi_port| index: (1..65535)
tengigabitethernette_port

| fortygigabitethernet

fo_port| port -channel
group| oob | vlan vlan_id
[serviceservicé [ace-
priority indeX

remove acepriority index index: (1..65535) Delete a condition from the access list.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table2201 Privileged EXEC mode commands

Command Value/Default value Action
how managemen .
sho anagement access name: (1..32) characters| Show access lists for management.
list [nam¢
show management access . Show information about activaccess lists for management.
nOf | aa

5.21.7 Access configuration

5.21.7.1 Telnet, SSH, HTTP and FTP

These commands are used to configure access servers that manage switches. TELNET and SSH support
allows remote connection to the switch for monitoring and configuration purposes.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table221t Global configuration mode commands

Command Value/Default value Action
ip telnet server by default, the Telnet Allow remote configuration of the device via Telnet.
no ip telnet server server is enabled Prohibit remote configuration of the device via Telnet.
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ip ssh server

no ip sshserver

SSH server is disabled by
default

Allow remote configuration of theevice via SSH.
SSH server will remain in a stafdry condition until
V the encryption key is generated. After generating
the key (by the 'crypto key generate rsa' and 'crypto
key generate dsa' commands), the server will enter
the operation mode.

Prohibit remote configuration of the device via SSH.

ip scp server

no ip scp server

by default, the SCP serve
is disabled

Allow copying files from and to the switch file storage via SCH
V The SSH server must be enabled.

Disable the SCP server.

ip ssh portport_number

no ip ssh port

port_number:

TCP port used by the SSH server.

(1..65535)/22

Set the default value.

ipsshOf A Sy i
face {gigabitethernet
gi_port| tengigabitether-
net te_port| fortygiga-
bitethernet fo_port| port -
channelgroup| loopback
loopback_id vlan vlan_id

a 2 dzN

no ip sshclientsourcet A Y Tt
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);

Set the interface for SSH sessions.

vlan_id: (1..4094)

Delete the interface.

ipv6 sshOf A Sy i
face {gigabitethernet
gi_port| tengigabitether-
net te_port| fortygiga-
bitethernet fo_port| port -
channelgroup| loopback
loopback_id vlan vlan_id

a 2 dz

no ipv6 sskclient source
TAYGSNFI OS

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);

Set the interface for IPv6 SSH sessions.

vlan_id: (1..4094)

Delete the interface.

ip ssh pubkeyauth

no ip ssh pubkeyauth

by default, the use of a

Allow the use of a public key for incoming SSH sessions.

public keyis prohibited

Prohibit the use of the public key for incoming SSH sessions.

ip ssh ciphemlgorithms

no ip ssh cipher

algorithms: (3des, aes128
aesl192, aes256, arcfour,

Specify the list of permitted encryption algorithms for a
server.

none)/all
algorithms except none
are permitted

Restore the list of permitted algorithms
of default key exchange.

ip ssh kexmethods

no ip ssh kex

methods:
0 RK 3 NER dzl-shad, 5

Specify the list of permitted key exchange algorithms for a
server.

RK 3 NER dzLdm Tt
all methods are permitted.

Restore the list of permitted algorithms
of default key exchange.

ip ssh passworeuth

no ip ssh passworduth

Enable passworduthentication mode.

enabled by default

Disable password authentication mode.

crypto key pubkeychain
ssh

by default, the key is not
created

Enter the public key configuration mode.

crypto key generate dsa

Generate a DSA key pair (private gnublic) for SSH service.
If one of the keys has already been created, the system will
V prompt to overwrite it.

crypto key generate rsa

Generate an RSA key pair (private and public) forsg8lite.
V If one of the keys has already been created, the sys-
tem will prompt to overwrite it.

crypto key import dsa

encrypted crypto key im-
port dsa

Import a DSA key pair.
- encryptedt in encrypted form.

crypto key import rsa

encrypted crypto keyim-

port rsa

Import an RSA key pair.
- encryptedt in encrypted form.
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crypto certificate {1 | 2} T
generate

Generate an SSL certificate.

ip http server
no ip http server

by default, the HTTP
server is enabled

Allow remote configuration of the device via the web.

Prohibit remote configuration of the devicga the web.

ip http port port

- 1..65535/80
no ip http port

Specify the HTTP server port.

Restore the default value.

ip http secureserver
no ip http secureserver

by default, the HTTPS
server is enabled

Enable the HTTPS server.

Disable the HTTR®@rver.

ip http timeout-policy sec-
ondsfhttp-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

Set the HTTP session timeout.

Restore the default value.

ip https certificate {1 | 2}

Identify an active HTTPS certificate.

no crypto certificate {1 | 2}

no ip https certificate i Restore the default value.

crypto certificate {1 | 2} Generate an SSL certificate.

generate

crypto certificate {1 | 2} im- T Import an SSL certificate assigned by a certificate authority.
port

Restore thedefault SSL certificate for the specified certificate.

v/

Public key configuration mode commands

The keys generated by the crypto key generate rsa and crypto key generate dsa commar
are stored in a closed configuration file.

Command line prompt in thpublic key configuration mode is as follows:

console#  configure
console(config)#
console(config

crypto key pubkey
- pubkey - chain)#

- chain ssh

Table222t Public key configuration mode commands

Command Value/Default value

Action

user-keyusername{rsa |
dsa} username: (1..48)

characters

no USGery username

Enter the mode of creating an individual public key.
-rsat create an RSA key;
-dsat create a DSA key.

Delete a public key for a specific user.

Command line prompt in thimdividual public key generation mode is as follows:

console# configure
console(config)#
console(config
console(config

crypto key pubkey
- pubkey - chain)#
- pubkey - key)#

- chain ssh
user - key eltex

rsa

Table2231 Individual public key generation mode commands

Command Value/Default value

Action

key-string T

Create a public key for a specific user.

key-string rowkey_string

Create a public key for a specific user. A key is entered ling

line.

- key_stringt key part.

V 1"0 notity thg system that 'Ehe key is fully eptered,
ueLlS UEGBNRBRYIeNRBge O2YYH

characters.
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EXEC mode commands

Commands from this section are available to privileged users only.

Command line prompt in the EXEC mode imbews:

console#

Table224t1 EXEC mode commands

Command

Value/Default value

Action

show ip ssh

T

Show the SSH server configuration, as well as active incomi
SSH sessions.

show crypto key pub-

usernamég [fingerprint
90dz00f SOl 006 f

188nOKIAY &&K

S

username: (1..48)
characters.
By default, key
fingerprint is in
hexadecimal format.

Show public SSH keys stored on the switch.
-usernamer remote client name;

- bubble-babblet key fingerprint in Bubble Babble code;
-hext key fingerprint in hexadecimal code.

show crypto key mypubkey
[rsa | dsa]

T

Show public keys of the SSH switch.

show crypto certificate [1 |
2]

Show SSL certificates for the HTTPS server.

Command execution examples

Enable SSH server on the switch. Enable the use of public keys. Create an RSA keltdruter:

console#  configure
console(config)#
console(config)#
console(config)#
console(config
console(config

ip ssh server

ip ssh pubkey

crypto key pubkey
- pubkey - chain)#
- pubkey - key)# key - string

- auth

- chain ssh
user - key eltex rsa

AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAI4kpglw9GBRoNZQZxjHKcqKL6rMIQ+ZNXfZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRfpSwoQUVV35LgJIk6710U/zfwOIl1gkTwmI75QR9gH
UjS6KWGN2QWXgh3b8gDjTSgmuSn/Wd05iDX2IExQWu08licglkO2LY ciz+Z4TrEU/9FIxwPiVQO
jc+KBXUROjuNg5nFYsYO0ZCKON/W9a/tnkm1shRE7Di71+w3fNiOA6w9044t6+AINEICBCCA4YCcF6
zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfce166DqVX1gWmNzNR4DYDvSzg0IDnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13

5.21.7.2 Terminal configuration commands

Terminal configuration commands are used for the local and remote console parameters configuration.

Global configuration mode commands

: b9:33:e9

Command line prompt in the global configuration mode is as follows:

console(con fig)#

Table225t Global configuration mode commands

Command

Value/Default value

Action

line {console | telnet | ssh}

T

Enter the mode of the corresponding terminal (local console
remote consola Telnet or remote secure consote SSH).
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Terminal configuration mode commands

Command line prompt in the terminal configuration mode is as follows:

console#  configure
console(config)# line {console |
console(config - line)#

telnet |

ssh}

Table2261 Terminal configuration mode commands

Command

Value/Default value

Action

speedbps

bps: (2400, 9600,
19200, 38400, 57600,

no speed

115200)/115200 baud

Specify the local console access rate (the command is avail
only in the local console configuration mode).

Set the default value.

autobaud

T /enabled

no autobaud

Enable automatic detection of the local console access rate
(the command is available only in the local console
configuration mode).

Disable automatic detection of the local console accats

exectimeout minutes
[secondf

minutes (0..65535)/10
min;

no exectimeout

seconds(0..59)/0 sec

Set the interval during which the system waits for user input
the user does not input anything during this interval, the
console is disabled.

Set the default value.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table2271 EXEC mode commands

Command

Value/Default value

Action

show line [console | telnet
| ssh]

T

Show the terminaparameters.

5.21.7.3 Remote command execution via SSH

The function allows remote execution of commands on the switch via an SSH session. For this function
to work, it is necessary to enable an SSH server on the switch (the ip ssh server command in the global

configuration mode).

The following is an example of using the remote command launch function via SSH.

Execute theshow clock command

username@username

- system:~$ ssh

admin@192.168.1.239's password:
*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

Commands that require confirmation (for example: write, reload, etc.) wait for confirmation to

for a switch with the IP address 192.168.1.239:

- | admin 192.168.1.239 "show clock"

be entered, and only then the SSH connection is terminated.

230

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series




DHELTEX

5.22 Alarm log, SYSLOG protocol

System logs allow keeping a history of events that occur on the device, as well -imeeal/ent
monitoring. Seven types of events are logged: emergencies, alarms, critical afoditieai errors, warnings,
notifications, infemational and debug messages.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table228t Global configuration mode commands

Command Value/Default value Action
logging on Enable logging of debugging and error messages.
no logging on Disable logging of debugging and error messages.

T /logging is enabled

When logging is disabled, debug and error mes-
V sages will be sent to the console.

logging host ip_addresg
host [port port] [severity
level [facility facility]
[descriptiontext]

no logging host
{ip_addresg host

host: (1..158) characters;
port: (1..65535)/514;

level: (see the tabl@30);

facility: (local0..7)/local7;
text: (1..64) characters

Enable sending of debug messages to a remote SYSLOG
server.

-ip_address SYSLOG server IPv4 or IPv6 address;
-hostt SYSLOG server network name;

- portt port number for sending messages via SYSLOG;
-levelt importance level for messages sent to a SYSLOG
server;

- facility T a service sent in messages;

-textt SYSLOG server description.

Remove the selected server from the list of SYSLOG serve
being used.

logging consolelgvel

no logging console

level: (see the table
230)/informational

Enable sending of error or debug messages of the selecteq
level of importance to the console.

Disable sending of error or debug messages to the consolg

logging buffered ever-
ity_leve]

no logging buffered

severity _level: (see the
table 230)/informational

Enable sending of error or debug messages of the selecteq
level of importance to the internal buffer.

Disable sending of error or debug messages tarternal
buffer.

logging buffered sizesize

no logging buffered size

size: (20..1000)/200

Change the number of messages stored in the internal buff
The new buffer size value will be applied after rebooting the
device.

Set the default value.

loggingfile [level

level: (see Tabl230)

Enable sending of error or debug messages of the selectec
level of importance to the log file.

spanningli NB S -stafe NJi
nmOKI y3S§

no logging file lerrors Disable sending of error or debug messages of the selecte
level of importance to the log file.

aaa logging login Log authentication, authorization and accounting (AAA)
events.

no aaa logging login T /enabled Do not log authenticatiorauthorization and accounting (AAA
events.

logging events linkstatus Enable logging of interface state changes.

no logging events link T /enabled Disable logging of interface state changes.

status

t233Ay3 SOSyl Enable logging of interface state changes in STP.

U N5 S -stalemNO Kl y 3

no logging events T /enabled Disable logging of interface state changes in STP.
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logging events spanning
ni NBS dchanget 2 3

no logging events
spanningli NB S
change

2Lk

T /off

Enable logging of topology changesSifP.

Disable logging of topology changes in STP.

logging events
AL yyAy3IAmnmiaNBS
bridge-change

no logging events
spanningtree root-
bridge-change

T /off

Enable logging of root bridge changes.

Disablelogging of root bridge changes.

logging ckcommands

no logging clicommands

T /disabled

Enable logging of commands entered in the CLI.

Disable logging of commands entered in the CLI.

file-system logging
{copy| delete-rename}

no file-system logging
{copy| delete-rename}

Logging is enabled by
default

Enable logging of file system events.

- copy ¢ logging of messages related to file copying
operations;

- delete-renamet logging of messages related to deleting
files and renaming operations.

Disablelogging of file system events.

management logging
deny

Logging is enabled by

Enable logging of events about the denial of access to the
switch management.

no management logging default Disable logging of events about the denial of access to the
deny switch management.

loggi i Enabl I i I

ogging aggregation on T /disabled nable Syslog message aggregation contro

no logging aggregation on

Disable Syslog message aggregation.

logging aggregation
agingtime sec

no logging aggregation
agingm i A YS

sec: (15..3600)/300
seconds

Set the storage time of groupeslyslog messages.

Set the default value.

logging service cpuate-
limits traffic

y2 f233Ay3 &8

rate-t f A tvaffici a

traffic: (http, telnet, ssh,
snmp, ip, linkocal, arp
switch-mode, arp
inspection, stgbpdu,
other-bpdu, dhcp
snooping, dhcpve
snoopingjgmp-snooping,
mld-snooping, sflow, log
deny-aces, vrrp)t

Enable the control of the incoming frame rate limit for a
certain type of traffic.

Disable logging.

logging originid {string |
hostname | ip | ipv6}

no logging originid

T /no

Set the parameter to be used as the host identifier in Syslo
messages.

Use the default value.

logging sourcenterface
{gigabitethernetgi_port|
tengigabitethernet
te_port|
fortygigabitethernet
fo_port| port -channel
group| loopback
loopback_id vlan
vlan_id}

no logging source
interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Use the IP address of the specified interface as a source in
SYSLOG IP packets.

Use the IP address of the source interface.
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logging sourcenterface-
ipv6 {gigabitethernet
gi_port|
tengigabitethernet
te_port|
fortygigabitethernet
fo_port| port -channel
group| loopback
loopback_id vlan
vian_id

no logging source
interface-ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Use the IPv6 address of the specified interface as a source
SYSLOG IP packets.

Use thelPv6 address of the source interface.

system drycontacts
enable [initiatstate state]
cause alarm

state: (necom/no-com)

Enable the operation of dry contacts switching when an ala
event occurs.
- statet the position of the contacts that fix alarms.

Only for MES3508, MES3508P and MES3510P

/disabled devices.
no system drycontacts Enable dry contacts switching when an alarm event occurs
enable
alarms event erps ring Enable dry contacts switching on ERPS ring break event.
protection Only for MES3508, MES3508P and MES3510P
1 /off devices.
no alarms events erps Disable dry contacts switching on ERPS ring break event.
ring-protection
alarms events poe usage Enable dry contacts switching on the event of a PoE control
threshold-exceeded ler malfunction or overload.
V Only for MES3508, MES3508P and MES3510P
1 /off devices.
no alarms events poe Disable dry contacts switching by PoE malfunction.
usagethreshold-
exceeded
alarms eventpower- Enable dry contacts switching when the power supply is|
supply powersupply turned off.
not-present Only for MES3508, MES3508P and MES3510P
power-supply:

no alarms events power

supply powersupply
not-present

(1..2)/disabled

devices.

Disabledry contacts switching when the power supply is
turned off.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

T /off

Enable dry contacts switching when a critical temperature
occurs on the temperature sensors.
Only for MES3508, MES3508P and MES3510P
devices.

Disable dry contacts switching when a critical temperature
occurs on the temperature sensors.

Ethernet interface configuration mode commands

Command line prompt in the Ethernet interface configuration modsesifollows:

console(config - if)#
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Table2291 Interface configuration mode commands

Command Value/Default value Action
alarms events linkstatus Enable dry contacts switching when toperational status of
[statug the interface changes.
status: (up/down) Only for MES3508, MES3508P and MES3510P de
/disabled vices.
no alarms events linistatus Disable dry contacts switching when the operational status
[statug of the interface changes.

Each message has its own importance level; taBshows the types of messages in descending order
of their importance.

Table230t Types of message importance

Message importance level Description
Emergencies A critical error has occurred in the system, the system may not work properly.
Alerts Immediate intervention is required.
Critical A critical error hasccurred in the system.
Errors An error has occurred in the system.
Warnings Warning, noremergency message.
Notifications System natification, no@mergency message.
Informational Informational system messages.
Debugging Egezul:;l;%gmg messages thaovide a user with information for correct system con-

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table2311 Privileged EXEC mode command to view the log file

Command Value/Default value Action
clear logging T Delete all messages from the internal buffer.
clear logging file T Delete all messages from the log file.
show logging file T Show the log status, alarm and debug messages stored in the
file.

show logging Show the log status, alarm and debug messages stored in the

internal buffer.

show syslogservers T Show settings for remote Syslog servers.
show alarms Show all information on alarm events.
T V Only for MES3508, MES3508P and MES34iH#es.

system drycontacts fry- Switch operation modes of dry contacts:
statug - lockt dry contacts switching occurs on the event of an alarm

dry-status: - unlockt on the event of an alarm, dry contacts will not be

(lock/unlock/toggle) switched;
/unlock -togglet forced switching of dry contacts.

V Only for MES3508, MES3508P and MES3510P device

show system drycontacts Show the current settings of dry contacts.
T V Only for MES3508YIES3508P and MES3510P devices.
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Example use of commands

A Enable error message logging on the console:

console#  configure
console (config)# logging on
console (config)# logging console errors

A Clear the log file:
console# clear logging file

Clear Logging File [y/n] y

5.23 Port mirroring (monitoring)

The port mirroring function is used for network traffic management by forwarding copies of incoming
and/or outgoing packets from one or more monitored ports to one monitoring port.

The following restrictions apptp the management port:
I A port cannot be a management and a managed one at the same time;
T There should be no IP interface for this port;
T GVRP should be disabled on this port.

The following restrictions apply to management ports:
I A port cannot be ananagement and a managed one at the same time.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table232t Global configuration mode commands

Command Value/Default value Action
port monitor mode {nlonitor- Set the port operation mode
n2yteée pu ySigz2N . - monitor-onlyt frames arriving on the port are discarded,;

T /monitor-only -networkt enable data exchange.

no port monitor mode Return the defaulvalue.
port monitor remote vian Assign a VLAN for remote monitoring (RSPAN) into which packe
vlan_id[cospriority] [tx | rx] vlan_id: (1..4094); | from monitored interfaces will be placed.
no port monitor remote vlan priority: (0..7)/0 Removethe VLAN for remote monitoring (RSPAN).
vlan_id

Ethernet interface configuration mode commands

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config - if#

! These commands cannot be executed in the Ethernet interface rasgd#iguration mode.
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Table2331 Commands available in the Ethernet interface configuration mode

Command

Value/Default value

Action

port monitor {remote | gi-
gabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port} [rx | tX]

no port monitor {remote |
gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Enable the monitoring function on the configured interface. This
interface will be a management port for a managed port specifie
in the @mmand.
- gi_port, te_portfo_portt managed port;
-rx T copy packets received by a managed port;
-tX T copy packets sent by a managed port;
When the rx/tx parameter is not specified, all packets are copied
from the monitored port.
The monitoringfunction can be configured on two ports at
the same time.

interface is performed after the interface is switched to
the UP state.

V‘ The configuration of PortChannel as the controlling

Disable the monitoring function on the configured interface.

port monitor vlanvlan_id

no port monitor vlan
vlan_id

vlan_id: (1..4094)

Enable the monitoring function on the configured interface. The

interface will be a management port forspecified VLAN.

V The monitoring port should not belong to the configured
VLAN.

V VLAN monitoring can be enabled only when the system
has no more than one management port.

If the monitoring port was configured earlier, then only
V this port can be used floVLAN monitoring.

Remove the specified VLAN from monitoring.

port monitor remote

no port monitor remote

Enable the remote monitoring function (RSPAN) on the configur
interface.

Disable the remote monitoring functiafiRSPAN) on the configureg
interface.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table234t1 Commands available in the EXEC mode

Command

Value/Default value

Action

show ports monitor

T

Showinformation on management and managed ports.

Command execution examples

A Set the Ethernet interface 13 as the management interface for Ethernet interface 18. Transfer all
traffic from interface 18 to 13.

console#  configure
console(config)#
console(config

1/0/13
ten gigabitethernet

interface tengigabitethernet

-if)y#  port monitor 1/0/18
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A Show information on management and managed ports.

console#  show ports monitor

Port monitor mode: monitor

RSPAN configuration
RX: VLAN 5, user priority O
TX: VLAN 5, user priority 0

- only

Source Port Destination Port Type Status RSPAN

te1/0/18

te1/0/13 RX,TX notReady Disabled

5.24 sFlow function

sFlow is a technology that allows traffic monitoring in packet data networks by partially sampling traffic
for subsequent encapsulation into special messages sent to the statistics collection server.

Global configuration mode commands

Command line prompin the global configuration mode is as follows:

console(config)#

Table235t Global configuration mode commands

Command

Value/Default value

Action

sflow receiver id {pv4_ad-
dress| ipv6_addres$
ipv6z_addresk url} [port
port] [max-datagramsize
byte]

no sflow receivelid

id: (1..8);
port: (1.. 5535)/6343;
byte: positive
integer/1400;
ipv4_address format:
A.B.C.D;
ipv6_address format:

Specify the address of the sfl@tatistics collection server.

-idt sflow server number;

- ipv4_address, ipv6_address, ipv6z_addnesd® address;

-urlt host domain name;

- portt port number;

- byte 1 the maximum number of bytes that can be sent in one
data packet.

XXX XX,
ipv6z_address format:
XXX X X%<ID>;
url: (1..158) characters

Delete the address of the sflow statistics collection server.

NEOSAGSN
a-2 dzN

atTtze
G§SNFI OS
ipv6} {gigabitethernet
gi_port| tengigabitether-
net te_port| fortygiga-
bitethernet fo_port| port -
channel Igroup| loopback
loopback_id vlan vlan_id |
oob}

y2 attz2g
terface

NBE OS A

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

Set the interface of the device whose IP address will be used b
default as the stistics collection source address.

Delete the explicit assignment of the interface from which sflow
statistics will be sent.

Ethernet interface configuration mode commands

Command line prompt in the Ethernet interfacenfiguration mode is as follows:

console#  configure
console(config)# interface {gigabitethernet gi_port | tengigabitethernet
te_port | fortygigabitethernet fo_port }

console(config

-if#
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Table236t Commands of Ethernet interface configuration mode

Command Value/Default value Action

sflow flow-samplingrate id Set the average packet sampling rate. The tsgathpling rate is
[max-headersizebyteq calculated as 1/rate*current_speed (current_speed is the curre

rate: average speed).
(1024.'".107374823)’ -ratet average packet sampling rate;
id: (0..8); -idt sflow server number;
bytes: (20..256)/128 | _ bytest maximum number of bytes that will be copied from a
bytes packet sample.
no sflowflow-sampling Disable sampling counters on the port.
sflow counterssampling Set the maximum interval between successful packet samples.
secid -sect maximum sampling interval in seconds.

sec: (15..86400) -idt sflow server number (set by theflow receivercommand in
seconds;

id: (0..8) the global configuration mode).
y2 atftz2g- 02dzyi e Disable sampling counters on the port.
sampling

EXEC mode commands

Command line prompt in the EXEC mode is as follows:
console>

Table2371 Commands available in the EXEC mode

Command Value/Default value Action
show sflow configuration Show the sflow settings.
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_porf]
clear sflow statistics [giga- gi_port: (1..8/0/1..48); | Clear sFlow statistics. If no interface is specified, the comma
bitethernet gi_port| tengi- te_port: (1..8/0/1..24); clears alkFlow statistics counters.
gabitethernette_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_porf]
show sflow statistics [giga- Show sFlow statistics.
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_porf]

Command execution examples

A Set the IP address 10.0.80.1 of server 1 to collect sflaistics. Set the average packet sampling
rate to 10240 kbps and the maximum interval between successful packet samples to 240 seconds for
Ethernet interfaces tel/0/¢te1/0/24.

console#  configure

console(config)# sflow receiver 1 10.0.80.1

console(confi g)# interface range tengigabitethernet 1/0/1 -24
console(config -if -range)# sflowflow -sampling 102401

console (config -if)y#  sflow counters -sampling 2401
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5.25 Physical layer diagnostic functions

Network switches contain hardware and software for physio@rfaces and communication lines
diagnostics. The list of tested parameters includes the following:

For electrical interfaces:
- cable length;
- distance to the place of malfunctian breakage or short circuit.

For 1G and 10G optical interfaces:
- power supplyparameterst voltage and current;

- output optical power;
- input optical power.

5.25.1 Copperwire cable diagnostics

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table238t Copperwire cable disgnostics commands

Command Value/Default value Action
test cablediagnostics tdr Perform virtual cable testing for the specified interface.
[all | interface gigabitether- gi_port: (1..8/0/1..48) | -allt for all interfaces.
net gi_port]
show cablediagnostics tdr Show the results of the last virtual cable testing for the specified
[interface gigabitethernet gi_port: (1..8/0/1..48) | interface.
gi_port]
test cablediagnostics tdr Perform a lowprecision virtual cable testing for the specified
fast [all | interface giga- gi_port: (1..8/0/1..48) | interface.
bitethernet gi_port] -allt for all interfaces.
Show the estimated length of the cable connected to the specifig
. . interface (if the port number is not specified, the command is
show cable_dlagnost|c§ ca- gi_port: (1..8/0/1..48) | executed for all ports).
b!e-length [|n_terface glga- - Theinterface must be active and work in 1000 Mbit/s or|
bitethernet gi_porg 100 Mbit/s mode. Diagnostics is supported only on
GigabitEthernet interfaces.

Command execution examples

A Test gi 1/0/1 port:

console# testcable - diagnostics tdr interface gigabitethernet 1/0/1

53244#test cable - diagnostics tdr interface gio/1

E:able on port gi1/0/1 is good
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5.25.2 Optical transceiver diagnostics

The diagnostic function allows to evaluate the current state of the optical transceiver and optical
communication line.

It is possible to awwmatically control the state of communication lines. For this purpose, the switch
periodically polls the parameters of the optical interfaces and compares them with the thresholds set by the
transceiver manufacturers. The switch generates warning andnataessages when parameters run out of
acceptable limits.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table239t Optical transceiver diagnostic command

Command Value/Default value
show fiberports opti-
OFft mGi NI yaOSA@§
[interface {gigabitethernet
gi_port| tengigabitether-
net te_port| fortygiga-
bitethernet fo_port}]

Action
Display the results of the opticakinsceiver diagnostics.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Command execution example

swl# show fiber - ports optical - transceiver interfaceFortygigabitEthernet

1/0/1
Port Temp Voltage Current Output Input LOS  Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK N o]
OK OK No
OK OK No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error
Table240t Optical transceiver diagnostics parameters
Parameter Value
Temp Transceiver temperature.
Voltage Transceiver power supploltage.
Current Transmission current deviation.

Output Power

Output transmission power (mW).

Input Power Input power on the reception (mW).
LOS Signal loss.
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Diagnostics results:

- N/AT not available,
- N/ST not supported.

5.25.3 Diagnostics of interfacendication

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table241t Diagnostics commands for interface indication

Command Value/Default value Action
test led port mode { force Enable therequired operation mode of the interface indication
on | force-off |force -blink -forceoff 1 turned off
| default [gigabitethernet gi_port: (1..8/0/1..48); | -forceont always on;
gi_port| tengigabitether- te_port: (1..8/0/1..24); | -forceblinkt blinking;
net te_port| fortygiga- fo_port: (1..8/0/1..4); | -defaultt the port light indication described in the
bitethernet fo_port| all]} /default all paragraph 2.4.4 ;

V Only for MES5324 devices.

show led port mode [giga- Show information about the indication operation mode on the
bitethernet gi_port| tengi- interface.

gabitethernette_port| T

fortygigabitethernet

fo_porf]

5.26 IP Serviced_evel Agreement (IP SLA)

IP SLA (Service Level Agreements in IP Networks) is an active monitoring technology used to measut
computer network performance and data transmission quality parameters. Active monitoring is the continious
cyclic traffic generatio, collecting information on its movement through the network and maintaining statistics.

Currently, measurement of network paramaters can be performed using the ICMP protocol.

Each time an ICMP Echo operation is performed, the device sen@vih Echo tpiestmessage to the
destination address and waits for ®8MP Echo repiyessage to be received within a specified time interval.

Several TRACK objects can be linked to a single IP SLA operation. TRACK object state is changed simultz
ously with an IFSLA operation or with a specified delay.

If the state of the track changes, macro commands can be executed. Macro commands are executed in
the global configuration mode. To execute privileged EXEC commands, the commands should be prefixed witl
WR2 Qd ds i ¥r¥ateyhacro commands sets are given in t8Ble

To use the IP SLA function, follow these steps:

- Create an icrycho operation and configarit.

- Start the operation execution.

- Create a TRACK object associated with a specific IP SLA operation and configure it.

- If necessary, create macros that are executed when the state of the TRACK object changes.
- View statistics, clear them if necessary.

- Stop performing the operation if necessary.
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Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table242t Global configuration mode commands

Command Value/Default value Action
ip slaoperation Switch to IP SLA operation configuration mode.
operation: (1..64) - operationt operation number.
no ip slaoperation Delete an IP SLA operation.
ip sla schedul®perationlife Launch an IP SLA operation.
life start-time start-time - operationt operation number.

operation: (1..64);
life: (forever);
start-time: (now)

- life T the time during which the operation will be carried out.
- start-time T start time.

Stop performinghe IP SLA operation.

- operationt operation number.

no ip sla scheduleperation

track objectip slaoperation Create a TRACK object that will track the state of the IP SLA g
state tion.
object: (1..64); -objectt TRACK object number.
operation: (1..64) - operationt IP SLA opation humber.
no trackobjectip sla Delete a TRACK object.
- objectt the number of the TRACK object.
logging events ip sla opera- Enable the output of messages about the IP SLA operation
tion-state-change T Jenabled changes.
no logging events igla oper- Disable the output of messages about the IP SLA operation
ation-state-change changes.
logging events ip sla traeck Enable the output of messages about track status changes.
state-change ¢ Jenabled
no logging events ip sla traek| Disable the output of messages about track status changes.

state-change

Table2431 IP SLA operation creation mode commands

Command Value/Default value Action
icmp-echo{A.B.CD| host} host: (1158 Switchto the ICMP ECHO operation configuration mode.
[sourceip AB.CD] ost: (1..158) -AB.C.n network node IPv4 address;
characters .
-hostt network node domain name.

IP SLA ICMP ECHO configuration mode commands

Command line prompt in the IP SLA ICMP ECHO configuration mode is as follows:

console(config -ip - sla -icmp - echo)#
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Table2441 ICMP Echo operation configuration commands

Command Value/Default value

Action

frequencysecs

Set the frequency of the ICMP ECHO operation repetit
-secst frequency, in seconds.

secs (10..500)/10 sec

no frequency

Set the default repetition frequency value.

timeout msecs msecs (50..5000)/2000 ms

Set the timeout after which, if no ICMP response is receiy
the operation will be considered unsuccessful.
-msecs timeout, in milliseconds.

no timeout

Set the default timeout value.

requestdata-sizebytes bytes (28..1472)/28 bytes

Set the number of bytes transmitted in an ICMP packet as ¢

(payload.
- bytest the number of bytes.

no requestdata-size

Set the default value for the number of bytes.

I For normal ICMP Echo execution, the repetition frequency should be higher than the o)

- eration timeout value.

Track configuration mode commands

Command line prompt in the track configuration mode isadlews:

console(config - track)#

Table245t Global configuration mode commands

Command Value

Action

delay {upsecsdown secqy
up secq down sec$

secs: (1..180)/0

Set the delay for changing the state of the TRACK object w|
changing the state of the IP SLA operation.

-secst delay, in seconds.

-upt delay for changing the state when changing the state
the operation to OK;

-downt delay for changing the state when changing the st
of the operation to Error;

no delay Lip] [down]

Delete the delay.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table2461 Privileged EXEC mode commands

Command Value

Action

show ip sla operation

[operation] operation: (1..64)

Show information about configured IP SLA operations.
- operationt operation number.

show track[object] object: (1..64)

Show information about configured TRACK objects.
- objectt object number.

clear ip sla counters

[operation] operation: (1..64)

Reset the IP SLA operation counters.

- operationt operation number.
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Example of a configuration to control a network node with an address 10.9.2.65 sending an icmp
request every 20 seconds, the response time not exceeding 500 ms addtthsize of 92 bytes; the delay in
changing the TRACK object state is 3 seconds; when the state of the TRACK object changes, the macros
TEST_DOWN and TEST_UP are executed:

console#  configure

console(config)# interface vlan 1

console(config -if)y#  ip address 10.9.2.80 255.255.255.192
console(config -if)#  exit

console(config)# macro name TEST_DOWN track 1 state down
Enter macro commands one per line. End with the character '@".

int gil/0/11

no shutdown

@

console(config)#

console(config)# macro name TEST_UP track 1 state up

Enter macro commands one per line. End with the character '@".

int gil/0/11

shutdown

@

console(config)#

console(config)# ip sla 1

console(config -ip -sla)# icmp-echo 10.9.2.65

console(config -ip -sla -icmp - echo)# timeout 500
console(confi g-ip -sla -icmp - echo)# frequency 20
console(config -ip -sla -icmp - echo)# request -data -size 92
console(config -ip -sla -icmp - echo)# exit

console(config -ip -sla)#  exit

console(config)# ip sla schedule 1 life forever start - time now
console(config)# track 1 ip sla 1 state

console(config -track)#¥ delayup 3 down 3

console(config - track)#  exit

console(config)# exit

console#

Example of ICMP Echo operation statistics:

IP SLA Operational Number: 1
Type of operation: icmp - echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: O

where:
- Operation statex current operation state:
A scheduled the operation is being performed;
A pendingt the operation has been stopped.
- Operation return code a return code of the last performed operation:
A OKt successful completion of the previous operation;
A Errort failure of the last management attempt.
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- Operation Success counterthe number of successfully completed operations.

- Operation Failure countar the number of failed operations.

- ICMP Echo Request courtethe number of operation launches.

- ICMP Echo Request courntetthe number of responses received to the ICMP request.
ICMP Error countar ICMP Error counter a counter displaying the numbef measurement operations that
ended with the corresponding error code.

5.27 Power supply via Ethernet (PoE) lines

{6A00K Y2RSt& 6AGK GKS Wt Q adzZFFAE Ay VYyIYS &dzLJL]
IEEE 802.3af (PoE) and IEEE 802.3at (PoEt) pyipe A.
Global configuration mode commands
Command line prompt in the global configuration mode is as follows:
Table2471 Global configuration mode commands
Command Value/Default value Action
power inline limit-mode {port | Select the power limitation mode of the power supply:
clasg - port T limit is set based on the administrative port
parameters;
T /class - classt limit is set based on the connected port
parameters.
no power inline limitt Y 2 R S Return the defaulvalue
power inline restart auto Enable automatic restart of POE in case of disconnectio
the PoE controller.
— T /enabled - - -
no power inline restart auto Set the default value. Disable automatic restart of PoE i
case of disconnection of the PaBntroller.
L32 6 SNJ Ay tthiregi®ld dzi Set the power consumption threshold at which an SNMF
percent percent: (1..99)/95 trap about exceeding the threshold is formed.
y2 L3 &SN Attfréshoj ¢ Restore the default threshold value.
power inlinetraps enable © Joff Allow the formation of SNMP traps for the POE subsyste
no power inline traps enable Return the settings to the default ones.
power inline inrush test disable Enable inrush current test.
no power inline inrush test T /enabled Disable inrush current test.
disable
power inline disable Disable PoE.
Configuration changes will take effect after the
T off switch is restarted.
no power inline disable Enable PoE.
Interface configuration mode commands
Command line prompt in the Ethernetterface configuration mode is as follows:
console# configure
console(config)# interface gigabitethernet gi_port
console(config - if)#
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Table248t1 Commands of Ethernet interface configuration mode

Command

Value/Default value

Action

power inline {auto | never}
[time-1t NI @& namg

range_name : (1..32)
characters;
T /auto

Manage the operation of the PoE device discovery protoco
on the interface.

-auto T allow operating the PoE device discovery protocol on
the interface ancenable the power supply on it.

-never1 prohibit operating the PoE device discovery proto-
col on the interface and disable the power supply on it;
-time-ranget the time interval during which power will be
supplied to the interface.

power inline poweredn R S @
pd_type

noLl2 6 SNJ Ayt Ay S
device

pd_type:(1..24)
characters/not specified

Add a custom description of the PoE device to help with
hardware administration.

Delete the previously specified PoE device description.

power inline priority {critical |
high | low}

no power inline priority

T /low

Set the priority of the PoE interface for power management.
- critical T set the highest power supply priority. The power
supply of interfaces with this priority level will be interrupted
the last in case dPoE system overloading;

- hight set the high priority of the power supply;

-low T set the low priority of the power supply.

Restore the default priority.

power inline limit power

no power inline limit

power: (0..30000)/30000
mw

Set a power limifor the selected port.

Restore the default power limit.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table2491 Privileged EXEC mode commands

Command

Value/Default value

Action

show power inline [giga-
bitethernet gi_port| unit
unit_id)

gi_port: (1..8/0/1..8);
unit_id: (1..8)

Show the power supply status of PoE interfaces.
-unit_idt the unit number in the stack.

show power inline con-
sumption [gigabitethernet
gi_port| unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

Show the power consumption characteristics of POE interfac
of the device.
-unit_idt the unit number in the stack.

show power inline version

T

Show the software version tfie POE subsystem controller.
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Command execution examples

A Show power supply status of all device interfaces:

console#  show power inline

Power - limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version:  22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)
1 MES2308P 240 219 (91%) 85
12- port 1G
Managed
Switch with
8 POE+ ports
2 MES2308P 240 0(0%) 42

12- port 1G
Managed
Switch with
8 POE+ ports
Interface  Admin Oper Power (W) Class Device Priority
gi1/0/1  Auto On 31.800 4 low
gil/0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gi1/0/5 Auto On 31.500 4 low
gi1/0/6 Auto On 31.0 4 low
gi1/0/7 Auto On 31.600 4 low
gi1/0/8 Auto Fault 0.0 0 low

A Show the power supply status of the selected interface:

console# show power inline gil/0 /1

Interface  Admin Oper Power (W) Class Device Priority
gi1/0/1 Auto Searching 0.0 0 low

Port Status: Port is off. Detection is in process

Port standard: 802.3AT

Admin power limit (for port power - limit mode): 30.0 watts
Time range:

Operational power limit: 30.0 watts

Spare pair: Disabled

Negotiated power: 0 watts (None)

Current (mA): 0

Voltage(V): 0.0

Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature Counter: 0
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The description of the displayed power supply parameters is given in 7a@le

Table250t1 Power supply status parameters

Nominal Power The rated power of the POE subsystem power supply.

Consumed Power The measured value of the power consumption.

Usage Threshold The power consumption limit athich an snmp trap about exceeding the threshold is
formed.

Traps Show snmp trap formation permission.

Port Specify the switch interface.

Admin Administrative status of the port power supply. Possible values are auto and never

Priority Priority of theport power supply management. Possible values are critical, high, loy

Oper The operational status of the port power supply. Possible values:

Offt the port power is turned off administratively;

Searching the port is powered on, waiting for a POE devio connect;

Ont the port is powered on and there is a connected PoE device;

Faultt port power failure. The PoE device has requested more power than is avai
ble, or the power consumed by the PoE device has exceeded the specified limit.

Port standard Classification of the connected device according to IEEE 802.3 af, IEEE 802.3 at.
Overload Counter Counter of power overload cases.

Short Counter Counter of short circuit cases.

Denied Counter Counter of power supply failure cases.

Absent Counter Counter of power failure cases due to the powered device disconnection.

Invalid Signature Counter of connected PoE device misclassification cases.

Counter

5.28 Security functions

5.28.1 Port security functions

To improve security, it is possible to configurevéitch port so that only specified devices can access
the switch via that port. The port security function is based on specifying MAC addresses permitted to access
the switch. MAC addresses can be configured manually or learned by the switch. Afterdegbeninequired
addresses, the port should be blocked protecting it from receiving packets with unexplored MAC addresses.
Thus, when the blocked port receives a packet and the packet' source MAC address is not associated with this
port, protection mechanismvill be activated to perform one of the following actions: unauthorized packets
coming on the blocked port are forwarded, dropped, or the port is disabled. The Locked Port security function
allows to save a list of learned MAC addresses in a configuifiléoro that this list can be restored after the
device reboots.

V‘ There is a restriction on the number of learned MAC addresses for the port protected b
the security function.

Ethernet or port group interface (interface range) confiquration mode canas

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console(config - if)#
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Table251t Ethernet and port group interface configuration mode commands

Command

Value/Default value

Action

port security

no port security

T /off

Enable the IP Source Guard function on the interface. Block
function of learning new addresses for the interface. Packet
with unlearned source MAC addresses are discarded. The
command is similar to thport security discarccommand.

Disable the IP Source Guard function on the interface.

port security maxnum[voiceg

no port security max

num: (0..65536)/1

Set the maximum number of addresses that a port can learr|
this case, the limit of addresses in the veidan issubtracted
from the total address limit.

-voicet specify the maximum number of addresses that can
be learned in the voicelan.

The address limit in the voiedan cannot exceed the total
limit.

Set the default value.

port security routed se-
curett I R Rrinds_address

no port security routed se-
O dzNaBdressmac_address

MAC address format:
H.H.H, H:H:H:H:H:H,
Il !l ol ml

Allow only packets with the specified source MAC address t
be routed.

Set the default value.

port security {forward |
discard | discardshut-
down | discard-shutdown-
vlan} [trap freq]

freg: (1..1000000) sec

Enable the IP Source Guard function on the interface. Block
function of learning new addresses for the interface.
-forward T packets withunlearned source MAC addresses
are forwarded.

- discardt packets with unlearned source MAC addresses g
discarded.

discardshutdownt packets with unlearned source MAC
addresses are discarded, the port is disabled.

- discardshutdownvlant packets vith unlearned source
MAC addresses are discarded. The port is removed from th
corresponding VLAN(s). The port is returned to the VLAN by
the set interface active command.
-freqt frequency of SNMP trap messages generation wher
unauthorized packets are received.

port security trapfreq

freg: (1..1000000) sec

Specify the frequency of SNMP trap messages generation v
unauthorized packets are received.

port security mode {secure
{permanent | delete-on-
NEBaSGY p YIEmI
lock}

no port security mode

T /lock

Set the MAC address learning restriction mode for the
configured interface.

- max-addresses remove the current dynamically learned
addresses associated with the interface. It is allowed to lear
the maximum number of addresses for the port. Relearning
and aging are allowed.

-lockt save the current dynamically learned addresses
associated wh the interface to the configuration and deny
new address learning and aging of already learned address
- securet set a static limit on MAC address learning on a pd
- permanentt the MAC address will remain in the table eve
after the device is rebooted.

- delete-on-resett the MAC address will be removed after t
device is rebooted.

Set the default value.

EXEC mode commands

Command line prompt in thEXEC mode is as follows:

console>
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Table2521 EXEC mode commands

Command Value/Default value Action
show ports securityf{giga- Show the security function settings on the selected interfa
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48);
gabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group| detailed}
show ports security ad- Show the current number of learned addresses and the
dresses {gigabitethernet gi_port: (1..8/0/1..48); | possible limit for blocked ports.
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port - group: (1..48)
channelgroup| detailed}
set interfaceactive {giga- Activate the interface disabled by the port security function
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48); | (the command is available only for a privileged user).
gabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group}
show ports security status T Show the current status of all interfaces.

Command execution examples

A Enable security function for Ethernet interface 15. Set a limit for address learning to 1. After learning
the MAC address, block the new address learning function for the interface in order to drop packets

with unknown source MAC addresses. Save the lehaulress to a file.

console# configure

console(config)# interface tengigabitethernet 1/0/15
console(config -if)#  port security mode secure permanent
console(config -if)#  port security max 1

console(config -if)#  port security

5.28.2 Port based client authenticatiorf802.1x standard)

5.28.2.1 Basic authentication

Authentication based on 802.1x standard provides switch users authentication through an external
server based on the port to which a client is connected. Only authenticated and authorized users can transmit
and receve data. Authentication of port users is performed by the RADIUS server via EAP (Extensible

Authentication Protocol).

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table253t Global configuration mode commands

Command Value/Default value Action
R2GUmME agadasymt Enable the 802.1X authentication mode on the switch.
y2 R20OME &é&ad§ 1T /off Disable the 802.1X authenticationode on the switch.
trol
aaa authentication dotlx Specify one or two authentication, authorization, and accounti
default {none | radius} (AAA) methods for use on IEEE 802.1X interfaces.
[none | radius] -nonet do not perform authentication;
] -radiust use a RADIUS server list for user authentication.
T /radius The second authentication method is only used if the
V first authentication was unsuccessful.
no aaa authentication Set the default value.
dotlx default

Ethernet interface configuration mo@®mmands

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config - iN#
V EAP (Extensible Authentication Protocol) performs tasks to authenticate the re
mote client, while defining the authentication mechanism.

Table254t1 Commands of Ethernet interface configuration mode

Command Value/Default value Action
dotlx port-control {auto | Configure 802.14uthentication on the interface. Enable
force-authorized | manual monitoring of the port authorization status.
F2NOSmdzy I dzii K2 N -auto T use 802.1X to switch the client state between
wiAYSting yas authorized and unauthorized;

- force-authorizedt disable 802.1X authentication on the
interface. The port sitches to an authorized state without
T /force-authorized; authentication;

time: (1..32) - force-unauthorizedt switch the port to an unauthorized
state. All client authentication attempts are ignored and the
switch does not provide an authentication service for this
port;
-timet time interval. If this parameter is not specified, the
port is not authorized.

no dotlx portcontrol Set the default value.
dotlx reauthentication T /periodic re Enable periodic rauthentication of the client.
no dotlxreauthentication authentication is Disable periodic rauthentication of the client.
disabled
dotlx timeout reautht LIS Tt . Set the period between repeated authentications.
riod period 300 25932367295/
y2 R2GME GAYS?2 ( 3600 sec ) Set the default value.
period
dotlx timeout quiet-period Set the period during which the switch remains silent after ¢
period authentication failure.
period: (10..65535)/60 | During the silent period, the switch does not accept or initia
sec any authentication messages.
nodotlx A YS2dzi | d Set the default value.
period
dotlx timeout tx-period pe- Set the period during which the switch waits for a response
riod period: (30..65535)/30 | a request or EAP identification from a client before resendir
seconds the request.
no dotlx timeout tx-period Set the default value.
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dotlx maxreq count

count: (1..10)/2

Set the maximum number of attempts to transmit EAP
protocol requests to the client before starting the
authentication process again.

no dotlx maxreq

Set the defaulvalue.

R2UME (A YS2dz

timeout period period: (1..65535)/30

Set the period between retransmissions of EAP protocol
requests to the client.

no dotlx timeout supp seconds

nidAYS2dz

Set the default value.

R2OME GAYS2dz

timeout period period:(1..65535)/30

Set the period during which the switch waits for a response
from the authentication server.

no dotlx timeout server seconds

i AYS2dz

Set the default value.

dotlx timeout silencer LJS Tt

Set theperiod of inactivity of the client, after which the client]
becomes unauthorized.

riod period period: (60..65535)
no dotlx timeout silence sec/not specified
mLISNR 2 R

Set the default value.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table2551 Privileged EXEC mode commands

Command Value/Default value

Action

dotlx re-authenticate [gi-
gabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Manually reauthenticate the port specified in the command,
or all ports that support 802.1X.

show dotlx interface {giga-
bitethernet gi_port| tengi-
gabitethernette_port|
fortygigabitethernet
fo_port| oob}

gi_port:(1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Show the 802.1X status for the switch or for the specified
interface.

show dotlx users
[usernameusernamé

username: (1..160)
characters

Show the active authenticated 801.1X users of théaw

show dotlx statistics inter-
face {gigabitethernet
gi_port| tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Show 802.1X statistics for the selected interface.

Command execution examples

A Enable 802.1x switch authentication mode. Use a RADIUS server to authenticate clients on IEEE

802.1x interfaces. For Ethernet interface 8, use 802.1x authentication mode.

console#  configure
console(config)#
console(config)#
console(config)#
console(config

dotlx system

-if)#  dotlx port - control

- auth - control
aaa authentication dotlx default radius
interface tengigabitethernet

1/0/8
auto
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A Show 802.1x status for the switch, for Ethernet interface 8.

console#

show dotlx interface tengigabitethernet 1/0/8

te1/0/8

Max req: 2

Host mode: multi

Port Administrated Status: auto

Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

Port Operational Status: unauthorized*

* Port is down or not present

Reauthentication is disabled

Reauthentication period: 3600 sec

Silence period: 0 sec

Quiet period: 60 sec

Interfaces 802.1X
Tx period: 30 sec
Supplicant timeout: 30 sec

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANS:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

- host

- Based Parameters

Authentication success: 0
Authentication fails: 0

Table256t Description of command execution results

Parameter Description
Port Port number.
Admin mode 802.1x authentication mode: For@th, Forceunauth, Auto.
Oper mode Port operating mode: Authorized, Unauthorized, Down;

Reauth Control

Reauthentication control.

Reauth Period

Period between reauthentications.

Username when using 802.1x. If the port is authorized, the currentname is displayed. If the

Username port is not authorized, the name of the last successfully authorized user on the port is display
uiet perio eriod during which the switch remains silent after unsuccessful authentication.
Quiet d Period d hich th tch lent aft ful authenticat
Tx period Period during whiclthe switch waits for a response or EAP identification from the client beforg
P resending the request.
Max req Maximum number of attempts to transmit requests to the EAP client before restarting the a

thentication process.

Supplicant timeout

Period betweernrepeated transmissions of protocol requests to the EAP client.

Server timeout

Period during which the switch expects a response from the authentication server.

Session Time

The time of the user's connection to the device.

Mac address

User MAC address.

Authentication Method

The authentication method of the established session.

Termination Cause

The reason for closing the session.

State

The current value of the authenticator state automaton and the output state automaton.

Authentication success

The nunber of successful authentication messages received from the server.

Authentication fails

The number of unsuccessful authentication messages received from the server.

VLAN

The VLAN group is assigned to the user.

Filter ID

Filtering group identifier.
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A Show 802.1x statistics for the Ethernet 8 interface.

console# show dotlx statistics interface tengigabitethernet

1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 4
EapolRespFramesRx: 6
EapolReqldFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Table257t Description of command execution results

Parameter

Descrption

EapolFramesRx

The number of valid packets of any EAPOL (Extensible Authentication Protocol over LAN)
accepted by the given authenticator.

EapolFramesTx

The number of valid packets of any EAPOL type transmitted by the given authenticator.

EapolStartFramesRx

The number of EAPOL Start packets received by the given authenticator.

EapolLogoffFramesRx

The number of EAPOL Logoff packets received by the given authenticator.

EapolRespldFramesRx

The number of EAPOL Resp/ld packets received hyitea authenticator.

EapolRespFramesRx

The number of EAPOL response packets (except Resp/Id) received by this authenticator.

EapolReqldFramesTx

The number of EAPOL Resp/ld packets transmitted by the given authenticator.

EapolRegFramesTx

The number oEAPOL request packets (except Resp/ld) transmitted by this authenticator.

InvalidEapolFramesRx

The number of EAPOL packets of the unrecognized type received by this authenticator.

EapLengthErrorFramesRx

The number of EAPOL packets of incorrect lengthived by the given authenticator.

LastEapolFrameVersion

The version of the EAPOL protocol received in the most recent packet.

LastEapolFrameSource

Source MAC address accepted in the most recent packet.

5.28.2.2 Advanced authentication

Advanced dotlx settings allow authentication for multiple clients connected to the port. There are two
authentication options: the first option, when pehiased authentication requires authentication of only one
client so that all clients have access tae teystem (Multiple hosts mode) and the second one, when
authentication requires authentication of all clients connected to the port (Multiple sessions mode). If the

port fails authentication in the multiple hosts mode, the access to network resourcdsevdinied for every

connected host.
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Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table258t Global configuration mode commands

Command

Value/Defaultvalue

Action

dotlx traps authentication
success [802.1x | mac |

Allow trap messages to be sent when the client successfully
authenticates.

no dotlx traps authentica-
tion quiet

web] T /off

no dotlx traps authentica- Set the default value.

tion success

dotlx traps authentication Allow trap messages to be sent when the client has failed

failure [802.1x | mac | authentication.

web] T /off

no dotlx traps authentica- Set the default value.

tion failure

dotlx traps authentication Enable sending trap messages when the user exdbeds

quiet maximum allowed number of unsuccessful authentication
T /off attempts.

Set the default value.

Ethernet interface configuration mode commands

Command line prompt in the Ethernet interface configuration mode is as follows:

console(config

- if#

Table259t1 Commands of Ethernet interface configuration mode

Command

Value/Default value

Action

dotlx hostmode

Allow the presence of one/severélients on an authorized

SYdz GAnKadst| p 802.1X port.
multi-sessions} T /multi-host - multi-hostt several clients;
- singlehostt one client;
- multi-sessiong  several sessions.
dotlx violationr-mode {re- Specify the actioto be performed when the device whose MA(
strict | protect | shut- address differs from the client's MAC address attempts to acc
down} [trap freq] the interface.
-restrictt packets with a MAC address other than the client's
MAC address are forwarded, while the source address is not
learned,
- protect T packets with a MAC address other than the client's
T Iprotect; MAC address are discarded;
freq: (1..1000000)/1 sec | -shutdownt the port is turned off, packets with a MAC addre
other than the client's MAC address are discarded;
-freqt frequency of SNMP trap messages generation when
unauthorized packets are received.
V Thecommand is ignored in the Multiple hosts mode.
y2 R20UME &ary3t Set the default value.
tion
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dotlx authentication
[mac| 802.1x | web]

Enableauthentication.

-mact enable authentication based on MAC addresses;
-802.1xt enable authentication based on 802.1x;
-web 1 enable webbased authentication mechanism

no dotlx maxhosts

T off - There should be no static MAC address bindings.
! - The reauthentication function must
be enabled.
no dotlx authentication Disable authentication based on users' MAC addresses.
dotlx maxhostshosts hosts: Set the maximum number of authenticated hosts.

(1..4294967295)

Returnthe default value.

dotlx maxlogin-attempts
num

no dotlx maxmf 2-&A y 1
tempts

num: (0, 3..10)/0

Set the number of failed login attempts after which the client ig
blocked.
01 an infinite number of attempts.

Return the default value.

dotlx guestvlanenable

Enable the guest VLAN feature on the current interface.

no dotlx radiusattributes
vendor-specific datafilter

no dotlx guestvian enable v foff Disable the guest VLAN feature on the current interface.
dotlx radiusattributes fil- Enable AGhased authentication/assign Qd®licy.
ter-id

- - 1 /off
no dotlxradius-attributes Set the default value.
filter-id
dotlx radiusattributes Enable the processing of the Turiirivate GroupID (81) option
vlan {reject | static} Ioff in RADIUS server messages.
no dotlx radiusattributes T Disable the processingf the TunnelPrivateGroupID (81) option
vlan in RADIUS server messages.
dotlx radiusattributes Enable the function of dynamically adding ACLs to a port via
vendor-specific datafilter © Joff RADIUS server messages.

Disable the function of dynamically adding ACLs to a port via
RADIUS server messages.

VLAN configuration mode commands

Command line prompt in the VLAN interface configuration mode is as follows:

console(config

-if#

Table260t VLAN interface configuration mode commands

Command

Value/Default value

Action

dotlx guestvlan

no dotlxguestvlian

by default, the VLAN is
not defined as a guest

Define the guest VLAN.

Allow unauthorised interface users to access the gvN. If
the guest VLAN is defined and allowed, the port will be
automatically added to it when it is not authorized, and leave
when it passes authorization. To use this functionality, the po
must not be a static member of the guest VLAN.

Set the default value.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#
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Table261t Privileged EXEC mode commands

Command Value/Default value Action
show dotlx interface Configure the 802.1X protocol on the interface (the command
Eglnggz?g;(;[theeﬂr]r;?:]gelfporﬂ gi_port: (1..8/0/1..48): availabe only for a privileged user).
te_port| te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port| oob}
show dotlx detailed T Show advanced settings of the 802.1X protocol.
show dotlx users R Show authorized clients.

username: string

[usernamé
show dotlx locked clients T Show unauthorized clients blocked by timeout.
show dotlx statistics Show 802.1X statistics on interfaces.
interface {gigabitethernet
gi_port| gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te_port| fo_port: (1..8/0/1..4)
fortygigabitethernet
fo_port| oob}

5.28.2.3 Configuring activelent session (CoA)

RADIUS CoA (Change of Authorization) is a feature that allows the RADIUS server to configure an actiy
session of a client previously authenticated using the 802.1x stanGareiRequesinessages are processed in
accordance with RFC 5176. Messages received on UDP port 3799 from servers specified by thervadius
hosts command and with the key specified by the radieser key command are processed. To identify the
client sessionJse-Nameor AcctSessiorld RADIUS attributes are used. To configure the client sessiompiine
nelPrivateGroupld, Filterld, CallingStatiortld, EltexData-Filter, EltexData-Filte-rNameRADIUS attributes are
supported.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Table262t Global configuration mode commands

Command Value/Default value Action
aaa authorization dynamic Enable the Change éluthorization (CoA) function.
radius T Joff
no aaa authorization dy- Disable the Change of Authorization (CoA) function.
namic

5.28.3 Configuring MAC Address Notification function

MAC Address Natification function allows monitoring the availability of the network equipment by
saving MAC address learning history. When changes in MAC addresses learning list occur, the switch saves
information to the MAC table and notifies the user with SNMP protocol messages. The function has
configurable parameters the depth of the event hisiry and the minimum interval for sending messages.

The MAC Address Notification service is disabled by default and can be configured selectively for individual
switch ports.
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Global configuration mode commands

Command line prompt in the globabnfiguration mode is as follows:

console(config)#

Table263t Global configuration mode commands

Command Value/Default value

Action

mac addresgable notifica-
tion change

The command is intended for global managemeithe MAC
notification function. The command allows registration of event
for adding and removing MAC addresses to/from switch tables
and sending event notifications.

T /disabled To ensure proper function operation, it is necessary to addition
enable generatiof notifications on interfaces (see below).
no mac addressable noti- Disable the MAC notification function globally and cancel the
fication change corresponding settings on all interfaces.
mac addresgable notifica- Enable theMAC address flapping detection function.
tion flapping — T /enabled - - - -
no mac addresgable notifi- Disable the MAC address flapping detection function.
cation flapping
mac addresgable notifica- The maximum time interval between sending SNMP notificatiof
tion change intervalvalue If the interval value equals 0, notifications will be generated anc
events will be saved to the history immediately as the MAC
value: address table state change events occur. If time interval is greg

(0..4294967295)/1

no mac addresgable noti-
fication change interval

than 0 the device will collect MAC address table change eventg
during this time and then send SNMP notifications and save th
events to the history.

Restore the default value.

mac addresgable notifica-
tion change historyalue

value: (0..500)/1

no mac addressable noti-
fication change history

Set the maximum number of events about changing the state g
the MAC address table that is saved in the history. If the history
value equals 0, events will not be saved. In case of history buff
overrun, the oldest event will be replaced with the newesto

Restore the default value.

snmp-server enable traps
Y | @atification change

Enable sending SNMP notifications about changes in the MAC
address table. To disable the function, use the negdtva of

the command.

If notification transmission is enabled, the device will send SNM
event messages and save the corresponding events to the hist

T Joff If SNMP notifications sending is disabled, the device will only s
events to the history.
no snmp-server enable Disable sending SNMP notifications about changes in the MAC
traps maenotification address table.
change
snmp-server enable traps Enable sending traps about MAC address flapping.
macty 2 GAFAOI (A2
no snmpserverenable T /enabled Disable sending traps about MAC address flapping.
traps maenotification flap-
ping

Ethernet interface configuration mode commands

Command line prompt is as follows:

console(config - if)#
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Table264t Commands of Ethernet interface configuration mode

Command

Value/Default value

Action

snmp trap maenotification
change [added | removed]
T /disabled

y2 ayyYL) aadicdd Y I
tion change

Enable generation of notifications about MAC address status
changes on each interface. It is also possible to allow naotificati
only of MAC address learning or of deleting them.

Disable generation of notificatioran the interface.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table2651 Privileged EXEC mode commands

Command

Value/Default value

Action

show mac addressable
notification change history
[gigabitethernetgi_port|
tengigabitethernet
te_port| fortygigabitether-
net fo_port| port -channel
group| vlan vlan_id

fo_port: (1..8/0/1..4);
group:(1..48);
vlan_id: (1..4094).

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

Display all notifications about changes in the status of MAC
addresses saved in the history.

show mac addressable
notification change statis-
tics

Display the service statistics: the total number of the events
about MACaddress learning, the total number of events about
MAC address removal, the total number of SNMP messages s

Example use of commands

A The example shows how to configure sending of SNMP MAC Notification messages to a server

with the address.72.16.1.5
defined, minimum message transm

. During the configuration, general service operation permission is

ission interval is set, event history size is specified, and the

service is configured on the selected port.

console(config)#
console(config)#
console(config)#
console(config)#
console(config)#
console(config)#
console(config

console(config

console(config)#

snmp- server host

snmp- server enable t
mac address - table
mac address - table
mac address - table

-if#
-if)#

snmp trap mac
exit

5.28.4 DHCP management and Option

interface gigabitethernet

172.16.1.5
raps mac

traps private
- notification change

notification change
notification change interval 60
notification change hi story 100

0/7
- notification change

82

DHCP (Dynamic Host Configuration Protocol) is a network protocol that allows a client to receive an IP

address and other parameters required for the

proper operation in TCP/IP networks upon request.

DHCP is used by hackers to attack devices from the sla forcing DHCP server to report all available

addresses, and from the server side by spoofi

ng. The switch firmware features the DHCP snooping function

that ensures device protection from attacks via DHCP.
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The device discovers DHCP servers inrtéwvork and allows them to be used only via trusted
interfaces. The device also controls client access to DHCP servers using a mapping table.

DHCP Option 82 is used to inform DHCP server about the DHCP Relay Agent and the port the particular
request came rbm. It is used to establish mapping between IP addresses and switch ports and ensure
protection from attacks via DHCP. Option 82 is additional information (device name, port number) added by
a switch that operates in the DHCP Relay agent (without addin® address to the client interface) or the
DHCP Snooping (provided that the ip dhcp information option command is enabled) function mode. According
to this option, DHCP server provides an IP address (IP address range) and other parameters to therswitch p
When the necessary data is received from the server, the DHCP Relay agent provides an IP address and sends
other required data to the client.

The option is formed taking into account the priority (in descending order): Ethernet interface settings
™ +b AYUSNFIOS aSdiidAy3a T Dft2olf O2yFAIdzNI GAZ2Y Y2R

Table266t Option 82 field format

Field Transmitted information

The host name of the device.

A string in the following format: ethstacked/slotid/interfaceid>:<stacked/slotid/in-
Circuit ID terfaceid><vlan>

The last byte is the number of the port that the device sending a DHCP reques
connected to.

Enterprise number 0089cl

The device MAC address.

Remote agent ID

' ' To use Option 82, the DHCP Relay agent function (without adding an IP address to t
- client interface) or the DHCP Snooping function (provided that e dhcp information
optionCxommand is enabled) must be enabled on the device.

To ensure thecorrect operation of DHCP snooping, all DHCP servers used must be cc
nected to trusted ports of the switch. To add a port to the trusted port list, use the 'ip dhcp
snooping trust' command in the interface configuration mode. To ensure security, al
other switch ports are required to be untrusted.

R
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Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table267t Global configuration mode commands

Command

Value/Defadt value

Action

ip dhcp snooping

Enable control of the DHCP protocol by maintaining a DHCP
snooping table and sending client broadcast DHCP requests t

no ip dhcp snooping vlan
vlan_id

T foff trusted ports.
no ip dhcp snooping Disable control of the DHCP protocol.
ip dhcp snooping vian Allow control of the DHCP protocol within the specified VLAN.
vlan_id vlan_id:

(1..4094)/disabled

Prohibit control of the DHCP protocol within the specified VLA

ip dhcp snooping
information option
I £t26SRmdzy ( NUz3

no ip dhcp snooping
information option
I £ f 2-énBulted

by default, receiving
DHCP packets with optior

Allow receiving DHCP packets with option 82 from "unreliable’
ports.

82 from "unreliable" ports
is prohibited

Prohibit receiving DHCP packets with option 82 from "unreliab)
ports.

ip dhcp snooping verify

no ip dhcp snooping verify

verification is enabled by

Enable verification of the client's MAC address and the source
MAC address received in a DHCP packet on untrusted ports.

default

Disable verification of the client's MAC address and the sourcg
MAC address received in the DHCP packet on "untrusted" por

ip dhcp snooping database

the backup file is not

Allow the use of a backup file (database}taf DHCP protocol
control.

option

no ip dhcp snooping used Prohibit the use of a backup file (database) of the DHCP proto
database control.

ip dhcp snooping por Allow clearing the DHCP Snooping table when the interface fa
down action clear © Joff

no ip dhcpsnooping port Prohibit clearing the DHCP Snooping table when the interface
down action fails.

ip dhcp information option Allow the device to add option 82 when using the DHCP proto
no ip dhcp information T /off Prevent the device from adding Option 82 when using the DH

protocol.

ip dhcp information option
format-type accessode-
id node_id

no ip dhcp information
option format-type
FOOSaadTy 2 RS

node_id: (1..32)
characters

Specify the Access Node ID of Option 82.

Set the default value.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type

remote-id

remote_id (1..128)
characterst

Specify the Remote agentID of Option 82.

Set the default value.
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ip dhcp information option
format-type option format
[delimiter delimiter

Configure the format of DHCP Option 82.

Format:

-spt slot and port number;

-svT slot and VLAN number;

-pvt portand VLAN number;

-spvt slot, port and VLAN number;

-bint binary format: VLAN, slot, port;

- userdefinedt the format is defined by the user. The followin
templates are used in determining the format:

%h: hostname;

%p: short port name, e.g.4D/1;

%P: long port name, e.g. gigabitethernet 1/0/1;

%t: port type (the value of the ifTable::ifType field in hexadecir]
form);

%m: port MAC address intthH-H-H-H-H format;
%M: system MAC address ifH-H-H-H-H-H format;
%u: unit number;

%s: slonumber;

%n: port number (as on the front panel);

%i: port ifindex;

%yvV: VLAN ID;

%c: client MAC address inHHH-H-H-H-H format;
%a: System IP address in A.B.C.D format;

%%: single character %.

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/space

no ip dhcp information
option format-type option

Set thedefault value.

ip dhcp information option
suboption type {tr101 |
custom}

Set the format of Option 82.

-trl01t set Option 82 format as per TR1 recommendations,
according to the format specified in tabte Format of Option 82
fields according to FRO1recommendations

-customt set Option 82 format according to the format
specified in table269.

T /trl01

no ip dhcp information
option suboption type

Set the default value.

ip dhcp route {connected |
static}

Allow the device to create an entry with a /32 mask in the routi
table for each IP address received by the client from the DHCH
server.
The routing table entries are automatically deleted when the IR
address lease time expires.
T ¢ connectedt the route is created as a connected one;
¢ statict the route is created as a static one.

V The function only works when DHCP Snooping and

DHCP Relay are enabled.

no ip dhcp route

Prevent the device from creating an entry in the routing table f
each IP address received from the DHCP server.

Table2681 Format of Option 82 fields according to-I&L recommendations

Field

Transmitted information

Circuit ID

The host name of the device.

a string in the following format: eth <stacked/slotid/interfaceid>: <vlan>
The last byte is the number of the port that the device sending a DHCP request is ©
nected to.

Remote agent ID

Enterprise number 0089c1
The device MAC address.
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Table269t1 Option 82 field format in the custom mode

VLAN (2 bytes)
Module number (1 byte)
Port number (1 byte)

Field Transmitted information
Length (1 byte)
Circuit ID type
Circuit ID Length (1 byte)

Length (1 byte)

Remote ID type (1 byte)
Length (1 byte)

Switch MAC address

Remote agent ID

Ethernet or porgroup interface (interface range) configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console(config - if#

Table270t Ethernet and port group interface configuration mode commands

Command

Value/Default value

Action

ip dhcp snooping

no ip dhcp snooping

T

Enable control of the DHCP protocol within the interface.

Disable the control of the DHCP protocol within theerface.

ip dhcp snooping trust

no ip dhcp snoopindrust

by default, the interface
is not trusted

Add the interface to the "trusted" list when using the DHCH
protocol control. DHCP traffic of a trusted interface is
considered as safe and is not controlled.

Remove the interface from the "trusted" list when using
DHCP protocol control.

ip dhcp snooping limit rate
rate

no ip dhcp snooping limit rate

rate: (1..2048)
pps/disabled

Set a limit on the number of DHCP packets received per
second on the port.

Remove the on the number of DHCP packets received pel
second on the port.

ip dhcp snooping limit clients
value

no ip dhcp snooping limit cli-
ents

value: (1..2048)/not set

Set a limit on the number of connected clients.

Set the default value.

ip dhcpinformation option
[global]

no ip dhcp information option

T /global

Allow the device to add Option 82 on the interface when
using the DHCP protocol.

- globalt the addition of Option 82 is determined by the
settings on the VLAN interface.

Prohibit thedevice from adding Option 82 on the interface
when using the DHCP protocol.

ip dhcp information option
format-type accessode-id
node_id

node_id: (1..32)

Set the accessode_id of Option 82 on the interface.

no ip dhcp information option characterst Set the default value.
format-type accessode-id
ip dhcp information option Set a specifi€ircuitid on the interface.
format-type circuitid cir- S
circuit_id:

cuit_id

no ip dhcp information option
format-type circuitid

(1..63) characters/

Set thedefault value.

ip dhcp information option
format-type remote-id re-
mote_id

remote_id:
(1..63) characters/

Set a specifikemoteid on the interface.
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no ip dhcp information option
format-type remote-id

Set the default value.

ip dhcp information option
format-type option format
[delimiter delimiter

format: (sp, sv, pv, spv,
bin, userdefined);
delimiter: (.,;#)/space

no ip dhcp information option
format-type option

Configure the format of the DHCP Option 82 on the interfa
Format:

-spt slot and port number;

-svt slot and VLAN number;

-pvt portand VLAN number;

-spvt slot, port and VLAN number;

-bint binary format: VLAN, slot, port;

- userdefinedt the format is defined by the user. The
following templates are used in determining the format:
%h: hostname;

%p: short port name, e.g.4D/1;

%P: long port name, e.g. gigabitethernet 1/0/1;

%t: port type (the value of the ifTable::ifType field in
hexadecimal form);

%m: Port MAC address irHHH-H-H-H-H format;

%M: System MAC address in thédHH-H-H-H format;
%u: unit number;

%s: slot nurher;

%n: port number (as on the front panel);

%i: port ifindex;

%yvV: VLAN ID;

%oc: Client MAC address in theHH-H-H-H format;

%a: System IP address in the A.B.C.D. format.

Set the default value.

ip dhcpinformation option
suboption-type {global | tr101
| custom}

T /global

no ip dhcp information option
suboptiontype

Configure the format of Option 82 on the interface.

- globalt the option format is determined by the option
settings on the VLAN interface;

-trl01t set Option 82 format as per TR1
recommendations, according to the format specified in tab|
- customt set Option 82 format according to the format
specified in tabl69.

Set the default value.

VLAN interface configuration mode commands

Command line prompt in the VLAMerface configuration mode is as follows:
console(config

-if#

Table271t VLAN interface configuration mode commands

Command Value/Default value Action
ip dhcp information op- Allow the device tadd Option 82 on the interface when usin
tion [global] the DHCP protocol.

- globalt Option 82 addition is determined by global setting
Prohibit the device from adding Option 82 for this VLAN wh
the DHCP protocol is running.

T /global

no ip dhcp information
option

ip dhcp information op-
tion format-type access
node-id node_id

no ip dhcp information
option format-type ac-
cessnode-id

Set the accessode_id of Option 82 for the VLAN.

node_id: (1..32)
characterst

Set the default value.
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ip dhcp information op- Set the remote_id of Option 82 for the VLAN.

tion format-type remote-

id remote_id: (1..32)

no ip dhcp information characterst Set the default value.

option format-type re-

mote-id

ip dhcp information op- Configure the format of the DHCP Option 82 for the VLAN.
tion format-type option Format:

format [delimiter delim- -spt slot and port number;

iter] -svt slot and VLAN number;

-pvt portand VLAN number;

-spvt slot, port and VLAN numbe

-bint binary format: VLAN, slot, port;

- userdefinedt the format is defined by the user. The
following templates are used in determining the format:
%h: hostname;

%p: short port name, e.g. gi1/0/1;

%P: long port name, e.g. gigabitethernet 1/0/1;

%t: port type (the value of the ifTable::ifType field in
hexadecimal form);

%m: port MAC address inthH-H-H-H-H format;

%M: system MAC address irH-H-H-H-H-H format;

%u: unit number;

%s: slot number;

%n: port number (as on the front panel);

%i: port ifinex;

%vV: VLAN ID;

%c: client MAC address iaHHH-H-H-H-H format;

%a: system IP address in A.B.C.D format.

format: (sp, sv, pv, spv,
bin, userdefined);
delimiter: (.,;#)/space

no ip dhcp information Set the default value.

option format-type op-

tion

ip dhcp information op- Configure the format of Option 82 for the VLAN.

tion suboptiontype - globalt Option 82 format is determined by global settings|

{global | tr101 | custom} -trl01t set Option 82 format as per TR1
recommendations, according to the format specified in tabl¢

T /global -customt set Option 82 format according to the format

specified in tabl69.

no ip dhcp information Set the default value.

option suboptiontype

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:
console#

Table2721 Privileged EXEC mode commands

Command Value/Default value Action
ip dhcp snooping binding Add the mapping between the client MAC address and the
mac_address vian_id VLAN group and IP address for the selected interface to the
ip_addresdgigabitethernet gi_port: (1..8/0/1..48); | DHCP management file (database).
gi_port| te_port: (1..8/0/1..24); | This entry will be valifor the timeout specified in the
tengigabitethernet fo_port: (1..8/0/1..4); | command unless the client sends an update request to the
te_port| group: (1..48); DHCP server. The timer will be reset upon receiving an upd
fortygigabitethernet seconds: request from the client (this command is available to
fo_port| port -channel (10..4294967295) s | privileged users only).
group} expiry secondg -secondg entry timeou;
infinite} - infinity T entry timeout is unlimited.
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no ip dhcp snooping Remove the mapping between the client MAC address and
bindingmac_address VLAN group from the DHCP management file (database).
vlan_id
clear ip dhcp snooping Clear the DHCRanagement file (database) or a separate
database {maeaddress entry in the DHCP management file (database).
mac_address{vlanvilan} gi_port: (1..8/0/1..48);
{gigabitethernetgi_port| te_port: (1..8/0/1..24);
tengigabitethernet fo_port: (1..8/0/1..4);
te_port| group: (1..48);
fortygigabitethernet vlan: (1..4094)
fo_port| port -channel
group}

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table273t1 EXEC mode commands

Command Value/Default value Action

show ip dhcp information . Show information about using Option 82 of the DHCP
option protocol.
show ip dhcp snooping Show the configuration of the control function of the DHCP
o | o g any | PO
te_port| te_port: (1..8/0/1..24);

= fo_port: (1..8/0/1..4);
fortygigabitethernet i
fo_port| port -channel group: (1..48)
group]
show ip dhcp snooping Show matches from the file (database) of the DHCP protoci
binding [maem I R R NB & control.

a
mac_addres8 A LInl R
ip_addresg [vlan vlan_id
[gigabitethernetgi_port|

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

:znglc?r?lbltethernet group: (1..48);
for_tygigabitethernet vian_id: (1..4094)
fo_porty  LJ2 NI mOK I y

group]

Command execution examples

A Enable the use of DHCP Option 82 for VLAN 10:

console# configure

console(config)# ip dhcp shooping

console(config)# ip dhcp snooping vlian 10
console(config)# ip dhcp information option
console(config)# interface gigabitethernet 1/0/24
console(config)# ip dhcp shooping trust

A Show all mappings from the DHCP management table:

console#  show ip dhcp snooping binding
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5.28.5 Client IP address protection (IP source Guard)

The IP Source Guard function filters the traffic received from the interface based on DHCP snooping
table and IP Source Guard static mappings. Thus, IP Source Guard eliminates IP address spoofing in packets.

Y
Y
/

Global configuration mode commands

Given that the IP Source Guard function usesiCP snooping mapping tables, it makes
sense to use it after enabling and configuring DHCP snooping.

IP Source Guard must be enabled for the interface and globally.

The IP Source Guard functionality does not track the change of the MAC addretiseby
client. Tracking is performed only for the {?LANPort bundle.

Command line prompt in the global configuration mode is as follows:

console(config)#

Table2741 Global configuration modeotnmands

Command Value/Default value

Action

ip sourceguard
T /off

no ip sourceguard

Enable the client IP address protection function for the entirg
switch.

Disable the client IP address protection function for the entir|
switch.

ip sourceguard binding
mac_address vlan_ig_ad-
dress{gigabitethernet
gi_port| tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| port -
channelgroup}

no ip sourceguard binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

Create a static entry in the table of correspondence betweer
the client's IP address, MAC address and the VLAN group f
the interface specified in the command.

Delete a static entrfrom the correspondence table.

ip sourceguard tcam re-
tries-t ¥ NsSBdpnd$

never
} seconds: (10..600)/60 se

no ip sourceguard tcam
retries-freq

Specify the frequency of device access to internal resources
when saving inactive secured IP addresses into the memory
-nevert deny saving inactive secured IP addresses to the
memory.

Set the default value.

Ethernet or port group interface (interface range) configuration mode commands

Command line prompt in the Ethernet or port groumperface configuration mode is as follows:

console(config

-if#
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Table275t Ethernet and port group interface configuration mode commands

Command Value/Default value

Action

ip sourceguard [vlan
{vlan-id}]
T /off

no ip sourceguard [vlan
{vlan-id}]

Enable the clientP address protection function for the
configured interface.
-vlant optional for individual VLANS.

Disable the client IP address protection function for the
configured interface.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table2761 Privileged EXEC mode commands

Command Value/Default value

Action

ip sourceguard tcam locate

Manually start the process of accessing intemeglources of
the device in order to save inactive secured IP addresses t¢
the memory. The command is only available to the privilege
user.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table2771 EXEC mode commands

Command Value/Default value

Action

show ip sourceguard con-
figuration [gigabitethernet
gi_port| tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| port -
channelgroup|

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show the IP Source Guard function configuration on the
specified interface or on all interfaces of the device.

show ip sourceguard sta-
tus [macaddressmac_ad-
dres§ [ip-addressip_ad-
dresg] [vlan vlan_id [giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup|

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

Show the status of the IP Source Guard function for the
specified interface, IP address, MAC address, or VLAN gr

show ip sourceguard inac-
tive

Show inactive source IP addresses.
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Command execution examples

A Show IP Source Guard functiconfiguration for all interfaces:

console# show ip source - guard configuration

IP source guard is globally enabled.

Interface State

te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

A Enable IP Source Guard for fiafiltering based on DHCP Snooping mapping table and IP Source Guard
static mappings. Create a static entry in the mapping table of Ethernet interface 12: client IP address
192.168.16.14, MAC address 00:60:70:4A:AB:AF. The interface in the 3rd VLAN group

console#  configure
console(config)# ip dhcp snooping
console(config)# ip source - guard
console(config)# ip source - guard binding

tengigabitethernet 1/0/12

0060.704A.ABAF 3 192.168.16.14

5.28.6 ARP Inspection
TheARP Inspectiofunction is designed to protect against attacks using the ARP protocol (for example,
ARPspoofing- interception of ARP traffic). ARP inspection is based on static mappings between specific IP and
MAC addresses for a VLAN group.
’ ' If a port is configuredas untrusted for the ARP Inspection feature, it must also be untrusted
e for DHCP Snooping, and the mapping between MAC and IP addresses for this port sho
be configured statically. Otherwise, the port will not respond to ARP requests.

V Untrusted portsare checked for correspondence between IP and MAC addresses.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Table278t Global configuration mode commands

Command

Value/Default value

Action

ip arp inspection

no ip arp inspection

the function is disabled
by default

Enable the ARP Inspection function.

Disable the ARP Inspection function.

ip arp inspection vian
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
the function isdisabled
by default

Allow ARP Inspection based on DHCP Snooping mappings
the selected VLAN group.

Prohibit ARP Inspection based on DHCP Snooping mappin
the selected VLAN group.
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ip arp inspection validate

no ip arp inspection vali-
date

Provide specific checks for ARP Inspection.

Source MAC address: ARP requests and responses are ch
for correspondence between the MAC address in the Ether
header and the source MAC address in the ARP content.
Destination MAC address: ARP responseshecked for
correspondence between the MAC address in the Ethernet
header and the destination MAC address in the ARP contel
IP address: ARP packet content is checked for incorrect IP
addresses.

Prohibit specific checksr ARP Inspection.

ip arp inspection list create
name

no ip arp inspection list
createname

name: (1..32) characters

1. Create a list of static ARP matches.
2. Enter the ARP List configuration mode.

Delete the list of static ARP matches.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
signvlan_id

vlan_id: (1..4094)

Assign a list of static ARP matches to the specified VLAN.

Cancel the assignment of a list of static ARP matches for th
specified VLAN.

ip arp inspectionogging
interval {secondd infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5
seconds

Specify the minimum interval between ARP information
messages sent to the log.

- set '0' to generate messages immediately;

-infinite T do not generate log messages.

Set the default value.

Ethernet or port group interface (interface range) configuration mode commands

Command line prompt in the Ethernet or port group interface configuration mode is as follows:

console(config

-if#

Table2791 Ethernet and port group interface configuration mode commands

Command

Value/Default value

Action

ip arp inspection trust

no ip arp inspection trust

by default, the interface

Add the interface to the "trusted" list when using AgBtocol
control. ARP traffic of a trusted interface is considered as se(
and is not controlled.

is not trusted

Delete the interface from the "trusted" list when using ARP
protocol control.

ip arp inspection limit rate
rate

no ip arp inspection trust
limit rate

Set a rate limit (in pps) for allowed ARP packets.

rate:(0..2048)/0 pps

Delete a rate limit for allowed ARP packets.

ARP list configuration mode commands

Command line prompt in the ARP list configuration mode fslasvs:

console#  configure
console(config)#
console(config

ip arp inspection list create
- arp - list)#

spisok
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Table280t ARP list configuration mode commands

Command Value/Default value

Action

ip ip_addressnacaddress
mac_address

no ipip_addressr | @k
dressmac_address

Add static matching of IP and MAC addresses.

Remove static matching of IP and MAC addresses.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table281t1 EXEC mode commands

Command Value/Default value

Action

show ip arp inspection [gi-
gabitethernetgi_port|
tengigabitethernet
te_port| fortygigabitether-
net fo_port| port -channel

group|

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show the configuration of the ARP Inspection protocol
monitoring function on the selected interface/all interfaces.

show ip arp inspection list

Show lists of static matches of IP and MAC addregkes
command is available only for a privileged user).

show ip arp inspection sta-
tistics [vlanvlan_id
vlan_id: (1..4094)

Show statistics for the following types of packets that were
processed using the ARP function:

- forwarded packets;

- dropped packed;

- IP/IMAC Failures.

clear ip arp inspection sta-

tistics [vlanvlian_id vian_id: (1..4094)

Clear the ARP Inspection protocol control statistics.

Command execution examples

A Enable ARP Inspection and add the a static mapping to the 'spisok' list: dadé@ss:

00:60:70:AB:CC:CD, IP address: 192.168.16.98. Assign the 'spisok’ static ARP matching list to VLAN

11:

console# configure
console(config)#
console(config
console(config
console(config)#

- ARR list)#

- ARR list)# exit

ip arp inspection list create
ip 192.168.16.98

ip arp inspection list assign

spisok

mac- address 0060.70AB.CCCD

11 spisok

A Show the lists of static IP and MAC address mappings:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP

192.168.16.98 0060.70AB.CCCD

ARP
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5.28.7 First Hop Security Functionality

The First Hop Security package includes a DHCPv6 packet analyzer, IPv6 Source Guard, ND Inspection an
RA Guard. This set of functions is designed to provide caaribfiltering of IPv6 traffic on the network.

The DHCPvV6 packet analyzer allows adding neighbors to the IPv6 binding table when receiving an address
via DHCP, and also allows dealing with untrusted DHCPvV6 servers.

IPv6 Source Guard allows a device tocejeaffic if it comes from an address that is not stored in the IPv6
binding table. The IPv6 binding table associated with the device is created from information sources such as
Neighbor Discovery Protocol (NDP) tracking.

Using the ND Inspection functiptine switch checks the NS (Neighbor Solicitation) and NA (Neighbor Adver-
tisement) messages and stores them in the IPv6 binding table. Based on the table, the switch discards any fake
NS/NA messages.

RA Guard functionality allows blocking or rejecting unigd or extraneous Router Advertisement (RA)
messages coming to the switch from the router.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Table2821 Globalconfiguration mode commands

Command Value/Default value Action
ipv6 neighbor binding pol- Create a neighbor binding policy and switch to its configurati
icy policy_name h 2fA0&uywyl Y{mode.
no ipv6 neighbor binding characters Delete the neighbor binding policy.
policy policy_name
ipv6 first hop security log- Activate packet drop logging in case of rmompliance with
ging packet drop the security policies of the RA Guard, ND Inspection, DHCP
T /off Guard and IPv6 Source Guard services.
no ipvé6first hop security Set the default value.
logging packet drop
ipv6 source guard policy Create a Source Guard policy and switch to its configuration
policy_name h2fA0&yy!l Y{mode.
no ipv6 source guard policy characters Deletes &Source Guard policy.
policy_name

Neighbor binding policy configuration mode commands

Command line prompt is as follows:

console(config - nbr - binding)#

Table2831 Neighbor binding policy configuration mode commands

Command Value/Default value Action
logging binding enable E:lzllarllz Itc;gbglgéng of adding/removing IPv6 to/from the neighbo
& .
logging binding disable Tl Disable logging of adding/removing IPv6 to/from the neighbg
binding table.
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max-entries {interface Specify the maximum number of entries in the neighbor
limit | vlan-limit | mac- binding table.
limit} {limit | disable} interface-limit T set the limit for the interface,

vlan-limit T set the VLAN limit,

maclimit T set the MAC address limit,

disablet allow the maximum number of entries. Maximum
value = 4294967294,

limit: (0..65535)/disabled

no maxentries Set the default value.
addressconfig {dhcp | any Enable adding entries to the neighbor binding talbésed on:
| stateless} dhcpt DHCPvV6 Reply packet. At the same time, alllbiced
IPv6 addresses are added into the default neighbor binding
T /addressconfig table as a result of the analysis of ICMPv6 packets,

anyt add all addresses,
statelesst based on IPv6 RA messages.

no addressconfig Set the default value.

Source Guard policy configuration mode commands

Command line prompt is as follows:
console(config - nbr - srcgrd)#

Table284t Source Guard policy IPv6 mode commands

Command Value/Defaultvalue Action
trusted-port De_termine the trusted port. '_rhis policy is applied tp the port
T /off which the Source Guard policy should not be applied.
no trusted-port Set the default value.

VLAN interface configuration mode commands

Command lingerompt in the VLAN interface configuration mode is as follows is as follows:

console(config - if#

Table285t VLAN configuration mode commands

Command Value/Default value Action
ipv6 first hop security © Joff Enable ICMPv6 arldHCPv6 Snooping in the VLAN.
no ipv6 first hop security Disable ICMPv6 and DHCPv6 Snooping in the VLAN.
ipv6 neighbor binding Enable binding of neighbors and adding entries to the table.
no ipv6 neighbor binding T Joff Disable binding of neighbors aadding entries to the table.
ipv6 source guard Enable IPv6 Source Guard.
no ipv6 source guard T foff Disable IPv6 Source Guard.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#
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Table2861 EXEC mode commands

Value/Default value Action
T Show IPv6 First Hop Security function settings.

Command

show ipv6 first hop security
show ipv6 source guard

. Show the status of the IPv6 Source Guard function.

show ipv6 neighbor binding
table

Showa table of neighbor bindings.

5.29 DHCP Relay Agent functions

5.29.1 DHCP Relay functions for IPv4

The switches support the functions of DHCP Relay Agent. The purpose of the DHCP Relay Agent is to
transfer DHCP packets from the client to the server and back IDHEP server is on one network and the
client is on another. Another function is to add additional options to the client's DHCP requests (for example,
Option 82).

The principle of the DHCP Relay Agent operation on the switch: the switch accepts DHCR feaquest
the client, transmits these requests to the server on behalf of the client (leaving options with the parameters
required by the client in the request and, depending on the configuration, adding its own options). After

receiving a response from theiwer, the switch transmits it to the client.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table287t Global configuration mode commands

Command

Value/Default value

Action

ip dhcp relay enable

no ip dhcp relay enable

by default, the Agent is

Enable the functions of the DHCP Relay Agent on the switch.

disabled

Disable the functions of the DHCP Relay Agent on the switch.

ip dhcp relay addresgp_ad-
dress[vlanvlan_id [vrf
vrf_namqg

no ip dhcp relay address
[ip_addres§[vrf vrf_namg

vlan_id: (1..4094)
vrf_name: {1..32}

Set the IP address of the available DHCP server for the DHCP
Agent.

Up to 32
servers can be
specified (by a
range or
enumeration).

characters

Delete the IP address from the list of DHCP servers for the DH
Relay Agent.

ip dhcp relay information
option format-type option
format [delimiter delimiter

format: (sp, sv, pv,

Configurethe format of the DHCP Option 82.
Format:

-sv1 slot and VLAN number;

-pv1 port and VLAN number;

spy, t_)in)_; -spvt slot, port and VLAN number;
dir’;"ter' - bint binary format: VLAN, slot, port.
no ip dhcp relay infor- (. #)Ispace Set the defaulivalue.
YIEGA2Y 2LJAz2Y
option
ip d_hcp relay information word: (1..63) Set the remoteid .
option format-type remote-
. characters
id word
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no ip dhcp relay infor- Delete the remoted.

mation option format-type

remote-id

ip dhcp relay information Set the access device identification string.

option format-type ac- word: (1..48)

0S & a Ader S characters/

no ip dhcp relay infor- device ID not as- Restore the default settings.

mation option format-type signed

I 0O0S&aadny2RS

ip dhcp relay information Configure the format of Option 82.

option suboptiontype -trl01lt sets the format of Option 82 according to the syntax

{tr101 | custom} given in the TR01 recommendations (see Tajle

- customt sets the format of Option 82 according to the format

T /r101 given in Tabl269.

no ip dhcp relay infor- Return the default value.

mation option suboptior

type

ip dhcp relay sourceport Use the specified UDP port as the source.

port port:

no ip dhep relay source (0..65535)/67 Restore the default settings.

port

VLAN interfaceonfiguration mode commands

Command line prompt in the VLAN interface configuration mode is as follows:

console#  configure
console(config)# interface vlan vlan_id
console(config - ifN#

Table288t VLAN and Ethernet interface camfiration mode commands

Command Value/Default value Action
ip dhcp relay enable Enable the functions of the DHCP Relay Agent on the
by default, the Agent is | configured interface.
no ip dhcp relay enable disabled Disable the functions of the DHCP Reélggnt on the
configured interface.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table289t1 EXEC mode commands

Command Value/Default value Action
show ip dhcp relay [vrf Show the DHCP Relay Agent function configuration and a lig
vrf_namg available servers for the switch and separately for the
interfaces.

vrf_name:{1..32}
characters
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Command execution examples

A Show the status of the DHCP Relay Agent function:

console#

show ip dhcp relay

DHCP relay is Enabled

DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 DHCP Relay functions for IPv6 and Lightweight DHCPv6 Relay Agent (LDRA)

Along with DHCP Relay for IPv4, the switch can aacinaagent for DHCPv6. The functionality is
implemented in the form of a Fulleight DHCPV6 Relay Agent and a Lightweight DHCPv6 Relay Agent according

to RFC6221.

The LDRA function allows adding Options 18 and 37 into client DHCPv6 packets without cti@nging
packet format. A Fullveight DHCPv6 Relay allows transmitting DHCPv6 packets from the client to the server and
back if the DHCPV6 server is on one network and the client is on another. Another function is adding Options 18
and 37 to the client's DHCPréfjuests. The principle of the DHCP Relay Agent operation on the switch: the switch
accepts DHCP requests from the client, transmits these requests to the server on behalf of the client (leaving
options with the parameters required by the client in thejoest and, depending on the configuration, adding

its own options). After receiving a response from the server, the switch transmits it to the client.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table290t Global configuration mode commands

Command

Value/Default value

Action

ipv6 dhcp relay destination
{ipv6_multicast_addresis
gigabitethernetgi_port|
tengigabitethernette_port
|port -channelgroup| tunnel
tunnel_id | vlanvlan_id }

no ipv6 dhcp relaydestination
{ipv6_multicast_addresls
gigabitethernetgi_port|
tengigabitethernette_port
|port -channelgroup| tunnel
tunnel_id | vlanvilan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

Specify the address of the DHCP server or configure the
outgoing interface.

Delete the address of the DHCP server or the outgoing
interface.

ipv6 dhcp information option
format-type interfaceid word

no ipv6 dhcp information op-
tion format-type interfaceid

word: (1..63) characters

Specify the port ID (Option 18).

Delete the port ID.

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) characters

Set the remoteid (Option 37).

Delete the remoted.

Ivp6 dhcp guard policword

word: (1..32) characters

Create a DHCPvV6 Relay policy and enter its configuratior
mode.
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no ipv6 dhcp guard policy
word

Delete the DHCPV6 Relay policy.

ipv6 dhcp guard preference
minimum preferencemaxi-
mum preference

no ipv6 dhcp guard preference
minimum maximumprefer-
ence

preference: (0..255)

Configure the minimum and maximum boundaries for the
preference sent in the Advertise dhcpvé message ftoen
server to the client. Advertise dhcpv6 messages withaftt
bounds preference will be discarded.

Remove the minimum and maximum boundaries for
preference.

DHCPv6 Relay policy configurattande commands

Command line prompt is as follows:

console(config

- dhcp - guard)#

Table291t DHCPv6 Relay policy configuration mode commands

Command

Value/Default value

Action

Setthe role of the port to which the policy is bound. The por

devicerole {client | server} word: (1..63) can be defined as trusted towards the server and as untrus
characters towards the client.

no devicerole Delete the role of the port to which the policy is bound.

match reply disable Disableverification of serveissued addresses in received
DHCPv6 messages.

T /off P - - -

no match reply Enable verification of servéssued addresses in received
DHCPv6 messages.

match reply prefixlist word Configure filtering of servessuedaddresses in received

word: (1..32) DHCPv6 messages according to prisix

no match reply characters Disable filtering of servessued addresses in received DHCH
messages according to prefist.

match server address disable Disable server address verificatiorr@teived DHCPV6

Ioff messages.

no match server address tre Enable server address verification by the address server in
received DHCPv6 messages.

match server address prefilist Configure server address filtering in received DHCPVv6

word word: (1..32) messages according to prefist.

no match server address characters Disable server address filtering in received DHCPv6 messal

according to prefiist.

Ethernet interface configuration mode commands

Command line prompt is as follows:

console(config

-ify#

Table2921 Ethernet interface configuration mode commands

Command

Value/Default value

Action

ipv6 dhcp relay destination
{ipv6_multicast_address
gigabitethernetgi_port|
tengigabitethernette_port

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)

Specify the address of the DHCP server or configure the
outgoing interface.
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| port-channelgroup| tunnel
tunnel_id | vlanvlan_id}

no ipv6 dhcp relay destination
{ipv6_multicast_address
gigabitethernetgi_port|
tengigabitethernette_port

| port-channelgroup| tunnel
tunnel_id | vlanvlan_id}

tunnel_id: (1..16)
vlan_id: (1..4094)

Delete the address of the DHCP server or the outgoing
interface.

ipv6 dhcp relay information
option format-type interface
id word

no ipv6 dhcp relay information
option format-type inter-
FI OSmAR

Set the port ID (Option 18)

word: (1..63) characters

Restore the default value.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) characters

Set the remoteid (Option 37)

Restore the default value.

ipv6 dhcp guard attackpolicy
word [vlan vlan_id

no ipv6 dhcp guard attacipol-
icy word

word: (1..32) characters

Bind the policy to the interface.

vlan_id: (1..4094)

Unbind the policy from the interface.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

Configurethe minimum and maximum boundaries for the
preference sent in the Advertise dhcpvé message from the
server to the client. Advertise dhcpvé messages withafut
bounds preference will be discarded.

Remove the minimum and maximum boundaries for
preference.

Command line prompt is as follows:

console(config

-if#

VLAN interface configuration mode commands

Table2931 VLAN interface configuration mode commands

Command

Value/Default value

Action

ipv6 dhcp relay destination
{ipv6_multicast_addresls
gigabitethernetgi_port|
tengigabitethernette_port

| port-channelgroup| tunnel
tunnel_id | vianvlan_id}

no ipv6 dhcp relay destination
{ipv6_multicast_address
gigabitethernetgi_port|
tengigabitethernette_port

| port-channelgroup| tunnel
tunnel_id | vlanvlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);

Specify the address of the DHCP server or configure the
outgoing interface.

group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

Delete the address of the DHCP server or the outgoing
interface.

ipv6 dhcp relay information
option format-type interface
id word

word: (1..63) characters

Specify the port ID (Option 18).
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no ipvédhcp relay information
option format-type inter-
FI OSnAR

Restore the default value.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) characters

Set the remoteid (Option 37).

Restore the default value.

ipv6 dhcp guard [attackpolicy
word)]

no ipv6 dhcp guard [attach
policy word]

word: (1..32) characters

Bind the policy to the interface.

vlan_id: (1..4094)

Unbind the policy from the interface.

ipv6 dhcp Idra

Enable Lightweight DHCPv6 Relay Agent (LDRA).

no ipvé first hop security [at-
tach-policy word)]

Joff
no ipv6 dhcp Idra t/o Enable Lightweight DHCPv6 Relay Agent (LDRA).
ipv6 first hop security [attach Allow DHCPv6 guard, Relay, LDRA, ICMPv6, DHCPv6 fun
policy word] © Joff to work.

Prohibit the DHCPv6 guard, Relay, LDRA, ICMPv6, DHCP
functions.

DHCPv6 LDRA configuration example:

console#

console#  configure
console(config)#
console(config
console(config
console(config)# !
console(config)#

console(config - iN#
interface  -id Gil2
console(config - if#
MES2324
console(config - if#

console(config)# !
console(config)#

console(config - if#
console(config - if#
console(config)# !
console(config)#
console(config - iN#
console(config - if#
console(config - if#

ipv6 dhcp guard policy
- dhcp - guard)# device - role server
- dhcp - guard)#

exit

interface gigabitethernet
ipv6 dhcp relay information option format

ip v6 dhcp relay information option format

exit

interface gigabitethernet
ipv6 dhcp guard attach

exit

interface vlan 1

ipv6 dhcp Idra
ipv6 dhcp guard

DHCP_RELAY_TRUST

1/0/12
- type

- type remote - id

1/0/24

-policy DHCP_RELAY_TRUST

ipv6 first hop security

5.30 PPPoOE Intermediate Agent configuration

The PPPoE IA function is implemented in accorelavith the requirements of the DSL Forum-TtR
document and is intended for use on switches operating at the access level.

The function allows supplementing PPPoE Discovery packets with information describing the access in-
terface. This is necessary to iy the user interface on the access server (BRAS, Broadband Remote Access
Server). The interception and processing of PPPoE Active Discovery packets is managed globally for the entire
device and selectively for each interface.

The implementation of thé?PPoE IA function provides additional capabilities for monitoring protocol
messages by assigning trusted interfaces.
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Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table294t Global configuration mode commands

Command

Value/Default value

Action

pppoe intermediateagent

no pppoe intermedi-
FaSml 38y

T /disabled

Allow the PPPOE Intermediate Agent operation.

Prohibit PPPoE Intermediate Agent operation.

pppoe intermediateagent
timeout seconds

no pppoe intermedi-
FGSnlk3Syd GAYS

seconds :(0..600)/300

Set a time limit for user inactivity.

Restore the default settings.

pppoe intermediateagent
format-type accessode-id
word

no pppoe intermedi-
F 4GSl 38 yhyipe a&-2 NIV
cessnode-id

word: (1..48)
characters/device id
not assigned

Set the access device identification string.

Restore the default settings.

pppoe intermediateagent
format-i @ LIS ISy SNJK
NE NJtY Svard | 3 S

no pppoe intermediate
nl ASy ltyfeddNX |
Y SNSNNE NItYSaal

word: (1..128)
characters/PPPoE
Discover packet is too
large to process

Set the text of the error message about exceeding the size of a
MTU packet sent by PPPoE IA in PADO or PADS packets.
/| If the message contains space characters, it must be

put in quotation marks.
Restore the default settings.

pppoe intermediateagent
format-type option {sp | sv

vy L p aLw up d
delimeter [.,:#/ ]

y2 LIS Ay idSN

agent formattype option

T /the format is set
according to TRO1:
slot / port : vlan

Configure a set of parameters and delimiters between them,
which are used to form a circuid suboption.

The following symbols are used in the command:

-spt slot + port

-svT slot + vlan

-pvT port+vlan

-spvt slot + port + vlan

- userdefinedt the format is defined by the user. The following
templates are used in determining the format:

%h: hostname;

%p: short port name, e.g. gi1/0/1;

%P: long port name, e.g. gigabitethernet 1/0/1;

%t: port type (the value of the ifTable::ifType field in haa@mal
form);

%m: Port MAC address inHdH-H-H-H-H format;

%M: System MAC address in thédHH-H-H-H format;

%u: unit number;

%s: slot number;

%n: port number (as on the front panel);

%i: port ifindex;

%v: VLAN ID.

%c: MAC address of the subscridewice;

%a[vlan_id]: IP address of the VLAN interface. If vian_id is not
specified, the IP address of the default vlan interface is
substituted. If the IP address is not found, the address 0.0.0.0 i
substituted.

Restore the default settings.
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pppoe intermediateagent Assign the ID of the remotiel added by the switch globally.
format-type remote-id re-
mote_id remote_id: (1..128)
no pppoeintermedi- characters Restore the default setting.
FGSml 385 vyipe rd2 N
mote-id

Interface configuration mode commands

Command prompt in the interface configuration mode is as follows:

console(config - if#

Table2951 Ethernet or port group interface configuration mode commands

Command Value/Default value Action
pppoe intermediateagent Allow PPPOE Intermediate Agent operation on the interface.
no pppoe intermedi- T /ban Prohibit PPPOE Intermediate Ageeration on the interface.
FdSnl3asSyi
pppoe intermediateagent Assign the ID of the circdid added by the switch. The identifie
format-type circuitid cir- specified in the command completely overrides the identifier

cuit_id circuit_id: (1..63) calculated based on the global parametarsessode-id and
cha_ra(;ter; option/delimeter.

no pppoe intermedi- Restore the setting based on the global parameters aecess

F G Stk 38 viyipe cF-2 NN node-id and option/delimeter.

cuit-id

pppoe intermediateagent Assign the ID of the remotiel added by the switch. The ID mug

format-type remote-id re- . be configured on all switch interfaces where PPPOE IA is

mote_id remote_id: (1..63) running.

characters/MAC address

no pppoe intermedi- of the switch.

4GSl 38 viyipe rd 2 NI

Restore the default setting.

mote-id

pppoe intermediateagent Manage the interface trust mode. The command adds the

trust interface to the trusted list.
The interfaces to which PPPOE servers are connected to are

T /not trusted. configured as trusted. The interfaces to which users are

connected to are configured as untrusted.

no pppoe intermediate Restore the default value.

nl ASyd NHza i

pppoe intermediateagent Allow vendorspecific option to be removed from PADO, PAD

vendor-tag strip PADT packets before sending them to a user. The delete
function can only be useoh a trusted interface on which PPP

T /disabled IA is allowed. Usually, the delete function is configured on th

interface facing the PPPOE server.

no pppoe intermediate Disable the delete mode.

nl ASy (-ta@gSrip R2 NJ

EXEC mode commands

Command line prompt ithe EXEC mode is as follows:

console#
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Table2961 EXEC mode commands

Command

Value/Default value

Action

show pppoe intermedi-
FdSnk3ISyd
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup|

AY T2

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Display the PPPOE Intermediate Agent settings. If an interface
not explicitly specified in the command, then the command is
executed for alinterfaces where PPPoE IA and all trusted ports
are allowed.

show pppoe intermediate
nl A3Syi
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup)|

01 GA &G

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show PPPoE Intermediate Agent operation statistics. If an
interface is not explicitly specified in the command, then the
command is executed for all interfaces where PPPoOE IA and al
trusted ports areallowed.

clear pppoe intermedi-
FaSmE 38y
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup|

il

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Clearthe PPPOE Intermediate Agent statistics. If an interface is
explicitly specified in the command, then the command is
executed for all interfaces where PPPoE IA and all trusted port
are allowed.

show pppoe intermedi-
FdSnl3asSyi
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup|

aSay

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show all registered client sessions. If the interface is not explic
specified in the command, then all sessions are displayed sorte
by interfaces.

agent sessionsmiacad-
dres$

Of S NJ LILJILI2 S- Ay

mac address: (H.H.H o
H:H:H:H:H:H or H-H-

H-H-H)

Close the client session. If the MAC address is not specified, th
close all sessions.

5.31 DHCP server configuration

DHCP server performs centralised management of network addresses and corresponding configuration
parameters, and automatically provides them to subscribers. This avoids manual configuration of network
devicesand reduces the number of errors.

Ethernet switches can work as a DHCP client (getting their own IP address from a DHCP server), or as a
DHCP server. Simultaneous operation of a DHCP server and a DHCP relay is possible.

Global configuration mode commands

Gommand line prompt in the global configuration mode is as follows:

console(config)#

Table297t Global configuration mode commands

Action
Enable the DHCP server function on swatch.
Before turning on the server, DHCP clients in all
VLANs must be disabled. Including enabled by
default in VLAN 1.
Disable the DHCP server function on the switch.
Enter theconfiguration mode of the DHCP server static
addresses.
Delete the configuration of the DHCP client with the specifi
name.

Command Value/Default value

ip dhcp server

T /off l
o

no ip dhcp server
ip dhcp pool hosthame

name: (1..32) characters
no ip dhcp pool hoshame ( )
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ip dhcp pool network Enter the DHCP server DHCP addressqdlguration
name mode.
-namet the name of the DHCP address pool.
name: (1..32) characters The maximum allowable number of DHCP pools is
e specified in the table9.
no ip dhcp pool network Delete the DHCP pool with the specified name.
name
ip dhcp excludeeaddress Specify IP address that will not be assigned to DHCP clien
low_addresghigh_ad- the DHCP server.
dres$ - low-addresst the start IP address of the range;
T - high-addresst  the end IP address of the range.
y2 ALl RKO#&d- SE( Remove an IP address from the exclusion list to assign it t
dresslow_address DHCP clients.
[high_addresk
ip dhcp ping enable Enable the transmission of ICMP requests to the assigned
. address to check that thaeddress is busy before it is assigne
T /disabled to the DHCP client.
no ip dhcp ping enable Set the default value.
ip dhcp ping counnumber Determine the number of ICMP requests to be sent.
number: (1..10)/2

no ip dhcp ping count Set the default value.
ip dhcp ping timeouttime Specify the timeout during which the DHCP server waits fo|

fime: (300..1000)/500 ms :gzzic\)/nesd(? from the address to which the ICMP request was
no ip dhcp ping timeout Set the default value.

Commands of the statmddress configuration mode of the DHCP server

Command line prompt in the configuration mode of static addresses of the DHCP server is as follows:

console#  configure
console(config)# ip dhcp pool host name
console(config - dhep)#

Table298t Configuration mode commands

Command Value/Default value Action
addressip_addresgmask| Reserve IP addresses for the DHCP client manually.
prefix_lengtty § Of A Sy - ip_addresg the IP address that will be mapped to the
tifier id | hardware-ad- client's physical address;
dressmac_address T - mask/prefix_lengtht subnet mask/prefix length;

-idt physical address (ID) of the network card;
-mac_address MAC address.

no address Delete reserved IP addresses.

client-namename Specify the name of the DHCP client.
- name: (1..32) characters -

no clientname ( ) Delete the name of the DHCP client.

DHCP server pool configuration mode commands

Command line prompt in the DHCP server pool configuration mode is as follows:

console#  configure
console(config)# ip dhcp pool network name
console(config - dhcp)#
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Table299t1 Configuration mode commands

Command

Value/Default value

Action

address fietwork_num-
ber| low low_addressigh
high_addresg{mask| pre-
fix_length

no address

Set the subnet number and subnet mask for the DHCP se
address pool.

- network_number IP address of the subnet number;
-low_addresg the initial IP address of the address range;
- high_address the end IP address of the addressige.

- mask/prefix_lengtht subnet mask/prefix length.

Delete the configuration of the DHCP address pool

lease flays[hours
[minuted] | infinite}

The lease time of the IP address that is assigned from DH
-infinite T rental time is unlimited;
-dayst number of days;

T /1 day -hourst number of hours;
- minutest the number of minutes.
no lease Set the default value.
ping enable Enable the transmission of ICMP requests to the assigned
¢ /disabled address to check thahe address is busy before it is assign

no ping enable

to the DHCP client.

Set the default value.

Commands of the DHCP server pool and DHCP server static addresses configuration mode

Command line prompt is as follows:

console(config

- dhcp)#

Table300t Configuration mode commands

Command

Value/Default value

Action

default-router ip_ad-
dress list

no defaultrouter

By default, the list of
routers is not defined.

Define a list of default routers for the DHCP client:
-ip_address_list a list of IP addresses of routers can
contain up to 8 entries separated by a space.
[} The router's IP address must be on the same subr]
ot as the client.

Set the default value.

dns-serverip_address_list

no dnsserver

By default, the list of DNS
servers is not defined.

Define the list of DNS servers available to DHCP clients.
-ip_address_list a list of IP addresses of DNS servers, ca
contain up to 8 entries separated by a space.

Set the default value.

domain-namedomain

no domairntname

domain: (1..32)

Specify a domain name for DHCP clients.

characters

Set the default value.

netbios-name-server
ip_address_list

no netbioshame-server

By default, the list of
WINS servers is not

Define the list of WINS servers available to DHCP clients.
-ip_address_list a list of IP addresses of WINS servers. T|
list can contain up to 8 entries separated by a space.

defined.

Set the default value.

netbios-node-type {b-node
| pmode| m-node| h-
node}

no netbiosnode-type

By default, the NetBIOS
node typeis not defined.

Define the type of Microsoft NetBIOS node for DHCP clien
-b-nodet broadcast;

- p-nodet point-to-point;

-m-nodeT combined;

- h-nodet hybrid.

Set the default value.

next-serverip_address

no nextserver

It is used tandicate to the DHCP client the address of the
server (usually a TFTP server) from which the boot file shg
be received.

Set the default value.

next-servernamename

name: (1..64) characters

It is used to indicate to the DHCP client treeme of the
server from which the boot file should be received.

284

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series



DHELTEX

no nextservername

Set the default value.

bootfile filename

no bootfile

filename: (1..128)

Specify the name of the file used to bootstrap the DHCP
client.

characters

Set the defaulvalue.

time-serverip_address_list

no time-server

By default, the list of
servers is not defined.

Define the list of time servers available to DHCP clients.
-ip_address_list a list of IP addresses of time servers. Th
list can contain up to 8 entries separated by a space.

Set the default value.

option code{boolean

Configure the DHCP server options.

bool_val| integer int_val|
asciiascii_string ip[ -list]
ip_address_listhex
{hex_string none}} [de-
scriptiondesg

- codet the code of the DHCP server option;
-bool_valt boolean value;

-integert positive integer;

-ascii_stringt string in ASCII format;
-ip_address_list list of IP addresses;

- hex_stringt  string in the hexadecimal format.

Delete options for the DHCP server.

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)

characters;
desc: (1..160) characters|

no option code

PrivilegedEXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table301t Privileged EXEC mode commands

Action

Delete entries fronthe correspondence table of physical
addresses and addresses issued from the pool by the DHCH
T server:

-ip_addresg the IP address assigned by the DHCP server;
-* 1 delete all entries.

Command Value/Default value
clear ip dhcp binding

{ip_addresg *}

show ip dhcp T View the DHCP server configuration.
showip dhcpS E Of ek S R . View IP addresses that the DHCP server will not assign to [
dresses clients.
show ip dhcp pool host . View configuration for static DHCP server addresses:
. name: (1..32) . - ]
[ip_addresy nam¢ characters -ip_addresg client's IP address;
-namet the name of the DHCP address pool.
show ip dhcp pool network name: (1..32) View the configuration of the DHCP address pool of the DH
[namdg server:
characters
-namet the name of the DHCP address pool.
show ip dhcp binding View|P addresses that are mapped to physical addresses o
[ip_addres} T clients, as well as the rental time, the method of assignment
and the status of IP addresses.
show ip dhcp server statis- . View the statistics of the DHCP server.
tics
show ip dhcp allocated T View acive IP addresses issued by the DHCP server.

Command execution examples

A Configure a DHCP pool namiest and specify for DHCP clients: domain naesi.ru, the default
gateway192.168.45.51and the DNS servédi92.168.45.112

console#
console#  configure
console(config)#
console(config
console(config
console(config
console(config

ip dhcp pool network test
- dhcp)# address 192.168.45.0 255.255.255.0
- dhcp)# domain - name test.ru
-dhcp)# dns-server 192.168.45.112
-dhcp)# default -router 192.168.45.1
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5.32 Access Contl List (ACL) configuration

ACL (Access Control List) is a table that defines the rules for filtering incoming and outgoing traffic based
on the protocols transmitted in packets, TCP/UDP ports, IP addresses or MAC addresses.

V ACLs based on IPv6, IPv4 @A C addresses should not have the same names.
‘ V IPv6 and IPv4 lists can work together on the same physical interface. The-M&€d ACL
cannot be combined with the IPv6 list. Two lists of the same type cannot work togethe

on the interface.

Commands focreating and editing ACLs are available in the global configuration mode.

Global configuration mode commands

The command line prompt in the global configuration mode:

console(config)#

Table302t Commands for creating and configug ACLs

Command Value/Default value Action

ip accesdist access_list Create a standard ACL.

{deny| permit} {any | -denyt prohibit packets with the specified parameters;

ip_addresgip_ad- - permit T allow packets with the specified parameters.

dress_masRk

no ip accesdist access_list Delete the standard ACL.

ip accesdist extendedac- Create a new extended ACL for IPv4 addressing and ente

cess_list configuration mode (if a list with this name has not yet be¢
created), or enter the configuration mode of a previously
created list.

no ip accesdist extended Delete the extended\CL for IPv4 addressing.

access_list

ipv6 accesdist access_list Create a new extended ACL for IPv6 addressing.

{deny | permit} {any | -denyt prohibit packets with the specified parameters;

ipv6_addressipv6_ad- access_list: (0..32) -permit T allow packets with the specified parameters.

dress_prefi characters

no ipv6 accesdist ac- Delete the standard ACL for IPv6 addressing.

cess_list

ipv6 accesdist extended Create a new extended ACL for IPv6 addressing and ente

access_list configuration mode (if a lisvith this name has not yet been
created), or enter the configuration mode of a previously
created list.

no ipv6 accesdist ex- Delete the extended ACL for IPv6 addressing.

tended access_list

mac accesdist extended Create a new MA®asedlist and enter its configuration

access_list mode (if a list with this name has not yet been created), o
enter the configuration mode of a previously created list.

no mac acces§st ex- Delete the MAthased ACL.

tended access_list
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accesdist configuration Set the ACL configuration mode.
mode {default | commit} -defaultt ACL can be edited only when it is not bound tq
any of the interfaces. ACL rule settings are applied
T /default immediately.

-committ ACL can be edited when it is bound to a physi
or VLAN interface. The changes take effect after executin
the accesdist commitcommand.

accesdist commit T Apply changes to all ACLs.

accesdist commit{ac- access_list: (0..32) Apply changes to a specific ACL.

cess_list} charactes

accesdists statistics { port Enable ACL statistics

| vian } -port T only for ACLs bound to physical interfaces;

-vlant only for ACLs bound to VLAN interfaces.
For MES23xx series switches, it is possible to

T foff include statistics of ACLs linked only to physicg
interfaces or only to VLAN interfaces.
no accesdists statistics { Disable ACL statistics.
port | vlan }
time-rangetime_name Enter the timerange configuration mode and define time
time_name: (0..32) intervals for the access list.

characters - time_namet the name of the timerange settings profile.

no time-rangetime_name Delete the specified timeange configuration.

In order to activate théACL, link it to the interface. The interface using the list can be either an Ethernet
interface or a group of ports.

Ethernet interface, VLAN, port groups configuration mode commands

The command line prompt in the Ethernet interface, VLAN, port groupgumafiion mode:
console(config - ifN#

Table303t1 Command for assigning a list to the ACL interface

Command Value/Default value Action
serviceacl {input | out- In the settings of apecific physical interface, bind the specifi
put} access_list list to the interface.

/' Binding to the VLAN interface is possible only for
V the input direction.

list: (0..32 /. The ACL assigned to the interface vlan covers not
access_list: (0..32) V only routed traffic, but also traffic within the

characters network.
/' The ACL assigned to the interface vlan covers not
V only routed traffic, but all traffic entering the ports
in this VLAN.
no serviceacl {input | Delete the list from the interface.

output}

Privileged EXEC mode commands

The command line prompt in therivileged EXEC mode:

console#
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Table304t Commands for viewing ACLs

Command Value/Default value Action
show accesdists [ac- Show ACLs created on the switch.
cess_ligt .
= - access_list: (0..32 - -
show accesdists _list: ( ) Show ACLs created on the switch that are currently active.
- = A “ . characters
UAYSTNI yasnl O
cess_ligt
show interfaces acceslists Show ACLs assigned to interfaces.

gi_port:(1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

[gigabitethernetgi_port|
tengigabitethernet
te_port| fortygigabitether-
net fo_port| port -channel
group| vlan vlan_id

clear accestists counters . . . | Reset all ACL counters, or counters for ACLs of the specified
S : gi_port: (1..8/0/1..48); | .

[gigabitethernetgi_port| : " | interface.

S te_port: (1..8/0/1..24);
tengigabitethernet . |

o fo_port: (1..8/0/1..4);

te_port| fortygigabitether- group: (1..48);
net fo_port| port -ghannel vian_id: (1..4094)
group| vlan vlan_id
show interfaces acceslists Show acceslist counters.
trapped packets [giga- gi_port: (1..8/0/1..48);
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| group: (1..48);
port-channelgroup| vlian vlan_id: (1..4094)
vlan_id
clear accesdists statistics T Clear ACL statistics.
show accesdists candi- T Show the status of all ACLs after executingabeesdist commit
date-config command.
show accesdists candi- access_list: (0..32) | Show the status of a specific ACL after executingatoesdist
date-config{access_list} characters commit command.

show candidateconfig ac- . Show how ACLs in show runniognfig will look after executing
cesslist the accesdist commitcommand.

EXEC mode commands

The commandine prompt in the EXEC mode:

console#

Table305t Commands for viewing ACLs

Command Value/Default value Action

show time-range Show the timerange configuration.
[time_namég

T

5.32.1 IPv4based ACL configuration

The section containde values and descriptions of the main parameters used as part of the commands
for IPv4based ACL configuration.

Creation and entry into the editing mode of IPvdsed ACLs is carried out by the commarip
access - list extended access - list . For exampleto create an ACL called EltexAL, run the following
commands:

console#
console#  configure
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console(config)#
console(config

ip access

-ip -ah#

- list extended

EltexAL

- When using rules with the offselist parameter and rules with the UDP/TCP port param-
’ eter (allow/deny tcp/udp any src_tcp/udp_port any dst_tcp/udp_port) at the same time,
- there is a hardware limitation. In order for the rules to work together, specify the bytes of
TCP/UDP ports from the L4 header in addition to the necessary bytes when creating

offset list.

Table306t The main parameters used in commands

Parameter Value Action

permit - Create a permissive filtering rule in the ACL.

deny - Create a forbidding filtering rule in the ACL.

protocol Thefield is intended to specify the protocol (or all protocols) bas|
on which filtering will be performed. When choosing a protocol,
the following options are possible: icmp, igmp, ip, tcp, egp, igp,

protocol udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipvé:frag, idrp,psgre, esp,

ah, ipv6:icmp, eigrp, ospf, ipinip, pim, 12tp, isis, ipip, or the numg
value of the protocol in the range {Zb5).
ThelPvalue is used to match any protocol.

source Determine the IP address of the packet source.

source address

source_wildcard

source address wildcard
mask

The bit mask applied to the IP address of the packet source. Th
mask defines the bits of the IP address that should be ignored.
Unities must be written to the values of the ignored bits. For
example, using eask, you can define an IP network for the
filtering rule. To add the IP network 195.165.0.0 to the filtering
rule, set the mask value to 0.0.255.255, that is, according to this
mask, the last 16 bits of the IP address will be ignored.

destination

destination address

Determine the destination IP address of the packet.

destination_wildcard

wildcard-destination
address mask

The bit mask applied to the destination IP address of the packe
The mask defines the bits of the IP address that should be igno
Unities must be written to the values of the ignored bits. The ma
is used similarly to theource_wildcaranask.

vlan vlan: (1..4094) Determine the VLAN for which the rule will be applied.
dscp dscp: (0..63) Determine the value of the diffserv DSCP field.
precedence precedence: (0..7) Determine the priority of IP traffic.
time_name time_name: (0..32) Definethe configuration of time intervals.
characters
icmp_type Used for filtering ICMP packets. Possible typdasrap_typefield
messagesechoreply, destinatiorunreachable, sourcguench,
redirect, alternatehostaddress, echoequest, router
advertisement, routessolicitation, timeexceeded, parameter
problem, timestamp, timestamypeply, informationrequest,
ICMP protocol message | information-reply, addressnaskrequest, addressnaskreply,
type traceroute, datagrarrconversiorerror, mobilehostredirect,
mobileregistrationrequest, mobileregistrationreply,
domain_namerequest, domain_nameeply, skip, photuris, or a
numeric value of the message type in the rafig255).
icmp_code The ICMP message code used to filter ICMP packets.

icmp_code: (0..255)
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igmp_type

IGMP protocol message
type

The type of IGMP protocol messages used to filter IGMP packe
Possible message types of tigenp_typefield are hostquery,
hostreport, dvmrp, pim, cisettace, hostreport-v2, hostleavev2,
hostreport-v3, or a numeric value of the message type in the
range (0255).

destination_port

UDP/TCP destination port

source_port

UDP/TCP port of the
source

Possible values of the TCP port field: bgp (16t9rgen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), fin
(79), ftp (21), ftpdata (20), gopher (70), hostname (42), irc (194)
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pof
(110), smtp (25), sunrpc (1110s&yg (514), tacaeds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
For UDP port: biff (512), bootpc (68), bootps (67), discard (9), d
(90), domain (53), echo (7), mobile (434), nameserver (42),
netbiosdgm (138), netlmsns (137), on50@sakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), sysl
(514), tacacsls (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

Or a numeric value (065535).

list_of_flags

TCP protocol flags

If the flag must be set for the filtering condition, then a "+" sign i
placed in front of it, if not, then-". Possible flags areurg, +ack
+psh +rst, +syn +fin, -urg, -ack -psh, -rst, -synand-fin. When
using multiple flags in a filtering condition, the flags are combine
into a single line without spaces, for examptéin-ack.

disable port

Disable the port from which a packet that meets the conditions
any of thedeny prohibition commands containing the field was
received

log_input

Enable sending information messages to the system log when
receiving a packet that corresponds to an entry.

offset_list_name

offset_list_name: (0..32)

Set the use of a listfauser templates for packet recognition.

characters Each ACL can have its own template list.
ace-priority The index specifies the position of the rule in the list and its
acepriority: priority. The smaller the index, the higher the priority of the

(1..2147483647)

rule. The index value must be unique within the list of rules in a
single ACL.

9SS

To select the entire range of parameters, except for dscp angi&edence, the "any" pa-
rameter is used.
If a packet meets the criterion of a rule in the ACL, then #ion of this rule (permit/deny)

is performed on it. No further verification is performed.

If IP and MAC ACLs are assigned to the interface, then initially the packet will be check
for compliance with IP ACL rules, then with MAC ACL rules (in case abthe IP ACL rules
apply).

V“ If, after checking for compliance with IP or MAC ACL rules when 1 ACL is assigned to
interface or when 2 ACLs are assigned to the interface, the packet does not comply wi

by @

GKS NXzZt Saz

idh iyl be Gaplfed t6 RiSphcket.l y& |y

Table307t Commands used to configure ACL lists based on IP addressing

Command

Action

indeX

permit protocol{any | source source_wildcaydany |
destination destination_wildcajddscpdscp| prece-
denceprecedenck®w (i A Y S timel ndrBe®s o OS 1t L.

Add a permissive filtering record for the protocol. Packets that
meet the entry conditions will be processed by the switch.

no permit protocol{any | source source_wildcafdany |
destination destination_wildcajddscpdscp| prece-
denceprecedenck® (i A Y S tinh&l nyiradS

Delete a previously created entry.
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permit ip {any| source_mac source_mac_wildcard
{any| destination_mac destination_mac_wildcard
{any| source_ipource_ip_wildcark{any| destina-
tion_ip destination_ip_wildcajddscpdscp| precedence
precedenck® (i A Y S ralde yiah@ [ace priority in-
deX

Add a permissive filtering entry for the IP protocol. Packets thg
meet the entry conditions will bprocessed by the switch.

no permitip {any| source_mac source_mac_wildcard
{any| destination_mac destination_mac_wildcard
{any| source_ip source_ip_wildcgrfhny| destina-
tion_ip destination_ip_wildcajddscpdscp| precedence
precedencko i A Y GeraNde yiamé

Delete a previously created entry.

permit icmp {any| source source_wildcar{any| desti-
nation destination_wildcargi{any| icmp_typé {any|
icmp_codé[dscpdscpy A LIt LINBad&IgnEey O S
wi A Y S tinel nardd3acepriority inde w2 FFa §
offset_list_namé[vlan vlan_id

Add a permissive filtering entry for the ICMP protocol. Packets
that meet the entry conditions will be processed by the switch.

no permit icmp {any| source source_wildcarpi{any|
destinationdestination_wildcarfi{any| icmp_typé
{any| icmp_cod&[dscpdscpy A LIt LIN@BB&S R Sy ¢
dencd G A Yifha NAm@I 2 TR SOt A &

set_list_namg[vlan vlan_id

Delete a previously created entry.

permit igmp {any | source source_wildcaydany| desti-
nation destination_wildcarg[igmp_typd [dscpdscp|
precedenceprecedencé @ A Yttne Namg 3 S
@l OS mLidda2 NK G &

Add a permissive filtering entry for the IGMP protocol. Packets
that meet the entry conditions will be processed by the switch.

no permit igmp {any |source source_wildcaydany |
destination destination_wildcaidigmp_typdq [dscp
dscp| precedenceprecedencé @ { A Yifha Namg 3 S

Delete a previously created entry.

permit tcp {any | source source_wildcajdany |
source_port{any| destination destination_wildcajd

{any| destination_por} [dscpdscp| precedence
precedenceé @Y I lisOdf fldg® £ wi A YSTINI y
time_namé& @l OS indelNA 2 NRK { &

Add a permissive filtering entry for the TCP protocol. Packets
meet theentry conditions will be processed by the switch.

no permit tcp{any | source source_wildcajdany |
source_poft{any| destinationdestination_wildcargl
{any| destination_por} [dscpdscp| precedence
precedenceé Y I lisOdt fidgg [time-range
time_nam@

Delete a previously created entry.

permit udp {any | source source_wildcajdany|
source_pofk{any| destination destination_wildcaid
{any| destination_por} [dscpdscp| precedence
precedencé i A Yteha Namg Ac@priority index

Add a permissive filtering entry for the UDP protocol. Packets
that meet the entry conditions will be processed by the switch.

no permit udp{any | source source_wildcaydany|
source_poft{any| destinationdestination_wildcargl
{any| destination_por} [dscpdscp| precedence
precedencé i A Ytéha Namg 3 S

Delete a previously created entry.

deny protocol{any | source source_wildcafdany |
destination destination_wildcatddscpdscp|
precedenceprecedencé @0 A Ytne Namg 3 S
WRA & o St BrNTgricldgiinglejwl OS

Add a forbidding filtering entry for the protocol. Packets that
meet the entry conditions will be blocked by the switch. When
using thedisable-port keyword, the physical interface that
received such a packet will be disabled. When usinddgénput
keyword, a message will be sent to the system log.

no denyprotocol{any | source source_wildcaydany |
destination destination_wildcatddscpdscp|
precedenceprecedencé @ A Ytthe Namg 3 S
WRA & of StrA BrNAlY Lldzi 6

Delete a previously created entry.

deny ip {any |source_ip source_ip_wildcarfany | des-
tination_ip destination_ip_wildcajddscpdscp| prece-
denceprecedencé i A Yrémge\dayiEgdbsa-

0 f S mlLJ2ENZIT 11 A prioddgirdleo OS

Add a forbidding filtering entry for the IP protocol. Packets that
meet the entry conditions will be blocked by the switch. When
using thedisableport keyword, the physical interface that
received such a packet will be disabled. When usingltigeinput
keyword, a message will be sent to the system log.
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no deny ip{any | source_ip source_ip_wildcgrfany |
destination_ip destination_ip_wildcayfdscpdscp|
precedenceprecedencd @ G A Yr&rme\dayigdisa-
o f SLIRMNAI A Y Lddzii 8

Delete a previously created entry.

deny icmp {any |source source_wildcaydany|

destination destination_wildcatdany| icmp_typé

{any| icmp_codé¢ [dscpdscp| precedenceprecedenck

Ol AYStinmel Al ORAAIuo f & @ mdAd MILId|
@l OS mLidddq2 NRK G &

Add a forbidding filtering entry for the ICMP protocol. Packets
that meet the entry conditions will be blocked by the switch.
When using thalisable-port keyword, the physical interface that
received such packet will be disabled. When using tleg-input
keyword, a message will be sent to the system log.

no deny icmp {any |source source_wildcajdany|
destination destination_wildcaidany| icmp_typé

{any| icmp_codé [dscpdscp| precedenceprecederce]

WO AYStHmE ndldS ©ORA Ao & & ma NI

Delete a previously created entry.

deny igmp {any |source source_wildcaydany|

destination destination_wildcakdigmp_typd [dscp

dscp| precedenceprecedencé @ { A Yifna Namg 3 S
[ace-priority indeX [disable-port | log-input]

Add a forbidding filtering entry for the IGMP protocol. Packets
that meet the entry conditions will be blocked by the switch.
When using thalisable-port keyword, the physical interface that
received such a packet will be disabled. When usinddtyénput
keyword, a message will be sent to the system log.

no deny igmp {any |source source_wildcaydany |
destination destination_wildcakdigmp_typq [dscp

dscp| precedenceprecedencé @i A Ytdha Ndmg 3 S
[disable-port | log-input]

Delete a previously created entry.

deny tcp {any |source source_wildcafdany|
source_pofk{any| destination destination_wildcaid
{any| destination_por} [dscpdscp| precedenceprece-
dencd Y I lisOdt fidgg [time-rangetime_namg
@l OS m Lidkdy flidabléport | log-input]

Add a forbidding filtering entry for the TCP protocol. Packets tf
meet the entry conditions will be blocked by the switch. When
using thedisableport keyword, the physical interface that
received such a packet will be disabled. When usindaénput
keyword, a message will be sent to the system log.

no deny tcp {any |source source_wildcajdany|
source_port {any| destination destination_wildcajd
{any| destination_por} [dscpdscp| precedenceprece-
denc® Y | lisOdt fidgg [time-rangetime_namg
[disable-port | log-input]

Delete a previously created entry.

deny udp {any |source source_wildcafdany|
saurce_por} {any| destination destination_wildcaid
{any| destination_por} [dscpdscp| precedence
precedence i A Ytfha Namg Bcd-priority index
[disable-port | log-input]

Add a forbidding filtering entry for the UDP protocol. Packets t
meet the entry conditions will be blocked by the switch. When
using thedisable-port keyword, the physical interface that
received such a packet will be disabled. When usindagnput
keyword, a message will be sent to the system log.

no deny udp {any [source source_wildcajdany|
source_pofk{any| destination destination_wildcaid
{any| destination_por} [dscpdscp| precedence
precedenceé i A Ytfha Namg @isable-port | log-
input]

Delete a previously created entry.

offset-list offset_list_namdoffset_base offset mask
valug X

Create a list of user templates namedme The name can
include from 1 to 32 characters. A single command can contai
up to thirteen templatesgepending on the selected access list
configuration modeget system modeeommand) including the
following parameters:

- offset_basea basic offset. Possible values:

131 the beginning of the offset from the beginning of the IP
header;

41 the beginningof the offset from the end of the IP header.
- offsett offset of the data byte within the packet. The basic
offset is taken as the starting point;

-maskt YIa1® hyté (GK2asS oAada 2]
the corresponding bits of the mask take part in the packet
analysis;

-valuet the required value.

no offsetlist offset_list_name

Delete the previously created list.

accesdist commit

Applychanges to the ACL.
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5.32.2 IPvebased ACL configuration

The section contains the values and descriptions of the main parameters used as part of the commands
for IPveébased ACL configuration.

Creating and entering the edit mode of ACLs based on IPv6 addressing is carried out by the command:
ipv6 access -list access -list . For example, to create an ACL called MESipv6, run the following
commands:

console#

console#  configure

console(config)# ipv6 access - list extended MESipv6
console(config -ipv6 - al)#

Table308t The main parameters used in commands

Parameter Value Action
permit - Create a permissive filtering rule in the ACL.
deny - Create a forbidding filteringule in the ACL.
protocol The field is intended to specify the protocol (or all protocols)
based on which filtering will be performed. When choosing a
protocol protocol, the following options are possibliemp, tcp, udp, or

the numeric value of the pratcolt icmp (58),tcp (6), udp (17).
ThelPv6value is used to match any protocol.
source_prefix/length sender address and its | Specify the IPv6 address and the network prefix length2®)
length (the number of high bits of the address) of the packetirce.
Specify the IPv6 address and the network prefix length2®)
(the number of high bits of the address) of the packet

destination_prefix/length destination address and

Its length destination.
dscp dhcp: (0..63) Determine the value of the diffse@SCP field.
precedence precedence: (0..7) Determine the priority of IP traffic.
time_name time_name: (1..32) Define the configuration of time intervals.
characters
icmp_type Used for filtering ICMP packets. Possible types and numeric

values of icmp_type fielthessagesdestinatiorrunreachable (1),
packettoo-big (2), timeexceeded (3), parametgroblem (4),

ICMP protocol message echorequest (128), echoeply (129), mleuery (130), mle

type report (13L), mldv2report (143), mlédone (132), router
solicitation (133), routeadvertisement (134), nas (135), neha
(136).
icmp_code icmp_code: (0..255) Used for filtering ICMP packets.
destination_port UDP/TCP destination por{ Possible values of the TCP port field: bgp (179), chargen (19
source_port daytime (13), discard (9), domain (53), drip (3949), echo (7),

finger (79), ftp (21), ftwlata (20), gopher (70), hostname (42),
(194), klogin (543), kshell (544), Ipd (515), nntp (118)2p
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tace
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (4
www (80);

For UDP port: biff (512), bootpc (68), bootps (67), discard (9)
dnsix (90), domain (53), echo (7), mobjig434), nameserver
(42), netbiosdgm (138), netbioss (137), on500isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111
syslog (514), tacaats (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

Or a numeric valud)(- 65535).

list_of_flags If the flag must be set for the filtering condition, then a "+" sig
TCP protocol flags is placed in front of it, if not, then". Possible flags are:wurg,
+ack +psh +rst, +syn +fin, -urg, -ack -psh, -rst, -synand-fin.

UDP/TCP port of the
source
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disableport Disable the port from which a packet that meets the condition
- of any of thedeny prohibition commands containing the field
was received

log-input Enable sending information messages to the sydtmyrwhen
receiving a packet that corresponds to an entry.

Index of the rule in the table. The smaller the index, the

ace-priority

acepriority: . L -
higher the priority of the rule. The index value must be
(1..2147483647) unique within the list of rules in single ACL.
V‘ To select the entire range of parameters, except for dscp anghi€cedence, the "any"
, parameter is used.
V After at least one entry is added to the ACL, the last entries are added to the list:
permit-icmp any any nehs any

permit-icmp any any neha any

deny ipv6 any any

The first two of them allow searching for neighboring IPv6 devices using the ICMPv6 pr
tocol, and the last one is for ignoring all packets that do not meet the ACL conditions.

Table3091 Commands used to configure IPb&sed ACLs

Command Action
permit protocol{any | source_prefix/length{any | Add a permissive filtering record for the protocol. Packets th
destination_prefix/length [dscpdscp| precedence meet the entry conditions will be processed by the switch.
precedenck[time-rangetime_namg [ace-priority indey
no permit protocol{any | source_prefix/length{any | Delete a previously created entry.

destination_prefix/length [dscpdscp| precedence
precedenck[time-rangetime_namé

permit icmp {any |source_prefix/length{any| Add a permissive filtering entry for the ICMP protocol. Pack
destination_prefix/length{any| icmp_typé {any | that meet the entry conditions will be processed by the swit
icmp_codé [dscpdscp| precedenceprecedenck
[timemangetime_namé@ [ace-priority indeX

no permit icmp {any |source_prefix/length{any| Delete a previously created entry.
destination_prefix/length {any| icmp_typé {any |
icmp_codé [dscpdscp| precedenceprecedenck
[timemangetime_namé

permit tcp {any | source_prefix/length{any| Add a permissive filtering entry for the TCP protocol. Packe
source_port{any| destination_prefix/length{any | that meet the entry conditions will be processed by the swit
destination_por} [dscpdscp| precedenceprecedenck
[timemangetime_namé [matchrall list_of_flag$

@l OS m Lidddq2 NR G &

no permit tcp {any |source_prefix/length{any| Delete a previously created entry.
source_port{any| destination_prefix/length{any|
destination_por} [dscpdscp| precedenceprecedenck
[timemangetime_nam@ [matchrall list_of_flag$
permit udp {any | source_prefix/length{any| Add a permissive filtering entry for the UDP protocol. Packe
source_port{any| destination_prefix/length{any| that meet the entry conditions will be processed by the swit
destination_por} [dscpdscp| precedenceprecedenck
[timemangetime_namé@ [ace-priority indeX

no permit udp {any |source_prefix/length{any| Delete a previously created entry.
source_port{any| destination_prefix/length{any|
destination_por} [dscpdscp| precedenceprecedenck
[timemangetime_namé

deny protocol{any | source_prefix/length{any | Add a forbidding filtering entry for the protocol. Packets that]
destination_prefix/length [dscpdscp| precedence meet the entry conditions will be blocked by the switch. Whg
precedenck[timemangetime_namg [disablerport | using thedisableport keyword, the physical interface that
logrinput] [ace-priority indeX received such a packet will be disabled. Whemgishelog-

input keyword, a message will be sent to the system log.
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no denyprotocol{any | source_prefix/length{any |
destination_prefix/length [dscpdscp| precedence
precedenck[timemangetime_namg [disablerport |
logrinput]

Delete a previouslgreated entry.

deny icmp {any |source_prefix/length{any|
destination_prefix/length{any| icmp_typé {any |
icmp_codé [dscpdscp| precedenceprecedenck
[timemangetime_namé@ [disablerportp € 2 I TA ¥y LJdz
@l OS mLidddq2 NK G &

Add a forbidding filtering entry for the ICMP protocol. Packe
that meet the entry conditions will be blocked by the switch.
When using thelisable-port keyword, the physical interface

that received such a packet will be disabled. When using th
log-input keyword, a message will be sent to the system log

no deny icmp {any |source_prefix/length{any|
destination_prefix/length {any| icmp_typé {any |
icmp_codé [dscpdscp| precedenceprecedenck
[timemangetime_namé@ [disableportpy € 2 I MA ¥y LJdz

Deldae a previously created entry.

deny tcp {any |source_prefix/length{any| source_pork
{any| destination_prefix/length{any| destination_por}
[dscpdscp| precedenceprecedencé @Yl G OK | f {
list of flagé G A Yiha NAM®I SOHRA & 6 ST
f 23 A Y Ladaiitginded OS

Add a forbidding filtering entry for the TCP protocol. Packet
that meet the entry conditions will be blocked by the switch.
When using thalisable-port keyword, the physical interface
that received such a packet will be alided. When using the
log-input keyword, a message will be sent to the system log

no deny tcp {any |source_prefix/length{any|
source_pork{any| destination_prefix/length{any|
destination_por} [dscpdscp| precedenceprecedenck
oYl i Gi# of fied® @G A Ytna Namg 3 S
WRA & o StrlIBTNALY LJdzi 6

Delete a previously created entry.

deny udp {any |source_prefix/length{any| source_por}
{any| destination_prefix/length{any| destination_por}
[dscpdscp| precedenceprecedenck[Y | G OK 1t £ f
list_ of flagé G A Yina Namg Eisablerport |
logrinput] [ace-priority indeX

Add a forbidding filtering entry for the UDP protocol. Packet
that meet the entry conditions will be blocked by the switch.
When using thalisableport keyword, the physical interface

that received such a packet will be disabled. When using th
log-input keyword, a message will be sent to the system log

no deny udp {any [source_prefix/length{any|
source_pork{any| destination_prefix/length{any|
destination_por} [dscpdscp| precedenceprecedenck
oYl i Gi# of fied® @G A Ytna Namg 3 S
[disablemport | log input]

Delete a previously created entry.

offset-list offset_list_nam¢doffset_base offset mask valpe
X

Create a list of user templates namedme The name can
include from 1 to 32 characters. A single command can con
up to thirteen templates, depending on the selected access
configuration modeget system modeommand) including
the following paraneters:

- offset_baser basic offset. Possible values:

I3 1 the beginning of the offset from the beginning of the
IPv6 header;

14 isthe beginning of the offset from the end of the IPv6
header.

- offsett offset of the data byte within the packet. The basi
offset is taken as the starting point;

-maskt Y a1® hyteée (Kz2a$S oArda
in the corresponding bits of the mask take part in the packe
analysis;

-valuet the required viue.

no offsetlist offset_list_ name

Delete the previously created list.

accesdist commit

Apply changes to the ACL.
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5.32.3 MAGbased ACL configuration

This section provides values and descriptions of the main parameters used in the commands for
configuringMAGbased ACLs.

Creation and entry into the editing mode of MA&sed ACLs is carried out by the commamédc
access - list extended access - list . For example, to create an ACL called MESmac, run the
following commands:

console#

console#  configure

console(c onfig)# mac access - list extended
console(config - mac- al)#

MESmac

..~

When using rules with the offselist parameter and rules with the EtherType parameter
(allow/deny any any EtherType) at the same time, there is a hardware limitation. In ordel
for the rulesto work together, it is necessary to specify EtherType bytes in addition to the

necessary bytes when creating an offset list.

Table310t The main parameters used in commands

Parameter Value Action
permit - Create a permissive filtering rule in the ACL.
deny - Create a forbidding filtering rule in the ACL.
source - Specify the MAC address of the packet source.

source_wildcard

source address wildcard
mask

The mask defines the bits of the MAC address thast be
ignored. Unities must be written to the values of the ignored bit
For example, using a mask, you can define a range of MAC
addresses for a filtering rule. To add all MAC addresses startin
from 00:00:02:AA.xx.xx to the filtering rule, set the aalue to
0.0.0.0.FF.FF, that is, according to this mask, the last 32 bits o
MAC address will not be important for analysis.

destination

MAC address of the
packet destination

Specify the MAC address of the packet destination.

destination_wildcard

wildcard-destination
address mask

The mask defines the bits of the MAC address that must be
ignored. Unities must be written to the values of the ignored bit
The mask is used similarly to the source_wildcard mask.

vlan_id vlan_id: (1..4094) The VLANubnet of the filtered packets.
cos cos: (0..7) The class of service (CoS) of filtered packets.
cos_wildcard The mask defines the CoS bits to be ignored. Unities must be
written to the values of the ignored bits. Fexample, to use CoS
CoS wildcard mask of | 6 and 7 in the filtering rule, specify the value 6 or 7 in the CoS
filtered packets field, and the value 1 (7 in binary representation is 111, 1 is 00
so the last bit will be ignored, that is, CoS can be either 110 (6
111 (7)).
eth_type eth_type: (0..0xFFFF) | Ethernet is the type of filtered packets in hexadecimal.
disable-port Disable the port from which the packet that meets the conditior
i of the deny command was received.
log-input Enable sending information messages to the sydtmgrwhen
i receiving a packet that corresponds to an entry.
time_name time_name: (1..32) Define the configuration of time intervals.
characters
offset_list_name offset_list__name: (1..32)| Set the use of a list of user templates for padegtognition. Each
characters ACL can have its own template list.
ace-priority Lo Index of the rule in the table. The smaller the index, the higher
acenpriority: o ; . e
the priority of the rule. The index value must be unique within t
(1..2147483647) . o
list of rules in aingle ACL.
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To select the entire range of parameters, except for dscp anghi€edence, the "any"
parameter is used.

If a packet meets the criterion of a rule in the ACL, then the action of this rule (per
mit/deny) is performed on it. No further vefication is performed.

If IP and MAC ACLs are assigned to the interface, then initially the packet will be check
for compliance with IP ACL rules, then with MAC ACL rules (in case none of the IP ACL r
apply).

If, after checking for compliancwith IP or MAC ACL rules when 1 ACL is assigned to tF
interface or when 2 ACLs are assigned to the interface, the packet does not comply wi

L«

v

Fyed 2F (GKS Nz Sar GKSy (GKS aRSyeée lyeée |y
Table311t Commands used to configure MA@sed ACL lists
Command Action

permit {any | source sourcavildcard} {any| destina-
tion destination_wildcarfl[vlanvlan_id [coscos
cos_wildcardi[eth_typq [time-rangetime_namég

wl OS 1 Lidkdy poishktdistoffset_list_namg

no permit {any | source sourcavildcard {any| desti-
nation destination_wildcarg[vlanvlan_id [coscos
cos_wildcar{i[eth_typd [time-rangetime_namg [off-
set-list offset_list_nam¢

Add a permissive filtering entry. Packets that meet the entry
conditions will be processed by the switch.

Delete a previously created entry.

deny {any | source sourcavildcard} {any| destination
destination_wildcard [vlan vlan_id [coscos cos_wild-
card] [eth_typq [time-rangetime_namg [disable-port

Add a forbidding filtering entry. Packets that meet the entry
conditions will be blocked by the switch. When using the
disableport keyword, the physical interface that received sug

| f 2 3mA Y Lidzd inde [[ofsbtaidt &FA 2 NR {
set_list_namg

a packet wi be turned off.
When using thdog-input keyword, a message will be sent to
the system log.

Delete a previously created entry.

no deny {any |source sourcavildcard {any| destina-
tion destination_wildcarfl[vlanvlan_id [coscos
cos_wildcardi[eth_typq [time-rangetime_namg [dis-
ablelLJ2 NI p f 2 3dishojfdelddist amg2 T F §
offset-list offset_list_namdoffset_base offset mask
valug X

Create a list of user templates namedme The name can
include from 1 to 32 characters. A singtanmand can contain
up to thirteen templates, depending on the selected access |
configuration modeget system modeeommand) including the
following parameters:

- offset_baser basic offset. Possible values:

121 the beginning of the offset from Eth&ype;

outer-tagt the beginning of the offset from STAG;
inner-tagt the beginning of the offset from CTAG,;

srcmact the beginning of the offset from the source MAC
address;

dst-mact the beginning of the offset from the destination
MAC address.

- offsett offset of the data byte within the packet. The basic
offset is taken as the starting point;

-maskt YIa1® hyfteée (K2a$s orada 2
in the corresponding bits of the mask take part in the packet
analysis;

-valuet the required vale.

Delete the previously created list.

Apply changes to the ACL.

no offsetlist offset_list_ name
accesdist commit
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5.33 Configuration of DoS attack protection

This class of commands allows blocking some common classes of DoS attacks.

Global configuratioomode commands

The command line prompt in the global configuration mode:

console(config)#

Table312t Commands for configuring protection against DoS attacks

Command

Value/Default value

Action

security-suite deny
martian-addresses {add |
remove}ip_address

ip_address:mashk/

Configure or delete an IP address range. Packets with the sou
or destination IP address that fall within the configured range
be discarded.

security-suite deny
martian-addresses
reserved {add | remove}

Configure or remove the filter for reserved IP addresses. The
following addresses are considered reserved:

0.0.0.0/81 source and destination addresses (exception
source address 0.0.0.0);

no securitysuite syn
protection mode

add/t 127.0.0.0/8t source and destination addresses;

192.0.2.0/24t source and destination addresses;

224.0.0.0/4t source addresses only;

240.0.0.0/4t source and destination addresses (the exception

the destination address 255.255.255.255).
security-suite deny syHAfin Discard TCP packets with SYN and FIN flags set simultaneou
no securitysuite deny syn T /enabled Disable the function of discarding of TCP packets with SYN ar]
fin FIN flags set simultaneously.
security-suite dos protect Prohibit/allow the passage of certain types of traffic specific to
{add| remove} malware:
{stacheldraht| - stacheldrahtt discards TCP packets with a source port 1666
AY @ az2NitiNe2al y T -invasortrojan 1 discards TCP packets with destination port
o Ol mM2NATFAOST 2140 and source port 1024;

- backorifice-trojan T discards UDP packets with destination

port 31337 and source port 1024.
security-suite enable Enable the securitguite command class.
[global-rules-only] - globatrules-only T disables the securitguite command class

on interfaces.

T foff 1 Does not influence thesecurity-suite deny syrfin
V command
no securitysuite enable Disable the securitguite command class.
security-suite syn Configure the protection mode against SYN attacks:
protection mode {block | - blockt discards TCP packets intended for the device with th
report | disabled} SYN flag set and generates a warning message;
© /block -report T generates a &rning message when a TCP packet

intended for the device arrives with the SYN flag set;
- disablet disables protection.

Configure the default mode.

security-suite syn
protection recoverysec

no securitysuite syn
protection recovery

sec: (10..600) / 60

Determine the interval after which the previously blocked sour
of the SYN attack will be unblocked.

Set the default value.

security-suite syn
protection thresholdrate

no securitysuite syn

protection threshold

rate: (20..200) / 80

Determine the ratgnumber of packets per second) from a
specific source at which this source will be identified as an
attacker.

Set the default value.
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security-suite syn
protection statistics

no securitysuite syn
protection statistics

T /off

Enable SYN attack statistics.

Disable SYN attack statistics.

Ethernet interface configuration mode commands, port groups

The command line prompt in the Ethernet interface or port group configuration mode:

console(config -if#

Table313t DoS attack protection configuration command for interfaces

Command

Value/Default value

Action

security-suite deny {frag-
mented | icmp | syn} {add
| remove} {any | ip_ad-
dress[masH}

ip_address: IP address;
mask: mask in |IRddress
or prefix format

no securitysuite deny
{fragmented | icmp | syn}

Create a rule prohibiting the passage of traffic that meets

criteria.

- fragmentedt fragmented packets
-icmpt ICMP traffic

-synt SYN packets

Delete the forbidding rule.

securityd dzA 1 S -®R2 &
tackrate {any | ip_address
[masH}

rate: (199..2000) packets
per second;

no securitysuite dos

geymh ddlipdad- 9t

ip_addresst IP address;
mask: mask in IP addres
or prefix format

Set a threshold for SYN requests to a specific IP
address/network, above which extfeames will be
discarded.

Restore the default value.

dress[masH}

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table314t Privileged EXEC mode command

group}

Command Value/Default value Action

show securitysuite Show the DoS attack protection settings.
configuration
show securitysuite syn Show SYN attacks protection settings and the operational stat|
prptec_tlon _ gi_port: (1..8/0/1..48): of the interfaces.
{gigabitethernetgi_port | : !

L te_port: (1..8/0/1..24);
tengigabitethernette_port . !

o fo_port: (1..8/0/1..4);

| fortygigabitethernet roup: (1..48)
fo_port| port -channel group: {%..

show securitysuite syn
protection statistics
[detailed] [sourceip
ip_addresg interface
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Show SYN attacks protection settings and information about tf

sources of the attack.

- detailedt show additional information about the source of th

attack;

-sourceip T show information for the specified source IP

address;

-interfacet show information for the specified interface.

V The statistics store information about 512 recent sourcg
of attacks.

clear securitysuite syn
protection statistics

Clear statistics about the sources of SYN attacks.
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5.34 Quality of Servicet QoS

By default, packet queuing is used on all switch ports using the FIFO method (Fissti®ut). During

intensive traffic transmission, this method can cause problems since the device ignores all packets that are
not in the FIFO queue thefr, and, accordingly, are irretrievably lost. The method that organizes queues by
traffic priority solves this problem. The QoS (Quality of service) mechanism implemented in the switches

allows organizing eight priority queues of packets depending omyibe of data being transmitted.

5.34.1 QoS configuration

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table315t Global configuration mode commands

Command Value/Default value Action
ip t)_(—dscpvalue value: (0..64)/56 Set the value of the DSCP field for IP packets generated by the
no ip tx-dscp Set the default value.

ipv6 tx-userpriority value

no ipv6 txuserpriority

value: (0..7)/7

Set the value of the DSCP field fpaickets generated by the CPU.

Set the default value.

ip tx-user-priority value

no ip tx-userpriority

value: (0..7)/7

Set the value of the CoS field for tagged packets generated by t
CPU.

Set the default value.

gos [basic |advanced
WL NI & i NHza G S
LR NI any 2 imnid NYz

T /basic

Allow the switch to use QoS.

- basict basic QoS mode;

-advancedr advanced QoS configuration mode which includes
complete list of QoS configuration commands;

- ports-trusted T in this submode, pakets are sent to the output
gueue based on the fields in these packets;

- ports-not-trusted T in this submode, all packets are sent to a
gueue that corresponds to cos=0 (the correspondence can be
viewed with the command "show gos interface queuing")sémd
to other queues, assign a traffic classification strategy (pofiap)
to the input interface. The dscp values are not taken into accoun
when selecting the output queue in this sutode.

gos advanceemode trust
{cos | dscp | cosdscp}

no gos advancednode
trust

T /disabled

Set the trust method on ports when working in the extended Qo4
configuration mode and the porisusted submode.

- cosT the port trusts the 802.1p User priority value;

- dscpt the port trusts the DSCP value in IPv4/IPv6 packets;

- cosdscpt the porttrusts both layers, but DSCP takes precede
over 802.1p.

Set the default method

classmap
class_map_nampmatch-
all | match-any]

class_map_name:
(1..32) characters;
By default, the matciall
option is used

1. Create a lisdf traffic classification criteria.

2. Enter the edit mode of the list of traffic classification criteria.

- matchall T all criteria of this list must be met;

- match-anyt any criterion of this list must be met.

V There can be one or two rules in the lisff criteria. If
there are two rules, and both of them indicatdifferent

types of ACLs (IP, MAC), then classification will be car-|

ried out according to the first correct rule in the list.

Valid only for QoS advanced mode.

Y
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no classmap Delete the list of traffic classification criteria.
class_map_name
policy-map pol- 1. Create a traffic classification strategy.

icy_map_nhame

no policy-map pol-
icy_map_nhame

policy_map_name:
(1..32) characters

2. Enter the traffic classification strategy editing mode.
V‘ Only one traffic classificatiorstrategy is supported in
one direction.
By default, policymap sets DSCP = 0 for IP packets and
CoS = 0 for tagged packets.

’

Valid only for QoS advanced mode.

Delete the traffic classification rule.

gos aggregatepolicer ag-
gregate_policer_name
committed_rate_kbps
comrpitted_burst_byte
policed-dscptransmit}]
[peak peak_rate_kbps
peak_burst_byte [violate
action {drop | policed
dscptransmit}]]}]

no gos aggregatgolicer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) characters;
committed_rae_kbps:
(3..57982058) kbps;
committed_burst_byte:
(3000..19173960) bytes;
peak_rate_kbps:
(3..57982058) kbps;
peak_burst_byte:
(3000..19173960) bytes|

Define a configuration template that allows channel bandwidth

limiting.

When working with bandwidth, the arked "basket" algorithm is

used. The task of the algorithm is to make a decision: to transmi

packet or to discard it. The parameters of the algorithm are the r

of receipt (CIR) of tokens in the "basket" and the volume (CBS)

the "basket".

- commtted-rate-kbpst the average value of the traffic speed.

- committedburstbyte 1 size of the threshold in bytes;

-dropt the packet will be discarded when the "basket" is full;

- policed-dscptransmit 1 when the "basket" is full, the DSCP valy

will be overridden.

- peakt set a traffic speed threshold with redefined DSCP value

- violate-actiont set the action to be performed on the packet

after the threshold value is exceeded.

V‘ You cannot delete the settings template if it is used in
the policy map strategy, before deleting it, you should

delete the purpose of the strategy template: no police

aggregateaggregatepolicemanname

V Valid only for QoS advanced mode.
V The policeddscptransmit parameter allows, if the com-

mited_rate or peak_ratevalue is exceeded, to transfer
the packet further by changing the dscp label in it, which
is configured by the gos map policedscp command
with an additional violation argumentin the case of
peak_rate. At the same time, icommited_rate and
peak_rateare exceeded, different dscp values can be
configured.

Delete the channel speed control settings template.
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gos aggregatepolicerag-
gregate_policer_nameps
committed_rate_pps com-
mitted_burst_packefex-
OSSRMI OGAZY 9
liced-dscptransmit [peak
peak_rate_pps
peak_burst_packeio-
late-action {drop | po-
liced-dscptransmit}]]}]

no gos aggregatgolicer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;
committed_bust_packe
t: (1..19531250) packets;]
aggregate_policer_nam
e: (1..32) characters;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) packets

Set a configuration template that allows limiting the bandwidth
of the channel and at the same tingeiarantees a certain data
transfer rate.

When working with bandwidth, the marked "basket" algorithm
is used. The task of the algorithm is to make a decision: to
transmit a packet or to discard it. The parameters of the
algorithm are the rate of receipt (R) of tokens in the "basket"
and the volume (CBS) of the "basket".

- committed_rate_pps the average value of the traffic speed
in pps;

- excess_burst_packet the size of the threshold in packets;
-drop t the packet will be discarded when the "basket" is full;
- policed-dscptransmit T when the "basket" is full, the DSCP
value will be redefined.

,  You cannot delete the settings template if it is used in
V the policy map strategy, before deleting it, you shia
delete the purpose of the strategy template: no police
aggregateaggregatepolicemanname

Valid only for QoS advanced mode.

V‘ The policeddscptransmit parameter allows, if the com-
mited_rate or peak_ratevalue is exceeded, to transfer
the packet further by changing the dscp label in it, which is con-
figured by the gos map policedscp command with an addi-
tional violation argument in the case of peak_rate. At the same

time, if commited_rateand peak_rateare exceeded, different
dscp values can be configured.

Delete the channel speed control settings template.

wrr-queue cosmap
lj dzSdzS¢yA R O2awm

no wrr-queue cosmap
[queue_id

queue_id: (1..8);
Ozamx0Oz2ayy

Determine CoS values for outgoing traffic queues.

Default CoS values for

queues:
CoS=1 queue?2
CoS =2 queue3
CoS=0 queuel
CoS =3 queueb
CoS =4 queue5
CoS=5% queue8
CoS =& queue8
CoS=17 queue?

Set the defaulvalue.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255);
the default value is

Assign aveight to outgoing queues used by the WRR mechanisn
(Weighted Round Robin weight load distribution mechanism).

determined by the
number of WRR queues
configured. For example,
if 5 WRR queues are
configured, the default
setting will look like: wrr
gueue bandwidth 12 4 8

16

Set the default value.
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priority -queue out

ydzYm2 Fnlj dz§ dzS &

number_of_queues

no priority-queue out
Yy dz¥2ritqueues

number_of_queues:
(0..8)
By default, aljueues
are processed according
to the "strict priority"
algorithm.

Set the number of priority queues.
,  For a priority queue, the WRR weight will be ignored.
V If a value other than "0" is set tdN, then the highest N
queues will be prioritized (they will notparticipate in
WRR).
Example:
0: all queues are equal;
1: seven low queues participate in WRR, the 8th one
does not participate;
2: six low queues participate in WRR, 7, 8 do not partic-
ipate.

Set the default value.

gos wrr-queue wrtd

by default, WRTD is
disabled

Enable WRTD (Weighted Random Tail Drop) weighing mechanis
for deleting packets from queues.
The changes will take effect after the device is re-

started.
no gqos wrrqueue wrtd Disable WRTD.
gos map enablgcosdscp Use the specified relabeling table for trusted switch ports.
| dscp-cos} © Joff

no gos map enable
9 02 & fdRcp-Coky

Do not use the relabeling table.

gos map dscglp dscp_list
to dp

no gos map dscqlp
[dscp_list

dscp_list: (0..63);
dp: (0..2)
By default, all packets
have a reset priority of
dp=0

Match the reset priority to the DSCP value (the higher the numer
ical priority value, the lower the probability that a packet will be
discarded; packets with a reset priority of 0, then 1, then 2 are
dropped first).
- dscp_listt defines up to 8 DSCP values, the values are sepg
rated by aspace.

V Valid only for QoS advanced mode.

Set default values.

gos map dscgos
dscp_listo cos

no qos map dsc{gos
[dscp_list

dscp_list: (0..63);

Fill in the DSCP relabelitable. Replace the DSCP value with CoS

cos: (0..7)

Return to the default values.

gos map coslscpcosto
dscp_list

no qos mapcosdscp fog

dscp_list: (0..63);

Fill in the CoS relabeling table. Replace the CoS value with DSC

cos: (0..7)

Return to the default values.

gos map policeedscp
[violation] dscp_listo
dscp_mark_down

no gos map policediscp
[dscp_list

dscp_list: (0..63)
dscp_mark_down:
(0..63)

By default, the re
labeling table is empty,
meaning the DSCP value
for all incoming packets

Fill in the DSCP relabeling table. For incoming packets with th
specified values, DSCP sets a new DSCP value.
-dscp_listt defines up to 8 DSCP values separated by a space.
-dscp_mark_down defines a new dscp value.
- violation T set a newDSCP value in the packet when the
peak_ratevalue is exceeded.

V Valid only for QoS advanced mode.

remainunchanged

Set the default value.

gos map dscgjueue
dscp_listo queue_id

no qos map dscigueue
[dscp_list

dscp_list: (0..63)
queue_id: (1..8)
Default values:

Establish a correspondence between the DSCP values of incomi
packets andjueues.
- dscp_listt defines up to 8 DSCP values separated by a space.

DSCP: (@), queue 1
DSCP: @5), queue 2
DSCP: (283), queue 3
DSCP: (231), queue 4
DSCP: (339), queue 5
DSCP: (4@7), queue 6
DSCP: (485), queue 7

DSCP: (563), queue 8

Set the default value.
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gos trust {cos | dscp |
O02anRaoLly

no qos trust

T /dscp

Set the switch trust mode in basic QoS mode (CoS or DSCP).
-cosT set the classification of incoming packets by CoS valueg
For untagged packets, the default CoS value is used,;
- dscpt sets the classification of incoming packets by DSCP vg
ues.

- cosdscpt sets the classification of incoming packets by DSC
valuesfor IP packets and by CoS values for-fpackets.

V‘ Valid only for QoS basic mode.

Set the default value.

gos dscpmutation

no gos dscpmutation

Allows applying the dscp change table to a set of deagted
ports. Using the change table allowgerwriting the dscp values in
IP packets to new values.
V‘ It is possible to apply the DSCP change table only for in-
coming traffic of trustedports.

Cancel the use of the dscp change map.

gos map dscpmutation
in_dscpto out_dscp

no gos map dscgnuta-
tion [in_dscp

in_dscp: (0..63);
out_dscp: (0..63)
By default, the change
map is empty, meaning
the DSCP values for alll

Fill in the DSCP relabeling table. For incoming packets with th
specified values, DSCP sets new DSCP values.

- in-dscpt define up to 8 DSCP values, the values are separate
by a space character.

- out-dscpt define up to 8 new DSCP values, the values are sef
arated by a space character.

incoming packets remai
unchanged

Set the default value.

rate-limit vlan vlian_id rate
burst

no rate-limit vlian vlan_id

vlan_id: (1..4094);
rate: (3..57982058)
kbps;
burst: (3000..19173960)
bytes/128 kB

Set the speed limit for incoming traffic for a given VLAN.
-vis_idt VLAN number:

-ratet commited information rate (CIR);

- burstt the size of the limiting threshold (rate limit) in bytes.

Delete the speed limit of incoming traffic.

rate-limit vlan vlian_idpps
rate_pps burst_packet

no rate-limit vlan vlan_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps:(1..19531250
) packets

Set the speed limit for incoming traffic for a given VLAN.
-vils_idt VLAN number:

-rate_ppst the number of packets per second.

- burst_packetr the size of the limiting threshold (rate limit) in
packets.

Delete the speed limit of incoming traffic.

gos taildrop mirror-limit
{rx | tx} limit

no qos taitdrop mirror-
limit {rx | tx}

limit: (0..7000)/3500

Configure the allocation of buffer resources for copied packets tq
the controlling port.

-rxt copied packets received by the controlled port;
-tx T copied packets transmitted by a controlled port.

Set the default value.

gos taikdrop multicast
replication-limit

Enable multicast packeeplication restriction.

- - T /off - - — —
no qos taitdrop multicast Disable multicast packet replication restriction.
replication-limit
traffic-limiter mode {kbps Set the mode of operation of traffic restrictions.
| pps} - kbpst limit of incoming kilobits per second;
-ppst limit of incoming packets per second;
V This command changes the mode of operation for the
following functionality: storm-control, rate-limit, rate-
/kbps limit vlan, police, qos aggregatpolicer.

V‘ The selected rmde must match the traffic restriction
settings, otherwise there will be no traffic restriction.
For example: the storrrcontrol unicast kbps command
will not restrict traffic if the traffic-limiter mode pps
command is entered.
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Commands for editing thiést of criteria for traffic classification

Command line prompt for editing the list of criteria for traffic classification is as follows:
console#  configure

console(config)# class - map class - map name [match - all | match - any]
console(config - cmap)#

Table316t1 Commands for editing the list of criteria for traffic classification

Command Value/Default value Action
match accesgroup Add a traffic classification criterion. Define the rulesfflbering
acl_name traffic by the ACL list for classification.
acl_name: (1..32) V Valid only for QoS advanced mode.
characters
no match accesgroup Delete the traffic classification criterion.
acl_name

Commands for the traffic classification strateqy editing mode

Command line prompt in theraffic classification strategy editing mode is as follows:
console# configure

console(config)# policy -map policy - map name

console(config - pmap)#

Table317t Commands of the traffic classification strategy editing mode

Command Value/Default value Action
classclass_map_namfac- Define a traffic classification rule and enter the poliogp class
0 S a & na@IN®RmgL) classification rule configuration mode.

-acl_namet define the rules for AGhased traffic filtering for
classification. When creating a new classification rule, the
class_map_name: (1..32 optional accesgiroup parameter is requireq. _
characters: V To use the pollcyr_lap s_trategy settlngs for_the inter-
face, use the servicpolicy command irthe interface

acl_name: (1..32) ’ h
configuration mode.

characters

V Valid only for QoS advanced mode.

no classlass_map_name Delete the classnap traffic classification rule from the policy
map strategy.

Classification rules configuration mode commands

Command line prompt in thelassification rules configuration mode is as follows:

console# configure

console(config)# policy -map policy - map name
console(config -pmap)# class class - map- name [access - group acl - name]
console(config - pmap- c)#

Table318t Classification rules configuration mode commands

Command Value/Default value Action
mirror {monitor_sessioh . . Specify the monitor session number for traffic mirroring.
- - - monitor_session: 1 ——
no mirror {monitor_sessioh - Cancel mirroring.
trust By defaultthe trust mod Determine the trust mode for a certain type of traffic accordi
y detaulling rust mode | 4 the global trust mode.
is not set
no trust Set the default value.
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set {dscpnew_dscy queue
queue_id cosnew_cog
vlanvlan_id

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

Set new values for the IP packet.
., The set command is mutually exclusive with the
V trust command for the same policynap strategy.

V' Policymap strategies that use the set, trust, or
ACLclassified commands are assignedly to out-
going interfaces.

Vi Valid only for QoS advanced mode.

Delete the new values for the IP packet.

redirect {gigabitethernet
gi_port| tengigabitether-
net te_port| fortygiga-
bitethernet fo_port| port -
channelgroup}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Forward packets that meet the traffic classification rule to th
specified port.

Set the default value.

police commit-
ted_rate_kbps commit-
ted_burst_bytdexceedac-
tion {drop | policed-dscp
transmit [peak
peak_rate_kbps
peak_burst_bytdviolate-
action {drop | policed
dscptransmit}]]}]

police aggregate
aggregate_policer_name

committed_rate_kbps:
(3..12582912) kbit/s;
committed_burst_byte:
(3000..19173960) bytes;
peak_rate_kbps:
(3..57982058) kbps;
peak_burst_byte:
(3000..19173960) bytes

Limit the channel bandwidth.

When working with bandwidth, the marked "basket" algorith
is used. The task of the algorithm is to make a decision: to
transmit a packet or to discard it. The parameters of the
algorithm are the rate of receipt (CIR) of tokens in the "bask
and the volune (CBS) of the "basket".

- committed_rate_kbps the average value of the traffic
speed.

- committed_burst_byta size of the limiting threshold in
bytes;

-dropt the packet will be discarded when the "basket" is fu
- policed-dscptransmitt when the "basket" is full, the DSCP,
value will be overridden.

- peakt set a traffic speed threshold with redefined DSCP
values;

- violate-actiont set the action to be performed on the
packet after the threshold value is exceeded.

V’ Valid only for QoSdvanced mode

; The policeddscptransmit parameter allows, if
V the commited_rate or peak_rate value is
exceeded, to transfer the packet further by
changing the dscp label in it, which is configured
by the qos map policediscp command with an
additional violation argument in the case of
peak_rate At the same time, ifcommitted_rate
andpeak_rateare exceeded, different dscp values
can be configured.

Assign a configuration template to the traffic classification ru
which allows limiting the channel bandwidth.

V’ Valid only for QoS advanced mode.

no police Delete the bandwidth limiting configuration template from th
traffic classification rule.
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police pps
committed_rate_pps
committed_burst_packét
[exceedaction {drop |
policed-dscptransmit
[peak peak_rate_pps
peak_burst_packdwiolate-
action {drop | policed-
dscptransmit}]]}]

no police

committed_rate_pps: (125..

19531250) pps;
committed_burst_packet:
(1.. 19531250) packets;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) packets

Limit the channel bandwidth.

When working with bandwidth, the mied "basket"
algorithm is used. The task of the algorithm is to make a
decision: to transmit a packet or to discard it. The
parameters of the algorithm are the rate of receipt (CIR) of
tokens in the "basket" and the volume (CBS) of the
"basket".

- committed_rate_ppg the average value of the traffic
rate in pps;

- committed_burst_packet the size of the limiting
threshold in packets;

-dropt the packet will be discarded when the "basket" is
full;

- policed-dscptransmit T when the "basket" is full, the
DSCP value will be overridden.

- peakt set a traffic speed threshold with redefined DSCP
values;

- violate-actiont set the action to be performed on the
packet after the threshold value is exceeded.

Y
Y

Valid only for QoS dvanced mode

The policeddscptransmit parameter allows, if
the commited_rate or peak_rate value is
exceeded, to transfer the packet further by
changing the dscp label in it, which is configured
by the gos map policediscp command with an
additional vidation argument in the case of
peak_rate At the same time, ifcommitted_rate
andpeak_rateare exceeded, different dscp values
can be configured.

Delete the bandwidth limiting configuration template from
the traffic classification rule.

gostail-drop profile configuration mode commands

Command line prompt in the qos taltop profile configuration mode is as follows:

console#  configure
console(config)# qgos tail - drop profile
console(config - tdprofile)#

v

profile_id

Table319t gos taitdrop profile configuration mode commands

Limit values close to thenaximum can be used only if the extension of the profile limits to 400
1500 does not help to get rid of drops in output queues.

limit] [without -sharing |
GAGKTAKEI NRY 38

limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

no queuequeue_id

queue_id: (1..8)

Command Value/Default value Action
port-limit limit MES23/33/35xx: Set the size of the packet shared pool for the port.
no port-limit limit: (0..5902)/88 Set the default value.
MES5324:
limit: (0..7640)/108
queuequeue_idlimit MES23/33/35xx: Change queue parameters:

-queue_idt queue number;

- limit T number of packets in the queue;

- without-sharingt deny access to the shared pool;
- with-sharingt allow access to the shared pool.

Set the default value.
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Example of setting up a tailrop profile and assigning it to a port

Creating a taitirop profile:

console(config)# qos tail

console(config
console(config
console(config
console(config
console(config
console(config
console(config
console(config
console(config

- drop profile
- tdprofile)# queue 1
- tdprofile)# queue 2
- tdprofile)# queue 3
- tdprofile)# queue 4
- tdprofile)# queue 5
- tdprofile)# queue 6
- tdprofile)# queue 7
- tdprofile)# queue 8
- tdprofile)# port - limit

Assigning a tadirop profile to a port:

console(config)#
console(config

interface Gigabit Ethernet
- tdprofile)#

gos tail

2
limit 400
limit 400
limt 400
limt 400
limt 400
limit 400
limit 400
limt 400
400
1/0/1
- drop profile 2

Ethernetinterface configuration mode commands, port groups

Command line prompt for Ethernet interface or port group configuration mode is as follows:

console(config

-if#

Table320t Ethernet or port group interface configuration mode cormnds

Command

Value/Default value

Action

servicepolicy {input |
output} policy_map_name
[default-action {denyany |
permit-any}]

no servicepolicy {input |
output}

policy_map_name:
(1..32) characters

Assign a traffic classification strategy to the interface.
-deny-anyt discard traffic that does not fall under the policy;
- permit-any T allow the passage of traffic that does n ot fall
under the policy

Delete the traffic classification strategy from the interface.

traffic-shape
committed_rate
[committed_bursk

no traffic-shape

committed_rate:
(64..10000000) kbps;
committed_burst:

Set arate limit for outgoing traffic from the interface.
- committed_ratet average traffic speed, kbps;
-committed_burstr limiting threshold size (speed limit) in byte|

(4096..16762902) bytes

Delete the rate limit of outgoing traffic from the interface.

traffic-shape queue
queue_id committed_rate
[committed_bursf

no traffic-shape queue
queue_id

gueue_id: (0..8);
committed_rate:
(64..10000000) kbps;

Set the traffic rate limit via the interface for the outgoing queue
-committed_ratet average tréfic speed, kbps;
- committed_burstr limiting threshold size (speed limit) in byte|

committed_burst:
(4096..16762902) bytes

Set the traffic rate limit via the interface for the outgoing queue

gos trust [cos | dscp |
02anmRaoOLI

no qos trust

T /enabled

Enable the basic Qaechanism for the interface.

-CcOST a port trusts the 802.1p User priority value;

-dscpt a port trusts the DSCP value in IPv4/IPv6 packets;

- cosdscp T a port trusts both layers, but DSCP takes
precedence over 802.1p.

Disable the basiQoS mechanism for the interface.

rate-limit rate [burst bursf

no rate-limit

rate: (64..10000000)

Set a rate limit for incoming traffic.

kbps;
burst: (3000..19173960)
bytes/128 kB

Delete the speed limit of incoming traffic.

rate-limit ppsrate_pps
[burst burst_packet

rate_pps: (125..
19531250) pps

Set a rate limit for incoming traffic in pps.

no rate-limit burst_pps: (1.. 19531250] Delete the speed limit of incoming traffic.
packets
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gos codefault_cos

No gos cos

default_cos: (0..7)/0

Set the default Co%alue for the port (the CoS used for all
untagged traffic passing through the interface).

Set the default value.

VLAN interface configuration mode commands

Command line prompt in the VLAN interface configuration mode is as follow$oikoass:

console(config

-if#

Table321t Configuring QoS

Command

Value/Default value

Action

Jos cos egreseos

NO (OS COS egress

cos: (0..7)/0

Specify the value of the 802.1p priority field parameter for
outgoing tagged traffic generated by tlsentral processor.

Set the default value.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table322t EXEC mode commands

Command

Value/Default value

Action

show qos

T

Show theQoS mode configured on the device. In basic mode
shows the "trusted" mode (trust mode).

show classmap
[class_map_nanie

class_map_name: (1..32
characters

Show lists of traffic classification criteria.
V Valid only for QoS advanced mode.

show policy-map [pol-
icy_map_namg

policy_map_name:
(1..32) characters

Show traffic classification rules.
V Valid only for QoS advanced mode.

show qos aggregatgpolicer
[aggregate_policer_nanje

aggregate_policer_name
(1..32) characters

Show the average speed ahdndwidth limit settings for traffic
V classification rules.
Valid only for QoS advanced mode.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernet

fo_port| port -channel
group| vlan vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Show QoS parameters for the interface.

-vlan_idt VLAN number;

- gi_portt number of Ethernet interfaces g1;

-te_portt number of Ethernet interfaces X&\1G24;
-fo_portt number of Ethernet interfaces XL&XLG4;

- groupt port group number;

- bufferst buffer settings for interface queues;

- queueingt queue processing algthm (WRR or EF), weight
for WRR queues, service classes for queues and priority for
- policerst configured traffic classification strategies for the
interface;

- shaperst rate limit for outgoing traffic.

aKz2g ljz2za YIL wl
dscpdp | policed-dscp |
RAOLINYdzi | GA2Y 86

Show information about replacing fields in packets used by (
- dscpqueuet DSCP and queue matching table;

-dscpdpt DSCP labels and reset priority (DP) matching tab
- policed-dscpt DSCP relabeling table;

- dscpmutation T DSCRo-DSCP change table.

show qos taildrop

View the taildrop parameters.
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show qos taildrop
[gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

View taitdrop information for a specific port (all ports).

show qos taildrop unit
unit_id

unit_id: (1..8)

View taitdrop information on a specific device in the stack.

show ip tepriority

T

View information about the marking of traffgenerated by the
central processor.

Command execution

example

A Enable QoS advanced mode. Distribute traffic into queues, packets with DSCP 12 go first, packets
with DSCP 16 go second. The eighth queue is a priority. Create a strategy for traffic ¢lassifica
according to the ACL list, allowing the transmission of TCP packets with DSCP 12 and 16 and limiting
the speedr an average speed of 1000 Kbps, a limit threshold of 200,000 bytes. Use the strategy on

Ethernet interfaces 14 and 16.

console#
console#
console(config)#
console(config
console(config
console(config
console(config)#
console(config)#
console(config)#
console(config)#
console(config)#
console(config

configure

ip access - list

-ip -al)# exit
gos advanced
gqos map dscp
gqos map dscp
priority
policy - map traffic

-pmap)# class classl

- queue out num

access - group

tcp_ena
-ip -al)# permit tcp any any dscp
-ip -al)# permit tcp any any dscp

12
16

-queue 12 to 1
-queue 16 to 2

-of - queues 1

tcp_ena

console(config - pmap- c)# police 1000 200000 exceed - action drop
console(config - pmap- C)# exit
console(config - pmap)# exit
console(config)# interface tengigabitethernet 1/0/14
console(config -if)#  service - policy input
console(config -if#  exit
console(config)# interface tengigabitethernet 1/0/16
console(config -if)#  service - policy input
console(config -if)# exit
console(config)#
5.34.2 QoS Statistics
Global configuration mode commands
Command line prompt in the global configuration mode is as follows:
console(config)#
Table3231 Global configuration modeommands.
Command Value/Default value Action

j2a adrdirada
liceraggregate_po-
licer_name

(oF:
aggregate_policer_name:
(1..32) characters;

no gos statistics aggre-
3 &Sliceraggre-
gate_policer_name

by default, QoS statistics
are disabled

Enable QoS statistics on bandwidth limitation.

Disable QoS statistics on bandwidth limitation.
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gos statistics queueset
{queue] all} {dp| all} {giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
all}

no gos statistics queueset

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
Default value:
set 1: all priorities, all
gueues, high priority reset.
set 2: all priorities, all
queues, low priority reset.

Enable QoStatistics for output queues.
-sett defines a set of counters;

- queuet defines the outgoing queue;
-dpt determines the reset priority.

Disable QoS statistics for output queues.

Ethernet interface configuration mo@®mmands, port groups

Command line prompt for Ethernet interface or port group configuration mode is as follows:

console(config

Table3241 Ethernet interface configuration mode commands.

Command

Value/Default value

Action

gos statistics policer
policy_map_name
class_map_name

no gos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) characters;
class_map_name: (1..32

Enable QoS statistics collection on the interface.
- policymap_namer traffic classification strategy;
- class_map_name list of traffic classification criteria.

characters;
By default, QoS statistics
collection is disabled

Disable QoS statistics collection on the interface.

EXEC mode commands

Command line prompt in thEXEC mode is as follows:

console#

Table3251 EXEC mode commands

Command Value/Default value Action
clear gos statistics T Clear QoS statistics.
show qos statistics T Show QoS statistics.

5.35 Configuring routing protocols

5.35.1 Configuring static routing

Static routing is a type of routing in which routes are specified explicitly when configuring the router.

All routing in this case takes place without any routing protocols.

Global configuration mode commands

Command line prompn the global configuration mode is as follows:

console(config)#
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Table3261 Global configuration mode commands

Command

Value/Default value

Action

ip route prefix prefix_length
{reject-route | gateway
[metric metric] [name
namgq [distancedistancg}

no ip route prefix
prefix_lengthd NS 2 SOl nt
| gateway}

prefix: (A.B.C.D);
prefix_length: (A.B.C.D
or /n);
gateway: (A.B.C.D)
metric (1..255)/1;
name: (1..32)
characters;

Create a static routing rule.

- prefixt IP address of the destination network;

- prefix_lengtht mask of the destination prefix or its length;

- reject-route T prohibits routing to the destination network using
all gateways.

- gatewayt IP address of the gateway for accessing the
destination network;

-metrict metric for the route;

-namet name d the route;

- distancet administrative distance of the route.

distance (1..255)/1

Delete a rule from the static routing table.

distance {ospf {interas |
intra-as} | static}distance

distance {ospf {interas |
intra-as} | static}

distance
(1..255)/static:10SPF
intra-as:30, OSPF inter
as:110

Set the administrative distance (AD) value for all routes of the
specified type.

-ospfinterast set the AD value for interzonal routes accepted
the OSPF protocol;

-ospfintra-ast set the AD value for intraone routes accepted vi
the OSPF protocol;

- statict set the AD value for static routes.

Set the default value.

VRF configuration mode commands

Command line prompt in thglobal configuration mode is as follows:

console(config

- vrf)#

Table327t VRF configuration mode commands

Command

Value/Default value

Action

ip route prefix{mask| pre-
fix_length} {gateway[met-
ric distancg [name name}

no ip route prefix{mask|
prefix_length} {gateway}

prefix_length: (0..32);
distance (1..255)/1

Create a static routing rule.

- prefixt destination network (for example, 172.7.0.0);
-maskt network mask (in decimal system format);

- prefix_lengtht  network mask prefix (number of units in the
mask);

- gateway T gateway for accessing the destination network;
- distancet route weight;

-namet route name.

Delete a rule from the static routing table.

ip default-gateway

Set the default gateway address for the switch via vrf.

{gateway} T /default gateway is
no ip defaultgateway not specified Delete the assigned default gateway address.
{gateway}

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#
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Table3281 EXEC mode commands

Command Value/Default value Action
show ip route [connected | Show the routing table that meets the specified criteria.
vrf [vrf-name]| static | ad- - connectedt a connected route, that is, a route taken from a

dressip_addresgmask|
prefix_length [multicast]

directly connected and functioning interface;
- statict static route specified in the routing table;

Wf 2y ASNITLINE T A B -vrf T virtual routing area where the route is located;
- multicastt routes used to transmit multicast traffic.

show distance . Show the value of the administrative distance for different route
sources.

Command execution example

A Show the routing table:

console#  show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2,17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S172.1.1.1/32[5/3] via 10.0.3.1, 19:51:18, Vlan 12

Table329t Description of the result of the command execution

Field Description
Shows the origin of the route:
C Ct Connected (the route is taken from a directly connected and functioning interface
St Static (static routespecified in the routing table).
10.9.1.0/24 Network address.
The first value in parentheses is the administrative distance (the degree of trust in t
[5/2] router, the higher the number, the less trust in the source), the second value is tf

route metric.
Determines the IP address of the next router through which the route to the networ

via 10.0.1.2

passes.
00:39:08 Determines the time of the last route update (hours, minutes, seconds)
Vlan 1 Defines the interface through which the route to thetwork passes.

5.35.2 Configuring the RIP protocol

The RIP ( Routing Information Protocol) is an internal protocol that allows routers to dynamically update
routing information by receiving it from neighboring routers. This is a very simple protocol baskd ose
of a remote routing vector. As a remote vector protocol, RIP periodically sends updates between neighbors,
thus building a network topology. In each update, information about the distance to all networks is
transmitted to the neighboring router. Bhswitch supports RIP version 2 protocol.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table3301 Global configuration mode commands

Command

Value/Defaultvalue

Action

router rip

no router rip

Enter the RIP protocol configuration mode.

T

Delete the global configuration of the RIP protocol.

RIP configuration mode commands

Command line prompt is as follows:

console(config

- rip)#

Table331t RIP configuration mode commands

Command

Value/Default value

Action

default-metric [metric]

no defaultmetric

metric: (1..15)/1

Set the value of the metric from which routes received by oth
routing protocols will be announced. Withoutparameter, sets
the default value.

Set the default value.

network A.B.C.D

A.B.C.D: interface IP

Set the IP address of the interface that will participate in the
routing process.

route_map_namg

no redistribute ospf [id]

no network A.B.C.D address Delete the IP address of theterface that will participate in the
routing process.
redistribute {static | con- Allow the announcement of routes via RIP.
nected } [metric transpar- - without parameterst  default-metric will be used when
ent] announcing routes
- metric transparentt the metric from the routing table will be
t used
no redistribute {static | Prohibit the announcement of static routes via RIP.
connected} [metric trans- - metric transparentt prohibits the use of metrics from the
parent] routing table
redistribute ospf [id] [met- . Allow theannouncement of OSPF routes via RIP.
ric metric| match type| id: (_1'6_35536) -idT OSPF process id;
NRB dzi STtY | LJ metric: (1..15, -typet make announcements only for the specified types of
transparent)/1;

match: (internal,
SEGSNYIf #m3
nssaexternall, nssa

OSPF routes;
- route-map_namet announce routes after filtering them
using the specified routenap;

Prohibit the announcement of OSPF routes via RIP. If a

no redistribute bgp metric
[metric| transparent]

. ) external2); i e .

[metric metr_!_c |Amatch type route_map_name: (1..32) parameter is specified, it returns its default value.

M NRBRdzi SttY!l LI characters

route_map_namg

redistribute bgp metric Allow theannouncement of BGP routes via RIP.

[metric| transparent] -metrict metric value for imported routes;
metric: (1..15, - metric transparentt the metric from the routing table will be
transparent)/1 used.

Prohibit the announcement of BGP routes via RI®. If
parameter is specified, it returns its default value.

redistribute isis [eve]
[match match] [metric
metric] [transparent]

level:(levell, level2,
level1-2)/level2;
match: (internal,

Allow the announcemendf ISIS routes via RIP.

-levelt set which 19S level the routes will be announced
from;

-matcht make announcements only for the specified types

external); ISIS routes.
istri isi metric:(1..15, - .
no redistribute isis [(_ave] ( Prohibit theannouncement of I$S routes via RIP. If a
[match match] [metric transparent)/1 i o )
. parameter is specified, it returns its default value.
metrid [transparent]
shutdown Disable the RIP routing process.
T /enabled -
no shutdown Enable the RIP routing process.
passiveinterface T /enabled Disable routing updates.
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no passiveinterface

Enable routing updates.

default-information origi-
nate

no defaultinformation
originate

T /the route is not
generated

Generate a default route

Restore the default value.

IP interface configuration mode commands

Command line prompt ias follows:

console(config

-if#

Table3321 IP interface configuration mode commands

Command

Value/Default value

Action

ip rip shutdown

no ip rip shutdown

T /enabled

Disable the RIP routing process on the interface.

Enable theRIP routing process on the interface.

ip rip passiveinterface

no ip rip passiveinterface

by default, sending
updates is enabled

Disable sending updates on the interface.

Set the default value.

ip rip offsetoffset

no ip rip offset

offset: (1..15)/1

Add an offset tahe metric.

Set the default value.

ip rip defaultinformation
originate metric

no ip rip defaultt A Y F 2 NI
mation originate

metric: (1..15)/1;
By default, the
function is disabled

Set the metric for the default route broadcast via RIP.

Set the default value.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

authentication is
disabled by default.

Enable authentication in RIP and determine its type:
-text T clear text authentication;
-md51 MD5 authentication.

Setthe default value.

ip rip authentication
1 S @& 1 Ry lchayi

no ip rip authentication
1SenOKFAY

key_chain: (1..32)
characters

Define a set of keys that can be used for authentication.

Set the default value.

ip rip authenticationkey
clear_text

no ip rip authenticatior
ny Se

clear_text: (1..16)
characters

Determine the key for authentication in plain text.

Set the default value.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
characters

Set a standard IP ACL to filter the announcmdes.

Set the default value.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table3331 Privileged EXEC mode commands

Command

Value/Defaultvalue

Action

show ip rip [database |
statistics | peers]

View information about RIP routing:

- databaset information about RIP settings;
- statisticst statistical data;

- peerst information of the network member.
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Example use of commands

Enable RIP protocol for subnet 172.16.23.0 (IP address on sWwikch6.23.) and MD5 authentication
via mykeys key set:

console#
console#
console(config)#
console(config
console(config
console(config
console(config

configure

- ify#

router rip
- rip)#
- rip)#
- if#

network
interface ip

172.16.23.1
172.16.23.1

ip rip authentication mode md5

ip rip authentication key

- chain mykeys

5.35.3 Configuring the OSPF, OSPFv3 protocol

OSPHKOpen Shortest Path Fiys$ a dynamioouting protocol based on link state technology and using
Dijkstra's algorithito find the shortest path. The OSPF protocol is an Internal Gateway Protocol (IGP). The
OSPF protocol distributes information about available routes between routers of the same autos@ys-

tem.

The device supports simultaneous operation of several independent instances of OSPF processes. The

parameters of the OSPF instance are configured by specifying the instance idepriftesé _id.

Global configuration mode commands

Commandine prompt in the global configuration mode is as follows:

console(config)#

Table334t Global configuration mode commands

Command

Value/Default value

Action

router ospf [process_ifl
[vrf vrf_namqg

no router ospf process_itl
[vrf vrif_namg

process_id: (1..65535)/1
vrf_name: (1..32)
characters

Enable OSPF routing.
Set the process ID.

Disable OSPF routing.

ipv6 router ospf pro-
cess_idl

no ipv6 router ospfpro-
cess_idl

process_id: (1..65535)/1

Enable OSPFv3 routing.
Set the process ID.

Disable OSPFv3 routing.

ipv6 distance ospf {in-
i S Npintrazas}distance

no ipv6 distance ospf {in-
i S Npintrazas}

distance: (1..255)

Set the administrative distance for OSPF, OSPFv3 routes.
-inter-ast for external autonomous systems
-intra-ast within the autonomous system.

Return the default values.

OSPF process mode commands

Command line prompt in the OSPF process configuration mode is as follows:

console(router_ospf_process)#
console(ipv6 router_ospf_process)#
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Table335t1 OSPF process configuration mode commands

Command

Value/Default value

Action

redistribute connected
[metric metrid [metric-type
{type-1 | type-2} ] [route-
map name_policy[filter -
list name_ad [tag valug
[subnets]

no redistribute connected
[metric metrid [metric-type
{type-1 | type-2} ] [route-
map name_policy/[filter -
list name_ad [tag valug
[subnets]

metric: (1..65535);
name_policy: (1..255)
characters;
name_acl: (1..32)
characters;
value: (64294967295)

Allow connected routes to be announced:

- metric-type type-1 1 imports marked as OSPF external 1;
- metric-type type-2 T imports marked as OSPF extar2;

- subnetst allows importing subnets.

-metrict metric value for imported routes;

- namepolicyt the name of the import policy that allows
filtering and making changes to imported routes;

- nameacl 1 the name of the standard IP ACL that allows
filtering imported routes;

-valuet the value of the tag attribute for imported routes.

Prohibit the announcement of connected routes. If the
parameter is specified, return its default value.

redistribute static [metric
metric [metric-type {type-1
| type -2} ] [route-map
name_policy[filter -list
name_ad [tag valug [sub-
nets]

no redistribute static [met-
ric metric] [metric-type
{type-1 | type-2} ] [route-
map name_policy[filter -
list name_ad [tag valud
[subnets]

metric: (1..65535);
name_policy: (1..255)
characters;
name_acl: (1..32)
characters;
value: (04294967295)

Allow the announcement of static routes:

- metric-type type-1 1 imports marked as OSPF external 1;
- metric-type type-2 T imports marked as OSPF external 2;
- subnetst allows importing subnets;

-metrict metric value for imported routes;

- namepolicyt the name of the import policy that allows
filtering and making changes to imported routes;

- nameaclt the name of the standard IP ACL that allows
filtering imported routes;

-valuet the value of the tag attribute for imported routes.

Prohibit the announcement of static routes. If the parameter
specified, return its default value.

redistribute ospfid
wyaal m2y inérk]
[metric-type {type-1 | type-
2}] [route-mapnam¢
[match {internal | externat
1| external-2 | nssaexter-
nal-1 | nssaexternat2}]
[tag valug [subnets]

WY,

no redistribute ospf [d]
Wy aal m2y eérk]
[metric-type {type-1 | type-
2}] [route-map namdg
[match {internal | externat
1| external-2}] [tag valug
[subnets]

WY

id: (1..65535);
metric: (1..65535);

‘name: (0..32) characters

value: (04294967295)

Import routes from an OSPF process to an OSPF process:
-nssaonly T sets the nssa@nly value for all imported routes;
- metric-type type-1 1 imports marked as OSPF external 1;
- metric-type type-2 imports marked as OSPF external 2;

- match internalt imports routes within an area;

- match externall Tt imports C5PF external 1 routes;

- match external2 1 imports OSPF external 2 routes;

- match nssaexternatl t imports OSPF NSSA external 1
routes;

- match nssaexternat2 T imports OSPF NSSA external 2
routes;

- subnetst allows importing subnets;

-namet applies the specified import policy that allows
filtering and making changes to imported routes;

-metrict sets the metric value for imported routes;
-valuet the value of the tag attribute for imported routes.

Prohibit the import of routes from the OSPF process to the
OSPF process. If the parameter is specifietyn its default
value.
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redistribute rip [metric
metric] [metric-type {type-1
| type -2} ] [route-map
name_policy[filter -list
name_ad [tag valug [sub-
nets]

no redistribute rip [metric
metric] [metric-type {type-1
| type -2} ] [route-map
name_policy[filter -list
name_ad [tag valug [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
characters;
name_acl: (1..32)
characters;
value:(0-4294967295)

Allow the announcement of routes received via the RIP
protocol:

- metric-type type-1 1 imports marked as OSPF external 1;
- metric-type type-2 T imports marked as OSPF external 2;
- subnetst allows importing subnets;

-metrict metric value for imported routes;

- namepolicyt the name of the import policy that allows
filtering and making changes to imported routes;

- nameacl 1 the name of the standard IP ACL that allows
filtering imported routes;

-valuet the value of the ag attribute for imported routes.

Prohibit the announcement of routes received via the RIP
protocol. If theparameter is specified, return its default value

redistribute isis [evel
[match match [metric met-
ric] [metric-type {type-1 |
type-2} ] [route-map
name_policy [filter-list
name_ad [tag valug [sub-
nets]

no redistribute isis [evel
[match match] [metric-type
{type-1 | type-2} ] [route-
map name_policy [filter -
list name_ad [tag valug
[subnets]

level: (levell, level2,
level1-2)/level2;
match: (internal,
external);
metric: (1..65535);
value: (04294967295)

Allow the announcement of routes received via thé3S
protocol:

- metric-type type-1 1 import marked OSPF external 1;

- metric-type type-2 1 import marked OSPF external 2;

- subnetst allows importing subnets;

-levelt SIS level from which routes will be announced;
-matcht make announcements only for the specified types
of IRIS routes;

-metrict metric value for imported routes

- namepolicyt the name of the import policy that allows
filtering and making changes to imported routes;

-valuet the value of the tag attribute for imported routes.

Without parameters, prohibit the announcement of routes
received via the I8S protocol. If the parameter is specified,
return its default value.

redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy filter -list
name_ad [tag valug [sub-
nets]

no redistribute gp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policyfilter -list
name_ad [tag valug [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
characters;
name_acl: (1..32)
characters;
value: (04294967295)

Allow the announcement of routes received e BGP
protocol:

- metric-type type-1 1 imports marked as OSPF external 1;
- metric-type type-2 1 imports marked as OSPF external 2;
- subnetst allows importing subnets;

-metrict metric value for imported routes;

- namepolicyt the name of the import policy that allows
filtering and making changes to imported routes;

- nameaclt the name of the standard IP ACL that allows
filtering imported routes;

-valuet the value of the tag attribute for imported routes.

Prohibit the announcement of routes received via the BGP
protocol. If the parameter is specified, return its default value

compatible rfc1583

no compatible rfc1583

Enable compatibility with RFC 1583 (IPv4 only).

T /enabled

Disable compatibility with RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: router ID in IPv4

Set the router ID that uniquely identifies the routeithin a
single autonomous system.

address format

Set the default value.

network ip_addrarea
A.B.C.[jshutdown]

no networkip addr

ip_addr A.B.C.D

Enable (disable) the OSPF instance on the IP interface (for |

Delete the IP address of theterface.
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default-metric metric

no defaultmetric

Set the OSPF route metric.

metric: (1..65535)

Disable the function.

areaAB.C.H (i dz0 Yy 21 Set the stub type for the specified zone. A zonedslkction of
mar . networks and routers sharing the same identifier.
2 A'B'gdgéég:tfi:rlnztm IPva no-summaryt do not sendginformation about summarized
external routes.
no areaA.B.C.Btub Set the default value.
areaAB.Chyaal wy21 Set the NSSA type for the specified zone.
YIENEB wiNIyatl - no-summaryt do not accept information about summarizec

A G @ 1A ifiénBINTahsE
lator-role {always | candi-
date}]

no areaA.B.C.Ihssa

A.B.C.D: router ID in the
IPv4 address format;
interval: positive integer;

external routes inside the NSSA zone;

-intervalt defines the time interval (in seconds) during whic
the translator will perform its functions after it detects that
another boundary router has become the translator.

- translator-role T determines how the translator mode will
function on the puter (Type7 LSA translation to TygeLSA):
-alwayst in forced permanent mode;

- candidatet in the mode of participation in the translator's
elections.

Set the default value.

areaA.B.C.Dvirtual-link
A.B.C.[Ohello-interval sec$
[retransmit-interval sec$
[transmit-delay sec$

OR S R Aefi{rBINID | £
messagedigest] [key-chain
word]

no areaA.B.C.[virtual-link
A.B.C.Dhello-interval sec$
[retransmit-interval sec$
[transmit-delay sec$

OR S R sefdrBINID | £
messagedigest] [key-chain
word)]

A.B.C.D: router ID in the
IPv4 address format;
secs (1..65535) seconds;

Create a virtual connection between theain and other
remote areas that have areas between them.

- hello-interval T specify the hellanterval;

- retransmit-interval T specify the interval between repeated
transmissions;

- transmit-delayt specify the delay time;

- deadinterval 1 specify the éad-interval;

-null T without authentication;

- messagedigestt authentication with encryption;

-wordt password for authentication.

word: (1..256) characters

Delete the virtual connection.

areaA.B.C.Dlefault-cost
cost

no areaA.B.C.Diefault-
cost

A.B.C.D: router ID in the
IPv4 address format;
cost a positive integer

Set the value of the total route cost used for stub and NSSA
zones (for IPv4).

Set the default value.

areaA.B.C.[authentication
[messagedigest]

no areaA.B.C.[authentica-
GAz2zy wySaal 3Sn

A.B.C.D: router ID in the
IPv4 address format;
T /off

Enable authenticatioffor all interfaces of this zone (for IPv4):
- messagedigestt with MD5 encryption.

Disable authentication.

areaA.B.C.Dangenet-
work_address madladver-
tise | not-advertise]

no areaA.B.C.Dangenet-
work_address mask

A.B.C.D: router ID in the
IPv4 address format;
network_address
A.B.C.D;
mask: E.F.G.H

Create a summary route at the zone boundary (for IPv4).
- advertiset announce the created route;
- not-advertiseT do not announce the created route.

Delete the summary route.

areaA.B.C.Dilter-list prefix
prefix_listin

no areaA.B.C.Dilter -list
prefix prefix_listin

A.B.C.D: router ID in the
IPv4 address format;
prefix_list: (1..32)

characters

Set a filter on routes announced to the specified zone from
other zones (for IPv4).

Delete the filter on routes announced to the specified zone
from other zones (for IPv4).

areaA.B.C.Dilter-list prefix
prefix_listout

no areaA.B.C.Dilter-list
prefix prefix_listout

A.B.C.D: router ID in the
IPv4 address format;
prefix_list: (1..32)

characters

Seta filter on routes announced from the specified zone to
other zones (for IPv4).

Delete the filter on routes announced from the specified zon
to other zones (for IPv4).

areaA.B.C.Bhutdown

Disable the OSPF process for the zone.
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no areaA.B.C.Bhutdown

A.B.C.Drouter ID in the
IPv4 address format;
T /enabled

Enable the OSPF process for the zone.

auto-cost referenceband-
width reference

reference: (0..400000)/

Set the automatic calculation of the interface metric dependi
on its speed using the formuleeference/ifSpeed
-referencer base speed.

Areferencevalue of 0 disables the automatic

summary-prefix ipv6 [not-
advertise]

0 Mbps calculation of the metric.
no auto-cost reference Setthe default value.
bandwidth
shutdown Disable the OSPF process.

T /enabled

no shutdown Enable the OSPF process.
summary-address Enable summation of IPv4 routes that were received by OSH
ipv4_addr masknot-adver- from other protocols.
tise] Ioff not-advertiset summarise, but not announce.
no summaryaddress rio Disable route summation.
ip_addr masKnot-adver-
tise]
summary-prefix ipv6 [not- Enable summation of IPv6 routes that were received by OSH
advertise] from other protocols.

1 /off not-advertiset summarise, but not announce.

Disable route summation.

timers spf delaydelay

delay: (0..600000)/5000

Set the delay before the next consecutive calculation of SPH

no timers Isa throttle

no timers spf delay ms Set the default value.
timers Isa throttle min_in- Set the time parameters of L8#vttling. Throttling only works
terval hold_interval max_in- on LSAs whose source is a localice.
terval min_interval: - min_intervalt the minimum time interval between two
(0..60000)/5000 ms; consecutively sent identical LSAs.
hold_interval: - hold_intervalt the interval that determines the current dela;
(0..60000)/0 ms; time. With each new consecutive LSA, this interval is multipl
max_interval: by two until it reaches thenax_intervalvalue.

(0..60000)/0 ms

-max_intervalt the maximum time interval between two
consecutively sent identical LSAs.

Set the default value.

timers Isa arrivalmin_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 ms

Set the minimum time interval wittvhich the router processes|
the received LSAs.

Set the default value.

passiveinterface

no passiveinterface

T /disabled

Prohibit all IP interfaces involved in the OSPF process from
exchanging protocol messages with neighbors (enable pass

mode).
interface setting is removed from all ip interfaces

V When using this command, the ip ospf passive
and becomes the default value for them.

Set the default value.

IP interface configuration mode commands

Command line prompt ias follows:

console(config - ip)#

Table3361 IP interface configuration mode commands

Command

Value/Default value

Action

ip ospf shutdown
no ip ospf shutdown

T /enabled

Disable OSPF routing on the interface.

Enable OSPF routiiog the interface.

320

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series



DHELTEX

ip ospf network {broadcast
| point -to-point}

no ip ospf network

T /broadcast

Select network type:
- broadcastt broadcast network with multiple access;
- point-to-point T point-to-point network.

Set the default value.

ip ospf authentication
w1 S & nkéyKdhdirly
null | messagedigest]

no ip ospf authentication
[keychain]

key_chain: (1..32)
characters;
authentication is disabled

by default

Enable authentication in OSPF and determine its type. Witho
specifying parameters, authentication via a passwapdcified
in plain text will be used.

- keychaint enables the use of a set of keys. It works in
conjunction with the messagdigest mode.

-key_chairt name of the key set created by the keychain
command;

-null T do not use authentication;

- messagedigest T MD5 authentication using a set of keys.

Set the default value.

ip ospf authenticationkey
key

no ip ospf authentication
mi| Se

key: (1..8) characters

Assign a password to authenticate neighbors accessible thro
the current interface. Thpassword specified this way will be

put in the header of each OSPF packet leaving for this netwa
as an authentication key.

Delete the password.

ip ospf costcost

no ip ospf cost

cost: (1..65535)/10

Set the channel status metric, whigha conditional indicator of
the "cost" of sending data over the channel.

Set the default value.

ip ospf deadinterval {in-
terval | minimal}

no ip ospf deadnterval

interval: (1..65535)
seconds;
minimalt 1s

Set the time interval in seconds after which theighbor will be
considered inactive. The interval must be a multiple of the
hello-interval value. As a rule, the dedterval is equal to 4
intervals for sending hello packets.

Set the default value.

ip ospf helleinterval inter-
val

interval: (1..65535)/10

Set the time interval in seconds after which the router sends
next hello packet from the interface.

no ip ospf helleinterval seconds Set the default value.

ip qspf mtulgnpre ¢ Jenabled Disable MTU checks.

no ip ospf mtuwignore Set the default value.

ip ospf passiventerface Prohibit the IP interface from exchanging protocol messages

with neighbors (enable passive mode).

no ip ospf passiventer- T Joff Set the default value.

face V If the passiveinterface setting is applied in the OSPF
process configuration mode, then this command take|
this IP interface out of the passive mode.

passiveinterface © Joff Disable sending protocol messages for all OSPF interfaces.

no passiveinterface

Enable sending protocatessages for all OSPF interfaces.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

Set the priority of the router that is used to select DR and BD|

Set the default value.

ip ospf retransmitinterval
interval

y2 AL) 23aLJn- NB

terval

interval: (1..65535)/5
seconds

Set the time interval in seconds after which the router will
resend the packet to which it has not received confirmation o
receipt (for example, Database Description or Link State
Request packets).

Set the defaulvalue.

ip ospf transmitdelayde-
lay

no ip ospf transmitdelay

delay: (1..65535)/1
seconds

Set the approximate time in seconds required to transmit the
channel status packet.

Set the default value.

Ethernet, VLAN interface configuration mode commands

Command line prompt is as follows:

console(config

-if#

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series

321



HELTEX

Table3371 Ethernet, VLAN interface configuration mode commands

Command Value/Default value

Action

ipv6 ospf shutdown

Disable OSPFv3 routing on the interface.

T /enabled

no ipv6 ospf shutdown

Enable OSPFv3 routing on the interface.

ipv6 ospfprocessareaarea
[shutdown]

process: (1..65536);
area: the router ID in IPv4
address format

Enable (disable) the OSPF process for a specific zone.

ipv6 ospf costost
cost:(1..65535)/10

Set the channel status metric, which is a conditional indicato
the "cost" of sending data over the channel.

no ipv6 ospf cost

Set the default value.

ipv6 ospf deadinterval in-

terval
interval: (1..65535)

seconds

Set the time interval iseconds after which the neighbor will b
considered inactive. The interval must be a multiple of the ke
interval value. As a rule, the dedwterval is equal to 4 intervals
for sending hello packets.

no ipv6 ospf deaenterval

Set the default value.

ipv6 ospf hellainterval in-

terval interval: (1..65535)/10

Set the time interval in seconds after which the router sends
next hello packet from the interface.

seconds

no ipv6 ospf helleinterval

Set the default value.

- P -
ipv6 ospf mtuignore T Joff

Disable MTU verification.

no ipv6 ospf mtuignore

Set the default value.

ipv6 ospf neighbor
{ipv6_address

Set the IPv6 address of the neighbor.

ipv6 ospf neighbor
{ipv6_address

Delete the IPv6 address of the neighbor.

ipv6 ospf prioritypriority

priority: (0..255)/1

Set the priority of the router that is used to select DR and BD

no ipv6 ospf priority

Set the default value.

ipv6 ospf retransmitinter-

Setthe interval of time in seconds after which the router will

valinterval resend the packet for which it has not received confirmation
interval: (1..65535)/5 | receipt (for example, Database Description packet or Link St
seconds Request packets).
y2 ALWc 2abLkJF N Set the defaulvalue.
interval
ipv6 ospf transmitdelay Set the approximate time in seconds required to transmit the
delay delay: (1..65535)/1 channel status packet.

seconds

no ip ospf transmitdelay

Set the default value.

Privileged EXEC mode commands

Command line prompt ithe Privileged EXEC mode is as follows:

console#

Table3381 Privileged EXEC mode commands

Command Value/Default value

Action

show {ip | ipv6} ospf pro-
cess_id vrf vrf_namg

process_id: (1..65536)
vrf_name: (1..32)
characters

Show the OSPF configuration.

show {ip | ipv6} ospf pro-
cess_itineighbor [vrf
vrf_namg

process_id: (1..65536)
vrf_name: (1..32)
characters

Show information about OSPF neighbors.

show ip ospf process_itl
neighborA.B.C.Ovrf
vrf_namg

process_id(1..65536);
A.B.C.D: neighbor's IP
address
vrf_name: (1..32)
characters

Show information about the OSPF neighbor with the specifie
address.
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show {ip | ipv6} ospf pro-
cess_iflinterface [vrf
vrf_namg

process_id: (1..65536)
vrf_name: (1..32)
characters

Show the configuration of all OSPF interfaces.

show {ip | ipv6} ospf pro-
cess_iflinterface {giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup| vlan
vlan_id| tunnel tunnel_id |
A.B.C.0vrf vif_namg

[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16);
A.B.C.D: IP address;
vrf_name: (1..32)
characters

Show the configuration of a specific OSREerface.

show {ip | ipv6} ospf pro-
cess_ifldatabase [vrf
vrf_namg [router [vrf
vrf_namg | summary [vrf
vif named
[vrf vrf_namd]

[ ama dzY

process_id: (1..65535);
vrf_name: (1..32)
characters

Show the status of the OSPF protocol database.

show({ip | ipv6} ospf vir-
tuallinks [process_ifl| [vrf
vrf_namg

process_id: (1..65535);
vrf_name: (1..32)
characters

Show the parameters and the current status of virtual links.

clear ip ospf process id
vrf vrf_nameprocess}

process_id: (1..65535);
vrf_name: (1..32)
characters

Break up the neighborhoods and delete the corresponding
routes.

Command execution examples

1 Show OSPF neighbors for a specific VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

1 Restart the OSPF process for a specific VRIE: (vr

console# clear ip ospf vrf vrfl process

5.35.4 Configuring BGP (Border Gateway Protocol)

BGP is a protocol for routing between Autonomous Systems (AS). The main function of the BGP system

is to exchange information about the availability of networks vather BGP systems. Network availability
information includes a list of autonomous systems (AS) through which this information passes.

BGP is an application layer protocol that functions over the TCP transport layer protocol (port 179).
After the connections established, information about all routes intended for export is transmitted. In the

future, only information about changes in the routing tables is transmitted.

Global configuration mode camands

’ Support for the BGP protocol is provided under a license.

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table3391 Global configuration mode commands

(1.0..65535.65535)

Command Value/Default value Action
router bgp fas_plain_id| Enable BGP routing.
as_dot_id Set the AS identifier and enter its configuration mode.
S -as_plain_idr the identifier of the autonomous system used
as_plain_id: by the router when establishing a neighborhood and exchang
(1“4559‘;%?7%95)/ 1 route information.

-as_dot_idt the identifier of the autonomous system in 3t
format.

no router bgp
[as_plain_id] as_dot_id

Stop the BGP router, delete the entire configuration of the BQ
protocol.

ip community-list standard
nameseqsection_id{per-

Create a standard community list and enter its configuration
mode.

mit | den

- | y}. : name: (1..32) characters;
ip community-list ex- section id:
pandednameseqsec- (1..4294967295);
tion_id{permit | deny} reg. exp: (1127) cha}ac-
reg_exp -

Create arextended community list.

-reg_expt a regular expression.

This community list is used as a template for searching for
community matches in the match section of the routeap.

- — ters
no ip communitylist

{standard | expanded}
nameseq pection_id

Delete thespecified community list as a whole or only a speci
section of it.

ip extcommunity-list
standardnameseqsec-
tion_id {permit | deny}

Create a standard community list ardter its configuration
mode.

ip extcommunity-list ex- name: (1..32) characters;

pandednameseqsec- section_id:
tion_id {permit | deny} (1..4294967295);
reg_exp reg_exp: (1127) charac-

ters

Create an extended list with extended community.

-reg_expt a regular expression.

This extcommunity list is used as a template for searching fo
extended community matches in the match section of the reu
map.

no ip extcommunitylist
{standard | expanded}
nameseq gection_id

Delete the specified extcommunity list entirely or only a spec
section of it.

ip aspath accesdist name

segsection_idfpermit | name: (1..32) characters;

Create an apath list.

-reg_expt a regular expression.

This agath list is used as a template for searching fepat
filter matchesin the match section of routenap.

section_id (&,
q _|
eny}reg_exp 4294967295);
_ : : (1..160) ch
no ip aspath accessdist rea-exp (ters ) charac

nameseq gection_id

Delete the specified agath list as a whole or only a specific
section of it.

AS configuration mode commands

Command line prompt in the AS configuration mode ifolews:

console(router - bgp)#

Table340t AS configuration mode commands

Command Value/Default value

Action

bgp routerid ip_add

Set the BGP router ID.

no bgp routerid !

Delete the BGP router ID.

bgp asnotation dot

Use the AS number designation system in the asdot format.

- T /asplain
no bgp asnotation P Set the default value.
bgp clientto-client reflec- Enable forwarding of routes received from the reflector client
. T /enabled .
tion other BGP neighbors.
no bgp clientto-client re- Disable forwarding of routes received from the reflector client
; T .
flection to other BGP neighbors.
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bgp clusterid ip_add

Set the ID of the BGP router cluster.
If the cluster ID is not configured, the global identifier
V of the BGP router will be usedsathe identifier.

no bgp clustesid T Delete the BGP router cluster ID
bgp transport pathmtu- Enable the Path MTU Discovery procedure to automatically
discovery determine the Maximum Segment Size when establishing a 1

connection between neighbors.
V Enabling Path MTU Discovery on a process enables
on all neighbors.

no bgp transport path
mtu-discovery

Set the default value.

shutdown

T /no shutdown

no shutdown

Administratively disable the BGP protocol without deleting its
configuration.
V This action causelsreaking all sessions with BGP

neighbors and clearing the routing table of the BGP
Enable AS.

neighborip_add

no neighborip_add

protocol.
Set an IPv4 or IPv6 address for a BGP neighbor or switch to
configuration mode of an existing neighbor.
-ip_addt IPv4 or IPv6 address.
V It is possible to establish a neighborhood, including
through IPv6 Linkocal addresses.

Delete the configuration for the BGP neighbor with the specif
IPv4 or IPv6 address.

peer-groupname
name: (0..32fharacters

no peergroupname

Create a Peer group
-namet the name of the group

Delete the created Peer group.

addressfamily ipv4
{unicast | multicast}

Specify the IPv4 Address Family unicast type and switch to tf
correspondingAddressFamily configuration mode.

no addressfamily ipv4 T /unicast Disable the corresponding AddreBamily.

{unicast | multicast}

addressfamily ipv6 Specify the IPv6 Address Family unicast type and switch to th
unicast corresponding AddresBamilyconfiguration mode.

no addressfamily ipv6 T Disable the corresponding AddreBamily.

unicast

If the neighborhood is set on IPv4 addresses, then when sending IPv6 routes to such a neighbor,
an artificial IPv6 address based on the IPv4 address wilsbeas nexthop. To change this, use
route-map, and specify the necessary IPv6 ndadp there. An example of this setting is given be-
low.

v

Example of creating a roumap and binding it to a BGP neighbor to change outgoing IPv6 routes

console(config)#ipv6 r oute - map test 10 permit
console(config - route - map)#set ipv6 next - hop 2030::1
console(config - route - map)#exit

console(config)#router bgp 65500

console(router - bgp)#neighbor 10.0.0.2

console(router - bgp- nbr)#address - family ipv6 unicast

console(router - bgp- nbr - af) #route - map test out

As a result of executing the command when sending IPv6 routes to the neighbor 10.0.0.2, the value of
the nexthop field will be 2030::1.
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AddressFamily configuration mode commands

Command line prompt in the Addre§smily configuratiomode is as follows:
console(router - bgp - af)#

Table341t AddressFamily configuration mode commands

Command

Value/Default value

Action

network ipv4_addmask
masH

no networkipv4_add
[maskmasHi

Set the subnet that is announced to BGP neighbors.
-ipv4addt IPv4 subnet address.
-maskt subnet mask.
If the mask is not specified, by default it is set by the
V class addressing method.

Delete the announcement of this subnet.

network ipv6_add

no networkipv6_add

ipv6_add: X:X:X:X::XKO0
128)

Setthe subnet that is announced to BGP neighbors.
-ipv6-addt the IPv6 address of the subnet.

Delete the announcement of this subnet.

redistribute connected
[metric metric| filter -list
name

no redistribute connected

metric: (:4294967295);
name: (0..32) characters

Allow connected routes to be announced.

-metrict the value of the MED attribute that will be assigned
to the imported routes.

-namet the name of the accedsst to be applied to routes.

Prohibit theannouncement of connected routes.

redistribute rip [metric
metric| filter -list nam¢

no redistribute rip

metric: (:4294967295);
name: (0..32) characters

Import RIP routes into BGP.
-metrict the value of the MED attribute that will be assigned
to the imported routes
-namet the name of the accedsst that will be applied to
routes.

[} Not available for addresgamily ipv6 unicast.

Prohibit the import of routes from the RIP protocol.

redistribute static [metric
metric| filter -list nam¢g

no redistribute static

metric: (1-4294967295);
name: (0..32) characters

Allow the announcement of static routes.

-metrict the value of the MED attribute that will be assigned
to the imported routes

-namet the name of the accedsst to be applied to routes.

Prohibit the announcement of static routes.

redistribute ospfid [metric
metric| match type| met-
ric-type mtype| nssa-only
| filter -list nam¢

no redistribute ospf

id: (1..65535);
metric: (:4294967295);
type: (internal, external

1, external2, nssa
externatl, nssaexternat
2); name: (1..32)
characters;
mtype: (typel, type2);
name: (0..32) characters

Import OSPF routes into BGP.
-idT OSPF process ID.
-metrict the value of the MED attribute that will be assigned
to the imported routes.
-typet the type of OSPF routes announced in BGP.
-namet the name of the accedsst that will be applied to
routes.
-mtypet the type of metric Ex1 or Ex2.
In the case of addrestamily ipv6 unicast, OSPF3 is
V meant.

Prohibit theimport of routes from the OSPF protocol.

326

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series



DHELTEX

redistribute isis [evel] Importroutes from 19S to BGP.
[match match] [metric - levelt set which 19S level the routes will be announced fron
metriq [filter -list levet (levell, level2, -matcht make announcements only for the specified types
acl_namé levet1-2)/level2; ISIS routes;
match: (internal, -metrict metric value for imported routes;
external); -acl_namet the name of the standard IP ACL that will be us
metric: (1-65535); to filter imported routes.
acl_name(1..32) [} Not available for addres$amily ipv6 unicast.
characters H
no redistribute isis Prohibit the import of routes from the 1 protocol.

BGP neighbor configuration mode commands

Commandine prompt in the BGP neighbor configuration mode is as follows:
console(router - bgp- nbr)#

Table3421 BGP neighbor configuration mode commands

Command Value/Default value Action
descriptiondescr descr: (1..80) Add a description of the BGP neighbor.
no description characters/nadescription | Delete the description of the BGP neighbor.
maximum-prefix value Enable limiting the number of routes received from a BGP
[threshold percent| hold - neighbor.
timer second action type] -valuet the maximum number of received routes.

- percentager the percentage of the maximum number of
value: (64294967295); | routes upon reaching which a warning is sent.

percent: (0100); -secondr the time interval (in seconds) after which
second: (3€86400); reconnection occurs if the session was terminated due to
type: (restart, warning | exceeding the number of routes.
only) -typet assigns an action to be performed when the

maximum value is reached breaking the session <restartr
sending a warning <warnirmnly>.

no maximumyprefix Disable the limit on the number of routes received from the
BGP neighbor.
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advertisementinterval
adv_seavithdraw with_sec

no advertisementinterval

adwvsec: (065535)/30
seconds;
with-sec: (065535)/30
seconds

Set timeintervals.

-adwsect minimum interval between sending UPDATE
messages of the same route.

- with-sect the minimum interval between the
announcement of the route and its subsequent de
announcement.

Note:

- advertisementinterval must be greater than @aqual to the
withdrawatinterval.

- Routes that should be announced to neighboring BGP rout
are distributed over several UPDATE messages. A random
interval is maintained between sending these UPDATE
messages so that the total time between updatiogtes in

the local BGP table and sending the last UPDATE message
not exceed the advertisemetinterval or asorigin-interval in
the case of sending local (routes from the local AS) routes i
the eBGP connection. Thus, each of the routes can have a
random announcement delay.

- The accuracy of the advertisemeinterval, withdrawinterval
and asoriginationrinterval timers depends on the maximum
value of any of these three timers configured on the BGP
router (timers configured for all BGP neighbors &ieen into
account). All values of the timers for announcing and de
announcing routes configured on the device are sampled at
interval of 1/255 of the largest configured value. An increase
the maximum value will lead to an increase in the sampling
rate of the timers and, accordingly, to a decrease in the
accuracy of their operation.

Set the default value.

asorigination-interval sec-
onds

no asorigination-interval

seconds: (865535)/15
seconds

Set the time interval between sending UPDATE messages ¢
the same route, used to announce local (routes from the loc
AS) eBGP routes to neighbors.

Set the default value.

connectretry-interval sec-
onds

seconds: (#65535)/120

Set the time interval after which the attempt toveate a BGP
session with a neighbor resumes.

no connectretry-interval seconds Set the default value.
next-hop-self Enable substitution of the NEXT_HOP attribute value to the
T /off local address of the router.

no nexthop-self Disable substitution of the NEXT_HOP attribute.

remote-as jas_plain_id] Set the number of the autonomous system in which the BGH
as_dot_id as_plain_id: neighbor is located. Establishing a neighborhood is not poss

(1..4294967295)/1 until a neighbor igssigned an AS number.
as_dot_id:

no remote-as

(1.0..65535.65535)

V‘ This action causes breaking the session with the
neighbor and clearing all routes received from him.

Delete the ID of the neighboring autonomous system.
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timers holdtime keepalive

no timers

holdtime: (0 | 3
65535)/90 seconds;
keepalive: (€21845)/30
seconds

Set time intervals.

- holdtimeTt if a keepalive message is not received during th

time, the connection with the neighbor is reset.

- keepaliver the interval between sending keepalive

messages.
The holdtime and keepalive values must be either

V both equal to zero or both greater than zero.

holdtime must be greater than or equal to keepalive
- If the hold timer configured on the local router was
selected, then the local value of the keepalive timer|
is used;
- If the hold timer configured on a nghboring
router was selected, and the value of the locally
configured keepalive timer is less than 1/3 of the
selected hold timer, then the local value of the
keepalive timer is used;
- If a hold timer configured on a neighboring router
was selected, andhe value of the locally configured
keepalive timer is greater than 1/3 of the selected
hold timer, then an integer that is less than 1/3 of
the selected hold timer is used.

Set the default value.

timers idle-hold seconds

no timers idlehold

seconds(1..32747)/15

Set the time interval for keeping a neighbor in the Idle state
after it has been reset to this state. During this interval, all
attempts to reconnect with a neighbor will be rejected.

Set the default value.

timers opendelay seconds

no timers opendelay

seconds: (€40)/0
seconds

Set the time interval between establishing a TCP connectior,
and sending the first OPEN message.

Set the default value.

shutdown

no shutdown

T /no shutdown

Administratively shut down theession with the BGP neighbo
and clear the routes received from it without deleting its
configuration.

Administratively enable a session with a BGP neighbor.

update-source [ Giga-
bitEthernetgi_port Tengi-
gabitEthernette_port
FortygigabitEthernet
fo_portPort-Channelgroup
LoopbacKoopbackVian
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (164);
vlarrid: (1-4094)

Assign an interface to be used as an outgoingwhen
connecting to a neighbor.

Cancel manual configuration of the outgoing interface, enab)
automatic interface selection.

route-reflector-client [
meshed ]

no route-reflector-client

T /disabled

Assign a RoutReflector BGP neighbor as a client.
-meshedt the parameter is set if the mesh topology is usec
When BGP routes are received from such a cligvety will not
be forwarded to other clients.
A BGP router is a routeeflector if at least one of its
neighbors is configured as a rouflector client.

Set the default value.

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

T /disabled

Save the routes received from the neighbor in a separate
memory area. The method allows applying the incoming
"route-map in" policy to a neighbor without resetting the
neighborhood and requesting routes.

V The Route Refresh mechanism works by default.

Disable the route saving mechanism.

prefix-list name{ in | out }

name: (0..32) characters

-namet the name of the IP prefilist that will be applied
to the announced or received routes.
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no prefixlist name{ in |
out}

Unbind the IP prefiist.

peer-groupname

no peergroup

name: (0..32) characters

-namet the name of the Peer group to be applied to the
neighbor.
The settings on the Peer group have a higher prior-
ity than the settings on the neighbor itself.

Removea neighbor from the group.

addressfamily ipv4 {
unicast | multicast }

Specify the IPv4 Address Family type and switch to the cor
figuration mode of the corresponding address family for this

T /unicast BGP neighbor.
no addressfamily ipv4 { Disable the corresponding IPv4 Addr&ssnily.
unicast | multicast }
transport pathrmtu-discov- Enable the Path MTU Discovery procedure for the BGP neigl
ery bor.

¢ /disabled ! . Not supported on IPv6 neighborhood.
no transport pathmtu-dis- Disable the Path MTWiscovery procedure for the BGP
covery neighbor.
fall-over bfd Enable the BFD protocol on the neighbor.

[} . Not supported on IPv6 neighborhood.
T /off

no fall-over bfd

Disable the BFD protocol on the neighbor.

as-path-filter name{in |
out}

no aspath-filter name{in |
out}

name: (1..32rharacters

Set the agath filter for the BGP neighbor.
-namet the name of the apath list;

-int for incoming routes;

-out T for outgoing routes.

Remove the apath filter.

passwordword

no password

word: (1..128) characters;
authentication is disabled
by default

Enable authentication of all TCP segments received from th
BGP neighbor. Set the authentication key in text form.

This setting is ignored if keghain is specified for authentica-
tion.

-wordT key in text form.

Set the default value.
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password encrypteden-
cryptedword

no password encrypted

encryptedword: (1..128);
authentication is disabled
by default

Enable authentication of all TCP segments received from th
BGP neighbor. Specifies an encrypted authentication key (fo
example, an encrypted password copied from another de-
vice).

This setting is ignored if keghain is specified for authentica-
tion.

- encryptedwordr the key in text form.

Set the default value.

password keychainword

no password keychain

word: (1..32)haracters;
authentication is disabled
by default

Set the name of the keychain that will be used to authenti-
cate all TCP segments received from the BGP neighbor.
-wordt the name of the keychain.

Set the default value.

ip mroute prefixpre-
fix_length fw_router_ad-
dresstunnel tunnel_id

no ip mroute prefixpre-
fix_length fw_router_ad-
dresstunnel tunnel_id

prefix: (A.B.C.D); prefix
length: (A.B.C.D or /n);
fw_router_address:
(A.B.C.D); tunnel_id:
(1..16)

Create a static rule for a multicast routing table.

- prefixt IP address of the destinati network;

- prefix_lengtht  mask of the destination prefix or its
length;

-fw_router_address |IP address of the multicast router;
-tunnel_idt tunnel ID.

Delete a static rule frorthe multicast routing table.

Address Family BGP neighbor configuration mode commands

Command line prompt in the Address Family BGP neighbor configuration mode is as follows:
console(router - bgp- nbr - af)#

Table3431 Address FamilBGP Neighbor configuration mode commands

Command

Value/Default value

Action

maximum-prefix value
[threshold percent| hold -
timer second action type]

no maximumprefix

value: (04294967295);
percent: (6100);
second: (3686400); type:
(restart, warningonly)

Enabldimiting the number of routes received from a BGP
neighbor.

-valuet the maximum number of received routes.

- percentt the percentage of the maximum number of routes
upon reaching which a warning is sent.

- secondt the time interval (in seconds) aftevhich
reconnection occurs if the session was terminated due to
exceeding the number of routes.

-type1 assigns an action to be performed when the maximu
value is reached breaking the session <restart> or sending &
warning <warningpnly>.

Disable the limit on the number of routes received from the B,
neighbor.
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advertisementinterval
adv_seavithdraw with_sec

no advertisementinterval

adwsec: (065535)/30
seconds;
with-sec: (065535)/30
seconds

Set time intervals.

-adwsect minimum interval between sending UPDATE

messages of the same route.

- with-sect the minimum interval between the announcemen

of the route and its subsequent eennouncement.
- advertisementinterval must be greater than or equa

V to the withdrawal-interval.

- Routes that should be announced to neighboring
BGP routers are distributed over several UPDATE
messages. A random time interval is maintained
between sending these UPDATE messages so that t
total time between updating routes in the local BGP
table and sending the last UPDATE message does n
exceed the advertisemeninterval or asorigin-interval
in the case of sending local (routes from the local AS
routes in the eBGP connection. Thus, each of the
routes can have a random announcement delay.
- The accuracy of the advertisemetterval,
withdraw-interval and asorigination-interval timers
depends on the maximum value of any of these threg
timers configured on the BGP router (timers
configured for all BGP neighbors are taken into
account). Allvalues of the timers for announcing and
de-announcing routes configured on the device are
sampled at the interval of 1/255 of the largest
configured value. An increase in the maximum value
will lead to an increase in the sampling rate of the
timers and, &cordingly, to a decrease in the accuracy
of their operation.

Set the default value.

asorigination-interval sec-
onds

no asorigination-interval

seconds: (865535)/15
seconds

Set the time interval between sending UPDATE messages of
same route, used tannounce local (routes from the local AS)
eBGP routes to neighbors.

Set the default value.

route-mapname {in |
out}

no route-mapname { in |
out}

name: (0..32) characters

-namet the name of the routemap policy that will be ap-
plied to the neighbor in this Address Family. Allows filtering
and making changes to announced and received routes.

Delete policies from this Address Family.

next-hop-self

Enable substitution of the NEXT_HOP attribute value to the |

T /enabled address of the router.
no nexthop-self Disable substitution of the NEXT_HOP attribute.
route-reflector-client [ Assign a RoutReflector BGReighbor as a client.
meshed ] - meshedt the parameter is set if the mesh topology is used.
¢ Jdisabled When BGP routes are received from such a client, they will n

no route-reflector-client

be forwarded to other clients.
A BGP router is a routeeflector if at least one of its
neighbors isconfigured as a routeaeflector client.

Set the default value.
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Peer group configuration mode commands

Command line prompt in the Peer Group configuration mode is as follows:

console(router

- bgp - nbrgrp)#

Table3441 Peer Group configuration mode commands

Command

Value/Default value

Action

maximumprefix value
[threshold percent| hold -
timer second action type]

no maximumyprefix

value: (64294967295);
percent: (6100);
second: (3686400); type:
(restart, warningonly)

Enable limiting the number of routes received from a BGP
neighbor.

-valuet the maximum number of received routes.

- percentager the percentage of the maximum number of
routes upon reaching which a warning is sent.

-secondr the time interval (in seconds) after which
reconnection occurs if the session was terminated due to
exceeding the number of routes.

-typeT assigns an action to be performed when the maximu
value is reached breaking the session <restart> or sending
warning <warningpnly>.

Disable the limit on the number of routes received from the
BGP neighbor.

advertisementinterval
adv_seavithdraw with_sec

no advertisementinterval

adwsec: (065535)/30
seconds;
with-sec: (665535)/30
seconds

Set time intervals.

-adwsect minimum interval between sending UPDATE

messages of the same route.

- with-sect the minimum interval between the announcemen

of the route and its subsequent eennouncement.
- advertisementinterval must be greater than or

« equal to the withdrawal-interval.

- Routes that should be announced to neighboring
BGP routers are distributed over several UPDATE
messages. A random time interval is maintained
between sending these UPDATE messages so that t
total time between updating routes in the locaBGP
table and sending the last UPDATE message does n
exceed the advertisemeninterval or asorigin-interval
in the case of sending local (routes from the local AS
routes in the eBGP connection. Thus, each of the
routes can have a random announcementldg.
- The accuracy of the advertisemetterval,
withdraw-interval and asorigination-interval timers
depends on the maximum value of any of these threg
timers configured on the BGP router (timers
configured for all BGP neighbors are taken into
account).All values of the timers for announcing and
de-announcing routes configured on the device are
sampled at the interval of 1/255 of the largest
configured value. An increase in the maximum value
will lead to an increase in the sampling rate of the
timers ard, accordingly, to a decrease in the accuracy
of their operation.

Set the default value.

as-origination-interval sec-
onds

no asorigination-interval

seconds: (665535)/15
seconds

Set the time interval between sending UPDATE messages 0
same routeused to announce local (routes from the local AS
eBGP routes to neighbors.

Set the default value.

connectretry-interval sec-
onds

no connectretry-interval

seconds: (865535)/120
seconds

Set the time interval after which the attempt to create a BGP
session with a neighbor resumes.

Set the default value.
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next-hop-self

Enable substitution of the NEXT_HOP attribute value to the

T /off local address of the router.
no nexthop-self Disable substitution of the NEXT_H&®ibute.
remote-as fas_plain_id] Set the number of the autonomous system in which the BGP
as_dot_id as_plain_id: neighbor is located. Establishing a neighborhood is not poss
(1..4294967295)/1 until a neighbor isssigned an AS number.
as_dot_id:

no remote-as

(1.0..65535.65535)

V This action causes breaking the session with the
neighbor and clearing all routes received from him.

Delete the ID of the neighboring autonomous system.

timers holdtime keepalive

no timers

holdtime: (0| 3
65535)/90 seconds;
keepalive: (€21845)/30
seconds

Set time intervals.

- holdtimet if a keepalive message is not received during thi

time, the connection with the neighbor is reset.

- keepaliver the interval between sending keepalive messag
The holdtime and keepalivealues must be either

V both equal to zero or both greater than zero.

holdtime must be greater than or equal to keepalive.
- If the hold timer configured on the local router was
selected, then the local value of the keepalive timer is
used;
- If the hold timer configured on a neighboring router
was selected, and the value of the locally configured
keepalive timer is less than 1/3 of the selected hold
timer, then the local value of the keepalive timer is
used,;
- If a hold timer configured on a neighboring roet
was selected, and the value of the locally configured
keepalive timer is greater than 1/3 of the selected
hold timer, then an integer that is less than 1/3 of the
selected hold timer is used.

Set the default value.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

Set the time interval for keeping a neighbor in the Idle state
after it has been reset to this state. During this interval, all
attempts to reconnect with a neighbor will be rejected.

Set the default value.

timers opendelayseconds

no timers opendelay

seconds: (€240)/0
seconds

Set the time interval between establishing a TCP connection
sending the first OPEN message.

Set the default value.

shutdown

no shutdown

T /no shutdown

Administratively shut down sessionéth all BGP neighbors in
the peer group and clear the routes received from them
without removing their configurations.

The shutdown command is added to the configuration of eac|
peer-group member neighbour in the context (routbgp-nbr).

Administratively enable sessions with all BGP neighbors that]
belong to the peer group. The shutdown command is remove
from the configuration of each pegroup member neighbor.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernette_port
FortygigabitEthernet
fo_portPort-Channelgroup
LoopbacKoopbackVian
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (164);
vlar-id: (1-4094)

Assign an interface to be used as an outgoing oherw
connecting to a neighbor.

Cancel manual configuration of the outgoing interface, enabl
automatic interface selection.

route-reflector-client [
meshed ]

T /disabled

Assign a RoutReflector BGP neighbor as a client.
-meshedt the parameter is set if the mesh topology is used
When BGP routes are received from such a client, they will n
be forwarded to other clients.
A BGP router is a routeeflector if at least one of its
V neighbors is configured as a routeflector client.
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no route-reflector-client

Set the default value.

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

T /disabled

Save the routes received from the neighbor in a separate
memory area. The method allows applying the incoming "reu
map in" policy to a neighbor without resetting the
neighborhood and requesting routes.

V The Route Refresh mechanism works by default.

Disable the route refresh mechanism

prefix-list name{ in | out }

no prefixlist name{ in |
out}

name: (0..32) characters

-namet the name of the IP prefilist that will be applied to
the announced or received routes.

Unbind the IP prefifist.

fall-over bfd

no fall-over bfd

T /off

Enable the BFD protocol on the Peer group.
[} . Not supported on IPv6 neighborhood.

Disable the BFD protocol on the Peer group.

passwordword

no password

word: (1..128) characters
authentication igdisabled
by default

Enable authentication of all TCP segments received from th
BGP neighbor. Set the authentication key in text form.

This setting is ignored if kaghain is specified for authentica-
tion.

This setting is ignored for peers belonging to temfigured
group, for which there are their own authentication settings.
-wordt key in text form.

Set the default value.

password encrypteden-
cryptedword

no password encrypted

encryptedword: (1..128);
authentication is disabled
by default

Enable authenticatiomf all TCP segments received from the
BGP neighbor. Specifies an encrypted authentication key (fo
example, an encrypted password copied from another de-
vice).

This setting is ignored if kaghain is specified for authentica-
tion.

This setting is ignored fgreers belonging to the configured
group, for which there are their own authentication settings.
- encryptedword Tt the key in text form.

Set the default value.

password keychainword

no password keychain

word: (1..32) characters;
authentication igdisabled
by default

Set the name of the keychain that will be used to authenticate
all TCP segments received from the BGP neighbor.

This setting is ignored for peers belonging to the configured
group, for which there are their own authentication settings.
-wordt the name of the keychain.

Set the default value.

Commands of the standard community list configuration mode

Command line prompt in the standard community list configuration mode is as follows:

console(ip

- comm list)#

Table345t Commands of the standard community list configuration mode

Command

Value/Default value

Action

community {gracefulshut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

Add a community to the list.
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no community {graceful
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

Remove a community from the list.

Commands of the standard extcommunity list configuration mode

Command line prompt in the standard extcommunity_list configuratimde is as follows:

console(ip

- extcomm - list)#

Table3461 Commands of the standard extcommunity list configuration mode

Command

Value/Default value

Action

ext-community {4byteas
generic {transitive | non
transitive} | cost [igp | pre-
bestpath | rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

Add an extended community to the list.

ext-community cost [igp |
pre-bestpath] value

value: (0..255)

Add anextended community to the list.

no extcommunity
{4byteasgeneric {transitive
| non-transitive} | cost [igp
| pre-bestpath | rt | soo}

Remove the extended community from the list.

Privileged EXEC mode commands

All commands are available to privilegaser.

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table3471 Privileged EXEC mode commands

Command

Value/Default value

Action

clear ip bgpip_add

Reestablish connections with BGP neighbottgaring the
routes received from them.

- ip-addresst the address of the neighboring BGP speaker
with which the session will be festablished.

show ip bgp[ip_add

Show the BGP route table (-B¢B).
- ip-add 1 prefix of the destination subnet, usinghich the
detailed information about routes to it will be displayed.

show ip bgp neighborip-
add[detail | advertised-
routes | receivedroutes]]

Show information about configured BGP neighbors.

- ip-add Tt the address of the neighboring BGP speaker by
which the information will be filtered.

- detailt display detailed information.

- advertisedroutest display a table of routes announced to
a neighbor.

- receivedroutes T display a table of received routes before
the incoming policy is applied to them.

show ip bgp peemgroup
name

Show the created peer groups and their settings.
-namet show the group settings named "name".

show ip bgp peegroup
nameneighbors

Show the neighbors belonging to the peer group.
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5.35.5 Configuring the 189S protocol

ISIS(intermediate system to intermediate system) is a dynamic routing protocol based on the link
state technology and using Dijkstra's algorithm to find the shortest path. Tigegdftocol is an Internal Gate-
way Protocol (IGP). The S protocol distribute information about available routes between routers of the

same autonomous system.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table348t Global configuration mode commands

Command

Value/Default value

Action

router isis

no router isis

T /ISIS router is disabled

Enable the I$S router. Enter the & protocol configuration
mode.

Stop the 189S router. Delete the S protocokonfiguration.

ISIS protocol configuration mode commands

Command line prompt in the dIS protocol configuration mode is as follows:

console(router

- isis)#

Table3491 ISIS protocol configuration mode commands

Command

Value/Default value

Action

addressfamily ipv4
unicast

Switch to the AddresBamily configuration mode.

[level

authentication keyword

no authentication key

word: (1..20) characters;
level: (levell, level2)/level1-2

Set the authentication key in text form. Used for LGBNP,
PSNP PDU authentication. This setting is ignored i ke
chain is specified for authentication.

- word key in text form;

-levelt the ISIS level for which the setting will be applied.

Delete the authentication key.

authentication key en-
crypted encryptedword
[level

no authentication key

encryptedword: (1..128)
characters;
level: (levell, level2)/level1-2

Specifies an encrypted authentication key (for example, ar|
encrypted password copied from another device). Used for,
LSP, CSNP, PSNIRJRwthentication. This setting is ignored
if key-chain is specified for authentication.

- encryptedwordr  the key is encrypted,;

-levelt the ISIS level for which the setting will be applied.

Delete the authentication key.

word [level

authentication keychain

no authentication key
chain

word: (1..32) characters;
level: (levell, level2)/level1-2

Set the name of the keychain to be used for LSP, CSN
PSNP PDU authentication.

-wordt the name of the keychain;

-levelt the ISIS level for which the setting will be applied.

Disable the mode of using a keychain for authentication.
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authentication mode
{text | md5} [level

level: (levell, level2)/levell1-

Enable authentication in #& and determine its type:
-text T clear text authentication;

2; -md5t MD5 authentication;
Authentication is disabled by | -levelt the ISIS level for which the setting will be applied.
no authentication mode default. Set the default value.
hostnamedynamic Enable dynamic hostname support.
T /enabled - -
no hostname dynamic Disable dynamic hostname support.
istype {levetl | level-2- Sletvg;el rrou;;ﬁrir%/ pritltrt]ictj:i ﬁhdgma:nr: uters occur at level
only |level-1-2} -1.e i € erro ° eve
-level2-only T all interactions with other routers occur at
T /level-1-2 level 2;
- level-1-2 T the device supports interactions of both lev-
els.
no istype Set the default value.

Isp-buff-sizesize

no Isp-buff-size

size(512-9000)/1500 bytes

Set the maximum possible size of LSP and SNP being se
The value of the Isp buffer size must not exceed the value
of the pdu buffer size.

Set the default value.

Isp-geninterval second
level]

no Ispgeninterval

second: (365535000)/30,000
milliseconds;
level: (levell, level2)/level1-2

Set the minimum interval in ms, between the generation
of the same LSP.

-secondr the value of the interval in milliseconds, after
which the LSP can be-generated.

-levelt the level for which this interval is applicable. If
omitted, the interval will be applied to both levels.

Set the default value.

Isp-refreshrinterval sec-
ond

no Isprefreshrinterval

second: (165235)/900 seconds;

Set the maximum interval in seconbdstween LSP genera-
tion.

-secondt the value of the interval in seconds after which
the LSP will be rgenerated.

Set the default value.

max-Isp-lifetime second

second: (35865535)/1200
seconds;

Set the lifetime of the LSP.

Thevalue must be at least 300 seconds longer than the
Isprefreshrinterval.

-secondr value in seconds.

metric-style style[leve]

no metric-style

style: (narrow, wide,
both)/both
level: (levell, level2)/level1-2

Set the metric style to be used.

-narrowd support only the standard (narrow) metric.
-wided support only the extended metric.

-both & support both styles of metrics.

-leveld the level for which the specified metric style is
applicable. If omitted, the metric will be applied to both
levels.

Set the default value.

Set the NET (Network Entity Title) addressghe unique

NETXXXXXAIXHKX identifier of the router within the 1SS domain. When set-
T ting the NET, the hexadecimal system is used.

no net Delete the router ID.

shutdown Disable the ISIS process.

no shutdown

T /enabled

Enable the ISIS process.
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spf interval maximum
wait second

no spf intervalmaxi-
mum-wait

second: (84294967295)/5000

Set the interval between two consecutive recalculations of
the SPF algorithm in milliseconds.

Set the default value.

spf threshold restart
limit number

no spf threshold restart
limit

number: (:4294967295)/10

Set how many times the SPF algorithm can be interrupteg
by an LSDB update.

Set the default value.

spf threshold updatege-
start number

no spf threshold up-
datesrestart

number: (&

4294967295)/4294967295

Set the number of LSDB updates at which the SPF algorith
stops and restarts

Set the default value.

spf threshold updates
start number

no spf threshold up-
dates-start

no maxlIsp-lifetime

number:(1-

4294967295)/4294967295

Set the number of LSDB updates required to immediately
run the SPF algorithm (spf interval maximwait is ig-
nored).

Set the default value.

Set the default value.

AddressFamily configuration mode commands

Command line prompt in the Addregamily configuration mode is as follows:

console(router

- isis

- af)#

Table3501 AddressFamily configuration mode commands

Command

Value/Default value

Action

redistribute connected
[level level [metric-type
type] [metric metriq] [fil-
ter-list nam¢g

no redistribute connected
[level level [metric-type
type] [metric metric] [fil-
ter-list nam¢g

level: (levell, level2);
type: (internal, external);

metric: (:16777215);
name: (132) characters.

Allow import of connected routes:
-levelt the ISIS level to which the routes will be redistributet
-typet set the metric type for imported routes;
-metrict metric value for imported routes;
-namet the name of the standard IP ACL that will be used t
filter imported routes.

If the standard (narrow) metric style is enabled globally, all
metric values greater than 63 will be specified in TLV as 63.

Prohibit the import of connected routes 1&1S. If the
parameter is specified, return its default value.

redistribute static [level
leve] [metric-type type]
[metric metriq] [filter -list
nam¢g

no redistribute static [level
level [metric-type type]
[metric metriq] [filter -list
nam¢g

level: (levell, level2);
type: (internal, external);

metric: (:16777215);
name: (132) characters.

Allow importing static routes to 155.

-levelt the ISIS level to which the routes will be redistribute
-typet set the metric type for imported routes;

-metrict metric value for imported routes;

-namet the name of the standard IP ACL that will be used t
filter imported routes.

If the standard (narrow) metric style is enabled globally, all
metric values greater than 63 will be specified in TLV as 63.

Prohibit the import of static routes to IS. If the parameter is
specified, return its default value.
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redistribute rip [levellevel
[metric-type type] [metric
metrid [filter -list nam¢

no redistribute rip [level
level [metric-type type]
[metric metriq] [filter -list
namg

level: (levell, level2);
type: (internal, external);

metric: (:16777215);
name: (232) characters.

Allow importing routes from RIP to-IS.
-levelt the ISIS level to which the routes will be redistribute
-typet set the metric type for imported routes;
-metrict metric value for imported routes;
-namet the name of the standard IP ACL that will be used t
filter imported routes.

If the standard (narrow) metric style is enabled globally, all
metric values greater than 63 will be specified in TLV as 63.

Prohibit the import of routes from RIP to-IS. If the parameter
is specified, return its default value.

redistribute bgp [level
level [metric-type type]
[metric metriq] [filter -list
namg

no redistribute bgp [level
leve] [metric-type type]
[metric metrid [filter -list
name]

level: (levell, level2);
type: (internal, external);

metric: (:16777215);
name: (132) characters.

Allow importing routes from BGP tc-IS.
-levelt the ISIS level to which the routes will be redistributey
-typet set the metric type for imported routes;
-metrict metric value for imported routes;
-namet the name of the standard IP ACL that will be used t
filter imported routes.

If the standard (narrow) metric style is enabled globally, all
metric valuegreater than 63 will be specified in TLV as 63.

Prohibit the import of routes from BGP tollS. If the parameter
is specified, return its default value.

redistribute ospf fd] [level
leve] [metric-type type]
[match match] [metric
metric] [filter -list nam¢g]

no redistribute ospf [d]
[levelleve] [metric-type
type] [match match] [met-
ric metrid [filter -list nam¢

Id: (1-65536)

level: (levell, level2);
type: (internal, external);
match:(internal, external

1, external2, nssa
externall, nssaexternat
2);

metric: (:16777215);

name: (132) characters.

Allow importing routes from OSPF tol&

-idt OSPF process ID;

-levelt the ISIS level to which the routes will be redistribute
-typet set the metric type for imported routes;

-matcht the type of the OSPF route to be imported.
-metrict metric value for imported routes;

-namet the name of the standard IP ACL that will be used t
filter imported routes.

If the standard (narrow) metric style is enabled globally, all
metric values grater than 63 will be specified in TLV as 63.

Prohibit the import of routes from OSPF tel$ If the
parameter is specified, return its defawihlue.

Ethernet interface, VLAN configuration mode commands:

Command line prompt is as follows:

console(config

-if#
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Table351t Ethernet, VLAN interface configuration mode commands

Command

Value/Default value

Action

ip router isis

no ip router isis

T /off

Enable the I$S routing protocol on the current interface.

Disable the I$S routing protocol on the current interface.

isis authentication key
word [level

no isis authentication key

word: (1..20) characters;
level: (levell, levet
2)/levet1-2

Setthe authentication key in text form. Used for HELLO PDU au
thentication. This setting is ignored if a kelyain is specified for
authentication.

-word key in text form;

-levelt ISIS level

Delete the authentication key.

isis authentication key en-
crypted encryptedword
[level

no isis authentication key

encryptedword: (1..128)
characters;
level: (levell, levet

Set an encrypted authentication key (for example, an encrypted
password copied from another device). Used for HELLO PDU
authentication. This setting is ignored if a kefyain is specified for
authentication.

- encryptedwordr the key is encrypted.

2)/levet1-2

Delete the authentication key.

isis authentication key
chainword [level]

no isis authentication key
chain

word: (1..32) characters;

Set the name of the keychain to be used for HELLO PDU authe
tication.
-wordt the name of the keychain.

level: (levell, levet
2)/levet1-2

Disable the mode of using a keychain for authentication.

isis authenticationmode
{text | md5} [level

level: (levell, levet

Enable authentication in HELLO PDU on the current interfac
and determine its type:

2)/level1-2; -text T clear text authentication;
Authentication is disabled - md5t MD5 authentication.
no isis authentication mode by default. Set the default value.
isiis circuittype {levetl | ip:f;;fg which level of neighborhoods can be formed on the in
level-2-only |level-1-2} T /level-1-2

no isis circuittype

Set the default value.

isis metricmetric[level

no isis metric

metric: (1:16777215)/10;
level: (levell, levet
2)/level1-2

Set the metric for the interface.

-metrict the metric value. If the standard (narrow) metric style
is enabled globally, all metric values greater than 63 will be speq
ified in TLV as 63.

- levelt the ISIS level for which the metric will be applied.

Set the default value.

isis passiventerface

no isis passivénterface

T /passive mode is

Switch the interface to the passive mode. In this mode, the in
terface does not send or receive HEIRIDUs.

disabled

Set the default value.

isis network pointto-point

no isis network pointto-
point

T /broadcast

Set the pointto-point interface type.

Set the default value.

isis hellepaddingvalue

no isis hellepadding

value: (disable, enable,
adaptive)/enable

Set the hello message padding mode.

- disablet disable padding in all hello messages;

-enablet enable padding in all hello messages;

- adaptivet enable padding before establishing a neighbor-
hood.

Set the defaulvalue.
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isis pdubuff-sizesize

no isis pdubuff-size

size (5129000)/1500
bytes

Set the size of hello PDU. Tpdu-buff-size value must be
greater than the Ispbuff-size value.
Set the default value.

Loopback interface configuration mode commands:

Command line prompt is as follows:

console(config

Table3521 Loopback interface configuration mode commands

no isis circuittype

Command Value/Default value Action
ip router isis Enable the I$S routing protocol on the current interface.
T /off
no ip router isis Disable the I$S routing protocol on the current interface.
isis circuittype {levetl | tSepr)feaccn‘ey which level of neighborhoods can be formed on the in
level-2-only |level-1-2} T flevek1-2

Set the defaulvalue.

isis metricmetric[level

no isis metric

metric: (1:16777215)/10;
level: (levell, levet
2)/levet1-2

Set the metric for the interface.

-metrict the metric value. If the standard (narrow) metric style
is enabled globally, all metric values greater than 63 will be speq
ified in TLV as 63.

- levelt the ISIS level for which the metric will be applied.
Set the default value.

isispassiveinterface

no isis passivénterface

T /passive mode is
disabled

Switch the interface to the passive mode. In this mode, the in
terface does not send or receive HELLO PDUs.
Set the default value.

Privileged EXEC mode commands

The command linprompt is as follows:

console#

Table3531 Privileged EXEC mode commands

Command

Value/Default value

Action

show isis databasel¢ve]

level: (levell, level2)

Show the ISS protocol topology database.

- levelt specifies the I$S protocol level whose database is to
be displayed.

show isis hostname

Show the knowrSystemI@andHostname matches.

show isis interfaces [giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup| loop-
backloopback vian
vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlanid: (1-4094)

Show information about the interfaces involved iA$S
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show isis neighbors [detail]
[gigabitethernetgi_port|
tengigabitethernette_port

| fortygigabitethernet
fo_port| port -channel
group| loopback loopback
vlanvlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48)loopback:
(1-64); vlanid: (1-4094)

Show information about neighbors.

- detail 1 the parameter allows displaying detailed information
about neighbors.

clear isis

Reset all neighborhoods and clear thd $3outing table.

5.35.6 Configuring RouteMap

The useof route-map allows changing the attributes of announced and accepted BGP routes.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table354t Global configuration mode commands

Command Value/Default value

Action

route-map name[ section_id]
[ permit | deny ]

‘name: (0..32) characters
section_id: (1..
4294967295).

Create a routemap entry.
Switches the command line to the routeap configuration
mode.
-namet the name of the routemap.
- section_idt the number of the entry in this routenap.
- permitt apply set commands to routes,
-denyt discard routes.
V Maximum number of routemaps =32 (including
sections of one routemap).

no route-map name[
section_id [ permit | deny ]

Delete routemap
- section_idt deletes the entry with the section_id number.

Routemap section configuration mode commands

Command line prompt in theonfiguration mode of the routenap section is as follows:

console(config - route - map)#

Table355t Routemap section configuration mode

commands

Command Value/Default value

Action

continue section_id[ and ]

section_id: (1..
4294967295).

Set the number of the next routeap section to be applied to
routes after the current one is applied.
-andt indicates that match settings in this routeap should
be logically combined (AND) with match settings in remizp,
indicated by he section_id parameter.
Creating routemap chains (without the and
V parameter) is possible if the routenap type is set to
permit.

If the and parameter is used when creating a chain,
then all 'set ' settings must be in the last section of
this chain.
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no continue

Reset the setting.

match ip [ address | next
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) characters

Set the matching of prefiist and route address.

- addresst matching of prefiXist and route ip address.

- next-hopt matching of prefixist and route nexthop ip

addresses.

- route-sourcet matching of prefixist and route source ip

address.
In order not to discard other routes not specified in th
prefix-list, create an empty routemap andbind it to
the current ane viacontinue.

Reset the match.

match localpreference
value

no match localpreference

value: (1.. 4294967295).

Set the matching of the route with the loepteference
attribute.

Reset the match.

match metricvalue

no match metric

value: (1.. 4294967295).

Set the matching of the route with the metric attribute.

Reset the match.

match origin [ igp |egp |
incomplete ]

Set the matching of the route with the origin attribute.
-igpT the route was obtained from the internal routing
protocol (for example, by thaetwork command)

T -egpt the route was learned using the EGP protocol.
-incompletet the route was learned in some other way (for
example, by theedistribute command).
no match origin Reset the match.
match {community | Set a match in which the community from the list nanmegne
extcommunity}name[ex- should be contained in the route community.
act-match] . exactmatcht requires an exact match of all the communitieg

no match {community |
extcommunity}

from the list with the community of the route.

Reset the match.

set community {add | re-
place | remove} {graceful
shutdown | internet | lo-
calas | no-advertise | no-
export | numbeg

no set community

number: ASN2:NN

addt add to the community route;
replacet remove all communities from the route and add the
specified one;

removet remove the specified community from the route.

Reset the set community action.

set communitylist {add |
remove}name

no set communitylist {add
| remove}

name: (1..32) characters

addt add all communities from the list namexdmeto the
route;

removet remove all the communities contained in the list
namednamefrom the route.

Reset the set communityst action.

set communitylist remove
all

no set communitylist re-
moveall

Remove all communities from the route.

Reset the action that removes the entire community from the
route.

set extcommunity {add |
replace | remove} sub
type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

addt add an extended community to the route;

replacet remove all extended communities from the route a
add the specified one;

removet remove the specified community from the route.

set extcommunity {add |
replace | remove} sub
type colorvalue

value: (0..4294967295)

addt add an extended community to the route;
replacet remove all extended communities from the route ar
add the specified one;

removet remove the specified community from the route.
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set extcommunity {add |
replace | remove}word

word: (1..127)

addt addan extended community to the route;

replacet remove all extended communities from the route ar
add the specified one;

removet remove the specified (or all that fall under the
regular expression) community from the route. For this
operation, you can use regular expression as a word
parameter.

word: T the nameof the community in HEX format.

no set extcommunity

Reset the set extcommunity action.

set extcommunitylist {add
| remove} name

no set extcommunitylist
{add | remove}

name: (1..32) characters

addt add all extended communities from the list nameame
to the route;

removet remove all the extended communities contained in
the list namedhamefrom the route.

Reset the action.

match tagvalue

no match tag

value:(0-4294967295)

Set the matching of the route with the tag attribute.

Reset the match.

set tagvalue

no set tag

value: (84294967295)

Set the value of the tag attribute.

Reset the tag attribute setting.

match asnumberreg_exp

no match asnumber

reg_expi(1..127)
characters

Set the matching between the route path and tregy_exp
regular expression.

Reset the match.

match aspath-filter name

no match aspath-filter

name: (1..32) characters

Set the matching of the route path and ths-path regular
expression from the list namethme

Reset the match.

set aspath path-limit
value

no set aspath path-imit

value: (0255)

Add the AS_PATHLIMIT attribute to the route.

The zero value restricts the announcement of locally generat
routes, onlybetween iBGP neighbors (will not be visible to
eBGP).

A value greater than 0 means that if the AS_PATH attribute h
more ASnumbers than the AS_PATHLIMIT value, then it sho
be discarded when going to eBGP.

Reset thepath-limit.

set aspath prepend
as_number

as_number: (1

Add the entered ARumbers to the A% ath attribute.

4294967295 —
no set aspath prepend ) Reset the addition to ABath.
set aspath prepend local Add Local AS numbers to the-R&thvalueattribute (to the
I BGP neighbor).
asvalue value: (610) e neighbor)

no set aspath prepend lo-
calas

Reset the addition to ABath.

set aspath remove
as_number

no set aspath remove

as_number: (0..127)
characters

Remove the specified AS from the-R&h attribute.

Reset the deletion.

set ip nexthopip_address

no set ip nexthop

Set the nexthop attribute of the route.
-ip_addresg nexthop IP address.

Reset the nexhop attribute setting.

set localpreferencevalue

no set localpreference

value:(1-4294967295)

Set the value of the locadreference attribute.

Reset the locapreference attribute.

set metricvalue

no set metric

value: (34294967295)

Set the value of the metric attribute.

Reset the metric attribute.

setnext-hop-peer

no set nexthop-peer

T /attribute not set

Set the value of the nestiop attribute as the neighbor's
address.

Reset the attribute setting.
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set origin [ igp |egp | in- Set the value of the origin attribute.
complete ] -igpT the route was obtained from the internal routing
protocol (for example, by theetwork command)
T -egpt the route was learned using the EGP protocol.

-incompletet the route was learned in some other way (for
example, by theedistribute command).
no set origin Reset the origin attribute.
set weightvalue Set the value of the weight attribute.
9 - value: (34294967295) - : g
no set weight Reset the weight attribute.

Privileged EXEC mode commands

All commands are available to privileged user.

Command lingprompt in the Privileged EXEC mode is as follows:

console#

Table3561 Privileged EXEC mode commands

Command Value/Default value Action
show routemap [name€ View information about created routmaps.
-namet the name of the routemap.

name: (0..32) characters

Ethernet, VLAN or port group interface configuration mode commands

Command line prompt in the Ethernet, VLAN, port group interface configuration mode is as follows:

console(config - if#

Table3571 Ethernet interface, VLAN, port group interface configuration commands

Command Value/Default value Action
ip policy routemap name Apply the routemap 'name’ for the specified interface.
no ip policy routemap Delete theroute-map from the interface.

name: (0..32) characters

5.35.7 Configuring a Prefixist

Prefix lists allow filtering accepted and announced routes of dynamic routing protocols.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

346 Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series



DHELTEX

Table358t Global configuration mode commands

Command Value/Default value Action
ip prefix-list list-name [seq Create a Prefikist.
seq_valug[description - permit T enabling action for the route
text] {deny | permit} list-name: (1..32); -denyt prohibiting action for the route
ip_addresgmasH [ge seq_value: (1.. -list-namet the name of the prefiist being created
ge_valué[le le_valug 4294967294); -seqg_valua the number of the entry in the prefix list
text: (0..80) characters; | - textt description of the list of prefixes
ge_value: (1..32); - ge_valuet matching the prefix length equal to or greater tha
le_value: (1..32) the configured prefix length

-le_valuet corresponds to the prefix length which is equal to
or less than the configured prefix length.
V If no match was found, the implicit default deny any
policy will be applied.
no ip prefixlist list-name[ Delete the created Prefikist.
seqseq_valug

Privileged EXEC mode commands

All commands are available to privileged user.
Command line prompt in the Privileged EXEC mode is as follows:
console#

Table359 1 Privileged EXEC mode commands

Command Value/Default value Action
show ip prefixlist [nam¢ name: (0..32) View information about the created preflist.
characters -namet prefixlist name.

5.35.8 Configuring a keychain

The keychain allows creating a set of passwords (keys) with the subsequent possibility of cortfiguring
lifetime of each password. The created passwords can be used by RIP, @SPFmtt®ols for authentication.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Table360t Global configuration mode commands

Command Value/Default value Action
key chainword word: (1..32) (_Zreate a keychain namedbrd and enter the keychain configura
characterst tion mode.
no key chainword Delete a keychain namesord.
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Keychain configuration mode commands

Command line prompt in the keychain configuration mode is as follows:

console(config - keychain)#

Table3611 Keychain configuration mode commands

Command Value/Default value Action
keykey_id Create a key with the key_id identifier and enter the key configy
key id: (1..255)% tion mode.
no keykey id Delete the key with the key_id identifier.

Key configuration mode commands

Command line prompt in thkey configuration mode is as follows:

console(config - keychain - key)#

This mode is available from the keychain configuration mode and is intended for setting the key and its

parameters.

Table3621 Key configuration mode commands

no encrypted keystring

Canmand Value/Default value Action
key-string word word: (1..16) Set the key value.
no keystring characterst Delete the key value.
encrypted keystring Set the key value in encrypted form.
encryptedword encryptedwordt - encryptedwordr  an encrypted password (for example, an

encrypted password copied from another device).

Delete the key value.

acceptlifetime time_to_start
{time_to_stop| duration|
infinite}

no acceptlifetime

T /always valid

Set the key lifetime during whidhe key will be valid for
verification with the key in received messages.
-time_to_startt the time and date of the start of the key.
Set in the formathh:mm:ss month day year

-time_to_stopt time and date of key expiration. Set in the
format hh:mm:ss math day year

- durationt sets the duration of the key in seconds
-infinite 1 sets the infinite duration of the key

Delete key lifetime

sendlifetime time_to_start
{time_to_stop| duration|
infinite}

no sendlifetime

1 /always valid

Set the keyifetime during which the key will be valid for sending
messages.

-time_to_startt the time and date of the start of the key.

Set in the formahh:mm:ss month day year.

-time_to_stopt time and date of key expiration. Set in the
format hh:mm:ss month dayear.

- durationt sets the duration of the key in seconds.

-infinite 1 sets the infinite duration of the key.

Delete the lifetime of the key.

V If at some moment several keys will be valid at once, then the key with the smaliésntifier
will actually be used.
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Privileged EXEC mode commands

The command line prompt is as follows:
console#

Table3631 Privileged EXEC mode commands

Command Value/Default value Action
show key chairword word: (1..32) Show information about a keychain namedrd.
characterst

Command execution examples

Create a keychain named namel and put two keys in it. On key 2, set up a time interval during which
this key can be used to verify with the key in received packets.

console(config)# key chain namel

console(config - keychain)# key 1

console(config - keychain - key)# key-string  testkeyl

console(config - keychain - key)# exit

console(config - keychain)#  key 2

console(config - keychain - key)# key-string testkey2

console(config - keychain - key)# accept - lifetime 12:00:00 feb 20 2020 12:00:00
mar 20 2020

Show information about the created keychain:

console#  show key chain namel

Key- chain namel:
keyl -- text(Encrypted) "y9nRggqddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk="
accept lifetime ( always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key2 -- text (Encrypted) "G7sTS+v50GJIJWHBL6UXxZyWVPzbqz/6flOF3h3NB6WYMM="
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.35.9 EqualCost MultiPath Load Balancing (ECMP)

ECMP load balancing allows packets to be transmitted to a single recipient over several "best routes".
This functionality is designed tlistribute the load and optimize the network bandwidth. ECMP can work with

both static routes and dynamic routing protocols RIP, OSPF, BGP.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table364t Global configuration mode commands

Command Value/Default value Action
ip maximumpaths maxi- Set the maximum number of paths that can be set in FIB for
mum_paths each route.

maximum_paths:

(1..64)11 The setting will take effect only after saving the

configuration and restarting the device.
Set the default value.

no ip maximumpaths

5.35.10 Configuring Virtual Router Redundancy Protocol (VRRP)

VRRP is designed for backup of routers acting as default gateways. This is achieved by joining IP
interfaces of the group of routers into one virtual interface which will be used as the default gateway for the
computers of the network. At the channel leveddundant interfaces have a 00:00:5E:00:01:XX MAC address,
where XX is the VRRP group number (VRID).

Only one of the physical routers can route traffic on the virtual IP interface (VRRP master), the other
routers in the group are reserved (VRRP bacKTipg. VRRP master is selected in accordance with RFC 5798.
If the current master becomes unavailable, the master selection is repeated. The router with its own IP address
that matches the virtual one has the highest priority. In case of availability, dyalwecomes a VRRP master.

The maximum number of VRRP processes is 50.

Ethernet, VLAN or port group interface configuration mode commands

Command line prompt in the Ethernet, VLAN, port group interface configuration mode is as follows:

console(config

- if#

Table365t1 Ethernet interface, VLAN, port group interface configuration commands

Command

Value/Default value

Action

vrrp vrid descriptiontext

no vrrp vrid description

vrid: (1..255);
text: (1..160 characters).

Add a description of the purpose or use for the VRRP router wi
the vrid ID.

Delete the description of the VRRP router.

vrrp vridip ip_address

no vrrpvridip [ip_addresy

vrid: (1..255)

Determine the IP address of the VRRP router.

Delete the VRRP IP address from the router. If an IP address i
specified as a parameter, then all the IP addresses of the virtug
router will be deleted, as a result of which the virtwald router
on this device will be deleted.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Enabled by default

Enable the mode in which the backup router with a higher prior
will try to take over the master role from the current master
router with a lower priority.

V The router which is the owner of the router's IP addres

will take over themaster role regardless of the settings
Set the default value.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Bydefault: 255 for the
owner of the IP address,
100 for the rest

of this command.
Assign a priority to the VRRP router.

Set the default value.

vrrp vrid shutdown

no vrrp vrid shutdown

vrid: (1..255);
By default: disabled

Disable the VRRP protocol on this interface.

Enable the VRRP protocol on this interface.

vrrp vrid sourceip ip_ad-
dress

no vrrp vrid sourceip

vrid: (1..255);
By default: 0.0.0.0

Determine the real VRRP address to be used as the sender's |
address for VRRP messages.

Setthe default value.
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vrrp vrid timers advertise
{seconddg msec millisec-
ondg

seconds: (1..40);
milliseconds: (50..40950)

no vrrp vrid timers adver-
tise [msec]

By default: 1 s

Set the interval between announcements of the master router.
the interval is set in milliseconds, then ir@inded down to the
nearest second for VRRP Version 2 and to the nearest hundre
of a second (10 milliseconds) for VRRP Version 3.

Set the default value.

vrrp vrid version {2 | 3 |
2&3}

T/2

no vrrp vrid version

Determine the supportedersion of the VRRP protocol.

-21 VRRPv2 defined in RFC3768 is supported. The message
received by VRRPV3 are discarded by the router. Only VRRPv
announcements are sent.

-31 VRRPV3 defined in RFC5798 is supported, without
compatibility with VRRPv2 (8.4, RFC5798). The messages rec
by VRRPV2 are discarded by the router. Only VRRPv3
announcements are sent.

-2&31 supported by VRRPv3 defined in RFC5798 with backw
compatibility with VRRPv2. The messages received by VRRPV,|
processed by the router. VRRPv2 and VRRPv3 announcement
sent.

Set the default value.

vrrp vrid checksum exclude
pseudcheader

By default: the
method of calculat-

no vrrp vrid checksum ex-
clude pseudeheader

ing the checksum
with a pseudo
header is used

Enable the checksum calculation method in the VRRP header
without taking into account the pseudo header. RFC 3768.

Set the default checksum calculation method defined in RFC57

Privileged EXEC mode commands

All commands are available to privileged user.

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table3661 Privileged EXEC mode commands

Command

Value/Default value

Action

show vrrp [all | brief | in-
terface {gigabitethernet
gi_port| tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| port -
channelgroup| vian
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

View brief or detailed information for all or one configured VRRF
virtual router.

-allt view information about all virtual routers, including
disconnected ones;

- brief 1 view brief information about all virtual routers.

Command execution

examples

A Configure the IP address 10.10.10.1 on VLAN 10, use this address as the addregstoatieuter.
Enable the VRRP protocol on the VLAN interface.

console(config
console(config
console(config
console(config

-vlan)# interface vlan
-if)j#  ip address

-if)j vrrp lip

-if)j#¥  novrrp 1 shutdown

10

10.10.10.1/24
10.10.10.1
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A View the VRRBonfiguration:

console#  show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1(down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01: 01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Configuring Bidirectional Forwarding Detection (BFD) protocol

The BFD protocol allows quick detection of link failures. BFD can work with both static routes and dynamic
routing protocols RIP, OSPF, BGP.
The current version of the software implements work only with the BGP protocol.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table367t Global configuration mode commands

Command Value/Default value Action
bfd neighborip_addr [in- Set the BFD neighbor.
terval int ] [min-rx min] -int T minimum transmission interval for error detection;

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

[multiplier mult_num -min T minimum reception interval for error detection.
-mult_numt the number of lost packets before the session
was terminated.

no bfd neighborip_addr Set the default value.

Privileged EXBE@ode commands

All commands are available to privileged user.

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table3681 Privileged EXEC mode commands

Command Value/Default value Action
show ip bfdneighbors View information about active BFD neighbors.
[ip_addi [detail]
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5.35.12 GRE Protocol

GRE (Generic Routing Encapsulation) is a protocol for tunneling network packets. Its main purpose is to
encapsulate network layer packets of the OSI network modelltpackets. GRE can be used to organize a
VPN at the 3rd level of the OSI model. Static unmanaged GRE tunnels are implemented in MES switches, that
is, tunnels are created manually by configuring on local and remote nodes. Tunnel parameters for each of th
parties must be mutually consistent or the transferred data will not be decapsulated by the partner.

V The GRE protocol is supported on the MES33xx, MES35xx and MES5324 models.

V Current firmware versions also support PIM operation in the GRE tuncatfiguration
mode (configuration commands are described in the tabdl).

Global configuration mode commands

Command line prompt in the globabnfiguration mode is as follows:

console(config)#

Table369t Global configuration mode commands

Command Value/Default value Action
interface Tunnekunnel_id tunnel_id: (1..16) Create a tunnel interface.

Tunnel interfaceonfiguration mode commands

Command line prompt in the tunnel interface configuration mode is as follows:

console(config - tunnel)#

Table370t Tunnel interface configuration mode commands

Command Value/Default value Action

tunnel mode gre ip Joff Set the GRE tunnel type using IPv4.

no tunnel mode gre ip rio Delete the tunnel.

tunnel source{ipv4_address Assign an IP address or interface to be used as the sender

| gigabitethernet gi_port | gi_port: (1..8/0/1..48); | address of the external IP header of the GRE tunnel.

tengigabitethernette_port | te_port: (1..8/0/1..24);

fortygigabitethernetfo_port fo_port: (1..8/0/1..4);

| port -channelgroup| tun- group: (1..48);

neltunnel id | vlanvlan_id vlan_id: (1..4094)

no tunnel source Delete the sender's IP address.

tunnel destination { URL_ | Specify the IP address of the recipient (end of the tunnel).

ipv4_addres$ T

no tunnel destination Delete the IP address of the recipient.

ip addresspv4_address Specify the IP addresstbfe tunnel interface. Using this
address, the switch is accessible through a tunnel. It can be

T used as a gateway on a remote device when routing to a

tunnel.

no ip address Delete the IP address of the tunnel interface.
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EXEC mode commands

Command linggrompt in the EXEC mode is as follows:

console#

Table3711t EXEC mode commands

Command

Value/Default value

Action

show ip tunnel funnekid]

tunnel_id: (1..16)

Show tunnel information.

show ip interface tunnel
tunnel_id

tunnel_id: (1..16)

Show information about the IP interface of the tunnel.

show interfaces tunnetunnetid

tunnel_id: (1..16)

Show tunnel interface information.

Tunnel configuration example

Creating a tunnel and setting up a static route for a netwodated on the opposite side of the tunnel:

> > > >

console(config)#
console(config

the IP address 192.168.1.1 is used as the local address for the tunnel;
the IP address 192.168.1.2 is used as the remote address for the tunnel;
The IP address of the tunnel on the local side is 172.16.0.1/30;

the network on the opposite side of the tunnel is 10.10.1.0/24.

vlan database
-vlan)y# vlan 301

console(config -vlan)#  exit

console(config)# interface tengigabitethernet 1/0/1
console(config -if)j#  switchport mode trunk

console(config -if)#  switchport trunk allowed vlan add 301
console(config -iD#  exit

console(config)# interface vlan 301

console(config -if)#  ip address 192.168.1.1/24

console(config -if)# exit

console(config)#
console(config
console(config
console(config
console(config
console(config
console(config)#

interface Tunnel 1
-tunnel)¥#  Tunnel mode greip
-tunnel)¥  Tunnel source 192.168.1.1
-tunnel)#  Tunnel destination 192.168.1.2
-tunnel)#  ip address 172.16.0.1/30
-tunnel)#  exit

ip route 10.10.1.0/24 Tunnel 1

V' Mutually agreed settings must be made on the oncoming device.

5.35.13 Configuring Virtual Routing Area (VRF lite)

VREF (Virtual Routing and Forwarding) is a technology that allows multiple instances of the routing table

to coexist in the same router at the same time.

The list of functions supported in VRF is available in the @te
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Table3721 Global configuration mode commands

Command Value/Default value

Action

ip vrf [vrf-nam¢ vrf-name: (1..32)

Creating a virtual routing area.

no ip vrf vrf-namg characters

Deleting a virtual routing area.

Table373t Interface configuration mode comman

ds

Command Value/Default value

Action

ip vrf [vrf-namg
vrf-name: (1..32)
characters

Binding the interface to the virtual routing area. After entering
the command, all the IP addresses created in the future will bg
associated with the vrf to which thaterface was bound.

no ip vrf

Unbinding the interface from the virtual routing area.

Table3741 EXEC mode commands

Command Value/Default value

Action

show ip vrf [all | vrf-nam¢g vrf-name: (1..32)

characters

Displayinformation about the created virtual routing areas and
about the L3 interfaces located in them.

Table375t Functions supported in VRF

Functions Navigation
System management command 5.5 Systemmanagement commands
Static routing 5.35Configuring routing protocols
DHCFRelay 5.29.1DHCP Relay functions for IPv4
OSFP 5.35.3Configuring the OSPF, OSPpkatocol
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6 SERVICE MENU, SOFREAHANGE

6.1 Startup menu
The Startup menu is used to perform special procedures, such as restoring factory settings and
password recovery.

To enter theStartupmenu, interrupt the download by pressing tk&scer <Enter>key within the first
two seconds after the startup message appe(at the end of the POST procedure).

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back
Enter your choice or press 'ESC' to exit:

To exit the menu and boot the device, press #eor <Esckey.

’ ' If none of the menu items is selected within 15 seconds (default value), the device wi
- continue to boot. The waiting time can be increased using console commands.

Table 356 Descriptio of the Startup menu

# Title Description
<1> Restore Factory Defaults This procedure is used to delete the device configuration. Restoring the defay
Restoring factory settings configuration.
Boot password This procedure is used to set/remove the password onlbetloader.
<2> Setting/deleting a password

for the bootloader

This procedure is used to recover a lost password, it allows connecting to tk
device without a password.

Password Recovery To restore the password, press tk@>key, the password will be ignored when
<3> Procedure connected to the device.
Password recovery Current password will be ignored!

To return to the Startup menu, press thenter] key.
==== Press Enter To Continue ====

This procedure is used to select the actsystem software file.
If the newly downloaded system software file is not selected as active, the devi

Image menu will download using the currently active image
<4> Selecting the active system Image menu
software file [1] Show current image view data about software versions on the device
[2] Set current image selection of the activeystem software file
[3] Back
Back To exit the menu and boot the device, predsnter>or <Esc>

<5> Exit the menu
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6.2 Software update fromTFTP Server

The TFTP server must be running and configured on the computer from which the softwa
will be downloaded. The server must have permission to read bootloader and/or systen
software files. A computer with a running TFTP server must be acbésso the switch

(you can check by running the ping command A.B.C.D on the switch, where A.B.C.D is
IP address of the computer).

.‘

! | Software updates can only be performed by a privileged user.

6.2.1 Updating the system software

The device is loaded from the system software file, which is stored in flash memory. When updating, a

new system software file is saved in a specially allocated memory area. When booting, the device launches
the active system software file.

! | If the deviee number is not specified, this command is applied to the master device.

To view the current version of the system software running on the device, enteshbe version
command:

console# show version

Active - image: flash://system/images/_mes3300 - 403.ros
Version: 4.0.3

Commit: 25503143
MD5 Digest: 6f3757fab5b6ae3d20418e4d20a68c4c
Date: 03 -Jun-2016
Time: 19:54:
Inactive - image: flash://system/images/mes3300 - 404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10 -Jun- 2016
Time: 11:05:50

Software update procedure

Copy the new software file to the device in the allocated memory area. Command format:

boot system tftp://tftp_ip_address[directory/]filename
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Command execution example

console# boot system  tftp:// 10.10.10.1/mes5324 - 401.ros

26- Feb- 2016 11:07:54 %COPY -1 - FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324 - 401.ros destination URL flash://

system/images/mes5324 - 401.ros

26- Feb- 2016 11:08:53 %COPY - N- TRAP: The copy operation was completed su ccessfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

The new software version will become active after the switch is restarted.

To view data about software versions and their activity, entersghew bootvar command

console# show bootvar

Active - image: flash://system/images/mes5324 - 401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01 - Mar- 2016
Time: 17:17:31
Inactive - image: flash://system/images/_mes5324 -401.ros
Version: 4.0.1
MD5 Digest: b66fd2211e4ff77 90308bafa45d92572
Date: 26 - Feb- 2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

| 2y FTANY GKS NBoz22G o0& SYydiSNAy3I W
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APPENDIX A. EXAMPIBSDEVICE USBAND CONFIGURATION

Configuring the Multiple Spanning Tree Protocol (MSTP)

The MSTP protocol allows building many spanning trees for individual VLAN groups on LAN switches to
perform load balancing. For simplicity, consider the case of three switches connected in a ring topology.

VLANSs 10, 20, 30 merge in the first instanc®I8MTP, VLANSs 40, 50, 60 merge in the second instance. It
is necessary that the traffic of VLANs 10, 20, 30 between the first and second switches is transmitted directly,
and the traffic of VLANs 40, 50, 60 is transmitted in transit through switch 3. Wassidjn Switch 2 as the
root for the Internal Spanning Tree (IST) in which service information is transmitted. The switches are
connected in a ring topology using ports tel and te2. Below is a diagram depicting the logical topology of the

network.

VLAN 10, 20, 30 are assigned
VLAN 40, 50, 60 are assigned

switch 1

to instance 1
to instance 2

switch 3

This port transmits traffic for
instance 1 and blocks
traffic for instance 2

switch 2

This port transmits traffic for
instance 2 and blocks
traffic for instance 1

FigureA.11 Configuring the Spanning Tree protocol

When one of the switches fails, or the channel is cut off, many MSTP trees are rebuilt, which minimizes
the consequences of a failure. The switch configuration process is shown below. For faster configaration,
common configuration template is created, which is uploaded to the TFTP server and used later to configure
all switches. Creating a template and configuring the first switch:

console#
console(config)#
console(config
console(config
console(config)#
console(config
console(config
console(config)#
console(config)#
cons ole(config
console(config
console(config
console(config)#
console(config
console(config
console(config

configure

vlan database

-vlan)# vlan 10,20,30,40,50,60
-vlan)#  exit

interface vlan 1
-ify#  ip address 192.168.16.1 /24
-if)j#  exit

spanning - tree mode mst
interface range TengigabitEthernet

-ify#  switchport mode trunk
-ify#  switchport trunk allowed vlan add
-if)j#  exit

spanning - tree mst configuration
-mst)# name sandbox
-mst)# instance 1 vlan
-mst)# instance 2 vlan

10,20,30
40,50,60

1/0/1 -2

10,20,30,40,50,60

Ethernet switches of the MES23xx, MES33xx, MES35xx, MES5324 series

359



HELTEX

console(config -mst)#  exit

console(config)# do write

console(config)# spanning -treemst 1 priority 0
console(config)# exit

console# copy running - config tftp:// 10.10.10.1/mstp.conf

Configuringselectiveqing
Adding SVLAN

The switch configuration example shown demonstrates how to add the SVLAN 20 label to all incoming
traffic with the exception of VLAN 27.

console# show running - config

vlan database

vlan 20,27

exit

!

interface tengigabitethernet1/0/5
switchport mode general
switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress - filtering disable
selective - qing list ingress permit ingress_vlan 27
selective - qi nq listingress add_vlan 20

exit

!

!

end

CVLAN substitution

In data transmission networks, tasks related to VLAN substitution arise quite often (for example, a typ-
ical configuration for access level switches exists, but user traffic, VolP and traffiarfagement need to be
transmitted in different VLANSs for different directions). In this case, it would be convenient to use the CVLAN
substitution function to replace typed VLANSs with VLANS for the desired direction. Below is the configuration
of the switd in which VLANs 100, 101 and 102 are replaced by 200, 201 and 202. Reverse substitution should
be performed on the same interface:

console# show running - config

vlan database

vlan 200 - 202

exit

]

interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vilan add 200 -202
selective - qing list egress override_vlan 100 ingress_vlan 200
selective - ging list egress override_vlan 101 ingress_vlan 201
selective - qing list egress override_vlan 102 ingress_vlan 202
selective - ging listing ress override_vlan 200 ingress_vlan 100
selective - qing list ingress override_vlan 201 ingress_vlan 101
selective - ging list ingress override_vlan 202 ingress_vlan 102

exitlend
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Configuring multicas{TV VLAN

The"Multicast-TV VLANfunction makes it possiblto use one VLAN in the operator's network to trans-

mit multicast traffic and deliver this traffic to users even if they are not members of this VLAN. Using the
"MulticastTV VLAN" function, the load on the operator's network can be reduced due to thaaheédu-
plication of multicast data, for example, when providing IPTV services.

The scheme of application of the function assumes that the user ports operate in "access" or "customer

mode and belong to any VLAN except multigast/LAN. Users can omnlgceive multicast traffic from mul-
ticasttv VLAN and cannot transmit data in this VLAN. In addition, the multicast traffic source port must be
configured in the switch, which must be a member of the multidasfLAN.

Configuration example for a port in thaccess mode
1. Enable multicast data filtering:

console(config)#

bridge multicast filtering

2. Configure user VLAN (VID 10®4), multicastv VLAN (VID 1000), management VLAN (VID 1200):

console(config)#
console(config
console(config

vlan database

-vlan)# vlan 100-124,1000,1200

-vlan)#  exit

3. Configure user ports:

console(config)#
console(config
console(config
console(config
console(config
console(config

4. Configure the uplink port, allowing the transmission of multicast traffic, user traffic and management:

console(config)#
console(config
console(config
console(config

interface range tel/0/10 -24
-if)#  switchport mode access
-ify#  switchport access vlan 100
-ify#  switchport access multicast -tvvla n 1000

-if)#  bridge multicast unregistered filtering

-if#  exit

interface te1/0/1
-if)#  switchport mode trunk

-if)#  switchport trunk allowed vlan add 100- 124,1000,1200

-ify#  exit

5. Configure IGMP snooping globally and on interfaces, add group binding:

console(config)#
console(config)#
console(config)#
console(config)#
console(config)#
console(config)#
console(config)#
é

con sole(config)#

ip igmp snooping

ip igmp snooping vlan
ip igmp snooping vlan
ip igmp snooping vlan
ip igmp snooping vlan
ip igmp snooping vlan
ip igmp snooping vlan

ip igmp shooping vlan

6. Configure the management interface:

console(config)#
console(config
console(config

interface vlan 1200

1000

1000 querier
100

101

102

103

124

-if)#  ip address 192.168.33.100 255.255.255.0

-if)#  exit
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Example of a port configuration in the customer mode

This type of connection can be used to mark user IGMP reports of certain VLANs (CVLAN) with special

external labels (SVLAN).

1. Enable multicast data filtering:

console(config)# bridge multicast filtering

2. Configure user VLAN (VID 100), multigas¥LAN (VIR00O, 1001), management VLAN (VID 1200):

console(config)# vlan database
console(config -vlan)# wvlan 100,1000 - 1001,1200
console(config -vlan)#  exit

3. Configure the user port:

console(config)# interface te1/0/1

console(config -if)#  switchport mode customer

console(config -if)#  switchport customer vlan 100

console(config -if)#  switchport customer multicast - tv vlan add 1000,1001
console(config -ify#  exit

4. Configure the uplink port, allowing the transmission of multicast traffic, user traffic and management:

consol e(config)# interface te1/0/10

console(config -if)j#  switchport mode trunk

console(config -if)y#  switchport trunk allowed vlan add 100,1000 -1001,1200
console(config -ify#  exit

5. Configure IGMP snooping globally and on interfaces, add rules for marking custoned@viB:

console(config)# ip igmp snooping

console(config)# ip igmp snooping vlan 100

console(config)# ip igmp shooping map cpe vian 5 multicast -tvvlan 1000
console(config)# ip igmp shooping map cpe vian 6 multicast -tvvlan 1001

6. Configure the managemenmtterface:

console(config)# interface vlan 1200
console(config -if)#  ip address 192.168.33.100 255.255.255.0
console(config -ify#  exit
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Figure B.I Console cable connection
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