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DOCUMENT CONVENTIONS 

Typographical 
convention 

Description 

[ ] 
Square brackets are used to indicate optional parameters in the command 
line; when entered, they provide additional options. 

{} 
Curly brackets are used to indicate mandatory parameters in the command 
line. Select one of the listed parameters. 

ζΣη 
ζ-η 

In the command description, these characters are used to define ranges. 

ζμη In the command description, this character means 'or'. 

ζκη In the command description, this character indicates the default value. 

Calibri Italic 
Calibri Italic is used to indicate variables and parameters that should be re-
placed with an appropriate word or string. 

Bold Notes and warnings are shown in semibold. 

<Bold Italic> Keyboard keys are shown in bold italic within angle brackets. 

Courier New  Command examples are shown in Courier New Bold. 

Courier  New  
Command execution results are shown in Courier New in a frame with a 
shadow border. 

Notes and Warnings 
 

Notes contain important information, tips, or recommendations on device operation and 
configuration. 

 
Warnings are used to inform the user about situations that could harm the device or the 
user, cause the device to malfunction or lead to data loss. 
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1 INTRODUCTION 

Over the last few years, more and more large-scale projects are utilising NGN concept in 
communication network development. One of the main tasks in implementing large multiservice networks 
is to create reliable high-performance backbone networks for multilayer architecture of next-generation 
networks.  

High-speed data transmission, especially in large-scale networks, requires a network topology that 
will allow flexible distribution of high-speed data flows. 

Switches of the MES2300, MES3300, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 series can 
be used on networks of large enterprises, small and medium-sized businesses (SMB), in operator networks. 
These switches deliver high performance, flexibility, security, and multi-tiered QoS. 

 MES5400-24, MES5400-48, MES5500-32 switches comply with data centers requirements for Top-
of-Rack and End-of-Row switches, and operators' requirements for equipment of aggregation network and 
backbone networks, providing a high performance and cost-effective solution. 

MES3500I-08P, MES3500I-10P and MES2300DI-28 industrial switches are designed to organize secure 
fault-tolerant data transmission networks at facilities where it is necessary to meet the requirements for 
ensuring resistance to various types of thermal and mechanical influences, vibration, etc. 

This operation manual describes intended use, specifications, first-time set-up recommendations, 
and the syntax of commands used for configuration, monitoring and firmware update of the switches. 
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2 PRODUCT DESCRIPTION 

2.1 Purpose 

The MES5400-24, MES5400-48, MES5410-48, MES5500-32 switches are high-performance devices 
designed for use in data centers as Top-of-Rack or End-of-Row switches, as well as in aggregation networks 
and backbone networks of telecom operators. 

The MES5400-24 and MES5400-48 switches are equipped with 1000BASE-X/10GBASE-R and 
40GBASE-R/100GBASE-R interfaces. In the split mode of the HG interface, operation at speeds of 1 Gbps, 
10 Gbps and 25 Gbps is supported. The split mode allows splitting up to 6 HG interfaces, which gives a total 
of 24 TWE interfaces1. 

The MES5410-48 switches are equipped with 10GBASE-R/25GBASE-R and 40GBASE-R/ 
100GBASE-R interfaces. In the split mode of the HG interface, operation at speeds of 1 Gbps, 10 Gbps and 
25 Gbps is supported. The split mode allows splitting up to 6 HG interfaces, which gives a total of 24 TWE 
interfaces. 

The MES5500-32 switches are equipped with 10GBASE-R and 40GBASE-R/100GBASE-R interfaces. In 
the split mode of the HG interface, operation at speeds of 1 Gbps, 10 Gbps and 25 Gbps is supported. The 
split mode allows splitting up to 30 HG interfaces, which gives a total of 120 TWE interfaces. 

The ports of the device support operation at speeds of 1 Gbps (SFP), 10 Gbps (SFP+),  
25 Gbps (SFP28), 40 Gbps (QSFP+) and 100 Gbps (QSFP28). Non-blocking switching fabric ensures correct 
packet processing with minimal and predictable latency at maximum load for all types of traffic.  

The switches have the ability to use Front-to-Back and Back-to-Front ventilation2, which provides ef-
ficient cooling when using devices in modern data centers with different cooling systems.  

Fault tolerance of the devices is ensured by redundancy of power supplies (1+1) and the use of re-
placeable ventilation modules. Hot swappable power and ventilation modules provide uninterruptible net-
work operation. 

The MES2300, MES3300, MES53xxA series are high-performance devices equipped with 10GBASE-R, 
1000BASE-X interfaces and designed for use in carrier networks as aggregation devices and in small data 
centers. 

The ports of the devices support operation at speeds of 1 Gbps (SFP), 10 Gbps (SFP+), which provides 
flexibility in use and the possibility of gradual transition to higher data transfer rates. Non-blocking switching 
fabric ensures correct packet processing with minimal and predictable latency at maximum load for all types 
of traffic. 

Fault tolerance of the devices is ensured by redundancy of power supplies (1+1) and the use of 
replaceable ventilation modules. Hot swappable power and ventilation modules provide uninterruptible 
network operation. 

The new generation of the MES2300 series access switches connects end users to the network of 
large enterprises, small and medium-sized enterprises and to the networks of telecom operators using 

                                                      
1 For MES5400-24 model, HG3ςHG6 interfaces are available in split mode. For MES5400-24 rev.B there is no such 
restriction. 
2 The MES5410-48 and MES5500-32 switches are available in two types: with Front-to-Back or Back-to-Front ventila-
tion. 
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1G/10G interfaces. The MES2300 switches can also be used in carrier networks as aggregation layer 
switches or transport switches. 

The ports of the devices support operation at speeds of 1 Gbps and 10 Gbps, which provides flexibility 
in use and the possibility of gradual transition to higher data transfer rates. Non-blocking switching fabric 
ensures correct packet processing with minimal and predictable latency at maximum load for all types of 
traffic. 

MES3500I-08P, MES3500I-10P and MES2300DI-28 industrial switches are designed to organize secure 
fault-tolerant data transmission networks at facilities where it is necessary to meet the requirements for 
resistance to various types of thermal and mechanical influences, vibration, etc. 

2.2 Switch features 

2.2.1 Basic features 

The table 1 lists the basic administrative features of the device. 

Table 1 ς Basic features of the device  

Head-of-Line blocking 
(HOL) 

HOL blocking occurs when device output ports are overloaded with traffic coming 
from input ports. It may lead to data transfer delays and packet loss.  

Jumbo frames 
Enable jumbo frame transmission to minimize the amount of transmitted packets. 
This reduces overhead, processing time and interruptions. 

Flow control 
(IEEE 802.3X) 

Allow interconnecting low-speed and high-speed devices. To avoid buffer overrun, 
the low-speed device can send PAUSE packets that will force the high-speed device 
to pause packet transmission. 

Operation in device 
stack 

You can combine multiple switches in a stack. In this case, switches are considered as 
a single device with shared settings. There are two stack topologies τ ring and chain. 
All ports of each stack unit must be configured from the master switch. Device stack-
ing allows reducing network management efforts. 

2.2.2 MAC address processing features 

The table 2 lists MAC addresses processing features. 

Table 2 ς MAC addresses processing features 

MAC address table The switch creates an in-memory table which contains mac-addresses and due ports. 

Learning mode 

When learning is not available, data received on a port will be transmitted to all other 
ports of the switch. Learning mode allows the switch to analyse a frame, discover 
sender's MAC address and add it to a routing table. Then, if the destination MAC ad-
dress of an Ethernet frames is already in the routing table, that frame will be sent only 
to the port specified in the table.  

MAC Multicast Support 
This feature enables one-to-many and many-to-many data distribution. Thus, the 
frame addressed to a multicast group will be transmitted to each port of the group. 

Automatic Aging for 
MAC  
Addresses 

If there are no packets from a device with a specific MAC address in a specific period, 
the entry for this address expires and will be removed. It keeps the switch table up to 
date. 



 
 

 

12  Ethernet switches MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 

Static MAC Entries 
The network switch allows defining static MAC entries that will be saved in the switch-
ing table. 

2.2.3 Layer 2 features 

The table 3 lists layer 2 features and special aspects. 

Table 3 ς Layer 2 features description 

IGMP Snooping (Internet 
Group Management 
Protocol) 

IGMP implementation analyses the contents of IGMP packets and discovers net-
work devices participating in multicast groups and forwards the traffic to the corre-
sponding ports. 

MLD Snooping (Multicast 
Listener Discovery) 

MLD protocol implementation allows the device to minimize multicast IPv6 traffic. 

Storm Control 
(Broadcast, multicast, 
unknown unicast Storm 
Control) 

Storm is a multiplication of broadcast, multicast, unknown unicast messages in each 
host causing their exponential growth that can lead to the network failure. The 
switches can limit the transfer rate for multicast and broadcast frames received and 
sent by the switch. 

Port 
Mirroring 

Port mirroring is used to duplicate the traffic on monitored ports by sending ingress 
or and/or egress packets to the controlling port. Switch users can define controlled 
and controlling ports and select the type of traffic (ingress or egress) that will be 
sent to the controlling port. 

Protected ports 
This feature assigns the uplink port to the switch port. This uplink port will receive 
all the traffic and provide isolation from other ports (in a single switch) located in 
the same broadcast domain (VLAN). 

Private VLAN Edge 
This feature isolates the ports in a group (in a single switch) located in the same 
broadcast domain from each other, allowing traffic exchange with other ports that 
are located in the same broadcast domain but do not belong to this group. 

Private VLAN (light 
version) 

Enable isolation of devices located in the same broadcast domain within the entire 
L2 network. Only two port operation modes are implementedτPromiscuous and 
Isolated (isolated ports cannot exchange traffic). 

Spanning Tree Protocol 

Spanning Tree Protocol is a network protocol that ensures loop-free network topol-
ogy by converting networks with redundant links to a spanning tree topology. 
Switches exchange configuration messages using frames in a specific format and 
selectively enable or disable traffic transmission to ports. 

IEEE 802.1w Rapid 
spanning tree protocol 
(RSTP) 

Rapid STP (RSTP) is the enhanced version of the STP that enables faster convergence 
of a network to a spanning tree topology and provides higher stability. 

ERPS (Ethernet Ring 
Protection Switching) 
protocol 

The protocol is used for increasing stability and reliability of data transmission net-
work having ring topology by reducing recovery network time in case of breakdown. 
Recovery time does not exceed 1 second. It is much less than network change over 
time in case of spanning tree protocols usage. 

VLAN support 
VLAN is a group of switch ports that form a single broadcast domain. The switch 
supports various packet classification methods to identify the VLAN they belong to.  

OAM (Operation, 

Administration, and 

Maintenance, IEEE 

802.3ah) 

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah ς func-
tions of data transmission channel level correspond to channel status monitor pro-
tocol. The protocol uses OAM (OAMPDU) protocol data blocks to transmit channel 
status information between directly connected Ethernet devices. Both devices 
should support IEEE 802.3ah. 
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GARP VLAN (GVRP) 
GARP VLAN registration protocol dynamically adds/removes VLAN groups on the 
switch ports. If GVRP is enabled, the switch identifies and then distributes the VLAN 
inheritance data to all ports that form the active topology. 

Port-Based VLAN 
Distribution to VLAN groups is performed according to the ingress ports. This solu-
tion ensures that only one VLAN group is used on each port. 

802.1Q support 
IEEE 802.1Q is an open standard that describes the traffic tagging procedure for 
transferring VLAN inheritance information. It allows multiple VLAN groups to be 
used on one port. 

Link aggregation  
with LACP 

LACP enables automatic aggregation of separate links between two devices (switch-
switch or switch-server) in a single data communication channel. 
The protocol constantly monitors whether link aggregation is possible; in case one 
link in the aggregated channel fails, its traffic will be automatically redistributed to 
functioning components of the aggregated channel. 

LAG (Link Aggregation 
Group) creation 

The device allows creating link aggregation groups. Link aggregation, trunking or 
IEEE 802.3ad is a technology that enables aggregation of multiple physical links into 
one logical link. This leads to greater bandwidth and reliability of the backbone 
'switch-switch' or 'switch-server' channels. There are three types of balancingτ
based on MAC addresses, IP addresses or destination port (socket). 
A LAG group contains ports with the same speed operating in full-duplex mode. 

Auto Voice VLAN support 

Allows you to identify voice traffic by OUI (Organizationally Unique Identifierτfirst 
24 bits of the MAC address). If the MAC table of the switch contains a MAC address 
with VoIP gateway or IP phone OUI, this port will be automatically added to the 
voice VLAN (identification by SIP or the destination MAC address is not supported). 

2.2.4 Layer 3 features 

The table 4 lists layer 3 functions.  

Table 4 ς Layer 3 features description  

BootP  
and DHCP clients 
(Dynamic Host 
Configuration Protocol) 

The devices can obtain IP address automatically via the BootP/DHCP. 

Static IP routes The switch administrator can add or remove static entries into/from the routing table. 

 
Address Resolution 
Protocol (ARP) 

ARP maps the IP address and the physical address of the device. The mapping is es-
tablished on the basis of the network host response analysis; the host address is re-
quested by a broadcast packet.  

RIP 
(Routing Information 
Protocol) 

The dynamic routing protocol that allows routers to get new routing information from 
the neighbor routers. This protocol selects optimum routes based on the number of 
hops. 

IGMP Proxy function 
IGMP Proxy is a feature that allows simplified routing of multicast data between net-
works. IGMP is used for routing management. 

OSPF (Open Shortest 
Path First) 

A dynamic routing protocol that is based on a link-state technology and uses Dijkstra's 
algorithm to find the shortest route. The OSPF protocol distributes information about 
available routes between routers of the same autonomous system. 

BGP (Border Gateway 
Protocol) 

BGP is a protocol for routing between Autonomous Systems (AS).  Routers exchange 
destination network routes information. 
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Virtual Router 
Redundancy Protocol 
(VRRP) 

VRRP is designed for backup of routers acting as default gateways. This is achieved by 
joining IP interfaces of the group of routers into one virtual interface which will be 
used as the default gateway for the computers of the network.  

Protocol Independent 
Multicast (PIM) 

PIM is a protocol to solve multicast routing problems in IP networks. PIM relies on 
traditional routing protocols (such as Border Gateway Protocol) instead of creating its 
own network topology. It uses unicast routing to verify RPF. Routers perform this ver-
ification to ensure loop-free forwarding of multicast traffic. 

MSDP (Multicast Source 
Discovery Protocol) 

MSDP is a protocol for exchanging information on multicast sources between differ-
ent RP in PIM. 

2.2.5 QoS features 

The table 5 lists the basic quality of service features. 

Table 5 ς Basic quality of service features 

Priority queues support 
The switch supports egress traffic prioritization with queues for each port. Packets 
are distributed into queues by classifying them by various fields in packet headers. 

Support for 802.1p class 
of service 

802.1p standard specifies the method for indicating and using frame priority to en-
sure on-time delivery of time-critical traffic. 802.1p standard defines 8 priority levels. 
The switches can use the 802.1p priority value to distribute frames between priority 
queues. 

2.2.6 Security features 

Table 6 ς Security features 

DHCP snooping 

A switch feature designed for protection from attacks using DHCP protocol. Enables 
filtering of DHCP messages coming from untrusted ports by building and maintaining 
DHCP snooping binding database. DHCP snooping performs firewall functions be-
tween untrusted ports and DHCP servers. 

DHCP Option 82 

An option to tell the DHCP server about the DHCP relay and port of the incoming 
request. 
By default, the switch with DHCP snooping feature enabled identifies and drops all 
DHCP requests containing Option 82, if they were received via an untrusted port.  

UDP Relay Forwarding broadcast UDP traffic to the specified IP address. 

DHCP server features 
DHCP server performs centralised management of network addresses and corre-
sponding configuration parameters, and automatically provides them to subscribers. 

IP Source address guard 

The switch feature that restricts and filters IP traffic according to the mapping table 
from the DHCP snooping database and statically configured IP addresses. This feature 
is used to prevent IP address spoofing. 

Dynamic ARP 
Inspection (Protection) 

A switch feature designed for protection from ARP attacks. The switch checks the 
message received from the untrusted port: if the IP address in the body of the re-
ceived ARP packet  
matches the source IP address. If these addresses do not match, the switch drops this 
packet. 

L2 ς L3 ς L4 ACL (Access 
Control List) 

Using information from the level 2, 3, 4 headers, the administrator can configure pol-
itics for processing or dropping packets. 

Time-Based ACL Allows configuring the time frame for ACL operation. 
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Blocked ports support 
The key feature of blocking is to improve the network security; access to the switch 
port will be granted only to those devices whose MAC addresses were assigned to 
this port. 

Port based 
authentication (802.1x 
standard) 

IEEE 802.1x authentication mechanism manages access to resources via an external 
server. Authorized users will gain access to resources of the specified network. 

2.2.7 Switch control features 

Table 7 ς Switch control features 

Uploading and 
downloading the 
configuration file 

Device parameters are saved into the configuration file that contains configuration 
data for each device port as well as for the whole system. 

TFTP (Trivial File 
Transfer Protocol) 

The TFTP is used for file read and write operations. This protocol is based on UDP 
transport protocol. 
Devices are able to download and transfer configuration files and firmware images 
via this protocol. 

SCP (Secure Copy 
protocol) 

SCP is used for file read and write operations. This protocol is based on SSH network 
protocol. 
Devices are able to download and transfer configuration files and firmware images 
via this protocol. 

RMON (Remote 
monitoring) 

Remote network monitoring (RMON) is an extension of SNMP that enables monitor-
ing of computer networks. Compatible devices gather diagnostics data using a net-
work management station. RMON is a standard MIB database that contains current 
and historic MAC-level statistics and control objects that provide real-time data. 

SNMP (Simple Network 
Management Protocol) 

SNMP is used for monitoring and management of network devices. To control system 
access, the community entry list is defined where each entry contains access privi-
leges. 

CLI (Command Line 
Interface) 

Switches can be managed using CLI locally via serial port RS-232, or remotely via 
Telnet or SSH. Console command line interface (CLI) is an industrial standard. CLI in-
terpreter provides a list of commands and keywords that help the user and reduce 
the amount of input data. 

Syslog 
Syslog is a protocol designed for transmission of system event messages and error 
notifications to remote servers. 

SNTP 
(Simple Network Time 
Protocol) 

SNTP is a network time synchronization protocol used to synchronize time on a net-
work device with the server with an accuracy to 1 millisecond. 

Traceroute 
Traceroute is a service feature that allows displaying data transfer routes in IP net-
works. 

Privilege level 
controlled access 
management 

The administrator can define privilege levels for device users and settings for each 
privilege level (read-only - level 1, full access - level 15). 

Management interface 
blocking 

The switch can block access to each management interface (SNMP, CLI). Each type of 
access can be blocked independently: 
Telnet (CLI over Telnet Session); 
Secure Shell (CLI over SSH); 
SNMP. 

Local authentication Passwords for local authentication can be stored in the switch database. 

IP address filtering for 
SNMP 

Access via SNMP is allowed only for specific IP addresses that belong to the SNMP 
community. 
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RADIUS client 

RADIUS is used for authentication, authorization and accounting. RADIUS server uses 
a user database that contains authentication data for each user. The switches imple-
ment a RADIUS client. 

TACACS+ 
(Terminal Access 
Controller Access 
Control System) 

The device supports client authentication with TACACS+ protocol. The TACACS+ pro-
tocol provides a centralized security system that handles user authentication and a 
centralized management system to ensure compatibility with RADIUS and other au-
thentication mechanisms. 

SSH server 
SSH server functionality allows SSH clients to establish secure connection to the de-
vice for management purposes.  

Macrocommand 
support 

This feature allows creating sets of commands (macro commands) and use them to 
configure the device. 

2.2.8 Additional features 

The table 8 lists the additional features of the device. 

Table 8 ς Additional features of the device 

Optical transceiver 
diagnostics 

The device can be used to test the optical transceiver. During testing, parameters such 
as current, supply voltage and transceiver temperature are monitored. Implementa-
tion requires the transceiver to support these functions. 

Green Ethernet 
This mechanism reduces power consumption of the switch by disabling inactive elec-
tric ports. 

Compliance with 

IEC 

61850 standard 

The switch has all the necessary parameters to work with MMS, GOOSE, SV protocols: 

- Low delay of the GOOSE message during transmission; 

- Ability to recognize Ethertype GOOSE messages;  

- Ability to work with the virtual network tag and the IEEE 802.1Q GOOSE priority tag-
messages; 

- Support for multicast message transmission and the ability to work with a certain 
IEC 61850 standard range of broadcast groups. 

2.3 Main specifications 

The table 9 shows main switch specifications. 

Table 9 ς Main specifications 

General parameters 

Interfaces 

MES2300-24 
нп Ҏ 10/100/1000BASE-T 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES2300B-24 
нп Ҏ млκмллκмллл.!{9-T 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES2300-24F 

нл Ҏ мллл.!{9-X/100BASE-FX (SFP) 
п Ҏ 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
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MES2300B-24F 

нл Ҏ мллл.!{9-X/100BASE-FX (SFP) 
п Ҏ млκмллκмллл.!{9-T/1000BASE-X/100BASE-FX Combo 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ Console port RS-232 (RJ-45) 

MES2300-24P 
нп Ҏ млκмллκмллл.!{9-T (RJ-45) PoE/PoE+ 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES2300D-24P 
нп Ҏ млκмллκмллл.!{9-T (RJ-45) PoE/PoE+ 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ port RS-232 (RJ-45) 

MES2300DI-28 

нп Ҏ млκмллκмллл.!{9-T 
п Ҏ млκмллκмллл.!{9-T/1000BASE-X/100BASE-FX Combo 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ ¦{. нΦл 

MES2300-48P 
пу Ҏ млκмллκмллл.!{9-T PoE/PoE+ 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ RS-232 (RJ-45) 

MES2300B-48 
пу Ҏ млκмллκмллл.!{9-T 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES3300-08F 

п Ҏ мллл.!{9-X/100BASE-FX (SFP) 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
п Ҏ млκмллκмллл.!{9-T/1000BASE-X/100BASE-FX Combo 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ млκмллκмллл.!{9-T (OOB) 

MES3300-16F 

мн Ҏ мллл.!{9-X/100BASE-FX (SFP) 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
п Ҏ млκмллκмллл.!{9-T/1000BASE-X/100BASE-FX Combo 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ млκмллκмллл.!{9-T (OOB) 

MES3300-24 

нп Ҏ млκмллκмллл.!{9-T 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ млκмллκмллл.!{9-T (OOB) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES3300-24F 

нл Ҏ мллл.!{9-X/100BASE-FX (SFP) 
п Ҏ млκмллκмллл.!{9-T/1000BASE-X/100BASE-FX Combo 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ млκмллκмллл.!{9-T (OOB) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES3300-48 

пу Ҏ млκмллκмллл.!{9-T 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ млκмллκмллл.!{9-T (OOB) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES3300-48F 
пу Ҏ 1000BASE-X/100BASE-FX (SFP) 
п Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES3500I-08P 

у Ҏ млκмллκмллл.!{9-T PoE/PoE+ (RJ-45) 
н Ҏ млκмллκмллл.!{9-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES3500I-10P 
у Ҏ млκмллκмллл.!{9-T PoE/PoE+ (RJ-45) 
п Ҏ млл.!{9-FX/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
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MES5312 
м Ҏ млκмллκмллл.!{9-T (OOB) 
мн Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 

MES5316A 

м Ҏ 10/100/1000BASE-T (OOB) 
мс Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ ¦{. нΦл 

MES5324A 

м Ҏ млκмллκмллл.!{9-T (OOB) 
нп Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ ¦{. нΦл 

MES5332A 

м Ҏ 10/100/1000BASE-T (OOB) 
он Ҏ млD.!{9-R (SFP+)/1000BASE-X (SFP) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ ¦{. нΦл 

MES5310-48 

м Ҏ млκмллκмллл.!{9-T (OOB)  
пу Ҏ мллл.!{9-X (SFP)/10GBASE-R (SFP+) 
с Ҏ плD.!{9-R4 (QSFP+)/100GBASE-R4 (QSFP28) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ ¦{. нΦл 

MES5400-24 

м Ҏ млκмллκмллл.!{9-T (OOB)  
нп Ҏ мллл.!{9-X (SFP)/10GBASE-R (SFP+) 
с Ҏ плD.!{9-R4 (QSFP+)/100GBASE-R4 (QSFP28) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ ¦{. нΦл 

MES5400-48 

м Ҏ млκмллκмллл.!{9-T (OOB)  
пу Ҏ мллл.!{9-X (SFP)/10GBASE-R (SFP+) 
с Ҏ плD.!{9-R4 (QSFP+)/100GBASE-R4 (QSFP28) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ ¦{. нΦл 

MES5410-48 

м Ҏ млκмллκмллл.!{9-T (OOB)  
пу Ҏ мллл.!{9-X (SFP)/10GBASE-R (SFP+)/25GBASE-R 
(SFP28)  
с Ҏ плD.!{9-R4 (QSFP+)/100GBASE-R4 (QSFP28)  
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45)  
м Ҏ ¦{. нΦл  

MES5500-32 

м Ҏ млκмллκмллл.!{9-T (OOB)  
н Ҏ млD.!{9-R (SFP+) 
он Ҏ плD.!{9-R4 (QSFP+)/100GBASE-R4 (QSFP28) 
м Ҏ /ƻƴǎƻƭŜ ǇƻǊǘ w{-232 (RJ-45) 
м Ҏ ¦{. нΦл 

Data transfer rate 
Optical interfaces 1/10/25/100 Gbps 
Electric interfaces 10/100/1000 Mbps  

Throughput capacity 

MES2300DI-28 56 Gbps 

MES3300-08F 96 Gbps 

MES3300-16F 112 Gbps 
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MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300D-24P 
MES2300-24P 
MES3300-24 
MES3300-24F 

128 Gbps 

MES2300-48P 
MES2300B-48 
MES3300-48 
MES3300-48F 

176 Gbps 

MES3500I-08P 20 Gbps 

MES3500I-10P 24 Gbps 

MES5312 240 Gbps 

MES5316A 320 Gbps 

MES5324A 480 Gbps 

MES5332A 640 Gbps 

MES5400-24 1.68 Tbps 

MES5310-48 
MES5400-48 

2.16 Tbps 

MES5410-48 3.6 Tbps 

MES5500-32 6.4 Tbps 

Throughput for 64 bytes1 

MES2300DI-28 41.6 MPPS 

MES3300-08F 71.4 MPPS 

MES3300-16F 88.3 MPPS 

MES2300-24P 94.49 MPPS 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300D-24P 
MES3300-24 
MES3300-24F 

95.2 MPPS 

MES2300-48P 
MES2300B-48 
MES3300-48 
MES3300-48F 

130.95 MPPS 

MES3500I-08P 14.8 MPPS 

MES3500I-10P 17.8 MPPS 

MES5312 178 MPPS 

MES5316A 
MES5324A 
MES5332A 

238 MPPS 

MES5310-48 1028.5 MPPS 

                                                      
1 The values are specified for one-way transmission. 
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MES5400-24 878.3 MPPS 

MES5400-48 1041.5 MPPS 

MES5410-48 2467 MPPS 

MES5500-32 2797 MPPS 

Buffer memory 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3500I-08P 
MES3500I-10P 

1.5 MB 

MES5312 2 MB 

MES2300-48P 
MES2300B-48 
MES3300-48 
MES3300-48F 
MES5316A 
MES5324A 
MES5332A 

3 MB 

MES5310-48 
MES5400-24 
MES5400-48 

12 MB 

MES5410-48 
MES5500-32 

24 MB 

RAM (DDR3) 

MES5312 
MES5316A 
MES5324A 
MES5332A 

1 GB1 
 

RAM (DDR4) 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 
MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 

2 GB 

                                                      
1 RAM for MES5316A rev.C, MES5324A rev.C, MES5332A rev.C, MES5316A rev.C1, MES5324A rev.C1 is 2 GB. 
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MES5310-48 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

8 GB 

ROM (NAND Flash) 

MES2300-24 
MES2300-24P 
MES2300-24F 
MES2300B-24F 
MES2300-48P 
MES2300B-48 
MES3300-24 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 

512 MB 

MES5312 
MES5316A 
MES5324A 
MES5332A 

1 GB 

ROM (embedded uSSD) 

MES5310-48 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

8 GB 

MAC address table 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300-48P 
MES2300B-48 
MES2300DI-28 
MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 

16384 

MES5312 
MES5316A 
MES5324A 
MES5332A 

32768 

MES5310-48 
MES5400-24 

65536 

MES5400-48 262144 

MES5410-48 
MES5500-32 

1310721/2621442 

                                                      
1 The maximum value for the system resource allocation mode is mid-l3-mid-l2. 
2 The maximum value for the system resource allocation mode is min-l3-max-l2. 
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ARP table 

MES2300-241 

MES2300B-241 

MES2300-24F1 
MES2300B-24F1 
MES2300-24P1 

MES2300D-24P1 
MES2300DI-281 
MES2300-481 
MES2300B-481 

2039 

MES3300-241 
MES3300-08F1 
MES3300-16F1 
MES3300-24F1 

MES3300-481 

MES3300-48F1 

MES3500I-08P1 
MES3500I-10P1 

4087 

MES53122 
MES5316A2 
MES5324A2 
MES5332A2 

8183 

MES5310-482 32695 

MES5400-242 32759 

MES5400-482 131063 

MES5410-482 
MES5500-322 

655271/983042 

VLAN support Up to 4094 active VLANs according to 802.1Q 

L2 Multicast (IGMP snoop-
ing) groups 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 

2048 

                                                      
1 For each host in the ARP table, an entry is created in the routing table. 
2 For each host in the ARP table, an entry is created in the routing table. The number of ARP -records with an installed 
EVPN license for MES5312, MES5316A, MES5324A, MES5332A ς 6135, for MES5400 -24 ς 30711, for MES5400-48 ς 
129015, for MES5310-48 ς 30647, for MES5410-48, MES5500-32: 63479 for mid-l3-mid-l2 mode, 96247 for min-l3-
max-l2 mode. 



 
 

 

 

Ethernet switches MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 23 

MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 
MES5310-48 
MES5312 
MES5316A 
MES5324A 
MES5332A 
MES5400-24 
MES5400-48 

4092 

MES5410-48 
MES5500-32 

2046 

SQinQ rules 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 

988 (ingress), 988 (egress) 

MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 
MES5312 
MES5316A 
MES5324A 
MES5332A 
MES5310-48 
MES5400-24 
MES5400-48 

1320 (ingress), 1320 (egress) 

ACL rules 
 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 

1966 

MES3500I-08P 
MES3500I-10P 

2999 



 
 

 

24  Ethernet switches MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 

MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 

3000 

MES5312 6072 

MES5316A 
MES5324A 
MES5332A 

3000 

MES5310-48 
MES5400-24 

6063 

MES5400-48 10737 

MES5410-48 
MES5500-32 

4577 

 
IPv4/IPv6 ACL rules 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 

1975/988 

MES3500I-08P 
MES3500I-10P 

2999/1499 

MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES5316A 
MES5324A 
MES5332A 

2999/1500 

MES5312 6072/3049 

MES5310-48 
MES5400-24 

6063/3035 

MES5400-48 10737/5367 

MES5410-48 
MES5500-32 

4577/2288 

Number of ACLs 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 

2048 
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MES3300-24 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 
MES5316A 
MES5324A 
MES5332A 

3072 

MES5312 
MES5310-48 
MES5400-24 
MES5410-48 
MES5500-32 

6144 

MES5400-48 12288 

Number of ACL rules in one ACL 512 

L3 Unicast routes1 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 

4066 IPv4 
1015 IPv6 

MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 

13278 IPv4 
3316 IPv6 

MES3500I-08P 
MES3500I-10P 

13280 IPv4 
3317 IPv6 

MES5312 
MES5316A 
MES5324A 
MES5332A 

16286 IPv4 
4070 IPv6 

MES5400-24 
MES5400-48 

32669 IPv4 
8165 IPv6 

MES5310-48 
32707 IPv4 
8165 IPv6 

MES5410-48 
MES5500-32 

2920002/160003 IPv4 
730002/40003 IPv6 

                                                      
1 IPv4/IPv6 Unicast/Multicast routes share hardware resources. 
2 The maximum value for the system resource allocation mode is mid-l3-mid-l2. 
3 The maximum value for the system resource allocation mode is min-l3-max-l2. 
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L3 Multicast (IGMP Proxy, 
PIM) routes1 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 

2029 IPv4 
505 IPv6 

MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 

4087 IPv4 
1642 IPv6 

MES3500I-08P 
MES3500I-10P 

4087 IPv4 
1657 IPv6 

MES5312 
MES5316A 
MES5324A 
MES5332A 

8143 IPv4 
2033 IPv6 

MES5310-48 
16335 IPv4 
4079 IPv6 

MES5400-24 
MES5400-48 

16324 IPv4 
4079 IPv6 

MES5410-48 
MES5500-32 

1460002/80003 IPv4 
365002/20003 IPv6 

VRRP routers 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300B-48 
MES3300-24 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 

255 

MES5312 
MES5316A 
MES5324A 
MES5332A 
MES5310-48 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

127 

                                                      
1 IPv4/IPv6 Unicast/Multicast routes share hardware resources. 
2 The maximum value for the system resource allocation mode is mid-l3-mid-l2. 
3 The maximum value for the system resource allocation mode is min-l3-max-l2. 
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ECMP routes 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 
MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 

8 

MES5312 
MES5316A 
MES5324A 
MES5332A 
MES5310-48 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

64 

VRF number 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 
MES5312 
MES5316A 
MES5324A 
MES5332A 

16 (including default VRF) 

MES5310-48 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

251 (including default VRF) 
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L3 interfaces 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 

2032 

MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 
MES5312 
MES5316A 
MES5324A 
MES5332A 
MES5310-48 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

2050 

Maximum number of 
VXLANs 

MES5312 
MES5316A 
MES5324A 
MES5332A 

2094 

MES5410-48 4083 

MES5310-48 
MES5400-24 
MES5400-48 
MES5500-32 

4093 

Virtual Loopback interfaces 64 

LAG 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 
MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 

32 groups, up to 8 ports in each group 
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MES5312 
MES5316A 
MES5324A 
MES5332A 
MES5310-48 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

128 groups, up to 8 ports in each group 

MSTP instances quantity 64 

PVST instances quantity 64 

DHCP pool 16 

Quality of Services (QoS) 8 egress queues per port 

Jumbo frames The maximum packet size is 10240 bytes 

Stacking Up to 8 devices (except MES3500I-08P, MES3500I-10P) 

Standard compliance 

IEEE 802.3ab 1000BASE-T Gigabit Ethernet 
IEEE 802.3z Fiber Gigabit Ethernet 
IEEE 802.3x Full Duplex, Flow Control 
IEEE 802.3ad Link Aggregation (LACP) 
IEEE 802.1p Traffic Class 
IEEE 802.1q VLAN 
IEEE 802.1v 
IEEE 802.3 ac 
IEEE 802.1d Spanning Tree Protocol (STP) 
IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) 
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP) 
IEEE 802.1x Authentication 
IEC 61850 

Control 

Local control Console 

Remote control SNMP, Telnet, SSH, web 

Physical specifications and environmental parameters 

Power supply 

MES2300DI-28 
MES2300-48P 
MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES5312 
MES5316A 
MES5324A 
MES5332A 
MES5310-48 
MES5400-24 
MES5410-48 
MES5500-32 

AC: 100ς240 V, 50ς60 Hz 
DC: 36ς72 V 
Power options: 
- single AC or DC power supply 
- two AC or DC hot-swappable power supplies 
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MES2300B-24 
MES2300B-24F 
MES2300B-48 

AC: 100ς240 V, 50ς60 Hz 
DC: 12 V 
Battery charger parameters: 
- charge current: 
мҕлΦм ! τ MES2300B-48. 
- circuit breaker tripping voltage τ 10ς10.5 V; 
- low charge threshold voltage τ 11 V. 

 

Battery connection wire cross-section τ 1.5 mm. 
Battery capacity for MES2300B-48 τ no less than 9 
Ah. 

 

MES5400-48 

AC: 176ς264 V, 50ς60 Hz 
DC: 36ς72 V 
Power options: 
- single AC or DC power supply 
- two AC or DC hot-swappable power supplies 

MES2300-24 
AC: 100ς240 V, 50ς60 Hz 
DC: 36ς72 V 

MES2300-24F DC: 36ς72 V 

MES2300-24P AC: 200ς240 V, 50ς60 Hz 

MES2300D-24P 

AC: 200ς240 V, 50ς60 Hz 
Power options: 
- single AC or DC power supply; 
- two AC or DC hot-swappable power supplies. 

MES3500I-08P 
MES3500I-10P 

DC:  
with PoE enabled: 45-57 V; 
with PoE disabled: 20-57 V 

Power consumption 

MES2300-24 no more than 20 W 

MES2300-24F no more than 35 W 

MES2300B-24 no more than 50 W 

MES2300-24P no more than 445 W (including PoE) 

MES2300D-24P no more than 850 W (including PoE) 

MES2300DI-28 no more than 31 W 

MES2300-48P no more than 1600 W (including PoE) 

MES2300B-24F 
MES2300B-48 

no more than 55 W 

MES3300-24 no more than 33 W 

MES3300-08F no more than 29 W 

MES3300-16F no more than 37 W 

MES3300-24F no more than 45 W 

MES3300-48 no more than 45 W 

MES3300-48F no more than 89 W 

MES3500I-08P 
MES3500I-10P 

no more than 270 W (including PoE) 

MES5312 no more than 25 W 

MES5316A no more than 58 W 

MES5324A no more than 73 W 

MES5332A  no more than 85 W 
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MES5310-48 no more than 170 W 

MES5400-24 no more than 150 W 

MES5400-48 no more than 170 W 

MES5410-48 no more than 360 W 

MES5500-32 no more than 400 W 

Power consumption without 
battery charge 

MES2300B-24 24 W 

MES2300B-24F 
MES2300B-48 

40 W 

PoE budget 

MES2300-24P 380 W 

MES2300D-24P 720 W 

MES2300-48P 1450 W 

MES3500I-08P 
MES3500I-10P 

240 W 

Heat dissipation 

MES2300-24 20 W 

MES2300B-24 27 W 

MES2300-24F 35 W 

MES2300-24P 65 W 

MES2300D-24P 130 W 

MES2300DI-28 31 W 

MES2300-48P 150 W 

MES2300B-24F 
MES2300B-48 

43 W 

MES3300-24 33 W 

MES3300-08F 29 W 

MES3300-16F 37 W 

MES3300-24F 
MES3300-48 

45 W 

MES3300-48F 89 W 

MES3500I-08P 
MES3500I-10P 

30 W 

MES5312 25 W 

MES5316A 58 W 

MES5324A 73 W 

MES5332A 85 W 

MES5310-48 170 W 

MES5400-24 150 W 

MES5400-48 170 W 

MES5410-48 360 W 

MES5500-32 400 W 
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Cooling 

Front-to-Back 

MES2300-24 
MES2300B-24 
MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300D-24P 
MES2300DI-28 
MES2300-48P 
MES2300B-48 
MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F  
MES3300-48 
MES3300-48F 
MES3500I-08P 
MES3500I-10P 
MES5312 
MES5316A 
MES5324A 
MES5332A 
MES5310-48 
MES5400-24 
MES5400-48 

Front-to-Back/ 
Back-to-Front 

MES5410-48 
MES5500-32 

Operating temperature 

MES2300-24 
MES2300B-24 
MES2300D-24P 
MES2300B-48 
MES2300-24P 

from -нл ǘƻ Ҍрл ϲ/ 

MES2300-24F 
MES2300B-24F 

from -нл ǘƻ Ҍср ϲ/ 

MES2300DI-28 from -пл ǘƻ Ҍсл ϲ/ 

MES2300-48P from -мл ǘƻ Ҍрл ϲ/ 

MES3500I-08P 
MES3500I-10P 

from -пл ǘƻ Ҍтл ϲ/ 

MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES5312 
MES5316A 
MES5324A 
MES5332A 

from -мл ǘƻ Ҍпр ϲ/ 

MES5310-48 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

ŦǊƻƳ л ǘƻ Ҍпр ϲ/ 
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Storage temperature 

from -рл ǘƻ Ҍтл ϲ/ όŦǊƻƳ -рл ǘƻ Ҍур ϲ/ ŦƻǊ a9{орллL-08P and 
MES3500I-10P) 

 

Before the first switch-on after storage at a temper-
ature lower than -20 ϲ˿  ƻǊ ƘƛƎƘŜǊ ǘƘŀƴ Ҍрл ϲ /Σ ƛǘ ƛǎ 
necessary to keep the switch at room temperature 
for at least four hours. 

 

Operating humidity (without condensing) 
no more than 80 % (from 5 to 95% for MES3500I-08P and 
MES3500I-10P) 

Storage humidity (without condensing) 
from 10 to 95 % (from 5 to 95% for MES3500I-08P and 
MES3500I-10P) 

Dimensions ό² Ҏ I Ҏ 5ύ 

MES2300-24 пол Ҏ пп Ҏ нлп ƳƳ 

MES2300B-24 пол Ҏ пп Ҏ мру ƳƳ 

MES2300-24F 
MES2300B-24F 

пол Ҏ пп Ҏ олр ƳƳ 

MES2300-24P пол Ҏ пп Ҏ нло ƳƳ 

MES2300D-24P ппл Ҏ пп Ҏ пнр ƳƳ 

MES2300-48P ппл Ҏ пп Ҏ пфл ƳƳ  

MES2300B-48  ппл Ҏ пп Ҏ нул ƳƳ 

MES3300-24 пол Ҏ пп Ҏ оол ƳƳ 

MES2300DI-28 
MES3300-08F 
MES3300-16F 
MES3300-24F 

пол Ҏ пп Ҏ олр ƳƳ 

MES3300-48  
MES3300-48F 

ппл Ҏ пп Ҏ оол ƳƳ 

MES3500I-08P ур Ҏ мрн Ҏ ммр ƳƳ 

MES3500I-10P ур Ҏ мтр Ҏ ммр ƳƳ 

MES5312 пол Ҏ пп Ҏ нол ƳƳ 

MES5316A 
MES5324A 
MES5332A 

пол Ҏ пп Ҏ нтр ƳƳ 

MES5400-24 ппл Ҏ пп Ҏ онм ƳƳ 

MES5310-48 
MES5400-48 

ппл Ҏ пп Ҏ ппт ƳƳ 

MES5410-48 ппл Ҏ пп Ҏ рос ƳƳ  

MES5500-32 ппл Ҏ пп Ҏ роп ƳƳ 

Weight 

MES2300-24 2.94 kg 

MES2300B-24 2.79 kg 

MES2300-24F 4.03 kg 

MES2300B-24F 4.08 kg 

MES2300-24P 3.2 kg 

MES2300D-24P 6.85 kg 

MES2300DI-28 4.95 kg 

MES2300-48P  9.98 kg  

MES2300B-48 4.1 kg  
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MES3300-24 5.13 kg 

MES3300-08F 4.64 kg 

MES3300-16F 4.89 kg 

MES3300-24F 5.04 kg 

MES3300-48  5.67 kg  

MES3300-48F 5.68 kg 

MES3500I-08P 1.4 kg 

MES3500I-10P 1.76 kg 

MES5312 3.8 kg 

MES5316A 3.6 kg 

MES5324A 3.7 kg 

MES5332A 3.8 kg 

MES5310-48 8.7 kg 

MES5400-24 6.36 kg 

MES5400-48 8.7 kg 

MES5410-48 12.1 kg  

MES5500-32 11.8 kg 

Lifetime At least 15 years 

 
Power supply type is specified when ordering. 
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2.4 Design 

This section describes the design of devices.  Front, rear, and side panels of the device, connectors, 
LED indicators and controls are depicted. 

Ethernet switches MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, 
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, 
MES3300-24F, MES3300-48, MES3300-48F, MES3500I-08P, MES3500I-10P, MES5310-48, MES5312, 
MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32 have a metal-
enclosed design for 1U 19" racks.  

The MES3500I-08P and MES3500I-10P Ethernet switches have a metal-enclosed design for mount-
ing on a DIN rail. 

2.4.1 Layout and description of the front panels 

 
Figure 1 ς MES2300-24 front panel 

 
Figure 2 ς MES2300-24 DC front panel 

 
Figure 3 ς MES2300B-24 front panel 

 
Figure 4 ς MES2300-24F front panel 
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Figure 5 ς MES2300D-24P front panel 

 
Figure 6 ς MES2300DI-28 front panel 

 
Figure 7 ς MES2300B-24F front panel 

 
Figure 8 ς MES2300-24P front panel 

 
Figure 9 ς MES2300D-24P front panel 

 
Figure 10 ς MES2300-48P front panel 

 
Figure 11 ς MES2300B-48 front panel 
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Figure 12 ς MES3300-24 front panel 

 
Figure 13 ς MES3300-08F front panel 

 
Figure 14 ς MES3300-16F front panel 

 
Figure 15 ς MES3300-24F front panel 

 
Figure 16 ς MES3300-48 front panel 

 
Figure 17 ς MES3300-48F front panel 

 
Figure 18 ς MES5312 front panel 
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Figure 19 ς a9{ромсˢ ŦǊƻƴǘ ǇŀƴŜƭ 

 
Figure 20 ς a9{ронпˢ ŦǊƻƴǘ ǇŀƴŜƭ 

 
Figure 21 ς a9{роонˢ ŦǊƻƴǘ ǇŀƴŜƭ 

 

Figure 22 ς MES5310-48 front panel 

 

Figure 23 ς MES5400-24 front panel 

     

Figure 24 ς MES5400-48 front panel 
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Figure 25 ς MES5410-48 front panel 

 

Figure 26 ς MES5500-32 front panel 

Table 10 lists connectors, LEDs and controls located on the front panel of switches. 

Table 10 ς Description of connectors, LEDs and controls located on MES2300-24, MES2300B-24, MES2300-
24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B -48, 
MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES5310-48, 
MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32 front 
panel 

# Front panel element Description 

1 

Unit ID Indicator of the stack unit number. 

Power Device power LED. 

Master Device operation mode LED (master/slave). 

Fan Fan operation LED. 

RPS Backup power supply LED. 

2 F 

Functional key that reboots the device and resets it to factory default con-
figuration: 
- pressing the key for less than 10 seconds reboots the device; 
- pressing the key for more than 10 seconds resets the device to factory 
default configuration. 

3 Console 

Console port for local management of the device. 
Connector pinning: 
1 not used 
2 not used  
3 RX  
4 GND  
5 GND 
6 TX 
7 not used 
8 not used 
Soldering pattern of the console cable is given in "Appendix B. Console ca-
ble". 
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4 OOB 

Out-of-band 10/100/1000BASE-T (RJ-45) port for remote device manage-
ment. 
Management is performed over network other than the transportation 
network. 

5 

[1-12] MES5312 

Slots for 10G SFP+/1G SFP transceivers. 

[1-16] MES5316A 

[1-24] MES5324A 

[1-32] MES5332A 

[1-24] MES5400-24 

[1-48] 
MES5310-48 
MES5400-48 

[XG1-XG2] MES5500-32 

[XG1-XG4] 

MES2300-24F 
MES2300B-24F 
MES2300-24P 
MES2300-48P 
MES2300B-48 
MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 

6  

MES5316A 
MES5324A 
MES5332A 
MES5400-24 
MES5500-32 

USB port. 

7 
[HG1-HG6] 
[HG1-HG32] 

MES5310-48 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

Slots for 40G QSFP+/100G QSFP28 transceivers installing. 

8 

[1-20] 
MES2300-24F 
MES2300B-24F 
MES3300-24F 

Slots for 1000BASE-X/100BASE-FX (SFP) transceivers. [1-4] MES3300-08F 

[1-12] MES3300-16F 

[1-48] MES3300-48F 

9 

[5-8] MES3300-08F 

п Ҏ млκмллκмллл.!{9-T/1000BASE-X/100BASE-FX Combo. 
[13-16] MES3300-16F 

[21-24] 
MES2300-24F 
MES2300B-24F 
MES3300-24F 

10 [1-24] 

MES2300-24 
MES2300B-24 
MES2300DI-28 
MES3300-24 

10/100/1000BASE-T ports. 
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[1-48] 
MES2300B-48 
MES3300-48 

11 

100-240 V AC 
50-60 Hz 

MES2300-24 
MES2300B-24F 

Connector for AC power supply. 

36-72 VDC 
MES2300-24 
MES2300-24F 

Connector for AC power supply. 

12 
[1-24] 

MES2300-24P 
MES2300D-24P 10/100/1000BASE-T (RJ-45) PoE/PoE+ ports. 

[1-48] MES2300-48P 

13 [1-48] MES5410-48 Slots for 1G SFP/10G SFP+/25G SFP28 transceivers. 

14 12 V DC MES2300B-24F Terminals for connecting a 12 V battery. 

15 
200-240 V AC 
50-60 Hz 

MES2300B-24 
MES2300-24P 

Connector for AC power supply. 

16 Link/Speed MES2300DI-28 Light indication of the optical interfaces states. 

 

Figure 27 ς MES3500I-08P front panel 
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Figure 28 ς MES3500I-10P front panel 

The table below lists connectors, LEDs and controls located on the front panel of MES3500I-08P and 
MES3500I-10P switches. 

 
Table 11 ς Description of connectors, LEDs and controls of the MES3500I-08P, MES3500I-10P switches front 
panels 

# Front panel element Description 

1 F 

Functional key that reboots the device and resets it to factory default con-
figuration:  
- pressing the key for less than 10 seconds reboots the device;  
- pressing the key for more than 10 seconds resets the device to factory 
default configuration. 

2 Console Console port for local management of the device. 

3 

PWR1, PWR2 Device power LED. 

Alarm Alarm LED. 

Temp Temperature LED. 

4 [1-8] PoE light indication. 

5 [1-8] 10/100/1000BASE-T PoE/PoE+ (RJ-45) ports. 

6 [9-12] MES3500I-10P 100BASE-FX/1000BASE-X (SFP) ports. 

7 [9-10] MES3500I-08P 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo ports. 
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The MES3500I-08P and MES3500I-10P switches top panel layout is shown in the figure below. 

 

Figure 29 ς MES3500I-08P and MES3500I-10P top panel 

Table 12 ς Description of connectors, LEDs and controls of the MES3500I-08P, MES3500I-10P switches top 
panel 

# Front panel element Description 

1  Earth bonding point of the device. 

2 PWR1, PWR2 Connections for DC power sources. 

3 Dry contact Alarm relay output: 1 A, 24 V DC. 

2.4.2 Layout and description of the rear panels 

The rear panel layout of MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, 
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, 
MES3300-24F, MES3300-48, MES3300-48F, MES3500I-08P, MES3500I-10P, MES5312, MES5316A, 
MES5324A, MES5332A, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 is depicted in 
figures below. 

 

Figure 30 ς MES2300-24, MES2300B-24 rear panel 
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Figure 31 ς MES2300-24F, MES2300B-24F rear panel 

 

Figure 32 ς MES2300-24P rear panel 

 

Figure 33 ς MES2300D-24P rear panel 

 

Figure 34 ς MES2300DI-28 rear panel 

 

Figure 35 ς MES2300-48P rear panel 

 

Figure 36 ς MES2300B-48 rear panel 
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Figure 37 ς MES3300-24 rear panel 

 

Figure 38 ς MES3300-08F rear panel 

 

Figure 39 ς MES3300-16F rear panel 

 

Figure 40 ς MES3300-24F rear panel 

 
Figure 41 ς MES3300-48, MES3300-48F rear panel 
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Figure 42 ς MES3500I-08P, MES3500I-10P rear panel 

 
Figure 43 ς MES5312, MES5324A, MES5332A rear panel 

 

Figure 44 ς MES5316A rear panel 

 
Figure 45 ς MES5310-48 rear panel 

 

Figure 46 ς MES5400-24 rear panel 
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Figure 47 ς MES5400-48 rear panel 

 

Figure 48 ς MES5410-48 rear panel 

 

 

Figure 49 ς MES5500-32 rear panel 

Table 11 lists connestors located on the rear panel of MES2300-24, MES2300B-24, MES2300-24F, 
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-
24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES3500I-08P, MES3500I-
10P, MES5312, MES5316A, MES5324A, MES5332A, MES5310-48, MES5400-24, MES5400-48, MES5410-48, 
MES5500-32 switches. 

Table 13 ς Description of connectors located on MES2300-24, MES2300B-24, MES2300-24F, MES2300B-
24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-
08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES3500I-08P, MES3500I-10P, MES5312, 
MES5316A, MES5324A, MES5332A, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 
rear panel 

# Rear panel element Description 

1 Earth bonding point  Earth bonding point of the device. 

2 Fans. Fans for switch cooling. 

3 Slots for power supplies in-
stalling. 

Slots for backup AC or DC power supplies installing. 

4 Slots for main AC or DC power supplies installing. 

5 Console 

MES5310-48 
MES5410-48 
MES5400-48 

Console port for local management of the device. 

6 OOB 

Out-of-band 10/100/1000BASE-T (RJ-45) port for remote device manage-
ment. 
Management is performed over network other than the transportation 
network. 

7  USB port. 
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8 Bracket 
MES3500I-08P 
MES3500I-10P 

Bracket for mounting the device on a DIN rail. 

2.4.3 Side panels of the device 

 

Figure 50 ς MES2300-24, MES2300B-24, MES2300-24P left side panel layout 

 

Figure 51 ς MES2300-24F left side panel layout 

 

Figure 52 ς MES2300-24F left side panel layout 

 

Figure 53 ς MES2300B-24F left side panel layout 

 

Figure 54 ς MES2300D-24P left side panel layout 

 

Figure 55 ς MES2300DI-28 left side panel layout 

 

Figure 56 τ MES2300-48P left side panel layout 
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Figure 57 τ MES2300B-48 left side panel layout 

 

Figure 58 τ MES3300-24 left side panel layout 

 

Figure 59 ς MES3300-08F left side panel layout 

 

Figure 60 ς MES3300-16F left side panel layout 

 

Figure 61 τ MES3300-24F left side panel layout 

 

Figure 62 τ MES3300-48 left side panel layout 

 
Figure 63 τ a9{ромс!Σ a9{ронп!Σ a9{роонˢ ƭŜŦǘ ǎƛŘŜ ǇŀƴŜƭ ƭŀȅƻǳǘ 

 

Figure 64 τ a9{ромс!Σ a9{ронп!Σ a9{роонˢ ǊƛƎƘǘ ǎƛŘŜ ǇŀƴŜƭ ƭŀȅƻǳǘ 
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Figure 65 τ MES5312 right side panel layout 

 

Figure 66 ς MES5310-48 left side panel layout 

 

Figure 67 ς MES5400-24, MES5400-48 left side panel layout 

 

Figure 68 ς MES5400-24, MES5400-48 right side panel layout 

 

Figure 69 ς MES5410-48 right side panel layout 

 

Figure 70 τ MES5500-32 right side panel layout 

Side panels of the device have air vents for heat removal. Do not block air vents. This may cause the 
components to overheat, which may result in device malfunction. Recommendations for installing the 
device are located in the section "Installation and connection".  
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2.4.4 Light Indication 

The status of the Ethernet interfaces for the MES2300-24, MES3300-24, MES3300-24F, MES5312, 
MES53xxA, MES5400-xx, MES5410-48 models is indicated by two LED indicators, LINK/ACT green and SPEED 
amber. The location of the LEDs is shown in the figures below. 

 

Figure 71 ς Single SFP/SFP+ socket layout 

 
Figure 72 ς Dual SFP/SFP+ socket layout 

 

Figure 73 ς RJ-45 socket layout 

 

Figure 74 ς QSFP+ and QSFP28 socket layout for MES5400-xx, MES5410-48 

For MES5500-32 the status of the QSFP28 interfaces is indicated by four green and amber LED 
indicators: these indicators can take both the role of LINK and SPEED, their states are described in the tables 
19, 20,  21. The LED indicators have a different purpose for each port operation mode. Therefore, in the 
tables1920,  21these indicators will be numbered as "LED 1", "LED 2", "LED 3", "LED 4". 
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The status of the XG port interfaces is indicated by two LED indicators, LINK/ACT in green and SPEED 
in amber. The location of the LEDs is shown in the figures below. 

 

Figure 75 ς QSFP+ and QSFP28 socket layout for MES5500-32 

Table 14 ς Light indication of the status of the QSFP28 interfaces 

SPEED indicator is lit LINK/ACT indicator is lit Ethernet interface state 

Off Off Port is disabled or connection is not established. 

Off Always on The connection is established at a speed of 40 Gbps. 

Always on Always on The connection is established at a speed of 100 Gbps. 

X Flashing Data transfer is in progress. 

Table 15 ς Light indication of the status of the SFP interfaces 

SPEED indicator is lit LINK/ACT indicator is lit Ethernet interface state 

Off Off Port is disabled or connection is not established. 

Off Always on The connection is established at a speed of 10 Gbps. 

Always on Always on The connection is established at a speed of 25 Gbps. 

X Flashing Data transfer is in progress. 

Table 16 ς Light indication of the status of the SFP+ interfaces 

SPEED indicator is lit LINK/ACT indicator is lit Ethernet interface state 

Off Off Port is disabled or connection is not established. 

Off Always on The connection is established at a speed of 1 Gbps. 

Always on Always on The connection is established at a speed of 10 Gbps. 

X Flashing Data transfer is in progress. 
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Table 17 ς Light indication of the status of the SFP interfaces 

SPEED indicator is lit LINK/ACT indicator is lit Ethernet interface state 

Off Off Port is disabled or connection is not established. 

Off Always on 
A connection has been established at a speed of 100 
Mbps. 

Always on Always on The connection is established at a speed of 1 Gbps. 

X Flashing Data transfer is in progress. 

Table 18 ς Light indication of the status of Ethernet ports 10/100/1000BASE-T 

SPEED indicator is lit LINK/ACT indicator is lit Ethernet interface state 

Off Off Port is disabled or connection is not established. 

Off Always on 
The connection is established at a speed of 10 Mbps 
or 100 Mbps. 

Always on Always on 
A connection has been established at a speed of 1000 
Mbps. 

X Flashing Data transfer is in progress. 

Table 19 ς Light indication of the status of the QSFP28 interfaces for MES5500-32 

LED State 
Ethernet interface state 

LED 1 LED 2 LED 3 LED 4 

Off Off Off Off 
Port is disabled or connection is not es-
tablished. 

Solid green Solid amber Solid amber Off 
The connection is established at a speed  
of 40 Gbps. 

Solid green Solid amber Solid amber Solid amber 
The connection is established at a speed  
of 100 Gbps. 

Flashing X X X Data transfer is in progress. 

Table 20 ς Light indication of the status of the QSFP28 interfaces for MES5500-32 in split mode 

LED State 
Ethernet interface state 

LED 1 LED 2 LED 3 LED 4 

Off Off Off Off 
Port is disabled or connection is not es-
tablished. 

Solid green Solid green Solid green Solid green 
The connection is established at a speed  
of 1 Gbps. 

Solid green Solid green Solid green Solid green 
The connection is established at a speed  
of 10 Gbps. 

Solid green Solid green Solid green Solid green 
The connection is established at a speed 
of 25 Gbps. 

Flashing Flashing Flashing Flashing Data transfer is in progress. 
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Table 21 ς Light indication of the status of the SFP+ interfaces for MES5500-32 

SPEED indicator is lit LINK/ACT indicator is lit Ethernet interface state 

Off Off Port is disabled or connection is not established. 

Always on Always on The connection is established at a speed of 10 Gbps. 

X Flashing Data transfer is in progress. 

Unit ID (1-8) LED indicates the stack unit number. System indicators (Power, Master, Fan, RPS) are 
designed to display the operational status of the switches. 

Table 22 ς System indicators LED  

LED name LED function LED State Device State 

Power 
Power supply 
status 

Off Power is off. 

Solid green Power is on, normal device operation. 

Orange 

MES5312 
MES5316A 
MES5324A 
MES5332A 

The absence of primary power to the 
main source (when the device is 
powered from a backup source) or an 
accident to the secondary power 
supply. Red 

MES2300B-24F 
MES2300-24P 
MES3300-24 
MES3300-08F 
MES3300-16F 
MES3300-24F 
MES3300-48 
MES3300-48F 
MES5400-24 
MES5400-48 
MES5410-48 
MES5500-32 

Master 
Indicates master 
stack unit 

Solid green The device is a stack master. 

Off The device is not a stack master. 

Status 
Device 
status 
LED 

MES2300-24P 
MES2300-48P 

Solid green 
All internal systems are operating 
normally. 

Solid red 

Possible malfunction of the fans, high 
temperature on one of the thermal 
sensors. PoE errors (only for 
MES2300 -48P). 

Fan Cooling fan status 
Solid green All fans are working properly. 

Solid red Failure of one or more fans. 

RPS 
Backup power 
supply operation 
mode 

Solid green 
Backup power supply is connected and 
operates normally. 

Solid red 
Backup power supply is missing or 
failed. 

Off Backup power supply is not connected. 

PoE 
PoE status MES2300-24P 

Solid green 
The PoE consumer is connected to at 
least one port. 

Solid red 
PoE fault (port in overload state, global 
PoE fault). 

Off PoE consumers are not connected. 

PS1 

Main power 
supply status 

MES2300-48P Solid green 
The power supply is connected and 
powered, there is an output current 
from the power supply. 
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Solid red 

The power supply is installed, but 
there is no input voltage/ 
no output current from the power 
supply. 

PS2 
Redundant power 
supply status 

MES2300-48P 

Solid green 
The power supply is connected and 
powered, there is an output current 
from the power supply. 

Solid red 

The power supply is installed, but 
there is no input voltage/  
no output current from the power 
supply. 

PWR1 Device power 
status LED 

MES3500I-08P 
MES3500I-10P 

Solid green Power is supplied to the PWR1 input. 

Off 
Power is not supplied to the PWR1 
input. 

PWR2 

Solid green Power is supplied to the PWR2 input. 

Off 
Power is not supplied to the PWR2 
input. 

Alarm 
Alarm LED 

Solid red 
Global PoE controller alarm (PoE 
controller is not responding). 

Off Normal operation of the device. 

Temp 
Temperature LED 

Solid red Overheating of the device. 

Off Normal operation, no overheating. 

PoE 
PoE status 
indicators 

Solid green 
The PoE consumer is connected to the 
appropriate port. 

Off 
The PoE consumer is not connected to 
the appropriate port. 
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2.5 Delivery package 

The standard delivery package includes: 

ï Ethernet switch; 
ï Rack mounting kit; 
ï Power cord (only for MES2300-24, MES2300B-24F, MES2300-24P, MES2300B-48); 
ï PVC cable (only for MES2300B-24F, MES2300B-48, MES3500I-08P, MES3500I-10P); 
ï Cable connector 2EDGK-5.08-02P-14-00AH τ 2 pc. (only for MES3500I-08P, MES3500I-10P); 
ï Cable connector 2EDGK-5.08-03P-14-00AH τ 1 pc. (only for MES3500I-08P, MES3500I-10P); 
ï Technical passport. 

On request, the delivery package can include: 

ï Operation manual on CD;  
ï Console cable; 
ï PM160-220/12 power supply module (for MES3300-08F, MES3300-16F, MES3300-24,  

MES3300-24F, MES3300-48, MES5312, MES53xxA series, MES5400-24);  
ï PM350-220/12 power supply module (for MES5400-48); 
ï PM600-220/12 power supply module (for MES5410-48, MES5500-32); 
ï PM950-220/56 power supply module (for MES2300-48P); 
ï Power cord (if equipped with PM160-220/12, PM35-220/12, PM600-220/12 or PM950-220/56 

power module); 
ï PM100-48/12 power supply module (for MES3300-08F, MES3300-16F, MES3300-24,  

MES3300-24F, MES3300-48, MES5312, MES53xxA series); 
ï PM160-48/12 power supply module (for MES5400-24); 
ï PM350-48/12 power supply module (for MES5400-48); 
ï PM600-48/12 power supply module (for MES5410-48, MES5500-32); 
ï PM950-48/56 power supply module (for MES2300-48P); 
ï PVC cable (if equipped with PM100-48/12, PM160-48/12, PM350-48/12, PM600-48/12 or 

PM950-48/56 power supply modules); 
ï SFP/SFP+/SFP28/QSFP+/QSFP28 transceivers. 
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3 INSTALLATION AND CONNECTION 

This section describes installation of the equipment into a rack and connection to a power supply. 

3.1 Brackets mounting 

The delivery package includes support brackets for rack installation and mounting screws to fix the 
device case on the brackets. There are six mounting holes on the brackets for different mounting options, 
which allows adjusting the distance between the front panel and the door of the server cabinet (Figures 73-
75). To install the brackets, select one of the mounting options: 

 

Figure 76 ς Bracket mounting option No. 1 

 
Figure 77 ς Bracket mounting option No. 2 

1. Align four mounting holes in the support bracket with the corresponding holes in the side 
panel of the device. 

2. Use a screwdriver to screw the support bracket to the case. 
3. Repeat steps 1 and 2 for the second support bracket.  
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Figure 78 ς Bracket mounting for MES5410-48, MES5500-32 

There are several positions for the bracket parts, depending on the depth of the rack used. The 
minimum depth for which the bracket is designed is 537.5 mm, the maximum is 787.5 mm. 

1. Select the position of the part 1 (two position options). Align four mounting holes in the part 
1 with the corresponding holes in the side panel of the device. Use a screwdriver to screw 
the support bracket to the case. 

2. Select the position of the part 2 (two position options). Align four mounting holes in the part 
2 with the corresponding holes in the side panel of the device. Use a screwdriver to screw 
the support bracket to the case. 

3. Select the position of the part 3 (four position options). Align three mounting holes in the 
part 3 with the corresponding holes in the part 4. Use a screwdriver to connect the parts with 
screws on the inside of the bracket, tightening only the outer screws. 

4. Repeat steps 1-4 with the other side panel of the device. 
5. Next, the device is installed in the rack (see the section 3.2). 
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3.2 Device rack installation 

3.2.1 Installing MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5400-xx  

To install the device to the rack: 

1. Attach the device to the vertical guides of the rack. 
2. Align mounting holes in the support bracket with the corresponding holes in the rack guides. 

Use the holes of the same level on both sides of the guides to ensure horizontal installation 
of the device. 

3. Use a screwdriver to screw the switch to the rack. 

 
Figure 79 ς Device rack mounting 

3.2.1 MES5410-48, MES5500-32 installation 

To install the device to the rack: 

1. Fix the part 4 on the rack guide with the screws. 
2. Insert the device into the rack using part 3 as a guide. 
3. Fix the part 1 on the rack guide. 
4. Using a screwdriver, fix the central screw connecting parts 2 and 3. 



 
 

 

60  Ethernet switches MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 

 
Figure 80 ς MES5500-32 rack mounting 

3.2.2 Switch rack installation 

The figure below shows an example of MES5312 switches rack installation. 

 

Figure 81 ς MES5312 switch rack installation 

 
The other switches are placed in the rack similarly. 

 
 

 

Do not block air vents and fans located on the rear panel to avoid components overheating 
and subsequent switch malfunction. 
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3.2.3 MES3500I-08P, MES3500I-10P installation to a DIN rail 

 

The MES3500I-08P and MES3500I-10P are installed vertically, as the side panels provide a 
heat sink. 

 
To install the device on a DIN rail: 

1. Tilt the device with the upper part away from you and attach it to the DIN rail so that its 
upper edge is behind the wire spring. 

2. Press down on the device body from above. 
3. Without removing the pressure, press the lower part of the device against the DIN rail until 

it snaps. 

To remove the device from the DIN rail: 

1. Press down on the device body from above. 
2. Without removing the pressure, pull the lower part of the device towards you. 
3. Lifting the case, remove the device from the DIN rail. 
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3.3 Power module installation 

Switch can operate with one or two power modules. The second power module installation is 
necessary when greater reliability is required. 

From the electric point of view, both places for power module installation are equivalent. In the terms 
of device operation, the power module located closer to the edge is considered as the main module, and 
the one closer to the center τ as the backup module. Power modules can be inserted and removed without 
powering the device off. When an additional power module is inserted or removed, the switch continues to 
operate without reboot. 

 

Disconnect the device from all power sources before servicing, repairing or other similar ac-
tions. 

 

The power supplies must be inserted into the switch until they stop. When connecting the 
PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 power supplies, a click should 
be heard. 

 

Figure 82 ς Power module installation 

You can check the state of power modules by viewing the indication on the front panel of the switch 
(see Section 2.4.4) or by checking diagnostic data available through the switch management interfaces. 

 

Power module fault indication may be caused not only by the module failure, but also by the 
absence of the primary power supply. 

  

3.4 Connection to power supply 

1. Prior to connecting the power supply, the device case must be grounded. Use an insulated 
stranded wire to ground the case. The grounding device and the grounding wire cross-section 
must comply with Electric Installation Code.  

 
Connection must be performed by a qualified specialist. 
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2. If you intend to connect a PC or another device to the switch console port, the device must 
be properly grounded as well. 

3. Connect the power supply cable to the device. Depending on the delivery package, the device 
can be powered by AC or DC electrical network. To connect the device to AC power supply, 
use the cable from the delivery package. To connect the device to DC power supply, use wires 
with a minimum cross-section of 1 mm2. 

 

In order to avoid short-circuits when connecting to the DC network, a 9 mm wire stripping is 
recommended. 

  

 

The DC power supply circuit should contain a power-off device with physical separation of 
the connection (circuit breaker, connector, contactor, automatic switch, etc.). 

  
4. Turn the device on and check the front panel LEDs to make sure the terminal is operating 

normally. 

3.5 SFP transceiver installation and removal 

 

Only for MES5500-32: in order to avoid device damage when using the XG1 and XG2 ports at 
the same time, it is necessary to use SFP+ transceivers with the LC connector type or SFP+ 
Direct Attached Cable (DAC). 

 

Optical modules can be installed when the terminal is turned on or off. 

1. Insert the top SFP module into a slot with its open side down, and the bottom SFP module 
with its open side up.  

 
Figure 83 ς SFP transceiver installation 

2. Push the module. When it takes the right position, you should hear a distinctive 'click'.

 
Figure 84 ς Installed SFP transceivers 
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To remove a transceiver, perform the following actions: 

1. Unlock the module's latch. 

 
Figure 85 ς Opening SFP transceivers latch 

2. Remove the module from the slot. 

 
Figure 86 ς SFP transceiver removal 
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4 INITIAL SWITCH CONFIGURATION  

4.1 Terminal configuration 

Run the terminal emulation application on PC (HyperTerminal, TeraTerm, Minicom) and perform the 
following actions:  

- select the corresponding serial port; 

- set the data transfer rate to 115.200 baud;  

- specify the data format: 8 data bits, 1 stop bit, non-parity; 

- disable hardware and software data flow control; 

- specify VT100 terminal emulation mode (many terminal applications use this emulation 
mode by default). 

4.2 Turning on the device 

Establish connection between the switch console ('console' port) and the serial interface port on PC 
that runs the terminal emulation application. 

Turn on the device. Upon every startup, the switch performs a power-on self-test (POST) which checks 
operational capability of the device before the executable program is loaded into RAM.  

POST procedure progress on MES5312 switches: 

BootROM 1.43  

Booting from SPI flash  

 

 

General initialization -  Version: 1.0.0  

Serdes initialization -  Version: 1.0.2  

PEX: pexIdx 0, detected no link  

PEX: pexIdx 0, detected no link  

PEX: pexIdx 0, detected no link  

DDR3 Training Sequence -  Ver TIP - 1.55.0  

DDR3 Training Sequence -  Switching XBAR Window to FastPath Window  

DDR3 Training Sequence -  Ended Successfully  

BootROM: Image checksum verification PASSED  

 

 

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0  

 

Press x to choose XMODEM...  

Booting from SPI flash  

Tuned RAM to 512M  

 

Running UBOOT...  

 

 

U- Boot 2013.01 (Jun 22 2018 -  10:36:09)  

 

Loading system/images/active - image ...  

Ncompressing Linux... done, booting the kernel.  

 

Autoboot in 2 seconds -  press RETURN or Esc. to a bort and enter prom.  
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The switch firmware will be automatically loaded two seconds after POST is completed. To perform 
special procedures, the Startup menu is used, which can be entered by interrupting the download by 
pressing the <Esc> or <Enter> key during this time. 

After successful startup, you will see the CLI interface prompt. 

 >lcli  

 

Console baud - rate auto detection is enabled, press Enter twice to complete the 

detection process  

 

 

 

User Name:  

Detected speed: 115200  

 

 

User Name:admin  

Password:*****  (admin)  

 

console#  

 

To quickly access help about the available commands, use the <Shift> and <?> key combina-
tions. 

4.3 Startup menu 

To enter the startup menu, connect to the device via the RS-232 interface, reboot the device and 
press and hold the ESC or ENTER key for 2 seconds after the POST procedure is completed: 

U- Boot 2013.01 (Jul 05 2021 -  13:21:16) Eltex version: 2014_T3.0_eng_dropv6 6.2.2  

 

Loading system/images/active - image ...  

Ncompressing Linux... done, booting the kernel.  

 

Autoboot in 2 seconds -  press RETURN or Esc. to abort and enter prom.  

Startup menu view: 

     Startup Menu  

 

[1]  Image menu  

[2]  Restore Factory Defaults  

[3]  Boot password  

[4]  Password Recovery Procedure  

[5]  Back  

 Enter your choice or press 'ESC' to ex it:  

Table 23 ς Startup menu interface functions 

Function Description 

Image menu Select active firmware image 

Restore Factory Defaults Restore the factory default configuration 

Boot password Set/delete the bootrom password 

Password Recovery Procedure Reset authentication settings. 

Back Resume startup. 
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4.4 Switch operation modes 

The switches of the MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5400-xx, MES5410-48, 
MES5500-32 series1 operate in stacking mode. 

Switch stack works as a single device and can include up to 8 devices of the same model with the 
following roles defined by their sequential numbers (UIDs): 

- Master (device UID 1 or 2) manages all stack units. 

- Backup (device UID 1 or 2) is controlled by the master. Replicates all settings and takes over 
stack management functions in case of the master device failure.  

- Slave (device UID from 3 to 8) is controlled by the master. The device can't work in a 
standalone mode (without a master device). 

 

For the stack to work correctly, at least one unit with the master role and one unit with the 
backup role are required. 
 

 
Interfaces in stacking mode work only at the maximum interface speed. 

In stacking mode, the switches MES2300-24, MES3300-24, MES3300-24F, MES5312, MES5316A, 
MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C, MES5324A rev.C1, MES5332A, 
MES5332A rev.C use XG ports for synhcronization, and the MES5400-24, MES5400-48, MES5410-48, 
MES5500Ȥ32 switches use HG ports. These ports are not used for data transmission. It is possible to stack 
switches of same model and with the same number of ports, for example, MES5316A and MES5316A stack 
with each other. It is not possible to stack MES53xxA switches with MES53xxA rev.C and MES53xxA rev.C1 
switches due to hardware differences between these device models. There are two topologies for device 
synchronization: ring and linear. It is recommended to use a ring topology to increase the fault tolerance of 
the stack.  

By default, switch is a master and all ports participate in data transmission. 

 

The auto-update procedure for firmware versions from the Master Switch is supported 
when adding new units to an existing stack. 
 

 
For MES2300/3300 switches, a stack of 4-8 units has been supported since version 6.6.3.8. 

 

 

 

 

 

 

                                                      
1 The NSF (Non-Stop Forwarding) functionality will be implemented approximately in 2Q2025. 
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Table 24 ς Stacking Matrix for MES2300-xx/MES3300-xx 
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Table 25 ς Stacking Matrix for MES53xxA 
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Table 26 ς Stacking Matrix for MES5400-xx, MES5500-32 
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Configuring switch stacking 

Command line prompt is as follows: 

console(config)#  

Table 27 ς Basic commands 

Command Value/Default value Action 

stack configuration links te 
te_port |  hu hu_port 

- 
Assign the interfaces to synchronize switch operation in the stack. 
The minimum number is 2, the maximum is 2. 

stack configuration unit-id 
unit_id 

unit_id: (1..8, 
auto)/auto 

Specify the device number unit-id to a local device (where the 
command is executed). The device number change takes effect 
after the switch is restarted. 

no stack configuration  Remove stack settings. 

stack unit unit_id unit_id: (1..8, all) Switch to configuring a stack unit.  

Example 

¶ Stack two MES5312 switches. Set it as the second unit and use te1-2 interfaces as stacking ones. 

console# config  

console(config)# stack configuration unit - id 2 links te1 - 2 

console(config)#  
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Privileged EXEC mode commands 

Command line prompt is as follows: 

console#  

Table 28 τ Basic commands available in the EXEC mode 

Command Value/Default value Action 

show stack - Show stack units information. 

show stack configuration 
- 

Displays information about the stacking interfaces of units in the 
stack. 

show stack links [details] - Advanced display of information on stackable interfaces.  

¶ Example of show stack links command use: 

console# show stack links  

Topology is Chain  

 

Unit Id     Active Links        Neighbor Links    Operational     Down/Standby      

                                                  Link Speed      Links             

-------  --------------------  --------------------  -----------  --------------------   

1       te1/0/1              te2/0/2              10G         te1/0/2               

2       te2/0/2              te1/0/1              10G         te2/0/1      

 
Devices with identical Unit IDs can't work in the same stack. 

4.5 Switch function configuration 

The functions for the initial configuration of the device can be divided into two types.  

- Basic configuration includes definition of basic configuration functions and dynamic IP 
address configuration. 

- Security system parameters configuration includes security system management based on 
AAA mechanism (Authentication, Authorization, Accounting). 

 

All unsaved changes will be lost after the device is rebooted. Use the following command to 
save all changes made to the switch configuration:  

console# write  

4.5.1 Basic switch configuration 

Prior to configuration, connect the device to PC using the serial port. Run the terminal emulation 
program on the computer according to the 4.1 "Terminal setup". 

During initial configuration, you can define which interface will be used for remote connection to the 
device. 
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Basic configuration includes: 
1. Setting the password for the user "admin" (with level 15 privileges). 
2. Creating new users. 
3. Configuring static IP address, subnet mask, default gateway 
4. Obtaining IP address from the DHCP server 
5. Configuring SNMP settings 

4.5.1.1 Setting up the admin password and creating new users 

 
Configure the password for the 'admin' privileged user to ensure access to the system. 

Username and password are required to log in for device administration. Use the following 
commands to create a new system user or configure the username, password, or privilege level:  

console# configure  

console(config)# username name password password  privilege { 1- 15}  

 

Privilege level 1 allows access to the device, but denies its configuration. Privilege level 15 
allows both access and device configuration. 

Example of commands for setting the "eltex" password to the "admin" user and creating the 
"operator" user with the "pass" password and privilege level 1: 

console# configure   

console(config)# username admin  password  eltex  

console(config)# username operator  password pass  privilege 1 

console(config)# exit  

console#  

 

4.5.1.2 Advanced access level setting 

On the device, it is possible to distribute user rights depending on the privilege level at which each 
user was created. A set of commands that can be executed by users with a level no lower than the specified 
one is assigned to a specific privilege level. 

 
The switch supports a command set inheritance system from lower privilege levels. 

 

Privileges are built only for a specific node. Each command must be written explicitly, with-
out using abbreviated forms. 

 

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  
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Table 29 ς Commands for configuring extended access 

Command Value/Default value Action 

privilege context level 
command level: (1..15);  

/the privilege level of 
EXEC mode commands 

is 1, all other 
commands are 15 

Assign the specified command to the specified privilege level.  
- context τ command line operation mode;  
- level τ privilege level at which the custom command will be 
available;  
- command τ command. 

no privilege context level 
command 

Remove access to the command from the level at which the com-
mand was allowed. 

Example of setting up a set of commands for the user "admin" with 4 privilege levels and a set of 
commands for the user "user" with 10 privilege levels: 

console# configure   

console(config)# username admin  password pass1  privilege 4  

console(config)# username user  password pass2  privilege 10   

console(config)# privilege exec  4 configure terminal  

console(config)# privilege exec 4  show running - config  

console(config)# privilege config 10  vlan database  

console(config)# privilege  config - vlan 10  vlan  

Now, for local users whose privilege level is higher or equal to 4, the output of the show running-
config command will be available, but vlan configuration will not be available. For users whose privilege 
level corresponds to 10 and above, both vlan configuration and the output of the show running-config 
command will be available. 

4.5.1.3 Configure static IP address, subnet mask, default gateway. 

In order to manage the switch from the network, configure the device IP address, subnet mask, and, 
in case the device is managed from another network, default gateway. You can assign an IP address to any 
interfaceτVLAN, physical port, port group (by default, VLAN 1 interface has the IP address 192.168.1.239, 
mask 255.255.255.0). Gateway IP address should belong to the same subnet as one of the device's IP 
interfaces. 

 

If the IP address is configured for the physical port or port group interface, this interface will 
be deleted from its VLAN group. 

 

The IP address 192.168.1.239 exists until another IP address is created statically or via DHCP 
on any interface. 

 
If all switch IP addresses are deleted, you can access it via IP 192.168.1.239/24. 

¶ Command examples for IP address configuration on VLAN 1 interface.  

Interface parameters: 

IP address to be assigned for VLAN 1 interface: 192.168.16.144 
Subnet mask: 255.255.255.0 
The default gateway IP address: 192.168.16.1 

console# configure   

console(config)# interface vlan 1  

console(config - if)# ip address  192.168.16.144 /24   

console(config - if)# exit   

console(config)# ip default - gateway  192.168.16.1   

console(config)# exit  

console#  
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To verify that the interface was assigned the correct IP address, enter the following command: 

console#  show ip interface vlan 1  

IP Address          I/F    I/F Status   Type    Directed  Prec Redirect Status  

                             admin/oper         Broadcast                       

------------------  ---------  ----------  -- -----  ---------  ----  --------  ------  

192.168.16.144/24  vlan 1    UP/DOWN    Static  disable   No   enable   Valid   

4.5.1.4  Obtain IP address from the DHCP server 

If there is a DHCP server in the network, you can obtain the IP address via DHCP. IP address can be 
obtained from DHCP server via any interface τ VLAN, physical port, port group. 

 
By default, DHCP client is enabled on VLAN 1 interface. 

Configuration example for obtaining dynamic IP address from the DHCP server on the VLAN 1 
interface: 

console# configure   

console(config)# interface vlan 1 

console(config - if)# ip address dhcp  

console(config - if)# exit   

console#  

To verify that the interface was assigned the correct IP address, enter the following command: 

console#  show ip interface vlan 1  

IP Address           I/F    I/F Status  Type   Directed  Prec Redirect Status  

                            admin/oper         Broadcast                       

-----------------  ---------  ----------  -------  ---------  ----  --------  ------   

10.10.10.3/24     v lan 1    UP/UP      DHCP    disable   No   enable   Valid   

4.5.1.5  Configuring SNMP settings for accessing the device 

The device is equipped with an integrated SNMP agent and supports protocol versions 1, 2, 3. The 
SNMP agent supports standard MIB variables.  

To enable device administration via SNMP, you have to create at least one community string.  The 
switches support three types of community strings: 

ï ro ς define read-only access; 
ï rw ς define read and write access; 
ï su ς define the access of the SNMP administrator; 

Most commonly used community strings are public with read-only access to MIB objects, and private 
with read-write access to MIB objects. You can set the IP address of the management station for each 
community. 

Example of private community creation with read-write access and management station IP address 
192.168.16.44: 

console# configure   

console(config)# snmp- server server  

console(config)# snmp- server community private rw  192.168.16.44  
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console(config)# exit  

console#  

Use the following command to view the community strings and SNMP settings: 

console# show snmp   

SNMP is enabled.  

 

 

SNMP traps Source IPv4 interface:  

SNMP informs Source IPv4 interface:  

SNMP traps Source IPv6 interface:  

SNMP informs Source IPv6 interface:  

 

  Community - String    Community - Access    View name     IP address      Mask      

--------------------  ------------------  --------------  ------------  ------------   

      private            read write        Default     192.168.16.1               

                                                       44                         

  

 Community - String   Group name     IP address          Mask       Version  Type   

------------------  ------------  ----------------  ----------------  -------  ------   

  

Traps are enabled.  

Authentication - failure trap is enabled.  

 

Version 1,2 notifications  

 Target Address    Type    Community   Version   Udp   Filter   To    Retries   

                                                 Port  name     Sec             

----------------  --------  -----------  ----------  -----  -------  -----  ---------   

 

 

Version 3 notifications  

 Target Address    Type    Username   Security Udp   Filter   To    Retries   

                                      Level    Port  name     Sec             

----------------  --------  -----------  --------  -----  -------  -----  ---------   

  

System Contact:  

System Location:  

4.5.2 Security system configuration 

To ensure system security, the switch uses AAA mechanism (Authentication, Authorization, 
Accounting). The SSH mechanism is used for data encryption. 

- Authentication τ matching the request to an existing account in the security system.  

- Authorization (access level verification) τ matching an existing (authenticated) account in 
the system to specific privileges.  

- Accounting τ user resource consumption monitoring. 

When using the default device settings, the user name is admin, the password is admin. The password 
is assigned by the user. If the password is lost, you can restart the device and interrupt the download via 
the serial port by pressing <Esc> or <Enter> during the first two seconds after the startup message appears. 
The Startup menu opens, in which you need to start the password recovery Procedure ([2] Password 
Recovery Procedure). 

 
The default user (admin/admin) exists until any other user with privilege level 15 is created. 

 

When all created users with privilege level 15 are deleted, the switch will be accessed under 
the default user (admin/admin). 
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To ensure basic security, you can specify a password for the following services: 

ï Console (serial port connection); 
ï Telnet; 
ï SSH. 

4.5.2.1  Setting console password 

console(config)# aaa authentication login default line  

console(config)# aaa authentication enable default line  

console(config)# line console  

console(config - line)# login authentication default  

console(config - line)# enable authentication default  

console(config - line)# password console  

Enter console in response to the password prompt that appears during the registration via the 
console session. 

4.5.2.2 Setting Telnet password  

console(config)# aaa authentication login default line  

console(config)# aaa authentication enable default line  

console(config)# ip telnet server  

console(config)# line telnet   

console(config - line)# login authentication default  

co nsole(config - line)# enable authentication default  

console(config - line)# password telnet  

Enter telnet in response to the password prompt that appears during the registration via the telnet 
session. 

4.5.2.3 Setting SSH password  

console(config)# aaa authentication login default line  

console(config)# aaa authentication enable default line  

console(config)# ip ssh server  

console(config)# line ssh   

console(config - line)# login authentication default  

console(config - line)# enable authentication defaul t  

console(config - line)# password ssh  

Enter ssh in response to the password prompt that appears during the registration via the SSH 
session. 

4.5.3 Banner configuration 

For the convenience of using the device, a banner message containing any information can be set. 
For example: 

console(config)# banner exec;  

Role: Core switch  

            Location: Objedineniya 9, str.  



 
 

 

 

Ethernet switches MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 77 

5 DEVICE MANAGEMENT. COMMAND LINE INTERFACE 

Switch settings can be configured in several modes. Each mode has its own specific set of commands. 
Enter ǘƘŜ ζΚη ŎƘŀǊŀŎǘŜǊ ǘƻ ǾƛŜǿ ǘƘŜ ǎŜǘ ƻŦ ŎƻƳƳŀƴŘǎ ŀǾŀƛƭŀōƭŜ ŦƻǊ ŜŀŎƘ ƳƻŘŜΦ 

Switching between modes is performed by using special commands. The list of existing modes and 
commands for mode switching: 

Command mode (EXEC) is available immediately after the switch starts up and you enter your user 
name and password (for unprivileged users). System prompt in this mode consists of the device name (host 
ƴŀƳŜύ ŀƴŘ ǘƘŜ ΨҔΩ ŎƘŀǊŀŎǘŜǊΦ  

console>  

Privileged EXES mode is available immediately after the switch starts up and you enter your user 
ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘΦ {ȅǎǘŜƳ ǇǊƻƳǇǘ ƛƴ ǘƘƛǎ ƳƻŘŜ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜ ƴŀƳŜ όƘƻǎǘ ƴŀƳŜύ ŀƴŘ ǘƘŜ ΨІΩ ŎƘŀǊπ
acter.  

console#  

Global configuration mode allows specifying general settings of the switch. Global configuration 
mode commands are available in any configuration submode. You can enter this mode using configure  
command. 

console# configure  

console(config)#  

Terminal configuration mode (line configuration) is designed for terminal operation configuration. 
You can enter this mode from the global configuration mode. 

console(config)# line {console | telnet | ssh}  

console(config - line)#  

5.1 Basic commands  

EXEC mode commands 

Command line prompt in the EXEC mode is as follows: 

console>  

Table 30 τ Basic commands available in the EXEC mode 

Command Value/Default value Action 

enable [priv] 
priv: (1..15)/15 

Switch to the privileged mode (if the value is not defined, the priv-
ilege level is 15). 

login - Close the current session and switch the user. 

exit  - Close the active terminal session.  

help - Get help on command line interface operations. 

show history - Show command history for the current terminal session. 

show privilege - Show the privilege level of the current user. 

terminal history -/function is enabled 
 

Enable command history for the current terminal session. 

terminal no history Disable command history for the current terminal session. 

terminal history size size size: (10..207)/10 
 

Change the buffer size for command history for the current ter-
minal session. 
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terminal no history size Set the default value. 

terminal datadump 

-/command output is 
split into pages 

Show command output without splitting into pages (splitting help 
output into pages is performed with the following string: More: 
<space>, Quit: q or CTRL+Z, One line: <return>). 

terminal no datadump Set the default value. 

terminal prompt 
-/function is enabled 

Enable confirmation before executing certain commands. 

terminal no prompt Disable confirmation before executing certain commands. 

show banner [login | exec] - Show banner configuration. 

Privileged EXEC mode commands 

Command line prompt is as follows: 

console#  

Table 31 τ Basic commands available in the Privileged EXEC mode 

Command Value/Default value Action 

disable [priv] priv: (1, 7, 15)/1 Switch from the privileged EXEC mode to EXEC mode. 

configure[terminal] - Enter the configuration mode. 

debug-mode - Enable the debug mode. 

The commands available in all configuration modes 

Command line prompt is as follows: 

console#  

console(config)#  

console(config - line)#  

Table 32 ς Basic commands available in all configuration modes 

Command Value/Default value Action 

exit 
- 

Exit any configuration mode to the upper level in the CLI com-
mand hierarchy. 

end 
- 

Exit any configuration mode to the command mode (Privileged 
EXEC). 

do 
- 

Execute a command of the command level (EXEC) from any con-
figuration mode. 

help - Show help on available commands. 
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Global configuration mode commands 

Command line prompt is as follows: 

console(config)#  

Table 33 τ Basic commands available in the configuration mode 

Command Value/Default value Action 

banner exec d message_text d  

- 

Specify the exec message text (example: User logged in success-
fully) and show it on the screen. 
- d ς separator; 
- message_text τ message text (up to 510 characters in a line, 
total count is 2000 characters). 

no banner exec Remove the exec message. 

banner login d message_text d 

- 

Specify the login message text (informational message that is 
shown before username and password entry) and show it on the 
screen. 
- d ς separator; 
- message_text τ message text (up to 510 characters in a line, 
total count is 2000 characters). 

no banner login Remove the login message. 

Terminal configuration mode commands 

Command line prompt in the terminal configuration mode is as follows: 

console(config - line)#  

Table 34 τ Basic commands available in the configuration mode 

Command Value/Default value Action 

history 
-/function is enabled 

Enable command history. 

no history Disable command history. 

history size size 
size: (10..207)/10 

Change buffer size for command history. 

no history size Set the default value. 

exec-timeout timeout timeout: (0..65535)/10 
minutes 

Set timeout for the current terminal session, min. 

no exec-timeout Set the default value. 

5.2 Filtering command line messages 

Message filtering allows reducing the amount of data displayed in response to user requests and 
ŦŀŎƛƭƛǘŀǘƛƴƎ ǘƘŜ ǎŜŀǊŎƘ ŦƻǊ ƴŜŎŜǎǎŀǊȅ ƛƴŦƻǊƳŀǘƛƻƴΦ ¢ƻ ŦƛƭǘŜǊ ƛƴŦƻǊƳŀǘƛƻƴΣ ŀŘŘ ǘƘŜ ΨμΩ ǎȅƳōƻƭ ǘƻ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ 
command line and use one of the filtering options listed in the table. 

Table 35 ς Global configuration mode commands 

Method Value/Default value Action 

begin pattern 

- 

Find the first match with the template at the beginning of the line, 
print all the lines after it. 

include pattern Show all the lines containing the pattern. 

exclude pattern Show all the lines not containing the pattern. 
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5.3 Configuring macro commands 

This function allows creating unified sets of commands τ macros that can be used later in the 
configuration process. 

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  

Table 36 ς Global configuration mode commands 

Command Value/Default value Action 

macro name word 

word: (1..32) characters 

Creates a new command set. If a set with this name exists, it is 
overwritten. The command set is entered line by line. To finish 
the macro, enter the "@" character. Maximum macro length is 
510 characters. 

no macro name word  Delete the selected macro. 

macro global apply word word: (1..32) characters Apply the selected macro. 

macro global trace word word: (1..32) characters Check the selected macro for validity. 

macro global description word word: (1..160) 
characters 

Create the global macro descriptor string. 

no macro global description Delete the descriptor string. 

EXEC mode commands 

Command line prompt in the EXEC mode is as follows: 

console>  

Table 37 ς EXEC mode commands 

Command Value/Default value  Action 

macro apply word 
word: (1..32) characters 

Apply the selected macro. 

macro trace word Check the selected macro for validity. 

show parser macro [{brief | 
description [interface 
{gigabitethernet gi_port | 
tengigabitethernet te_port |  
twentyfivegigabitethernet 
twe_port |  
hundredgigabitethernet 
hu_port |  port -channel 
group}] | name word}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port: 
(1..8/0/1..120); 

hu_port: (1..8/0/1..32); 
group: (1..128); 

word: (1..32) characters 

Show the settings of the configured macros on the device. 
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Interface configuration mode commands 

Command line prompt in the interface configuration mode is as follows: 

console(config - if)#  

Table 38 ς Interface configuration mode commands 

Command Value/Default value Action 

macro apply word word: (1..32) characters Apply the selected macro. 

macro trace word word: (1..32) characters Check the selected macro for validity. 

macro description word word: (1..160) 
characters 

Specify the macro descriptor string. 

no macro description  Delete the descriptor string.  

5.4 System management commands 

EXEC mode commands 

Command line prompt in the EXEC mode is as follows: 

console>  

Table 39 τ System management commands in EXEC mode 

Command Value/Default value Action 

ping [ip] {A.B.C.D | host} [vrf 
vrf_name] [size size] [count 
count] [timeout timeout] 
[source A.B.C.D] 

vrf_name: (1..32) 
characters; 

host: (1..158) characters; 
size: (64..1518)/64 bytes; 

count: (0..65535)/4; 
timeout: (50..65535)/2000 

ms 

This command is used to transmit ICMP requests (ICMP Echo-Re-
quest) to a specific network node and to manage replies (ICMP 
Echo-Reply).  
- vrf-name τ virtual routing area name; 
- A.B.C.D ς IPv4 address of the network node; 
- host ς domain name of the network node; 
- size ς size of the packet to be sent, the number of bytes in the 
packet; 
- count ς number of packets to transfer; 
- timeout ς waiting time for the response to the request. 

ping ipv6 {A.B.C.D.E.F | host} 
[size size] [count count] 
[timeout timeout] [source 
A.B.C.D.E.F] 

host: (1..158) characters; 
size: (68..1518)/68 bytes; 

count: (0..65535)/4; 
timeout: (50..65535)/2000 

ms 

This command is used to transmit ICMP requests (ICMP Echo-Re-
quest) to a specific network node and to manage replies (ICMP 
Echo-Reply). 
- A.B.C.D.E.F ς IPv4 address of the network node; 
- host ς domain name of the network node; 
- size ς size of the packet to be sent, the number of bytes in the 
packet; 
- count ς number of packets to transfer; 
- timeout ς waiting time for the response to the request. 

traceroute ip {A.B.C.D |  host} 
[vrf vrf_name] [size size] [ttl 
ttl ] [count count] [timeout 
timeout] [source ip_address] vrf_name: (1..32) 

characters; 
host: (1..158) characters; 
size: (64..1518)/64 bytes;  

ttl: (1..255)/30; 
count: (1..10)/3; 

timeout: (1..60)/3 s; 

Detect traffic route to the destination node. 
- vrf_name ς name of the virtual routing area;  
- A.B.C.D ς IPv4 address of the network node. 
- host ς domain name of the network node; 
- size ς size of the packet to be sent, the number of bytes in the 
packet; 
- ttl  ς maximum number of sections in the route; 
- count ς number of packet transmission attempts in each section; 
- timeout ς waiting time for the response to the request; 
- IP_address ς IP address of the switch interface used for packet 
transmission. 

The description of errors when executing commands and 
results is given in the tables 41, 42. 
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traceroute ipv6 
{A.B.C.D.E.F |  host} [size size] 

[ttl ttl ] [count count] 
[timeout  timeout] [source 
ip_address] 

host: (1..158) characters; 
size: (66..1518)/66 bytes;  

ttl: (1..255)/30; 
count: (1..10)/3; 

timeout: (1..60) /3 s; 

Detect traffic route to the destination node.  
- A.B.C.D.E.F ς IPv4 address of the network node; 
- host ς domain name of the network node; 
- size ς size of the packet to be sent, the number of bytes in the 
packet; 
- ttl  ς maximum number of sections in the route; 
- count ς number of packet transmission attempts in each section; 
- timeout ς waiting time for the response to the request. 
- IP_address ς IP address of the switch interface used for packet 
transmission. 

The description of errors when executing commands and 
results is given in the tables 41, 42. 

telnet {A.B.C.D | host} [port] 
[keyword1Χϐ  

host: (1..158) characters;  
port: (1..65535)/23 

Open TELNET session for the network node. 
- A.B.C.D ς IPv4 address of the network node; 
- host ς domain name of the network node; 
- port ς TCP port on which the Telnet service operates; 
- keyword ς keyword. 

Specific Telnet commands and keywords are given in ta-
bles 43, 44. 

ssh {A.B.C.D | host} [port] 
[keyword1...] 

host: (1..158) characters;  
port: (1..65535)/22; 

Open SSH session for the network node.  
- A.B.C.D ς IPv4 address of the network node; 
- host ς domain name of the network node; 
- port ς TCP port on which the Telnet service operates; 
- keyword ς keyword. 

 
The description of the keywords is given in the table 44. 

resume [connection] connection: (1..5)/the last 
established session 

Switch to another established Telnet session. 
- connection ς the number of the installed telnet session. 

show users [accounts] - Show information on users that use device resources. 

show sessions - Show information on open sessions to remote devices. 

show system - Show system information. 

show system id [unit unit] 
unit: (1..8)/- 

Displaying the device serial number. 
- unit ς the device number in stack. 

show system [unit unit] 
unit: (1..8)/- 

Show switch system information. 
- unit ς the device number in stack. 

show system fans [unit unit] 
unit: (1..8)/- 

Show information on fan status. 
- unit ς the device number in stack. 

show system power-supply - Show information on power module state. 

show system sensors - Show information on temperature sensors. 

show version - Show the current firmware version.  

show hardware version - Show information about the hardware version of the board 

show system router 
resources 

 
Show the total and used size of hardware tables (routing, neigh-
bors, interfaces). 

show system tcam utilization  
[unit unit] unit: (1..8)/- 

Show TCAM memory (Ternary Content Addressable Memory) re-
source load. 
- unit ς the device number in stack. 

show tasks utilization - {Ƙƻǿ ǘƘŜ ǎǿƛǘŎƘΩǎ /t¦ ǳǘƛƭƛȊŀǘƛƻƴ ŦƻǊ ŜŀŎƘ ǎȅǎǘŜƳ ǇǊƻŎŜǎǎΦ 
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show tech-support [config | 
memory] 

- 

Show the device information for initial failure diagnostics. 
The command output is a combination of the following 
ŎƻƳƳŀƴŘǎΩ ƻǳǘǇǳǘǎΥ 

¶ show clock  

¶ show system  

¶ show version  

¶ show bootvar  

¶ show running-config  

¶ show ip interface  

¶ show ipv6 interface  

¶ show spanning-tree active 

¶ show stack        

¶ show stack configuration 

¶ show stack links details  

¶ show interfaces status  

¶ show interfaces counters  

¶ show interfaces utilization   

¶ show interfaces te1/0/xx       

¶ show fiber-ports optical-transceiver   

¶ show interfaces channel-group   

¶ show cpu utilization  

¶ show cpu input-rate detailed    

¶ show tasks utilization   

¶ show mac address-table count    

¶ show arp  

¶ show errdisable interfaces   

¶ show vlan  

¶ show ip igmp snooping groups  

¶ show ip igmp snooping mrouter   

¶ show ipv6 mld snooping groups             

¶ show ipv6 mld snooping mrouter            

¶ show logging file  

¶ show logging  

¶ show users  

¶ show sessions  

¶ show system router resource   

¶ show system tcam utilization 

show system forwarding 
resources 

- 
Display the current one, set after reboot 
and hardware resource allocation modes available for use. 

 
¢ƘŜ Ψ{Ƙƻǿ ǎŜǎǎƛƻƴǎΩ ŎƻƳƳŀƴŘ ǎƘƻǿǎ ŀƭƭ ǊŜƳƻǘŜ ŎƻƴƴŜŎǘƛƻƴǎ ŦƻǊ ǘƘŜ ŎǳǊǊŜƴǘ ǎŜǎǎƛƻƴΦ ¢Ƙƛǎ 
command is used as follows: 

 

 1. Connect to a remote device from the switch via Telnet or SSH; 
2. Return to the parent session (to the switch). Press Ctrl+Shift+6> release the keys 

and press <x>. This will switch you to the parent session. 
3. Execute the "show sessions" command. All outgoing connections for the current 

session will be listed in the table. 

4. To return to remote device session, execute the "resume N" command where N 
is the connection number from the "show sessions" command output.  
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Privileged EXEC mode commands  

Command line prompt in the Privileged EXEC mode is as follows: 

console#  

Table 40 τ System management commands in Privileged EXEC mode 

Command Value/Default value Action 

reload [unit unit_id] 
unit_id: (1..8)/- 

Use this command to restart the device. 
- unit ς the device number in stack. 

reload in {minutes | hh:mm} minutes: (1..999); 
hh: (0..23), mm: (0..59). 

Set the time period for delayed device restart.  

reload at hh:mm hh: (0..23), mm: (0..59). Set the device reload time. 

reload cancel - Cancel delayed restart. 

boot password password 
     - 

Set the bootrom password. 

no boot password Delete the bootrom password. 

show cpu utilization - Show statistics on CPU load. 

show cpu input rate - Show statistics on the speed of ingress frames processed by CPU. 

show cpu input-rate detailed 
- 

Show statistics on the speed of ingress frames processed by CPU 
depending on the traffic type. 

show cpu thresholds - Show a list of configured thresholds for CPU. 

show memory thresholds - Show a list of configured thresholds for CPU. 

show sensor thresholds - Show a list of thresholds for sensors. 

show storage thresholds - Show a list of thresholds for devices' partitions. 

show storage devices 
- 

Displaying the values of the volume and free memory of the 
ROM. 

¶ Example of using the traceroute command: 

console# traceroute ip eltex.com   

Tracing the route to eltex.com (148.21.11.69) form, 30 hops max, 18 byte packets  

Type Esc to abort.  

   1 gateway.eltex (192.168.1.101)  0 msec 0 msec 0 msec  

   2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec   

   3 * * *  

Table 41 ς Description of the traceroute command execution results 

Field Description 

1 The serial number of the router on the path to the specified network node. 

gateway.eltex The network name of this router. 

192.168.1.101 The IP address of the router. 

0 msec 0 msec 0 msec 
The time taken by the packet to go to and return from the router. Specify for each packet 
transmission attempt. 

Errors may occur when executing the traceroute command, the error description is given in the table 42. 

Table 42 ς Errors when executing the traceroute command 

Error symbol Description 

*  Packet transmission timeout.  

? Unknown packet type.  

A 
Administratively unavailable. As a rule, this error occurs when the egress traffic is blocked 
by rules in the ACL access table.  



 
 

 

 

Ethernet switches MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 85 

F Fragmentation or DF bit is required. 

H Network node is not available.  

N Network is not available.  

P Protocol is not available.  

Q Source is suppressed. 

R Expiration of the fragment reassembly timer. 

S Egress route error. 

U Port is unavailable.  

Switch Telnet software supports special terminal management commands. To enter the special 
commands mode during an active Telnet session, use the <Ctrl+shift+6> key combination. 

Table 43 ς Special Telnet Commands 

Special command Purpose 

^^ b Send disconnect command via telnet.  

^^ c Send interrupt process (IP) command through telnet.  

^^ h Send erase character (EC) command through telnet. 

^^ o Send abort output (AO) command through telnet. 

^^ t Telnet the message "Are You There?" (AYT) to control the connection. 

^^ u Send erase line (EL) command through telnet. 

^^ x Return to the command line mode. 

You can also use additional options in the Telnet and SSH open session commands: 

Table 44 ς Keywords used when opening Telnet and SSH sessions 

Option Description 

/echo Locally enable the echo function (suppression of console output).  

/password Set the password for the SSH server 

/quiet Suppress output of all Telnet messages.  

/source-interface Specify the source interface.  

/stream 

Activate the processing of the stream that enables insecure TCP connection without 
Telnet sequence control. The stream connection will not process Telnet options and 
could be used to establish connections to ports where UNIX-to-UNIX (UUCP) copy pro-
grams or other non-telnet protocols are running. 

/user Set the user name for the SSH server. 

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  
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Table 45 τ System management commands in global configuration mode 

Command Value/Default value Action 

hostname name name: (1..160) 
characters/τ 

The command is used to specify the network name of the device. 

no hostname Set the default network device name. 

service tasks-utilization 

τ/enabled 

!ƭƭƻǿ ǘƘŜ ŘŜǾƛŎŜ ǘƻ ƳŜŀǎǳǊŜ ǎǿƛǘŎƘΩǎ /t¦ ǳǘƛƭƛȊŀǘƛƻƴ ŦƻǊ ŜŀŎƘ ǎȅǎπ
tem process. 

no service tasks-utilization 5Ŝƴȅ ǘƘŜ ŘŜǾƛŎŜ ǘƻ ƳŜŀǎǳǊŜ ǎǿƛǘŎƘΩǎ /t¦ ǳǘƛƭƛȊŀǘƛƻƴ ŦƻǊ ŜŀŎƘ system 
process. 

service cpu-utilization 

τ/enabled 

Allow the device to perform software based measurement of the 
switch CPU load level. 

no service cpu-utilization Deny the device to perform software based measurement of the 
switch CPU load level. 

service cpu-input-rate 

τ/enabled 

Allow the device to programmatically measure the speed of incom-
ing frames processed by the switch CPU. 

no service cpu-input-rate Prohibit the device from programmatically measuring the speed of 
incoming frames processed by the switch CPU. 

service cpu-rate-limits traffic 
pps 

traffic: (http, telnet, 
ssh, snmp, ip, link-local, 

arp, arp-inspection, 
ǎǘǇπōǇŘǳΣ ǊƻǳǘƛƴƎΣ 

ƛǇπƻǇǘƛƻƴǎΣ other-bpdu, 
dhcp-snooping, 
ƛƎƳǇπǎƴƻƻǇƛƴƎΣ 

ƳƭŘπǎƴƻƻǇƛƴƎΣ ǎŦƭƻǿΣ 
ace, ip-error, other, 

vrrp, multicast-routing, 
multicast-rpf-fail, tcp-

syn); 
pps: 8..2048 

Set the incoming frame rate limit on the CPU for a certain type of 
traffic.  
- pps τ packets per second. 

Implements the CoPP (Control Plane Protection) function. 

no service cpu-rate-limits 
traffic 

Restores the default pps value for certain traffic. 

service password-recovery 

τ/enabled 

Enable password recovery via the "password recovery procedure" 
boot menu with configuration saved. 

ƴƻ ǎŜǊǾƛŎŜ ǇŀǎǎǿƻǊŘπǊŜŎƻǾŜǊȅ Enable password recovery via the "password recovery procedure" 
boot menu with configuration deleted. 

link-flap prevention enable 
τ/enabled 

Enable link flapping prevention. 

link-flap prevention disable Disable link flapping prevention. 

ǎŜǊǾƛŎŜ ƳƛǊǊƻǊπŎƻƴŦƛƎǳǊŀǘƛƻƴ 

τ/enabled 

Create a backup copy of the running configuration. 

no service 
ƳƛǊǊƻǊπŎƻƴŦƛƎǳǊŀǘƛƻƴ 

Disable copying of the running configuration. 

cpu threshold index index inter-
val relation value [flap-interval 
flap_interval] [severity level] 
[notify {enable | disable}] [re-
covery-notify {enable | disa-
ble}] 

index: 
(0..4294967295); 

interval: (5sec, 1min, 
5min); 

relation: (greater-than, 
greater-or-equal, less-

than, less-or-equal, 
equal-to, not-equal-to); 
value: (0..100) percent; 

flap_interval: 
(0..100)/0 percent; 

severity: (emerg, alert, 
crit, err, warning, no-
tice, info, debug)/alert 

Set the threshold for CPU load. 
- index τ arbitrary threshold index; 
- interval τ interval for measuring the CPU load. The CPU load for 
this interval will be compared with the threshold one; 
- relationτ relation between CPU load and threshold value that is 
required for threshold triggering; 
- value τ threshold value; 
- flap_interval τ value that determines the moment when the 
threshold is restored after triggering; 
- severity τ level of ladders importance for this threshold; 
- notify τ enable/disable sending ladders when the threshold is 
triggered; 
- recovery-notify τ enable/disable sending of threshold recovery 
ladders. 

no cpu threshold index index Remove a threshold with the specified index. 
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memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable | 
disable}] [recovery-notify 
{enable | disable}] 

index: 
(0..4294967295); 

relation: (greater-than, 
greater-or-equal, less-

than, less-or-equal, 
equal-to, not-equal-to); 
value: (0..100) percent; 

flap_interval: 
(0..100)/0 percent; 

severity: (emerg, alert, 
crit, err, warning, no-
tice, info, debug)/alert 

Set the threshold for RAM free memory capacity. 
- index τ  arbitrary threshold index; 
- relation τ relation between free memory capacity and the 
threshold value that is necessary for threshold triggering; 
- value τ threshold value; 
- flap_interval τ value that determines the moment when the 
threshold is restored after triggering; 
- severity τ level of ladders importance for this threshold; 
- notify τ enable/disable sending ladders when the threshold is 
triggered; 
- recovery-notify τ enable/disable sending of threshold recovery 
ladders. 

no memory threshold index 
index 

Remove a threshold with the specified index. 

sensor threshold fan 
fan_num unit-id unit_id in-
dex index relation value 
[flap-interval flap_interval] 
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}] 

fan_num: (1..63); 
unit_id: (1..8); 

index: 
(0..4294967295); 

relation: (greater-than, 
greater-or-equal, less-

than, less-or-equal, 
equal-to, not-equal-to); 
value: (0..1000000000) 

rpm; 
flap_interval: 

(0..1000000000)/0 
rpm; 

severity: (emerg, alert, 
crit, err, warning, no-
tice, info, debug)/alert 

Set the threshold for fan rotating sensor. 
- fan_num τ fan number; 
- unit_id τ unit number where the fan is located; 
- index τ  arbitrary threshold index; 
- relation τ relation between fan speed and threshold value that 
is necessary for threshold triggering; 
- value τ threshold value; 
- flap_interval τ value that determines the moment when the 
threshold is restored after triggering; 
- severity τ level of ladders importance for this threshold; 
- notify τ enable/disable sending ladders when the threshold is 
triggered; 
- recovery-notify τ enable/disable sending of threshold recovery 
ladders. 

no sensor threshold fan 
fan_num unit-id unit_id in-
dex index 

Remove the threshold with the specified index for the fan_num fan 
on the unit_id unit. 

sensor threshold thermal-
sensor sensor_num unit-id 
unit_id index index relation 
value [flap-interval flap_in-
terval] [severity level] [no-
tify  {enable | disable}] [re-
covery-notify {enable | dis-
able}] 

sensor_num: (1..63); 
unit_id: (1..8); 

index: 
(0..4294967295); 

relation: (greater-than, 
greater-or-equal, less-

than, less-or-equal, 
equal-to, not-equal-to); 
value: (-1000000000.. 
млллллллллύ ϲ/Τ 

flap_interval: 
όлΦΦмлллллллллύκл ϲ/Τ 
severity: (emerg, alert, 
crit, err, warning, no-
tice, info, debug)/alert 

Set the threshold for temperature sensor. 
- sensor_num τ thermal sensor number; 
- unit_id τ unit number where the fan is located; 
- index τ  arbitrary threshold index; 
- relation τ relation between CPU load and threshold value that is 
required for threshold triggering; 
- value τ threshold value; 
- flap_interval τ value that determines the moment when the 
threshold is restored after triggering; 
- severity τ level of ladders importance for this threshold; 
- notify τ enable/disable sending ladders when the threshold is 
triggered; 
- recovery-notify τ enable/disable sending of threshold recovery 
ladders. 

no sensor threshold ther-
mal-sensor sensor_num 
unit-id unit_id index index 

Remove the threshold with the specified index for the sen-
sor_num thermal sensor on the unit_id unit. 

storage threshold index in-
dex interval relation value 
[flap-interval flap_interval] 
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}] 

index: 
(0..4294967295); 

relation: (greater-than, 
greater-or-equal, less-

than, less-or-equal, 
equal-to, not-equal-to); 
value: (0..100) percent; 
interval: (0..100)/0 per-

cent; 
severity: (emerg, alert, 
crit, err, warning, no-

tice, info, debug)/alert; 

Set the threshold for ROM free memory capacity. 
- index τ  arbitrary threshold index; 
- relation τ relation between free memory capacity and the 
threshold value that is necessary for threshold triggering; 
- value τ threshold value; 
- flap_interval τ value that determines the moment when the 
threshold is restored after triggering; 
- severity τ level of ladders importance for this threshold; 
- notify τ enable/disable sending ladders when the threshold is 
triggered; 
- recovery-notify τ enable/disable sending of threshold recovery 
ladders. 

no storage threshold index 
index 

Remove a threshold with the specified index. 
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reset-button {enable | disable 
| reset-only} 

τ/enable 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǎǿƛǘŎƘ ǊŜǎǇƻƴǎŜ ǘƻ ǇǊŜǎǎƛƴƎ ǘƘŜ άCέ ōǳǘǘƻƴΦ 
- enable τ when pressing the button for less than 10 sec, the device 
reboots; when pressing the button for more than 10 sec, the device 
resets to factory settings; 
- disable ς do not react (disabled); 
- reset-only ς reset only. 

system forwarding resources 
mode {mid-l3-mid-l2 I min-l3-
max-l2} 

mode: 
mid-l3-mid-l2, 
min-l3-max-l2/ 
mid-l3-mid-l2 

Set the hardware resource allocation mode  
mid-l3-mid-l2: 

- MAC table size is up to 128K addresses; 
- FIB table size is up to 288K routes; 
- ARP table size is up to 64K. 

min-l3-max-l2: 
- MAC table size is up to 256K addresses; 
- FIB table size is up to 16K routes; 
- ARP table size is up to 96K. 

The command is supported only on MES5410-48 and 
MES5500-32. 
 
Configuration changes will take effect after the switch is 
restarted. 

no system forwarding 
resources 

- 
Set the default hardware resource allocation mode. 

5.5 Password parameters configuration commands 

This set of commands is used to specify the minimum complexity and lifetime for the password. 

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  

Table 46 τ System management commands in global configuration mode 

Command Value/Default value Action 

passwords aging age 

age: (0..365)/180 days 

Sets the lifetime of passwords. When this period expires, you will 
be asked to change the password. A value of 0 indicates that the 
lifetime of passwords is not set. 

no passwords aging Restore the default value. 

passwords complexity enable 

-/off  
Enable a restriction on the password format. 

no passwords complexity 
enable 

Disable a restriction on the password format. 

passwords complexity 
ƳƛƴπŎƭŀǎǎŜǎ value 

value: (0..4)/3 

Enable a restriction for the minimum number of character classes 
(lower case letters, upper case letters, digits, characters). 

no passwords complexity 
ƳƛƴπŎƭŀǎǎŜǎ 

Restore the default value. 

passwords complexity 
ƳƛƴπƭŜƴƎǘƘ value 

value: (0..64)/8 

Enable minimum password length restriction.  

no passwords complexity 
ƳƛƴπƭŜƴƎǘƘ 

Restore the default value. 

passwords complexity 
ƴƻπǊŜǇŜŀǘ number 

number: (0..16)/3 

Enable a restriction for the maximum number of consecutive re-
peated characters in a new password. 

no passwords complexity 
ƴƻπǊŜǇŜŀǘ 

Restore the default value. 

passwords complexity 
ƴƻǘπŎǳǊǊŜƴǘ 

τ/enabled 

Prohibit using the old password as a new one when changing the 
password. 

no passwords complexity 
ƴƻǘπŎǳǊǊŜƴǘ 

Allow using the old password when changing it. 
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passwords complexity not-
πǳǎŜǊƴŀƳŜ 

τ/enabled 

Prohibit the use of username as a password. 

no passwords complexity not-
πǳǎŜǊƴŀƳŜ 

Allow using of username as a password. 

passwords lockout value 

value: (1..5)/disabled 

Set a limit on the number of invalid login attempts to the switch. 
After the last incorrect attempt to enter the password, the user is 
blocked. 

no passwords lockout Disable the limit on the number of invalid attempts. 

Table 47 τ System management commands in Privileged EXEC mode 

Command Value/Default value Action 

show passwords configuration - Show information on password restrictions. 

set username name active name: (1..20) characters 
Unlocks a user who is blocked after unsuccessful attempts to log in 
to the switch. 

5.6 File operations 

5.6.1 Command parameters description 

File operation commands use URL addresses as arguments to perform operations on files. For 
description of keywords used in operations see Table 48. 

Table 48 ς List of keywords and description 

Keyword Description 

flash://  
Source or destination address for non-volatile memory. Non-volatile memory is used by default if 
the URL address is ŘŜŦƛƴŜŘ ǿƛǘƘƻǳǘ ǘƘŜ ǇǊŜŦƛȄ όǇǊŜŦƛȄŜǎ ƛƴŎƭǳŘŜΥ ŦƭŀǎƘΥΣ ǘŦǘǇΥΣ ǎŎǇΥΧύΦ 

running-config Current configuration file. 

mirror-config Copy of the running configuration file. 

startup-config Initial configuration file. 

active-image Active image file. 

inactive-image Inactive image file. 

tftp://  

Source or destination address for the TFTP server.  
Syntax: tftp://host/[directory/] filename vrf name.  
- host ς IPv4 address or device network name; 
- directory ς directory; 
- filename ς file name. 
- name ς vrf name. 

 

If vrf is not used, the vrf name command can be omitted. 

scp://  

Source or destination address for the SSH server. 
Syntax: scp://[username[:password]@]host/[directory/] filename 
- username ς user name; 
- password ς password; 
- host ς IPv4 address or device network name; 
- directory ς directory; 
- filename ς file name. 

logging Command history file. 
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5.6.2 File operation commands 

Command line prompt in the Privileged EXEC mode is as follows: 

console#  

Table 49 τ File operation commands in the Privileged EXEC mode 

Command Value/Default value Action 

copy source_url 
destination_url  

source_url: (1..160) 
characters; 

destination_url: (1..160) 
characters; 

Copy file from source location to destination location.  
- source_url ς location of the copied file; 
- destination_url ς destination address where the file will be copied. 

copy source_url 
ǊǳƴƴƛƴƎπŎƻƴŦƛƎ 

Copy the configuration file from the server to the current configu-
ration. 

copy running-config 
destination_url 

Save the current configuration on the server.  

copy startup-config 
destination_url 

Save the initial configuration on the server. 

copy running-config 
ǎǘŀǊǘǳǇπŎƻƴŦƛƎ 

- 
Save the current configuration into the initial configuration. 

copy running-config file 
- 

Save the current configuration into the specified backup configura-
tion file. 

copy startup-config file 
- 

Save the initial configuration into the specified backup configura-
tion file. 

boot config source_url 
- 

Copy the configuration file from the server to the initial configura-
tion file. 

dir [flash:path | dir_name] - Show a list of files in the specified directory. 

more {flash:file | 
ǎǘŀǊǘǳǇπŎƻƴŦƛƎ μ 
ǊǳƴƴƛƴƎπŎƻƴŦƛƎ μ 
ƳƛǊǊƻǊπŎƻƴŦƛƎ μ  ŀŎǘƛǾŜπƛƳŀƎŜ 
μ ƛƴŀŎǘƛǾŜπƛƳŀƎŜ μ ƭƻƎƎƛƴƎ μ 
file} 

file: (1..160) characters 

Show file content. 
- startup-config ς display the content of the initial configuration file; 

- running-config ς display the content of the current configuration 
file; 
- flash: ς display files from the device flash memory; 
- mirror-config ς display the content of the current configuration 
file from the mirror; 
- active-image ς display the version of the current software image 
file. 
- inactive-image ς display the version of the inactive software im-
age file. 
- logging ς display the content of the log file. 
- filename ς file name. 

 

Files are displayed in ASCII format. 
 

delete url - Delete the file. 

delete startup-config - Delete the initial configuration file. 

boot system source_url 
- 

Copy the firmware file from the server into an inactive memory area 
to the backup firmware location. 

boot system inactive-image - Boot the inactive firmware image. 

show {startup-config | 
running-config} [brief | 
detailed | interfaces 
{gigabitethernet gi_port | 
tengigabitethernet te_port |  
twentyfivegigabitethernet 
twe_port |  
hundredgigabitethernet 
hu_port |  oob | port -channel 
group | vlan vlan_id | tunnel 
tunnel_id | loopback 
loopback_id}] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port: (1..8/0/1..120);  
hu_port: (1..8/0/1..32); 

group: (1..128); 
vlan_id: (1..4094); 
tunnel_id: (1..16); 

loopback_id: (1..64) 

Show the content of the initial configuration file (startup-config) or 
the current configuration file (running-config).  
- interfaces τ configuration of the switch interfaces τ physical in-
terfaces, interface groups (port-channel), VLAN interfaces, oob 
ports, loopback interface, tunnels. 

The following options are available when showing the current con-
figuration: 
- brief τ show configuration without binary data, for example, SSH 
and SSL keys; 

- detailed ς configuration output with binary data included 

show bootvar 
- 

Show the active system firmware file that the device loads on 
startup. 
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write [memory] - Save the current configuration into the initial configuration file. 

boot license source_url - Upload the license file to the device. 

delete license [ word ] 
- 

Delete all installed license files from the device. 
- word ς specify the name of the license file to be deleted. 

rename url new_url 
url, new_url: (1..160) 

characters 

Change the file name. 
- url ς current file name; 
- new-url ς new file name. 

 
The TFTP server cannot be used as the source or destination address for a single copy command. 

Example use of commands 

¶ Delete the test file from non-volatile memory: 

console# delete  flash:test  

Delete flash:test? [confirm]  

Command execution result: after confirmation the file will be deleted. 

5.6.3 Configuration backup commands 

This section describes the commands intended for setting up configuration backup by timer or when 
saving the current configuration on a flash drive. 

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  

Table 50 τ System management commands in global configuration mode 

Command Value/Default value Action 

backup server server 

server: (1..22) char-
acters 

Specify server that will be used for configuration backup.  
String format "tftp://XXX.XXX.XXX.XXX" or 
ϦǎŎǇΥκκώώǳǎŜǊƴŀƳŜϐώΥώǇŀǎǎǿƻǊŘϐϐϪϐƘƻǎǘη 

no backup server Delete backup server. 

backup path path 

path: (1..128) char-
acters 

Specifying the file location path on the server and the file prefix. 
When saving, the current date and time will be added to the 
prefix in the format yyyymmddhhmmss. 

no backup path Delete backup path. 

backup history enable 
-/off  

Enable backup history saving. 

no backup history enable Disable backup history saving. 

backup time-period timer timer: 
(1..35791394)/720 

min 

Specify the time period for automatic creation of the configura-
tion backup. 

no backup time-period Restore the default value. 

backup auto 
-/off  

Enable automatic configuration backup. 

no backup auto Set the default value. 

backup write-memory 

-/off  

Enable configuration backup when user saves configuration to 
flash storage. 

no backup write-memory Set the default value. 

Table 51 τ System management commands in Privileged EXEC mode 

Command Value/Default value Action 

show backup - Show information about the configuration backup settings 

show backup history - Show the history of configurations successfully saved on a server. 
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5.6.4 Automatic update and configuration commands 

Automatic update  

The switch starts an automatic DHCP-based update process if it is enabled and the name of the text 
file (DHCP option 43, 125) containing the name of the firmware image was provided by the DHCP server. 

The automatic update process consists of the following steps: 

1. The switch downloads a text file and reads from it the name of the firmware image file stored 
on the TFTP server; 

2. The switch downloads the first block (512 bytes) of the firmware image from the TFTP server 
where the firmware version is stored; 

3. The switch compares the version of the firmware image file obtained from the TFTP server with 
the version of the active switch firmware image. If they are different, the switch downloads the 
firmware image from the TFTP server instead of the inactive switch firmware image and makes 
this image active; 

4. When the firmware image download is finished, the switch restarts. 

Automatic configuration 

The switch starts an automatic DHCP-based configuration process, if the following conditions are met: 

- automatic configuring is allowed in the configuration; 

- DHCP server reply contains the TFTP server IP address (DHCP Option 66) and configuration file 
name (DHCP Option 67) in ASCII format.   

 
The resulting configuration file is added to the running configuration.  

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  

Table 52 τ System management commands in global configuration mode 

Command Value/Default value Action 

boot host auto-config 
τ/enabled 

Enable automatic configuration based on DHCP. 

no boot host auto-config Disable automatic configuration based on DHCP. 

boot host auto-update  
τ/enabled 

Enable automatic DHCP-based firmware update. 

no boot host auto-update Disable automatic DHCP-based firmware update. 

Privileged EXEC mode commands  

Command line prompt in the Privileged EXEC mode is as follows: 

console#  

Table 53 τ System management commands in Privileged EXEC mode 

Command Value/Default value Action 

show boot - View automatic update and configuration settings.  
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¶ ISC DHCP Server configuration example: 

option image - filename code 125 = {  

unsigned integer 32, #enterprise - number. The manufacturer ID is always  

35265(Eltex)  

unsigned integer 8,  #data - len. The length of all option data. It is equal to the 

length of the sub -   

option - data + 2 string.  

unsigned integer 8,  #sub - option - code. Suboption code, always equal to 1.  

unsigned integer 8,  #sub - option - len. Sub - option - data st ring length  

text                 #sub - option - data. Name of the text file, that contains 

firmware  

image name  

};  

 

host mes2124 - test {  

         hardware ethernet a8:f9:4b:85:a2:00;  #mac address of the switch  

         filename "mesXXX - test.cfg";   #switch conf iguration name  

         option image - filename 35265 18 1 16 "mesXXX - 401.ros";   #name of the text 

file that contains firmware  

image name  

         next - server 192.168.1.3;    #TFTP server IP address  

         fixed - address 192.168.1.36;   #switch IP address  

}  
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5.7 System time configuration 

 

By default, automatic switching to daylight saving time is performed according to US and 
European standards. Any date and time for daylight saving time and back can be set in the 
configuration. 

Privileged EXEC mode commands 

Command line prompt in the Privileged EXEC mode is as follows: 

console#  

Table 54 τ System time configuration commands in Privileged EXEC mode 

Command Value/Default value Action 

clock set hh:mm:ss day month 
year 
clock set hh:mm:ss month day 
year 

hh: (0..23); 
mm: (0..59); 
ss: (0..59); 

day: (1..31); 
month: (Jan..Dec); 
year: (2000..2037) 

Manual system time setting (this command is available for privi-
leged users only). 
- hh ς hours, mm ς minutes, ss ς seconds; 
- day ς day; month ς month; year ς year. 

show sntp configuration  
[ vrf {vrf_name |  all}] 

vrf_name:(1..32) 
characters 

Show SNTP configuration. 
- vrf-name ς virtual routing area name. 

show sntp status 
[ vrf {vrf_name |  all}] 

vrf_name:(1..32) 
characters 

Show SNTP statistics. 
- vrf-name ς virtual routing area name 

EXEC mode commands 

Command line prompt in the EXEC mode is as follows: 

console>  

Table 55 τ System time configuration commands in EXEC mode 

Command Value/Default value Action 

show clock  
- 

Show system time and date. 

show clock detail Show timezone and daylight saving settings. 

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  

Table 56 τ List of system time configuration commands in the global configuration mode 

Command Value/Default value Action 
clock source {sntp | browser} 

τ/external source is 
not used 

Use an external source to set system time.  

no clock source {sntp | 
browser} 

Deny the use of an external source for system time setting. 

clock timezone zone 
hours_offset [minutes 
minutes_offset] 

zone: (1..4) 
characters/no area 

description; 
hours_offset: 
όπмнΦΦҌмоύκлΤ 

minutes_offset: 
(0..59)/0; 

Set the timezone value. 
- zoneτ abbreviation of the phrase it replaces (zone description); 
- hours-offset ς hour offset relative to the zero meridian UTC; 
- minutes-offset ς minute offset relative to the zero meridian UTC. 

no clock timezone Set the default value. 
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clock summer-time zone date 
date month year hh:mm date 
month year hh:mm [offset] 

zone: (1..4) 
characters/no area 

description; 
date: (1..31); 

month: (Jan..Dec); 
year: (2000 ..2037); 

hh: (0..23); 
mm: (0..59); 
week: (1-5); 

day: (sun..sat); 
offset: (1..1440)/60 

minutes; 
By default, switching to 
daylight saving time is 

disabled 

Set the date and time for automatic switching to daylight saving 
time and returning back (for a specific year). 
Zone description is specified first, DST start time τ second, and DST 
end time τ third. 
- zoneτ abbreviation of the phrase it replaces (zone description); 
- date ς date; 
- month ς month; 
- year ς year; 
- hh ς hours, mm ς minutes; 
- offset ς minutes added during daylight saving time. 

clock summer-time zone date 
month date year hh:mm month 
date year hh:mm [offset] 

clock summer-time zone 
recurring {usa | eu | {first | 
last | week} day month hh:mm 
{first | last | week} day month 
hh:mm} [offset]  

Set the date and time for annual automatic switching to daylight 
saving time and returning back. 
- zoneτ abbreviation of the phrase it replaces (zone description); 

- usa τ set the daylight saving rules used in the USA (daylight saving 
starts on the second Sunday of March and ends on the first Sunday 
of November, at 2am local time); 

- eu τ set the daylight saving rules used in EU (daylight saving starts 
on the last Sunday of March and ends on the last Sunday of Octo-
ber, at 1am GMT); 
- hh ς hours, mm ς minutes; 
- week ς week of the month; 
- day ς day of the week; 
- month ς month; 
- offset ς minutes added during daylight saving time. 

no clock summer-time Disable daylight saving change. 

sntp authentication-key 
number md5 value 

number: 
(1..4294967295); 

value: (1..32) 
characters; 
By default, 

authentication is 
disabled 

Specify authentication key for SNTP. 
- number ς key number; 
- value ς key value; 
- encrypted τ set the key value in the encrypted form. 

encrypted sntp 
ŀǳǘƘŜƴǘƛŎŀǘƛƻƴπƪŜȅ number 
md5 value 

no sntp authentication-key 
number 

Delete authentication key for SNTP. 

sntp authenticate -/authentication is not 
required 

Authentication is required to obtain information from NTP servers.  

no sntp authenticate Set the default value. 

sntp trusted-key key_number key_number: 
(1..4294967295); 

By default, 
authentication is 

disabled 

Require authorization of the system that is used for synchronization 
via SNTP by the specified key. 
- key_number ς key number. 

no sntp trusted-key 
key_number 

Set the default value. 

sntp broadcast client enable 
{both | ipv4 | ipv6}  

τ/prohibited 

Allow multicast SNTP client operation. 

no sntp broadcast client 
enable 

Set the default value. 

sntp anycast client enable 
{both | ipv4 | ipv6}  τ/prohibited  

Allow the operation of SNTP clients that support packet transmis-
sion to the nearest device in a group of receivers. 

no sntp anycast client enable Set the default value. 

sntp client enable 
{gigabitethernet gi_port | 
tengigabitethernet te_port |  
twentyfivegigabitethernet 
twe_port |   

hundredgigabitethernet 
hu_port |  port -channel group 
| oob | vlan vlan_id} 

gi_port: (1..8/0/1..48); 
te_port: (1..32); 

twe_port: 
(1..8/0/1..120); 

hu_port: (1..8/0/1..32); 
group: (1..128); 
vlan_id (1..4094) 

/prohibited 

Allow the operation of SNTP clients that support packet transmis-
sion to the nearest device in a group of receivers, as well as broad-
cast SNTP clients for the selected interface. 
- for the detailed interface configuration, see Interface Configura-
tion section. 

no sntp client enable 
{gigabitethernet gi_port | 
tengigabitethernet te_port |  
twentyfivegigabitethernet 
twe_port |  

 hundredgigabitethernet 
hu_port |  port -channel group 
| oob | vlan vlan_id} 

Set the default value. 

sntp unicast client enable 
τ/prohibited 

Allow unicast SNTP client operation. 

no sntp unicast client enable Set the default value. 

sntp unicast client poll τ/prohibited Allow sequential polling of the selected unicast SNTP servers. 
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no sntp unicast client poll Set the default value. 

sntp server {ipv4_address |  
ipv6_address |  
ipv6_link_local_address%{vlan 
{integer} |  ch {integer} |  isatap 
{integer} |  
{physical_port_name}} |  
hostname} [poll] [key keyid] 
[ vrf vrf_name] 

hostname: (1..158) 
characters; 

keyid: (1..4294967295); 
vrf_name: (1..32) 

characters 

Set the SNTP server address. 
- ipv4_address ς network node IPv4 address; 
- ipv6_address ς network node IPv6 address; 
- ipv6z_address ς network node IPv6z address for ping;  
The format of the ipv6_link_local_address%interface_name ad-
dress: 

ipv6_link_local_address ς channel local IPv6 address; 
interface_name ς name of the outgoing interface is set in the fol-
lowing format: vlan {integer} |  ch {integer} |  isatap {integer} |  
{physical_port_name} 

- hostname ς domain name of the network node; 
- poll ς enable polling; 
- keyid ς key ID. 
- vrf-name ς virtual routing area name. 

no sntp server {ipv4_address |  
ipv6_address |  
ipv6_link_local_address%{vlan 
{integer} |  ch {integer} |  isatap 
{integer} |  
{physical_port_name}} |  
hostname} [ vrf vrf_name] 

Delete the server from the NTP server list. 

sntp source-interface 
{ gigabitethernet gi_port |  
tengigabitethernet te_port |  
twentyfivegigabitethernet 
twe_port |  
hundredgigabitethernet 
hu_port | port -channel group 
| loopback loopback_id | 
tunnel tn_port | vlan 
vlan_id | oob} [ vrf vrf_name] 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port: 
(1..8/0/1..120); 

hu_port: (1..8/0/1..32); 
loopback_id: (1..64) 

tn_port: (1..16); 
group: (1..128); 

vlan_id: (1..4094) 
vrf_name: (1..32) 

characters/disabled 

Define the source IP interface for IPv4 NTP packets. 

no sntp source-interface Set the default value. 

sntp source-interface-ipv6 
{ gigabitethernet gi_port |  
tengigabitethernet te_port |  
twentyfivegigabitethernet 
twe_port |  
hundredgigabitethernet 
hu_port | port -channel group 
| loopback loopback_id | 
tunnel tn_port | vlan 
vlan_id} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port: 
(1..8/0/1..120); 

hu_port: (1..8/0/1..32); 
loopback_id: (1..64) 

tn_port: (1..16); 
group: (1..128); 

vlan_id: (1..4094) 
-/disabled 

Define the source IPv6 interface for IPv6 NTP packets. 

no sntp source-interface- 
ipv6 

Set the default value. 

clock dhcp timezone 

τ/prohibited 

Get the timezone and daylight saving data from the DHCP server. 

no clock dhcp timezone Prohibit the receipt of the timezone and daylight saving data from 
the DHCP server. 

Interface configuration mode commands 

Command line prompt in the interface configuration mode is as follows: 

console(config - if)#  

Table 57 τ List of system time configuration commands in the configuration mode 

Command Value/Default value Action 

sntp client enable  

τ/prohibited 

Allow the operation of SNTP client that supports packet transmis-
sion to the nearest device in a group of receivers, as well as broad-
cast SNTP client for the selected interface (ethernet, port-channel, 
VLAN). 

no sntp client enable  Set the default value. 
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Command execution examples 

¶ Show the system time, date and timezone data: 

console# show clock detail  

15:29:08 PDT(UTC - 7) Jun 17 2009  

Time source is SNTP  

 

Time zone:  

Acronym is PST  

Offset is UTC - 8 

 

Summertime:  

Acronym is PDT  

Recurring every year.  

Begins at first Sunday of April at 2:00.  

Synchronization status is indicated by the additional character before the time value.  

Example: 

*15:29:08 PDT(UTC - 7) Jun 17 2009  

The following symbols are used: 

- The dot (.) means that the time is valid, but there is no synchronization with the SNTP server. 

- No symbol means that the time is valid and time is synchronized. 

- An asterisk (*) means that the time is not valid. 

¶ Set the date and time on the system clock: March 7, 2009, 13:32. 

console# clock set  13:32:00 7 Mar 2009  

¶ Show SNTP status: 

console# show sntp status  

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast  

 

Unicast servers:  

 

Server            : 10.10.10.1  

  Source          : Static  

  Stratum         : 3  

  Status          : up  

  Last Response   : 10:37:38.0 UTC Jun 22 2016  

  Offset          : 1040.1794181 mSec  

  Delay           : 0 mSec  

 

 

Anycast server:  

 

 

Broadcast:  

In the example above, the system time is synchronized with server 10.10.10.1, the last response is 
received at 10:37:38; system time mismatch with the server time is equal to 1.04 seconds. 
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5.8 /ƻƴŦƛƎǳǊƛƴƎ ΨǘƛƳŜ-ǊŀƴƎŜΩ ƛƴǘŜǊǾŀƭǎ 

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  

Table 58 ς Global configuration mode commands 

Command Value/Default value Action 

time-range time_name 

time_name:  
(0..32) characters 

Create a time-range and entering the time interval configuration 
mode. 
- time_name ς name of the time-range settings profile. 

no time-range time_name Delete time range. 

Time range configuration mode commands 

console# configure   

console(config)# time - range range_name  

console(config - time - range)#  

Table 59 ς Time interval configuration mode commands 

Command Value/Default value Action 

absolute {end | start} hh:mm 
date month year 

hh: (0..23); 
mm: (0..59); 
date: (1..31); 

month: (jan..dec); 
year: (2000..2097) 

Set the beginning and/or end of the time range in the format: hour: 
minute, day, month, year. 

no absolute {end | start} Delete time range. 

periodic list hh:mm to hh:mm 
{all | weekday} 

hh: (0..23); 
mm: (0..59); 

ǿŜŜƪŘŀȅΥ όƳƻƴΧǎǳƴύ 

Set the time range within one day of the week or each day of the 
week. 

no periodic list hh:mm to 
hh:mm {all | weekday} 

Delete time range. 

periodic weekday hh:mm to 
weekday hh:mm 

hh: (0..23); 
mm: (0..59); 

ǿŜŜƪŘŀȅΥ όƳƻƴΧǎǳƴύ 

Set a time range within a week. 

no periodic weekday hh:mm to 
weekday hh:mm 

Delete time range. 

Ethernet and Port-Channel interface configuration mode commands 

Command line prompt in the interface configuration mode is as follows: 

console(config - if)#  

Table 60 τ Ethernet and Port-Channel interface configuration mode commands 

Command Value/Default value Action 

operation time time_name 

time_name: (0..32) 
characters 

Set a time-range that defines the time interval in which the interface 
will be in the Up state. 
- time_name ς name of the time-range settings profile. 

no operation time Delete time range. 
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5.9 Interfaces and VLAN configuration 

5.9.1 Ethernet, Port-Channel and Loopback interface parameters 

Interface configuration mode commands (interface range) 

console# configure   

console(config)# interface  { gigabitethernet gi_port  | tengigabitethernet 

te_port | twentyfivegigabitethernet  twe_port | hundredgigabitethernet 

hu_port  | oob | port - channel group | range {é} | loopback loopback_id  }  

console(config - if)#  

This mode is available from the configuration mode and designed for configuration of interface 
parameters (switch port or port group operating in the load distribution mode) or the interface range 
parameters. 

The interface is selected using the commands from the table below. 

Table 61 ς Interface selection commands for switches  

Command Purpose 
interface gigabitethernet gi_port 1G interfaces configuration. 
interface tengigabitethernet te_port 10G interfaces configuration. 

interface twentyfivegigabitethernet twe_port  25G interfaces configuration. 

interface hundredgigabitethernet hu_port 100G interfaces configuration. 

interface port-channel group Channel groups configuration. 

interface oob 
Management interface configuration (management interface is not 
present on all switches). 

interface loopback loopback_id Virtual interfaces configuration. 

where: 

ï group ς group serial number, the total number according to the table 9 (line "Channel aggregation 
(LAG)"); 

ï gi_portτ serial number of 1G interface specified as: 1..8/0/1..48; 
ï te_port ς serial number of 10G interface specified as: 1..8/0/1..48; 
ï twe_port ς serial number of 25G interface specified as: 1..8/0/1..120; 
ï hu_port ς serial number of 100G interface specified as: 1..8/0/1..32; 

ï loopback_id ς serial number of the virtual interface, the total number according to the table 9(line 
"Number of virtual Loopback interfaces"). 

Interface entry 

1..8/0/1..N 

number of the stack unit                              slot number                      interface number 

The commands entered in the interface configuration mode are applied to the selected interface. 

The commands for entering configuration mode of the 10th Ethernet interface located on the first 
stack unit and for entering the configuration mode of channel group 1 are given below. 

console# configure   

console(config)# interface tengigabitethernet 1/0/10  

console(config - if)#  

console# configure   

console(config)# interface hundredgigabitethernet 1/0/10  

console(config - if)#  
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console# configure   

console(config)# interface port - channel 1 

console(config - if)#  

The interface range is selected by the following command: 

ï interface range gigabitethernet portlist τ for configuring the range of gigabitethernet interfaces; 

ï interface range tengigabitethernet portlist ς for configuring the range of tengigabitethernet inter-
faces; 

ï interface range twentyfivegigabitethernet portlist ς for configuring twentyfivegigabitethernet in-
terfaces; 

ï interface range hundredgigabitethernet portlist ς for configuring the range of hundredgiga-
bitethernet interfaces; 

ï interface range port-channel grouplist ς for configuring the range of port groups.  

Commands entered in this mode are applied to the selected interface range. 

Below are the commands to enter the configuration mode for the range of Ethernet interfaces from 
1 to 10 of all port groups. 

console# configure   

console(config)# interface range gigabitethernet 1/0/1 - 10  

console(config - if)#  

 

console# configure   

console(config)# interface range tengigabitethernet 1/0/1 - 10  

console(config - if)#  

 

console# configure   

console(config)# interface range twentyfivegigabitethernet  1/0/1 - 10  

console(config - if)#  

 

console# configure   

console(config)# interface range hundredgigabitethernet 1/0/1 - 10  

console(config - if)#  

 

console# configure   

console(config)# interface range port - channel 1- 10   

console(config - if)#  

Table 62 τ Ethernet and Port-Channel interface configuration mode commands  

Command Value/Default value Action 

shutdown 
τ/enabled 

Disable the current interface (Ethernet, port-channel). 

no shutdown Enable the current interface. 

description descr descr: (1..64) 
characters/no 

description 

Add interface description (Ethernet, port-channel). 

no description 
Remove interface description. 

speed mode mode: (10, 100, 1000, 
10000) 

Set data transfer rate (Ethernet). 

no speed Set the default value. 

duplex mode 

mode: (full, half)/full 

Specify interface duplex mode (full-duplex connection, half-duplex 
connection, Ethernet). 

no duplex Set the default value. 

negotiation [cap1 
ώŎŀǇнΧŎŀǇрϐϐ 

cap: (10f, 10h, 100f, 
100h, 1000f, 10000f) 

Enable autonegotiation of speed and duplex on the interface. You 
can define specific compatibilities for the autonegotiation parame-
ter; if these parameters are not defined, all compatibilities are sup-
ported (Ethernet, port-channel). 

no negotiation Disable autonegotiation of speed and duplex on the interface. 
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negotiation bypass 

τ/long 

The communication mode bypasses the auto-negotiation 
procedure if the partner on the opposite side does not respond with 
the standard timeout of the auto-negotiation process (negotiation 
timeout long). 

negotiation bypass forced The communication mode bypasses the auto-negotiation 
procedure if the partner on the opposite side does not respond with 
a minimum timeout of the auto-negotiation process (negotiation 
timeout short). 

flowcontrol mode 

mode: (on, off, 
auto)/off 

Specify the flow control mode (enable, disable or autonegotiation). 
Flowcontrol autonegotiation works only when negotiation mode is 
enabled on the interface (Ethernet, port-channel). 

no flowcontrol Disable flow control mode. 

back-pressure 
τ/disabled 

9ƴŀōƭŜ ǘƘŜ ΨōŀŎƪ ǇǊŜǎǎǳǊŜϥ ŦǳƴŎǘƛƻƴ ŦƻǊ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ό9ǘƘŜǊƴŜǘύΦ 

no back-pressure 5ƛǎŀōƭŜ ΨōŀŎƪ ǇǊŜǎǎǳǊŜϥ ŦǳƴŎǘƛƻƴ ŦƻǊ ǘƘŜ interface. 

load-average period 

period: (5..300)/15 

Specify the period during which the interface utilization statistics is 
collected. 

no load-average Set the default value. 

unidirectional send-only 

-/off  

Enables the port equipped with bidirectional transceivers to unidi-
rectional transmission mode. 

no undirectional Set the default value. 

hardware profile portmode 
{1x100g | 4x25g} 

-/1x40g 

Switch the mode of the HG interfaces. 
The setting is applied after saving the configuration and 
restarting the device. 
Work with 100G-4x25g and 40G-4x10g brekout cables is 
supported. 

fec cl74 
τ/disabled 

Enable the cl74 direct error correction mode on the 25G interface. 

fec cl91 Enable the cl91 direct error correction mode on the 25G interface. 

fec off - Disable the direct error correction mode. 

speed mode 
mode: (10, 100, 1000, 
10000, 25000, 40000, 

100000) 

Set data transfer rate (Ethernet). 
The availability of speed mode configuration depends on 
the type of device interface. 

no speed Set the default value. 

 

 

On the MES5400-24, 100G HG3-HG6 interfaces can operate in splitting mode.  
This mode is not supported on the HG1, HG2 interfaces. On the MES5400-24 rev.B splitting 
support is available on all 100G interfaces. 

 
Maximum of 30 100G interfaces are available on the MES5500-32 in splitting mode. 

  

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  

Table 63 τ Ethernet and Port-Channel interface general configuration mode commands  

Command Value/Default value Action 

port jumbo-frame 

τ/prohibited 

Allows the switch to work with jumbo frames. 
The default value of the maximum transmission unit 

(MTU) is 1500 bytes. 
Configuration changes will take effect after the switch is 
restarted. 

The maximum value of transmission unit (MTU) when 

configuring the port jumbo-frame is 10240 bytes. 

no port jumbo-frame Prohibit the switch from working with jumbo frames. 
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errdisable recovery cause {all | 
ƭƻƻǇŀŎƪπŘŜǘŜŎǘƛƻƴ μ 
ǇƻǊǘπǎŜŎǳǊƛǘȅ μ 
ŘƻǘмȄπǎǊŎπŀŘŘǊŜǎǎ μ ŀŎƭπŘŜƴȅ μ 
ǎǘǇπōǇŘǳπƎǳŀǊŘ | 
ǎǘǇπƭƻƻǇōŀŎƪ-guard | udld | 
storm-ŎƻƴǘǊƻƭ μ ƭƛƴƪπŦƭŀǇǇƛƴƎϒ  

τ/prohibited 

Enable automatic interface activation after it is disabled in the fol-
lowing cases: 
- loopback-detection ς loop detection; 
- port-security ς security breach for port security; 
- dot1x-src-address τ MAC based user authentication failed; 
- acl-deny ς ACL mismatch; 
- stp-bpdu-guard ς BPDU Guard activation (unauthorized BPDU 
packet transmission on the interface); 
- stp-loopback-guard ς loop detection by STP protocol; 
- udld ς activation of UDLD protection; 
- storm-control ς protection against "storm" for various traffic; 
- link-flapping ς link flapping. 

no errdisable recovery cause 
ϑŀƭƭ μ ƭƻƻǇŀŎƪπŘŜǘŜŎǘƛƻƴ μ 
ǇƻǊǘπǎŜŎǳǊƛǘȅ μ 
ŘƻǘмȄπǎǊŎπŀŘŘǊŜǎǎ μ ŀŎƭπŘŜƴȅ μ 
ǎǘǇπōǇŘǳπƎǳŀǊŘ | 
ǎǘǇπƭƻƻǇōŀŎƪ-guard | udld | 
storm-ŎƻƴǘǊƻƭ μ ƭƛƴƪπŦƭŀǇǇƛƴƎϒ  

Set the default value. 

errdisable recovery interval 
seconds 

seconds: 
(30..86400)/300 

seconds 

Set the time interval for automatically re-enabling the interface. 

no errdisable recovery interval Set the default value. 

snmp trap link-status 
τ/enabled 

Enable sending of SNMP traps about interface link status. 

no snmp trap link-status Disable sending SNMP trap messages. 

default interface [range] {ip 
ip_address | oob |  
gigabitethernet gi_port | 
TenGigabitEthernet te_port |  
twentyfivegigabitethernet 
twe_port |  
hundredgigabitethernet 
hu_port |   Port-Channel group 
| Loopback loopback_id | Vlan 
vlan_id} 

ip_address: A.B.C.D; 
gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port:  
(1..8/0/1..120); 

hu_port: (1..8/0/1..32);  
group: (1..128); 
loopback_id: (1); 
vlan_id: (1..4094) 

Reset interface or interface group settings to default values. 

EXEC mode commands 

Command line prompt in the EXEC mode is as follows: 

console#  

Table 64 ς EXEC mode commands 

Command Value/Default value Action 

clear counters  - Collect statistics for all interfaces. 

clear counters {oob | 
gigabitethernet gi_port | 
tengigabitethernet te_port |  
twentyfivegigabitethernet 
twe_port |  
hundredgigabitethernet 
hu_port |  port -channel group  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port:  
(1..8/0/1..120);  

hu_port: (1..8/0/1..32); 
group: (1..128) 

Collect statistics for an interface. 

set interface active { 
gigabitethernet gi_port | 
tengigabitethernet te_port | 
twentyfivegigabitethernet 
twe_port | 
hundredgigabitethernet 
hu_port |  port -channel group 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port:  
(1..8/0/1..120); 

hu_port: (1..8/0/1..32); 
group: (1..128) 

Enable a port or a group of ports disabled by the shutdown com-
mand. 
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show interfaces configuration 
{oob | gigabitethernet gi_port 
| tengigabitethernet te_port | 
twentyfivegigabitethernet 
twe_port |  
 hundredgigabitethernet 
hu_port |  port -channel group 
| detailed} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port:  
(1..8/0/1..120); 

hu_port: (1..8/0/1..32); 
group: (1..128) 

Show interface configuration. 

show interfaces status  - Show the status for all interfaces. 

show interfaces status {oob | 
gigabitethernet gi_port | 
tengigabitethernet te_port |  
hundredgigabitethernet 
hu_port |  port -channel group 
| detailed} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port: 
(1..8/0/1..120);  

hu_port: (1..8/0/1..32); 
group: (1..128) 

Show the status for Ethernet port or port group. 

show interfaces advertise  - Show autonegotiation parameters announced for all interfaces. 

show interfaces advertise 
{oob | gigabitethernet gi_port 
| tengigabitethernet te_port | 
twentyfivegigabitethernet 
twe_port | 
hundredgigabitethernet 
hu_port |  port -channel group 
| detailed} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48);  

twe_port: 
(1..8/0/1..120);  

hu_port: (1..8/0/1..32); 
group: (1..128) 

Show autonegotiation parameters announced for an Ethernet port 
or port group. 

show interfaces description - Show descriptions for all interfaces. 

show interfaces description 
{oob | gigabitethernet gi_port 
| tengigabitethernet te_port | 
twentyfivegigabitethernet 
twe_port | 
hundredgigabitethernet 
hu_port |  port -channel group 
| detailed}  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port: 
(1..8/0/1..120);  

 hu_port: (1..8/0/1..32); 
group: (1..128) 

Show description for an Ethernet port or port group. 

show interfaces counters  - Show statistics for all interfaces. 

show interfaces counters 
{oob | gigabitethernet gi_port 
| tengigabitethernet te_port | 
twentyfivegigabitethernet 
twe_port | 
hundredgigabitethernet 
hu_port | port -channel group | 
detailed}  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48);  

twe_port: 
(1..8/0/1..120);  

hu_port: (1..8/0/1..32); 
group: (1..128) 

Show statistics for an interface. 

show interfaces utilization - Show all interfaces utilization statistics. 

show interfaces utilization { 
gigabitethernet gi_port | 
tengigabitethernet te_port | 
twentyfivegigabitethernet 
twe_port | 
hundredgigabitethernet 
hu_port | port -channel group}  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port: 
(1..8/0/1..120);  

 hu_port: (1..8/0/1..32); 
group: (1..128) 

Show Ethernet interface utilization statistics. 

show interfaces { 
gigabitethernet gi_port | 
tengigabitethernet te_port | 
twentyfivegigabitethernet 
twe_port | 
hundredgigabitethernet 
hu_port | port -channel group} 

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port: 
(1..8/0/1..120);   

hu_port: (1..8/0/1..32); 
group: (1..128) 

Show summary information on status, configuration and port sta-
tistics. 

show ports jumbo-frame - Show jumbo frame settings for the switch. 

show errdisable recovery - Show automatic port reactivation settings. 
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show errdisable interfaces { 
gigabitethernet gi_port | 
tengigabitethernet te_port | 
twentyfivegigabitethernet 
twe_port | 
hundredgigabitethernet 
hu_port | port -channel group}  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48);  

twe_port: 
(1..8/0/1..120);  

hu_port: (1..8/0/1..32); 
group: (1..128) 

Show the reason for disabling the port or port group and automatic 
activation status. 

show hardware profile 
portmode 

- 
Show the mode of operation of the parent interface and the port 
numbers into which the parent interface is split. 

Command execution examples 

¶ Show interface status: 

console# show interfaces status  

                                             Flow Link          Back   Mdix  

Port     Type         Duplex  Speed Neg      ctrl State       Pressure Mode    

Port Mode  

--------  ------------  ------   -----  --------  ----  -----------  --------  -------  ---

---------------------  

te1/0/3  10G - Fiber    Full    1000  Disabled Off  Up          Disabled Off     

Access     

te1/0/4  10G - Fiber      --       --      --      --   Down           --      --      

Access     

te1/0/5  10G - Fiber      --       --      --      --   Down           --      --      

Access     

te1/0/6  10G - Fiber      --       --      --      --   Down           --      --      

Access     

te1/0/7  10G - Fiber      --       --      --      --   Down           --      --      

Access     

te1/0/8  10G - Fiber      --       --      --      --   Down           --      --      

Access     

te1/0/9  10G - Fiber      --       --      --      --   Down           --      --      

Access     

te1/0/10 10G - Fiber      --       --      --      --   Down           --      --      

Access     

te1/0/11 10G - Fi ber      --       --      --      --   Down           --      --      

Access     

te1/0/12 10G - Fiber      --       --      --      --   Down           --      --      

Access     

                                          Flow    Link         

Ch       Type    Duplex  Spe ed  Neg      control  State        

--------  -------  ------   -----   --------  -------   -----------   

Po1         --      --       --       --        --     Not Present  

Po2         --      --       --       --        --     Not Present  

Po3         --      --       --       --        --     Not Present  

Po4         --      --       --       --        --     Not Present  

Po5         --      --       --       --        --     Not Present  

Po6         --      --       --       --        --     Not Present  

Po7         --      --       --       - -        --     Not Present  

Po8         --      --       --       --        --     Not Present  

Po9         --      --       --       --        --     Not Present  

Po10        --      --       --       --        --     Not Present  

Po11        --      --       --       --        --     Not Present  

Po12        --      --       --       --        --     Not Present  

Po13        --      --       --       --        --     Not Present  

Po14        --      --       --       --        --     Not Present  

Po15        --      --       --       --        --     Not Present  

Po16        --      --       --       --        --     Not Present  

Po17        --      --       --       --        --     Not Present  

Po18        --      --       --       --        --     Not Present  

Po19        --      --       --       --        --     Not Present  

Po20        --      --       --       --        --     Not Present  

Po21        --      --       --       --        --     Not Present  

Po22        --      --       --       --        --     Not Present  

Po23        --      --       --       --        --     Not Present  

Po24        --      --       --       --        --     Not Present  

Po25        --      --       --       --        --     Not Present  
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Po26        --      --       --       --        --     Not Present  

Po27        --      --       --       --        --     Not Present  

Po28        --      --       --       --        --     Not Present  

Po29        --      --       --       --        --     Not Present  

Po30        --      --       --       --        --     Not Present  

Po31        --      --       --       --        --     Not Present  

Po32        --      --       --       --        --     Not Present  

 

                                              Link  

Oob       Type         Duplex  Speed Neg      State  

--------   ------------  ------   -----  --------  -----------  

oob       1G - Copper      --       --      --     Down  

Show autonegotiation parameters: 

console# show interfaces advertise  

Port      Type         Neg      Preferred   Operational Link Advertisement  

---------  ------------  --------  ----------   -----------------------------------  

te1/0/3   10G - Fiber    Disabled   --                          --                  

te1/0/4   10G - Fiber    Disabled   --                          --                  

te1/0/5   10G - Fiber    Disabled   --                          --                  

te1/0/6   10G - Fiber    Disabled   --                          --                  

te1/0/7   10G - Fiber    Disabled   --                          --                  

te1/0/8   10G - Fiber    Disabled   --                          --                  

te1/0/9   10G - Fiber    Disabled   --                          --                  

te1/0/10  10G - Fiber    Disabled   --                          --                  

te1/0/11  10G - Fiber    Disabled   --                          --                  

te1/0/12  10G - Fiber    Disabled   --                          --                  

 

Ch        Type         Neg      Preferred   Operational Link Advertisement  

---------  ------------  --------  ----------   -----------------------------------  

Po1       Unknown      Enabled  Slave                        --                  

Po2       Unknown      Enabled  Slave                        --                  

Po3       Unknown      Enabled  Slave                        --                  

Po4       Unknown      Enabled  Slav e                        --                  

Po5       Unknown      Enabled  Slave                        --                  

Po6       Unknown      Enabled  Slave                        --                  

Po7       Unknown      Enabled  Slave                        --                  

Po8       Unknown      Enabled  Slave                        --                  

Po9       Unknown      Enabled  Slave                        --                  

Po10      Unknow n      Enabled  Slave                        --                  

Po11      Unknown      Enabled  Slave                        --                  

Po12      Unknown      Enabled  Slave                        --                  

Po13      Unknown      Enabled  Slave                        --                  

Po14      Unknown      Enabled  Slave                        --                  

Po15      Unknown      Enabled  Slave                        --                  

Po16      Unknown      Enabled  Slave                        --                  

Po17      Unknown      Enabled  Slave                        --                  

Po18      Unknown      Enabled  Slave                        --                  

Po19      Unknow n      Enabled  Slave                        --                  

Po20      Unknown      Enabled  Slave                        --                  

Po21      Unknown      Enabled  Slave                        --                  

Po22      Unknown      Enabled  Slave                        --                  

Po23      Unknown      Enabled  Slave                        --                  

Po24      Unknown      Enabled  Slave                        --                  

Po25      Unknown      Enabled  Slave                        --                  

Po26      Unknown      Enabled  Slave                        --                  

Po27      Unknown      Enabled  Slave                        --  

Po28      Unknown      Enabled  Slave                        --                  

Po29      Unknown      Enabled  Slave                        --                  

Po30      Unknown      Enabled  Slave                        --                  

Po31      Unknown      Enabled  Slave                        --                  

Po32      Unknow n      Enabled  Slave                        --                  

 

Oob       Type         Neg      Operational Link Advertisement  

---------  ------------  --------  ----------------------------------  

oob    1G-     Enabled                 --           
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Show interface statistics: 

console# show interfaces counters  

  Port       InUcastPkts  InMcastPkts  InBcastPkts    InOctets    

----------------  ------------  ------------  ------------  ------------   

    te1/0/1           0            0            0            0        

    te1/0/2           0            0            0            0        

ééééééééééééééééééééééééééééééééééééééééééééééééééééééééééééé. 

 

    te1/0/5           0            0            0            0        

    te1/0/6           0            2            0           2176      

    te1/0/7           0            1            0           4160      

    te1/0/8           0            0            0            0        

ééééééééééééééééééééééééééééééééééééééééééééééééééééééééééééé. 

 

      Port       OutUcastPkts OutM castPkts OutBcastPkts  OutOctets    

----------------  ------------  ------------  ------------  ------------   

    te1/0/1           0            0            0            0        

    te1/0/2           0            0            0            0        

    te1/0/ 3           0            0            0            0        

    te1/0/4           0            0            0            0        

    te1/0/5           0            0            0            0        

    te1/0/6           0           545           83         62186      

    te1/0/7           0           1424         216         164048     

    te1/0/8           0            0            0            0        

    te1/0/9           0            0            0            0        

ééééééééééééééééééééééééééééééééééééééééééééééééééééééééééééé. 

 

 

      OOB        InUcastPkts  InMcastPkts  InBcastPkts    InOctets    

----------------  ------------  ------------  ------------  ------------   

      oob             0            13           0           1390      

      OOB        OutUcastPkts OutMcastPkts OutBcastPkts  OutOctets    

----------------  ------------  ------------  ------------  ------------   

      oob             3           616           0          39616      

¶ Show channel group 1 statistics: 

console# show interfaces counters port - channel  1 

       Ch        InUcastPkts  InMcastPkts  InBcastPkts    InOctets    

----------------  ------------  ------------  ------------  ------------   

      Po1            111           0            0           9007      

 

       Ch        OutUcastPkts OutMcastPkts OutBcastPkts  OutOctets    

----------------  ------------  ------------  ------------  ------------   

      Po1             0            6            3           912       

 

Alignment Errors: 0  

FCS Errors:  

Single Collision Frames: 0  

Multiple Collision Frames: 0  

SQE Test Errors: 0  

Deferred Transmissions: 0  

Late Collisions: 0  

Excessive Collisions: 0  

Carrier Sense Errors: 0  

Oversize Packets: 0  

Internal MAC Rx Errors: 0  

Symbol Errors: 0  

Received Pause Frames: 0  

Transmitted Pause  Frames: 0  

¶ Show jumbo frame settings for the switch: 

console# show ports jumbo - frame  
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Jumbo frames are disabled  

Jumbo frames will be disabled after reset  

¶ Show the mode of operation of the parent interface and the port numbers into which the parent 
interface is split: 

console# show hardware profile portmode  

Interface         Port Mode after reset   Port Mode   Expanded interfaces   

-----------------  ---------------------  ------------  ---------------------   

   hu1/0/1               4x25G             4x25G         twe1/0/1 - 4        

   hu1/0/2               4x25G             4x25G         twe1/0/5 - 8        

   hu1/0/3               1x100G           1x100G         twe1/0/9 - 12       

   hu1/0/4               1x100G           1x100G        twe1/0/13 - 16       

   hu1/0/5               1x100G           1x100G        twe1/0/17 - 20       

   hu1/0/6               1x100G           1x100G        twe1/0/21 - 24       

   hu2/0/1               4x25G            1x100G         twe2/0/1 - 4        

   hu2/0/2               1x100G            1x100G         twe2/0/5 - 8        

   hu2/0/3               1x100G           1x100G         twe2/0/9 - 12       

   hu2/0/4               1x100G           1x100G        twe2/0/13 - 16       

   hu2/0/5               1x100G           1x100G        twe2/0 /17 - 20       

   hu2/0/6               1x100G           1x100G        twe2/0/21 - 24       

   hu3/0/1               1x100G           1x100G         twe3/0/1 - 4        

   hu3/0/2               1x100G           1x100G         twe3/0/5 - 8        

   hu3/0/3               1x100G           1x100G         twe3/0/9 - 12       

   hu3/0/4               1x100G           1x100G        twe3/0/13 - 16       

   hu3/0/5               1x100G           1x100G        twe3/0/17 - 20       

   hu3/0/6               1x100G           1x100G        twe3/0/21 - 24       

   hu4/0/1               1x100G           1x100G         twe4/0/1 - 4        

   hu4/0/2               1x100G           1x100G         twe4/0/5 - 8        

   hu4/0/3               1x100G            1x100G         twe4/0/9 - 12       

   hu4/0/4               1x100G           1x100G        twe4/0/13 - 16       

   hu4/0/5               1x100G           1x100G        twe4/0/17 - 20       

   hu4/0/6               1x100G           1x100G        twe4/0 /21 - 24       

   hu5/0/1               1x100G           1x100G         twe5/0/1 - 4        

   hu5/0/2               1x100G           1x100G         twe5/0/5 - 8        

   hu5/0/3               1x100G           1x100G         twe5/0/9 - 12       

   hu5/0/4               1x100G           1x100G        twe5/0/13 - 16       

   hu5/0/5               1x100G           1x100G        twe5/0/17 - 20       

   hu5/0/6               1x100G           1x100G        twe5/0/21 - 24       

   hu6/0/1               1x100G           1x100G         twe6/0/1 - 4        

   hu6/0/2               1x100G           1x100G         twe6/0/5 - 8        

   hu6/0/3               1x100G           1x100G         twe6/0/9 - 12       

   hu6/0/4               1x100G           1x100G        twe6/0/13 - 16       

   hu6/0/5               1x100G           1x100G        twe6/0/17 - 20       

   hu6/0/6               1x100G           1x100G        twe6/0/21 - 24       

   hu7/0/1               1x100G           1x100G         twe7/0/1 - 4        

   hu7/0/2               1x100G           1x100G         twe7/0/5 - 8        

   hu7/0/3               1x100G           1x100G         twe7/0/9 - 12       

   hu7/0/4               1x100G           1x100G        twe7/0/13 - 16       

   hu7/0/5               1x100G           1x100G        twe7/0/17 - 20 

   hu7/0/6               1x100G           1x100G        twe7/0/21 - 24       

   hu8/0/1               1x100G           1x100G         twe8/0/1 - 4        

   hu8/0/2               1x100G           1x100G         twe8/0/5 - 8        

   hu8/0/3               1x100G           1x100G         twe8/0/9 - 12       

   hu8/0/4               1x100G           1x100G        twe8/0/13 - 16       

   hu8/0/5               1x100G           1x100G        twe8/0/17 - 20       

   hu8/0/6               1x100G           1x100G        twe8/0/21 - 24  
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Table 65 ς Results description 

Counter Description 

InOctets The number of bytes received. 

InUcastPkts The number of unicast packets received. 

InMcastPkts The number of multicast packets received. 

InBcastPkts The number of broadcast packets received. 

OutOctets The number of bytes sent. 

OutUcastPkts The number of unicast packets sent. 

OutMcastPkts The number of multicast packets sent. 

OutBcastPkts The number of broadcast packets sent. 

Alignment Errors The number of received frames with broken integrity (with the number of bytes not 
corresponding to the length) and failed checksum verification (FCS). 

FCS Errors The number of received frames with the number of bytes corresponding to the length, 
but not passed the checksum verification (FCS). 

Single Collision Frames The number of frames involved in a single collision, but subsequently transmitted suc-
cessfully. 

Multiple Collision Frames The number of frames involved in more than one collision, but subsequently transmit-
ted successfully. 

Deferred Transmissions The number of frames for which the first transmission attempt is delayed due to the 
busy transmission medium. 

Late Collisions The number of cases when collision is identified after transmitting the first 64 bytes of 
the packet to the communication link (slotTime).  

Excessive Collisions The number of frames that were not transmitted due to an excessive number of colli-
sions. 

Carrier Sense Errors The number of cases when the carrier control state was lost or not approved when try-
ing to transmit a frame. 

Oversize Packets The number of received packets whose size exceeds the maximum allowed frame size. 

Internal MAC Rx Errors The number of frames that were not received successfully due to an internal reception 
error at the MAC level. 

Symbol Errors For an interface operating in 100 Mbit/s mode τ the number of cases when there was 
an invalid data symbol, while the correct carrier was presented.  
For an interface operating in 1000 Mbit/s half-duplex mode, the number of cases when 
the reception facilities are busy for a time equal to or greater than the slot size (slot-
Time), and during which there was at least one event that causes PHY to indicate a Data 
reception error or Carrier extend error on GMII. 
For an interface operating in 1000 Mbit/s full duplex mode, the number of cases when 
the reception facilities are busy for a time equal to or greater than the minimum frame 
size (minFrameSize), and during which there was at least one event that causes PHY to 
indicate a Data reception error on GMII. 

Received Pause Frames The number of received control MAC frames with the PAUSE operation code. 

Transmitted Pause 
Frames 

The number of transmitted control MAC frames with the PAUSE operation code.  

5.9.2 Configuring VLAN and switching modes of interfaces 

Global configuration mode commands 

Command line prompt in the global configuration mode is as follows: 

console(config)#  
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Table 66 ς Global configuration mode commands 

Command Value/Default value Action 

vlan database ς Enter the VLAN configuration mode. 

vlan prohibit-internal-usage 
{add VLANlist | remove VLAN-
list | except VLANlist |  none} 

VLANlist: (2..4094) 

- add ς add the specific VLAN IDs to the list of VLAN IDs prohibited 
for internal usage; 
- remove ς remove the specified VLAN ID from the list of prohib-
ited for internal use; 
- except ς add all VLAN IDs, except VLAN IDs specified as parame-
ters, to the list of VLAN IDs prohibited for internal usage; 
- none ς clear the list of VLAN ID that are prohibited for internal 
use. 

vlan mode {basic | tr101} 
τ/basic 

Enable the ability to add two VLAN IDs at once on the physical in-
terface in customer mode. 

VLAN configuration mode commands 

Command line prompt in the VLAN configuration mode is as follows: 

console# configure   

console(config)# vlan database  

console(config - vlan)#  

This mode is available in the global configuration mode and designed for VLAN parameters 
configuration. 

Table 67 ς VLAN configuration mode commands 

Command Value/Default value Action 

vlan VLANlist [name 
VLAN_name] 

VLANlist: (2..4094) 
VLAN_name: (1..32) 

characters 

Add a single or multiple VLANs. 

no vlan VLANlist Remove a single or multiple VLANs. 

map protocol protocol [encaps] 
protocols-group group 

protocol: (ip, ipx, ipv6, 
arp, (0600-ffff (hex)}*); 

encaps: (ethernet, 
rfc1042, llcOther); 
ethernet group: 
(1..2147483647); 

Map the protocol to the associated protocol group. 

no map protocol protocol 
[encaps] 

Remove mapping. 
* - protocol number (16 bit). 

map mac mac_address {host | 
mask} macs-group group 

mask: (9..48)  

Map a single or a range of MAC addresses to MAC address group.  

no map mac mac_address 
{host | mask} 

Remove mapping. 

map subnet ip_address mask 
subnets-group  group 

mask: (1..32); 
group: (1..2147483647) 

Map a single or a range of IP addresses to IP address group. 

no map subnet ip_address 
mask  
 

Remove mapping. 

VLAN interface (interface range) configuration mode commands 

Command line prompt in the VLAN interface configuration mode is as follows: 

console# configure   

console(config)# interface  { vlan  vlan_id  | range  vlan  VLANlist }  

console(config - if)#  

This mode is available in the global configuration mode and designed for configuration of VLAN 
interface or VLAN interface range parameters. 
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The interface is selected by the following command: 

interface vl an vlan_id  

The interface range is selected by the following command: 

interface range vlan VLANlist  

Below the commands for entering the configuration mode of the VLAN 1 interface and for entering 
in the configuration mode of VLAN 1, 3, 7 group are given. 

co nsole# configure   

console(config)# interface  vlan  1 

console(config - if)#  

console# configure   

console(config)# interface  range vlan  1,3,7  

console(config - if)#  

Table 68 ς VLAN interface configuration mode commands 

Command Value/Default value Action 

name name name: (1..32) 
characters/name 

matches VLAN number 

Add a VLAN name. 

no name Set the default value. 

Ethernet or port group interface (interface range) configuration mode commands 

Command line prompt in the Ethernet or port group interface configuration mode is as follows: 

console# configure   

console(config)# interface {tengigabitethernet te_port  | 

twentyfivegigabitethernet  twe_port | hundredgigabitethernet hu_port  | oob 

| port - channel group  | range {é}}  

console(config - if)#  

This mode is available from the configuration mode and designed for configuration of interface 
parameters (switch port or port group operating in the load distribution mode) or the interface range 
parameters.  

The port can operate in four modes: 

ï access ς the access interface is an untagged interface for a single VLAN; 
ï trunk τ an interface accepting tagged traffic only, except for a single VLAN that can be 

added by the switchport trunk native vlan command; 
ï general interface with full 802.1q support, accepts both tagged and untagged traffic; 
ï customer ς Q-in-Q interface. 

Table 69 ς Ethernet interface configuration mode commands 

Command Value/Default value Action 

switchport mode mode mode: (access, trunk, 
general, 

customer)/access 

Specify port operation mode in VLAN. 
- mode ς port operation mode in VLAN. 

no switchport mode Set the default value. 

switchport access vlan vlan_id 

vlan_id: (1..4094)/1 

Add VLAN for the access interface. 
- vlan_id τ VLAN identification number. 

no switchport access vlan Set the default value. 
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switchport access accepta-
ōƭŜπŦǊŀƳŜ-type {untagged-
only | all}  

τ/accept all types of 
frames 

Accept only frames of a certain type on the interface: 
- untagged-only τ untagged only; 
- all ς all frames. 

no switchport access ac-
ŎŜǇǘŀōƭŜπŦǊŀƳŜ-type 

Accept all types of frames on the interface. 

switchport trunk allowed vlan 
vlan_list 

vlan_list: (2..4094) 

Specify the VLAN list for the interface.  
- vlan_list ς VLAN ID list. To define a VLAN number range, enter val-
ues separated by commas or enter the starting and ending values 
ǎŜǇŀǊŀǘŜŘ ōȅ ŀ ƘȅǇƘŜƴ Ω-ΩΦ 

The current VLAN list on the interface will be replaced 
with the one specified in the command. 

no switchport trunk allowed 
vlan 

Remove the VLAN list for the interface. 

switchport trunk allowed vlan 
add vlan_list 

vlan_list: (2..4094, all) 

Add the VLAN list for the interface to the current VLAN.  
- vlan_list ς VLAN ID list. To define a VLAN number range, enter val-
ues separated by commas or enter the starting and ending values 
ǎŜǇŀǊŀǘŜŘ ōȅ ŀ ƘȅǇƘŜƴ Ω-ΩΦ 

switchport trunk allowed vlan 
remove vlan_list 

Remove the VLAN list for the interface. 

switchport trunk native vlan 
vlan_id 

vlan_id: (1..4094)/1 

Add the number of VLAN as a Default VLAN for the interface. All 
untagged traffic coming to this port is routed to this VLAN. 
- vlan_id τ VLAN identification number. 

no switchport trunk native 
vlan 

Set the default value. 

switchport trunk allowed vlan 
all 

-/off  

Automatically add all available VLANs for this interface. 

no switchport trunk allowed 
vlan all 

Disable automatic VLAN adding. 

switchport general allowed 
vlan add vlan_list [tagged | 
untagged] 

vlan_list: (2..4094, all) 

Add a VLAN list for the interface. 
- tagged ς the port will transmit tagged packets for the VLAN;  
- untagged ς the port will transmit untagged packets for the VLAN. 
 - vlan_list ς VLAN ID list. To define a VLAN range, enter values sep-
arated by commas or enter the starting and ending values sepa-
ratŜŘ ōȅ ŀ ƘȅǇƘŜƴ Ω-ΩΦ 

switchport general allowed 
vlan remove vlan_list 

Remove the VLAN list for the interface. 

switchport general pvid 
vlan_id vlan_id:(1..4094)/1 - if 

default VLAN is set 

Add a port VLAN identifier (PVID) for the main interface. 
- vlan_id τ VLAN identification number. 

no switchport general pvid Set the default value. 

switchport general 
ƛƴƎǊŜǎǎπŦƛƭǘŜǊƛƴƎ ŘƛǎŀōƭŜ 

τ/filtering is enabled 

Disable filtering of ingress packets on the main interface based on 
their assigned VLAN ID.  

no switchport general 
ƛƴƎǊŜǎǎπŦƛƭǘŜǊƛƴƎ ŘƛǎŀōƭŜ 

Enable filtering of ingress packets on the main interface based on 
their assigned VLAN ID. 
If filtering is enabled, and the packet is not in VLAN group with the 
assigned VLAN ID, this packet will be dropped.  

switchport general 
ŀŎŎŜǇǘŀōƭŜπŦǊŀƳŜ-type 
{tagged-ƻƴƭȅ μ ǳƴǘŀƎƎŜŘπƻƴƭȅ μ 
all} 

τ/accept all types of 
frames 

Accept only frames of a certain type on the interface: 
- tagged-only ς only tagged frames; 
- untagged-only ς only untagged frames; 
- all ς all frames. 

no switchport general 
acceptable-frame-type  

Accept all types of frames on the interface. 

switchport general map 
protocols-group group vlan 
vlan_id vlan_id: (1..4094) 

group: (1.. 2147483647) 

Set a classification rule for the main interface based on protocol 
mapping. 
- group ς group identification number; 
- vlan_id τ VLAN identification number. 

no switchport general map 
protocols-group group 

Remove a classification rule. 

switchport general map 
ƳŀŎǎπƎǊƻǳǇ group vlan vlan_id 

vlan_id: (1..4094) 
group: (1..2147483647) 

Set a classification rule for the main interface based on MAC ad-
dress mapping. 
- group ς group identification number; 
- vlan_id τ VLAN identification number. 

no switchport general map 
macs-group group 

Remove a classification rule. 



 
 

 

112  Ethernet switches MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 

switchport general map 
protocols-group group vlan 
vlan_id vlan_id: (1..4094) 

group: (1.. 2147483647) 

Set a classification rule for the main interface based on protocol 
mapping. 
- group ς group identification number; 
- vlan_id τ VLAN identification number. 

no switchport general map 
protocols-group group 

Remove a classification rule. 

switchport general map 
subnets-group group vlan 
vlan_id 

vlan_id: (1..4094) 
group: (1.. 2147483647) 

Set a classification rule for the main interface based on IP address 
mapping. 

no switchport general map 
subnets-group group 

Remove a classification rule. 

switchport customer vlan 
vlan_id 

vlan_id: (1..4094)/1 

Add a VLAN for the user interface. 
- vlan_id τ VLAN identification number. 
 

switchport customer vlan 
vlan_id inner-vlan vlan_id 

Add an internal 802.1 q header τ C-VLAN (inner-vlan) and an ex-
ternal 802.1 q header containing the pvid of the additional VLAN (S-
VLAN) to the incoming untagged packets on the client port. 

CƻǊ ǘƘŜ ŎƻƳƳŀƴŘ ǘƻ ǿƻǊƪΣ ŜƴŀōƭŜ ΨǾƭŀƴ ƳƻŘŜ ǘǊмлмΩ 
mode globally. 

no switchport customer vlan Set the default value. 

switchport customer 
multicast-tv vlan add vlan_list 

vlan_list: (2..4094, all) 

Enable the receipt of multicast traffic from the specified VLANs 
(other than the user interface VLAN) on the interface together with 
other port users that receive multicast traffic from these VLANs. 
- vlan_list ς VLAN ID list. To define a VLAN range, enter values sep-
arated by commas or enter the starting and ending values sepa-
ǊŀǘŜŘ ōȅ ŀ ƘȅǇƘŜƴ Ω-ΩΦ 

switchport customer 
multicast-tv vlan remove 
vlan_list 

Forbid the interface to receive multicast traffic. 

switchport protected-port 
-/off  

Put the port in isolation mode within the port group. 

ƴƻ ǎǿƛǘŎƘǇƻǊǘ ǇǊƻǘŜŎǘŜŘπǇƻǊǘ Restore the default value. 

switchport  forbidden default-
vlan 

by default, membership 
in the default VLAN is 

enabled. 

Prohibit adding a default VLAN to the port. 

no switchport forbidden 
default-vlan 

Set the default value. 

switchport default-vlan tagged 

- 

Specify the port as a tagging port in the default VLAN. 

no switchport default-vlan 
tagged 

Set the default value. 

switchport dot1q ethertype 
egress stag ethertype 

ethertype: (1..ffff) 
(hex)/8100 

Replace the TPID (Tag Protocol ID) in the 802.1q VLAN tags of 
packets coming from the interface. 

For acceptable EtherType values, see Appendix C. Sup-
ported Ethertype values. 

no switchport dot1q ethertype 
egress stag 

Replace ethertype of the packet outgoing from the interface 
with the default value. 

switchport dot1q ethertype 
ingress stag add ethertype ethertype: (1..ffff) (hex) 

Add TPID in Table of VLAN classifiers. 
For acceptable EtherType values, see Appendix C. Sup-
ported Ethertype values. 

switchport dot1q ethertype 
ingress stag remove ethertype 

 
Delete TPID from table of VLAN classifiers. 

Privileged EXEC mode commands 

Command line prompt in the Privileged EXEC mode is as follows: 

console#  

Table 70 ς Privileged EXEC mode commands 

Command Value/Default value Action 

show vlan  - Show information on all VLANs. 

show vlan tag vlan_id vlan_id: (1..4094) Show information on a specific VLAN by ID. 
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show vlan internal usage - Show VLAN list for internal use by the switch. 

EXEC mode commands 

Command line prompt in the EXEC mode is as follows: 

console#  

Table 71 ς EXEC mode commands 

Command Value/Default value Action 

show vlan multicast-tv vlan 
vlan_id 

vlan_id: (1..4094) 
Show source ports and multicast traffic receivers in the current 
VLAN. Source ports can both transmit and receive multicast traffic. 

show vlan protocols-groups - Show information on protocol groups. 

show vlan macs-groups - Show information on MAC address groups. 

show interfaces switchport 
{gigabitethernet gi_port | 
tengigabitethernet te_port |  
twentyfivegigabitethernet 
twe_port |  
hundredgigabitethernet 
hu_port |  port -channel group}  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48); 

twe_port: 
(1..8/0/1..120);  

 hu_port: (1..8/0/1..32); 
group: (1..128) 

 

Show port or port group configuration. 

show interfaces 
ǇǊƻǘŜŎǘŜŘπǇƻǊǘǎ 
[gigabitethernet gi_port | 
tengigabitethernet te_port | 
twentyfivegigabitethernet 
twe_port | 
hundredgigabitethernet 
hu_port |  port-channel group 
| detailed]  

gi_port: (1..8/0/1..48); 
te_port: (1..8/0/1..48);  

twe_port: 
(1..8/0/1..120);  

hu_port: (1..8/0/1..32); 
group: (1..128) 

 

Show port status: in Private VLAN Edge mode, in the private-vlan-
edge community. 

Command execution examples 

¶ Show information on all VLANs: 

console# show vlan  

Created by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, V - Voice VLAN  

 

Vlan       Name           Tagged Ports      UnTagged Ports      Created by     

----  -----------------  ------------------  ------------------  ----------------   

 1           1                            te1/0/1 - 12                D          

                                         

                                          Po1- 16                                

 2           2                                                      S          

 3           3                                                      S          

 4           4                                                      S          

 5           5                                                      S          

 6           6                                                      S          

 8           8                                                      S          

Show source ports and multicast traffic receivers in VLAN 4: 

console# show vlan multicast - tv v lan  4 

Source ports  : te0/1  

Receiver ports: te0/2,te0/4,te0/8  

¶ Show information on protocol groups. 

console# show vlan protocols - groups  
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Encapsulation     Protocol         Group Id      

-------------  ----------------  ----------------   

0x800 (IP)     Ethernet                1 

0x806 (ARP)    Ethernet               1  

0x86dd (IPv6)  Ethernet               3  

¶ Show TenGigabitEthernet 1/0/1 port configuration: 

console# show interfaces switchport TengigabitEthernet 1/0/1  

Gathering information...  

 

Name: te1/0/1  

Switchport: enable  

Administrative Mode: access  

Operational Mode: not present  

Access Mode VLAN: 1  

Access Multicast TV VLAN: none  

Trunking Native Mode VLAN: 1  

Trunking VLANs: 1 - 3 

                        4- 4094 (Inactive)  

General PVID: 1  

General VLANs: none  

General Egress Tagged VLANs: none  

Eneral Forbidden VLANs: none  

General Ingress Filtering: enabled  

General Acceptable Frame Type: all  

General GVRP status: disabled  

Customer Mode VLAN: none  

Customer Multicast TV VLANs: none  

Private - vlan promiscuous - associatio n primary VLAN: none  

Private - vlan promiscuous - association Secondary VLANs: none  

Private - vlan host - association primary VLAN: none       

Private - vlan host - association Secondary VLAN: none  

 

 

 

Classification rules:  

 

Classification type Group ID VLAN ID  

-------------------  --------  -------  

5.9.3 Private VLAN configuration 

Private VLAN (PVLAN) technology enables isolation of L2 traffic between switch ports located in the 
same broadcast domain. 

Three types of PVLAN ports can be configured on the switches:  

ï promiscuous τ a port capable of exchanging data between any interface, including isolated 
and community PVLAN ports; 

ï isolated τ a port that is completely isolated from other ports inside the same PVLAN, but not 
from promiscuous ports. PVLANs block all traffic going to isolated ports except for traffic on 
the promiscuous side; packets on the isolated side can only be transmitted to promiscuous 
ports; 

ï community τ a group of ports that can exchange data between each other and these 
interfaces are separated at layer 2 of the OSI model from all other community interfaces as 
well as isolated ports within the PVLAN. 
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The process of performing the function of additional port separation using Private VLAN technology is 
shown in the figure 87. 

 
 

Figure 87 ς Example of Private VLAN technology work 

Command line prompt in the Ethernet, VLAN, port group interface configuration mode is as follows: 

console# configure   

console(config)# interface {gigabitethernet gi_port  | tengigabitethernet 

te_port  | twentyfivegigabitethernet twe_port  | hundredgigabitethernet 

hu_port  | port - channel group  | range {é} | vlan vlan_id }  

console(config - if)#  

Table 72 ς Ethernet interface configuration mode commands 

Command Value/Default value Action 

switchport mode private-vlan 
{promiscuous | host} - 

Specify port operation mode in VLAN. 

no switchport mode Set the default value. 

switchport mode private-vlan 
trunk {promiscuous | 
secondary} - 

Specify port operation mode in VLAN Trunk. 

no switchport mode  
private-vlan trunk 

Set the default value. 

switchport private-vlan 
mapping [trunk] primary_vlan 
[add | remove secondary_vlan] 

primary_vlan: 
(1..4094); 

secondary_vlan: 
(1..4094) 

Add (remove) primary and secondary VLANs to the promiscuous 
interface. 

No more than one primary vlan can be added to a single 

promiscuous interface. 
no switchport private-vlan 
mapping 

Delete primary and secondary VLANs. 

switchport private-vlan 
ƘƻǎǘπŀǎǎƻŎƛŀǘƛƻƴ primary_vlan 
secondary_vlan  

primary_vlan: (1..4094) 
secondary_vlan: 

(1..4094) 

Add primary and secondary vlan to the host interface. 
You cannot add more than one secondary vlan to one 
host interface. 

no switchport private-vlan 
host-association  

Delete primary and secondary VLANs. 

switchport private-vlan 
association trunk primary_vlan 
secondary_vlan 

primary_vlan: 
(1..4094); 

secondary_vlan: 
(1..4094) 

Add primary and secondary vlan to the trust-secondary interface. 
You cannot add more than one secondary vlan to one 
promiscuous trunk-secondary interface. 

no switchport private-vlan 
association trunk 

Delete primary and secondary VLANs. 










































































































































































































































































































































































































































