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HELTEX
DOCUMENT CONVENTIONS

Typograp_hlcal Description
convention
[ Square bracketsire used to indicate optional parameters in the commg
line; when entered, they provide additional options.
0 Curly brackets are used to indicate mandatory parameters in the comn
line. Select one of the listed parameters.
gnz n In the commandiescription, these characters are used to define ranges.
Cpn In the command description, this character means 'or'.
CKnN In the command description, this character indicates the default value.
Calibri Italic Calibri Italic is used to indicate variablasdgparameters that should be r¢
placed with an appropriate word or string.
Bold Notes and warnings are shown in semibold.
<Bold ltalic> Keyboard keys are shown in bold italic within angle brackets.
Courier New Command examples are shown in Courier NBaid.
: Command execution results are shown in Courier New in a frame w,
shadow border.

Notes and Warnings

configuration.

Warnings are used to infornthe user about situations that could harm the device or the

/,:- Notes contain important information, tips, or recommendations on device operation and
’ user, cause the device to malfunction or lead to data loss.
=
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1 INTRODUCTION

Over the last few years, more and more lasgmle projects are utilising NGN concept in
communication network development. One of the main tasks in implementing large multiservice networks
is to create reliable higperformance backbone networks for mudtyer architecture of nexgeneration
networks.

Highspeed data transmission, especially in lasgale networks, requires a network topology that
will allow flexible distribution of higlspeed data flows.

Switches of the MES2300, MES3300, MES534E85406kx, MES541@8, MES55032 series can
be used on networks of large enterprises, small and meediized businesses (SMB), in operator networks.
These switches deliver high performance, flexibility, security, and #ieiéd QoS.

MES540&@4, MES540-48, MES550@2 switches comply with data centers requirements for -Top
of-Rack and Endf-Row switches, and operators' requirements for equipment of aggregation network and
backbone networks, providing a high performance and-effgctive solution.

MES3B008P, MES3504l0P and MES2300R8 industrial switches are designed to organize secure
fault-tolerant data transmission networks at facilities where it is necessary to meet the requirements for
ensuring resistance to various types of thermal and meadainfluences, vibration, etc.

This operation manual describes intended use, specificationsitifinet setup recommendations,
and the syntax of commands used for configuration, monitoring and firmware update of the switches.

Ethernet switches MES2388, MES3308x, MES53xxA, MES540Q MES541@8, MES55032 9
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2 PRODUCT DESCRIPTION

2.1 Purpose

The MES540Q4, MES540@8, MES541@8, MES55032 switches are higperformance devices
designed for use in data centers as Fgrack or Enof-Row switches, as well as in aggregation networks
and backbone networks of telecom operators.

The MES54004 and MES54048 switches are equipped with 1000BASEOGBASR and
40GBASR/100GBASR interfaces. In the split mode of the HG interface, operation at speeds of 1 Ghps,
10 Ghps and 25 Gbps is supported. The split mode allows splitting up to 6 HG istesfaich gives a total
of 24 TWE interfacés

The MES541@8 switches are equipped with 10GBASES5GBASR and 40GBASH
100GBASR interfaces. In the split mode of the HG interface, operation at speeds of 1 Gbps, 10 Ghps and
25 Gbps is supported. Thelisgnode allows splitting up to 6 HG interfaces, which gives a total of 24 TWE
interfaces.

The MES55082 switches are equipped with 10GBASEnd 40GBASEH100GBASR interfaces. In
the split mode of the HG interface, operation at speeds of 1 Gbps, 16 &p25 Ghps is supported. The
split mode allows splitting up to 30 HG interfaces, which gives a total of 120 TWE interfaces.

The ports of the device support operation at speeds of 1 Gbps (SFP), 10 Gbps (SFP+),
25 Gbps (SFP28), 40 Gbps (QSFP+) and 130(@8FP28). Nditocking switching fabric ensures correct
packet processing with minimal and predictable latency at maximum load for all types of traffic.

The switches have the ability to use FrooiBack and Baeto-Front ventilatios, which provides &
ficient cooling when using devices in modern data centers with different cooling systems.

Fault tolerance of the devices is ensured by redundancy of power supplies (1+1) and the use of re-
placeable ventilation modules. Hot swappable power and ventilatiodules provide uninterruptible net-
work operation.

The MES2300, MES3300, MES53xxA series arpdrifginmance devices equipped with 10GBASE
1000BASK interfaces and designed for use in carrier networks as aggregation devices and in small data
centers.

The ports of the devices support operation at speeds of 1 Gbps (SFP), 10 Gbps (SFP+), which provide
flexibility in use and the possibility of gradual transition to higher data transfer ratesbidaking switching
fabric ensures correct packet processimith minimal and predictable latency at maximum load for all types
of traffic.

Fault tolerance of the devices is ensured by redundancy of power supplies (1+1) and the use of
replaceable ventilation modules. Hot swappable power and ventilation modul@gde uninterruptible
network operation.

The new generation of the MES2300 series access switches connects end users to the network of
large enterprises, small and meditsized enterprises and to the networks of telecom operators using

! For MES540@4 model, HGBHGG6 interfaces are available in split mode. For MES240fv.B there is no such
restriction.

2The MES54188 and MES55082 switches are available in two types: with FreovBack or Backo-Front ventila-
tion.
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1G/10G interfacesThe MES2300 switches can also be used in carrier networks as aggregation layer
switches or transport switches.

The ports of the devices support operation at speeds of 1 Gbps and 10 Gbps, which provides flexibility
in use and the possibility of gradual misition to higher data transfer rates. Ndmocking switching fabric
ensures correct packet processing with minimal and predictable latency at maximum load for all types of
traffic.

MES350008P, MES350aI0P and MES230028 industrial switches are desigghto organize secure

fault-tolerant data transmission networks at facilities where it is necessary to meet the requirements for
resistance to various types of thermal and mechanical influences, vibration, etc.

2.2 Switch features

2.2.1 Basic features
The tablel lists the basic administrative features of the device.

Tablel ¢ Basic features of the device

Headof-Line blocking | HOL blocking occurs when device output ports are overloaded with traffic co
(HOL) from input ports. It may lead to data transfer delays and packet loss.

Enable jumbo frame transmission to minimize the amount of transmitted pacl
This reduces overhead, processing time and interruptions.

Allow interconnecting lowspeed and higispeed devices. To avoid buffer overry
the low-speed device can send PAUSE packets that will force theshigdd device
to pause packet transmission.

You can combine multiple switches in a stack. In this case, switches are consids
Operation in device a single device with shared settingsefdare two stack topologies ring and chain,
stack All ports of each stack unit must be configured from the master switch. Device ¢
ing allows reducing network management efforts.

Jumbo frames

Flow control
(IEEE 802.3X)

2.2.2 MAC address processing features
The table2 lists MAC addresses processing features.

Table2 ¢ MAC addresses processing features

MAC address table The switch creates an-memory table which contains maddresses and due ports

When learning is not available, data received on a port will be transmitted to all ¢
ports of the switch. Learning mode allows the switch to analyse a frame, dis
Learning mode sender's MAC address and add it to a routing table. Then, if the destination MA
dress of an Ethernet frames is already in the routing table, that frame will be sen
to the port specified in the table.

This feature enables oA®-many and mamto-many data distribution. Thus, th

MAC Multicast Support frame addressed to multicast group will be transmitted to each port of the groug

Automatic Aging for If there are no packets from a device with a specific MAC address in a specific |
MAC the entry for this address expires and will be removed. It keepswith table up to
Addresses date.
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Static MAC Entries

The network switch allows defining static MAC entries that will be saved in the sy
ing table.

2.2.3 Layer 2features

The table3 lists layer 2 features and special aspects.

Table3 ¢ Layer2 featuresdescription

IGMP Snooping (Internet
GroupManagement
Protocol)

IGMP implementation analyses the contents of IGMP packets and discover
work devices participating in multicast groups and forwards the traffic to the cq
sponding ports.

MLD Snooping (Multicasi
Listener Discovery)

MLD protocol ilplementation allows the device to minimize multicast IPv6 traff

Storm Control
(Broadcast, multicast,
unknown unicast Storm
Control)

Storm is a multiplication of broadcast, multicast, unknown unicast messages in
host causing their exponentigrowth that can lead to the network failure. Th
switches can limit the transfer rate for multicast and broadcast frames receivec
sent by the switch.

Port
Mirroring

Port mirroring is used to duplicate the traffic on monitored ports by sending ing
or and/or egress packets to the controlling port. Switch users can define contr,
and controlling ports and select the type of traffic (ingress or egress) that w
sent to the controlling port.

Protected ports

This feature assigns the uplink psootthe switch port. This uplink port will receiv
all the traffic and provide isolation from other ports (in a single switch) locate
the same broadcast domain (VLAN).

Private VLAN Edge

This feature isolates the ports in a group (in a single switatgtéal in the same
broadcast domain from each other, allowing traffic exchange with other ports
are located in the same broadcast domain but do not belong to this group.

Private VLAN (light
version)

Enable isolation of devices located in the sameadcast domain within the entiré
L2 network. Only two port operation modes are implemerntdéromiscuous ang
Isolated (isolated ports cannot exchange traffic).

Spanning Tree Protocol

Spanning Tree Protocol is a network protocol that ensures-foegpnetwork topol-
ogy by converting networks with redundant links to a spanning tree topol
Switches exchange configuration messages using frames in a specific form
selectively enable or disable traffic transmission to ports.

IEEE 802.1w Rapid
spanning tee protocol
(RSTP)

Rapid STP (RSTP) is the enhanced version of the STP that enables faster con
of a network to a spanning tree topology and provides higher stability.

ERPS (Ethernet Ring
Protection Switching)
protocol

The protocol is used fancreasing stability and reliability of data transmission n
work having ring topology by reducing recovery network time in case of breakd
Recovery time does not exceed 1 second. It is much less than network chang
time in case of spanning treeqitocols usage.

VLAN support

VLAN is a group of switch ports that form a single broadcast domain. The ¢
supports various packet classification methods to identify the VLAN they belor

OAM (Operation,
Administration, and
Maintenance, |IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802 fBal-
tions of data transmission channel level correspond to channel status monitor|
tocol. The protocol uses OAM (OAMPDU) protocol data blocks to transmit ch
status irformation between directly connected Ethernet devices. Both dev
should support IEEE 802.3ah.

12
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GARP VLAN (GVRP)

GARP VLAN registration protocol dynamically adds/removes VLAN groups
switch ports. If GVRP is enabled, the switch identifies and distributes the VLAN
inheritance data to all ports that form the active topology.

Port-BasedVLAN

Distribution to VLAN groups is performed according to the ingress ports. This
tion ensures that only one VLAN group is used on each port.

802.1Q support

IEEE 802.1Q is an open standard that describes the traffic tagging procedu
transferring VLAN inheritance information. It allows multiple VLAN groups t
used on one port.

Link aggregation
with LACP

LACP enables automatic aggregation of sepdnalts between two devices (switel
switch or switchserver) in a single data communication channel.

The protocol constantly monitors whether link aggregation is possible; in cas¢
link in the aggregated channel fails, its traffic will be automaticalliystebuted to
functioning components of the aggregated channel.

LAG (Link Aggregation
Group) creation

The device allows creating link aggregation groups. Link aggregation, trunk
IEEE 802.3ad is a technology that enables aggregation of mupltipéécal links into
one logical link. This leads to greater bandwidth and reliability of the backl
'switch-switch' or 'switchserver' channels. There are three types of balancin
based on MAC addresses, IP addresses or destination port (socket).

A LAG gup contains ports with the same speed operating indulplex mode.

Auto Voice VLAN suppor

Allows you to identify voice traffic by OUI (Organizationally Unique Identifiest

24 bits of the MAC address). If the MAC table of the switch contains aakblidf€ss
with VolP gateway or IP phone OUI, this port will be automatically added tc
voice VLAN (identification by SIP or the destination MAC address is not supp

2.2.4 Layer 3 features

The table4 listslayer 3 functions

Table4 ¢ Layer 3 features description

BootP

and DHCP clients
(Dynamic Host
Configuration Protocol)

The devices can obtain IP address automatically via the BootP/DHCP.

StaticlP routes

The switch administrator can add or remove static entries into/from the routing ta

Address Resolution
Protocol (ARP)

ARP maps the IP address and the physical address of the device. The mappir]
tablished on the basis of the network host response analysis; the host address
quested by a broadcast packet.

RIP
(Routing Information
Protocol)

The dynamic routingrotocol that allows routers to get new routing information fro
the neighbor routers. This protocol selects optimum routes based on the numb
hops.

IGMP Proxy function

IGMP Proxy is a feature that allows simplified routing of multicast data between
works. IGMP is used for routing management.

OSPF (Open Shortest
Path First)

A dynamic routing protocol that is based on a{stlate technology and uses Dijkstrg
algorithm to find the shortest route. The OSPF protocol distributes information a
available routes between routers of the same autonomous system

BGP (Border Gateway
Protocol)

BGP is a protocol for routing between Autonomous Systems (AS). Routers ex
destination network routes information.

Ethernet switches MES2388, MES3308x, MES53xxA, MES540Q MES541@8, MES55032
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Virtual Router VRRP is designed for backup of routers acting as default gateways. This is achi
Redundancy Protocol joining IP interfaces of the group of routers into one virtual interface which wil
(VRRP) used as the default gateway for the computers of the network.

PIM is a protocol to solve multicast routing problems in IP networks. PIM relie
Protocol Irdependent | traditional routing protocols (such as Border Gateway Protocol) instead of creati
Multicast (PIM) own network topology. It uses unicast routing to veriffFRRouters perform this ve
ification to ensure loogree forwarding of multicast traffic.

MSDP (Multicast Sourc{ MSDP is a protocol for exchanging information on multicast sources between ¢
Discovery Protocol) ent RP in PIM.

2.2.5 QoS features
The table5 lists the basic quality of service features.

Table5 ¢ Basic quality of service features

Theswitch supports egress traffic prioritization with queues for each port. Pac

Priority queues support are distributed into queues by classifying them by various fields in packet headks

802.1p standard specifies the method for indicatinglaising frame priority to en
Support for 802.1p clas{ sure ontime delivery of timecritical traffic. 802.1p standard defines 8 priority leve
of service The switches can use the 802.1p priority value to distribute frames between pr
queues.

2.2.6 Security eatures

Table6 ¢ Security features

A switch feature designed for protection from attacks using DHCP protocol. En
filtering of DHCP messages coming from untrusted ports by building and maint
DHCP snooping bindirdptabase. DHCP snooping performs firewall functions
tween untrusted ports and DHCP servers.

DHCP snooping

An option to tell the DHCP server about the DHCP relay and port of the incq
request.

By default, the switch with DHCP snooping feature enabled identifies and dro
DHCP requests containing Option 82, if they were received via an untrusted po

DHCP Option 82

UDP Relay Forwarding broadcast UDP traffic to the specified IP address.

DHCP server performs centralised management of network addresses and

DHCP serveeatures sponding configuration parameters, and automatically provides them to subscri

The switch feature that restricts and filters IP trafficcording to the mapping tabl
IP Source address guar from the DHCP snooping database and statically configured IP addresses. This
is used to prevent IP address spoofing.

A switch feature designed for protection from ARP attacks. shhiech checks the

Dvhamic ARP message received from the untrusted port: if the IP address in the body of th

| y i Protecti ceived ARP packe

nspection (Protection) matches the source IP address. If these addresses do not match, the switch dro
packet.

L2¢ L3¢ L4 ACL (Acces| Using information from the level 2, 3, 4 headers, the administrator can configure

Control List) itics for processing or dropping packets.

TimeBased ACL Allows configuring the time frame for ACL operation.
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Blocked ports support

The key feature of blocking is bmprove the network security; access to the swit
port will be granted only to those devices whose MAC addresses were assigf
this port.

Port based
authentication (802.1x

standard)

IEEE 802.1x authentication mechanism manages access to resouraesexernal
server. Authorized users will gain access to resources of the specified network.

2.2.7 Switch control features

Table7 ¢ Switch control features

Uploading and
downloading the
configuration file

Device parameters are savauto the configuration file that contains configuratig
data for each device port as well as for the whole system.

TFTP (Trivial File
Transfer Protocol)

The TFTP is used for file read and write operations. This protocol is based o
transport protocol.

Devices are able to download and transfer configuration files and firmware im
via this protocol.

SCP (Secure Copy
protocol)

SCP is used for file read and write operations. This protocol is based on SSH r1
protocol.

Devices are able to downloahd transfer configuration files and firmware imag
via this protocol.

RMON (Remote
monitoring)

Remote network monitoring (RMON) is an extension of SNMP that enables mo
ing of computer networks. Compatible devices gather diagnostics data usiet
work management station. RMON is a standard MIB database that contains cy
and historic MA@evel statistics and control objects that provide réiahe data.

SNMP (Simple Network
Management Protocol)

SNMP is used for monitoring and management dfvoek devices. To control syster
access, the community entry list is defined where each entry contains access
leges.

CLI (Command Line
Interface)

Switches can be managed using CLI locally via serial p@3R®r remotely via
Telnet or SSH. Consa@emmand line interface (CLI) is an industrial standard. Cl
terpreter provides a list of commands and keywords that help the user and re
the amount of input data.

Syslog

Syslog is a protocol designed for transmission of system event messagesr@n
notifications to remote servers.

SNTP
(Simple Network Time
Protocol)

SNTRs a network time synchronization protocol used to synchronize time on a
work device with the server with an accuracy to 1 millisecond.

Traceroute

Traceroute is a servideature that allows displaying data transfer routes in IP r
works.

Privilege level
controlled access
management

The administrator can define privilege levels for device users and settings for
privilege level (reagnly - level 1, full accesslevel15).

Management interface
blocking

The switch can block access to each management interface (SNMP, CLI). Each
access can be blocked independently:

Telnet (CLI over Telnet Session);

Secure Shell (CLI over SSH);

SNMP.

Local authentication

Passwords for local authentication can be stored in the switch database.

IP address filtering for
SNMP

Access via SNMP is allowed only for specific IP addresses that belong to the|
community.
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RADIUS is used for authenticatiaoithorization and accounting. RADIUS server U

(Terminal Access
Controller Access
Control System)

RADIUS client a user database that contains authentication data for each user. The switches i
ment a RADIUS client.
TACACS+ The device supports client authenticatiarith TACACS+ protocol. The TACACS+

tocol provides a centralized security system that handles user authentication ¢
centralized management system to ensure compatibility with RADIUS and othg¢
thentication mechanisms.

SSH server functiadity allows SSH clients to establish secure connection to the

SSH server .

vice for management purposes.
Macrocommand This feature allows creating sets of commands (macro commands) and use th
support configure the device.

2.2.8 Additional features

The table8 lists the additional features of the device.

Table8 ¢ Additional features of the device

Optical transceiver
diagnostics

The device can be used to test the optical transceiver. During testing, ptgesrsuch
as current, supply voltage and transceiver temperature are monitored. Impleme
tion requires the transceiver to support these functions.

Green Ethernet

This mechanism reduces power consumption of the switch by disabling inactive
tric ports.

Compliance with
IEC
61850 standard

The switch has all the necessary parameters to work with MMS, GOOSE, SV pr
- Low delay of the GOOSE message during transmission;
- Ability to recognize Ethertype GOOSE messages;

- Ability to work with thevirtual network tag and the IEEE 802.1Q GOOSE priority
messages;

- Support for multicast message transmission and the ability to work with a ce
IEC 61850 standard range of broadcast groups.

2.3 Main specifications

The table9 shows main switch specifications.

Table9 ¢ Main specifications

General parameters

Interfaces

H n 10A.00/1000BASH
MES2304 n P mARYSFP£)/2000BASHSFP)
M P [/ 2ya2R&RHBE)2 NI w/{

Hn P mMankmnamkmnnn. ! {9
MES2300R4 n P v ARQSFP{)/2000BA3HESFP)
M P/ 2yaR2R2&RAEP2 NI w{

HA P~ AXAGOBASER (SFP)

n 18/100/1000BASH/1000BASEK/100BASEX Combo
n P M AROSFP+)/2000BASESFP)

M P/ 2yaR2R&H#6)2 NI w{

MES230@4F
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HA P~ AXAGOBASER (SFP)

n R wmnk wmnJTROG0BASK/1I00BASEX Combo
MES230024F | | &\ AROSFP{)/2000BASESFP)

M CBnsole port R332 (RH#5)

Hn P Mk maT(RABhPoEPOEY 9
MES23024P n PR M AROSFPA)/2000BAIESFP)

M P [/ 2ya2R2&ABE)2 NI w/{

Hn P Mk mnaT(RABHPoEPOEY 9
MES2300E24P n P M ARQSFPA)/2000BAIESFP)

M P/ poff R332 &RAH5)

Hn P mMakwmamkmannn. ! {9

n B wMnakMAnTAMMOBASK/I00BASEX Combo
MES2300028 M P/ 2yaRIRERIER NI w{

M R | {. H®nN

ny P wmMnk wmaTRomPoBEn . ! { 9
MES23018P n R M AROSFPA)/2000BAIESFP)

M P/ 2YyBRI2ERABE)2 NIi

ny B makmamkmnnann. ! {9
MES23008!8 n P M ARQSFP+)/2000BASHESFP)

M P/ 2yaR2R2&RAE)2 NI w{

n PR ™mn-X/I00BASEX (SFP)

n R M AROSFPA)/2000BAIESFP)
MES3308F n R wmnk wmnJT/ROG0OBASK/1I00BASEX Combo

M P/ 2yaR2R2&RAE)2 NI w{

M B MankmnaAkQOBnn. ! {9

MH P M AXAGOBASENR (SFP)

n R M AROSFPA)/2000BAIESFP)
MES3306aL6F n R wmnk wmnJT/ROG0OBASK/1I00BASEX Combo

M P/ 2ya2R2&AIE)2 NI w{

M B MakmnakQoBnn. ! {9

Hn P mMakmamkmannn. ! {9

n R M AROSFP+)/2000BAIESFP)
MES330@4 M P mMmnkmnsakaoBnin. ! {9

M P/ 2ya2R2&AIE)2 NI w{

HN P~ AXAGOBASER (SFP)

n B wMnakMAJTRMOBASEK/LIO0BASEX Combo
MES330@4F n P v ARPSFP+)/B00BASE(SFP)

M B MakmnakQoBnn. ! {9

M P/ 2ya2R2&ABE)2 NI w({

ny B mMmankmalhkmannn. ! {9

n P M ARQSFP+)/2000BASHESFP)
MES330618 M B MakmnakQoBnn. ! {9

M P [/ 2ya2R&RHBE)2 NI w/{

n y 10BOBASK/100BASEX (SFP)
MES33018F n PR M AROSFP+)/2000BAIESFP)

M P/ 2yaR2R&H6)2 NI w/{

y P Mk wmnTRoEROER (RB)] 9

H P wmnakK M TROOBASEX/I000BASEK (RJ
MES350008P 45/SFP) Combo

M P/ 2yaR2R&H6)2 NI w({

y P mMnk wmn4TRoEROER (RB){ 9
MES35001L0P n P wmAH/10D0BASK (SFP)

M P/ 2ya2R2&RHBE)2 NI w/{
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P MmankmnadkQoBan. ! {9

M
MES5312 MH P MR [BFR+J1000BASESFP)
M P/ 2ya2R2&RH6)2 NI w/{
M 1B/100/1000BASH (OOB)
Mc P M-R[BFR+Y1900BAXESFP)
MESS316A M P [/ 2ya2R2&ABE)2 NI w{
M P 1 {. HODn
M B MankmnaAkQOBnNn. ! {9
Hn P M-R[BFR+J1000BAIESFP)
MES5324A M P/ 2yaRIERIER NI w{
M P 1 {. HODN
M 1B/100/1000BASH (OOB)
oH P MR BFR+{1000BAXKSFP)
MES5332A M P/ 2yaRIERIER NI w{
M R | {. H®nN
M P mMmnankwmnsakaoBnin. ! {9
ny PR w~mAX(SFP)I1IGBABHSFP+)
MES53118 ¢ P n AR3 (QSKP3)/100GBABE (QSFP28)
M P/ 2ya232@&R4E)2 NI w{
M B | {. H®nN
M B MankmnakQOBnn. ! {9
Hn PR ™ AX(SFP)ILIGBABHSFP+)
MES540e24 c P nARZ (Q'SP{PQ)/lOOGBNSE(QSFPZS)
M P/ 2ya2R2&RBE)2 NI w{
M B | {. H®nN
M B MankmnakQOBnn. ! {9
ny P ™ AXGSKP)/1OGBASE(SFP+)
MES540018 c P nARZ (Q'SP{PQ)/lOOGBNSE(QSFPZS)
M P/ 2ya2R2&RBe)2 NI w{
M B | {. H®n
M B MakmnakQoBnn. ! {9
ny P M AX(SFP)ILGGBABSHSFP+)/25GBARE
(SFP28)
MES541048 c P nARZ (Q'SPfPQ)/lOOGBABE(QSFPZS)
M P/ 2ya2R2&RBe)2 NI w{
M B | {. H®n
M B MakmnakQoBnn. ! {9
H P wmARQSFPA)9
MES550€82 oH P n-ROQSFP+/100GBABE (QSFP28)
M P/ 2ya2R2&ABE)2 NI w({
M B | {. H®n
Data transfer rate Optical interfaces 1/10/25/100 Gbps
Electric interfaces 10/100/1000 Mbps
MES2300D28 56 Gbps
Throughput capacity MES330D8F 96 Gbps
MES330aL6F 112 Gbps
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MES230e24
MES2300824
MES230@4F
MES2300R4F
MES2300E24P 128 Gbps
MES230@4P
MES330e24
MES330@4F
MES230018P
MES230028
MES330018 176 Gbps
MES33018F
MES3500D8P 20 Gbps
MES35001L0P 24 Gbps
MES5312 240 Gbps
MES5316A 320 Gbps
MES5324A 480 Gbps
MES5332A 640 Gbps
MES540e24 1.68 Thps
MES531018
MES540018 2.16 Tbps
MES54118 3.6 Thps
MES550682 6.4 Thps
MES2300528 416 MPPS
MES330@8F 71.4 MPPS
MES33006F 883 MPPS
MES230@4P 94.49 MPPS
MES230@4
MES2300824
MES230@4F
MES2300R4F 95.2 MPPS
MES2300E24P
MES330e24
MES330@4F

Throughput for 64 bytes MES230018P
MES2300R18
e eaa0018 13095 MPPS
MES330018F
MES350008P 14.8 MPPS
MES350010P 17.8 MPPS
MES5312 178 MPPS
MES5316A
MES5324A 238 MPPS
MES5332A
MES531e18 10285 MPPS

! The values arspecified for onevay transmission.
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MES5404

8783 MPPS

MES540648

10415 MPPS

MES541618

2467 MPPS

MES550€82

2797 MPPS

Buffer memory

MES2304
MES230024
MES230@4F
MES230024F
MES230&@4P
MES2300E24P
MES23000628
MES330e4
MES330@8F
MES330aL6F
MES330@4F
MES3500608P
MESS35001L0P

1.5MB

MES5312

2 MB

MES23048P
MES2300818
MES330e48
MES330618F
MES5316A
MES5324A
MES5332A

3 MB

MES531618
MES540@4
MES540e18

12 MB

MES54148
MES550€82

24 MB

RAM (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1GB

RAM (DDRA4)

MES2304
MES230024
MES230@4F
MES230024F
MES230&@4P
MES2300E24P
MES2300B28
MES23048P
MES2300818
MES3304
MES330@8F
MES330aL6F
MES330@4F
MES33048
MES330A48F
MES3500D8P
MES35001L0P

2GB

1 RAM for MES5316A rev.C, MES5324A rev.S5BE2A rev.C, MES5316A revi@ES5324A rev.Cl is 2 GB.
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MES53148
MES540@4
MES54048 8 GB
MES5418
MES550€82

MES230e4
MES230e4P
MES2304F
MES23004F
MES23018P
MES230088
MES330e4
MES33024F
ROM (NAND Flash) MES330:48
MES33018F
MES350008P
MES350010P

512 MB

MES5312

MES5316A
MES5324A
MES5332A

1GB

MES53148
MES5404
ROM (embedded uSSD) MES540e18 8 GB
MES541618
MES550€82

MES2304
MES230024
MES2304F
MES230024F
MES230@4P
MES2300E24P
MES23048P
MES2300818
MES2300B28 16384
MES3304
MES330@8F
MES330aL6F
MES330@4F
MES330e48
MES330A48F
MES3500D8P
MES35001L0P

MAC addrestable

MES5312

MES5316A
MES5324A
MES5332A

32768

MES53148

MES540@4 65536

MES540648 262144

MES54118

MES550€82 131072/262144

1 The maximum value for the system resource allocation mode id3witid-12.
2 The maximum value for the system resoamllocation mode is mit8-maxI2.
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ARP table

MES230e4?
MES230024*
MES230@4F
MES2300R4F
MES230@4P
MES2300E24P
MES2300B28"
MES230648
MES230088"

2039

MES330e4!
MES33088F
MES330aL6F
MES330@4F
MES330e18
MES330618F
MES350608F
MES3506L0FP

4087

MES5312

MES5316A
MES5324A
MES5332A

8183

MES5316418

32695

MES540e4?

32759

MES540848

131063

MES5416418
MES5506822

65527/98304

VLAN support

Up to 4094 active VLANSs according to 802.1Q

L2 Multicast (IGMP snoop-
ing) groups

MES230@4
MES230024
MES2304F
MES230024F
MES2300E24P
MES23000628
MES23048P
MES2300818

2048

! For each host in the ARP table, an entry is created in the routing table.

2 For each host in the ARP table, an entry is created in the routing table. The number-oé&dR#s with an installed
EVPN license for MESE3 MES5316A, MES5324A, MES5338A35, for MES54024 ¢ 30711, for MES540688 ¢
129015, for MES531488 ¢ 30647, for MES54188, MES55032: 63479 for mid3-mid-I2 mode, 96247 for m#l3-

max|2 mode.
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MES3304
MES330@8F
MES330aL6F
MES330@4F
MES33048
MES330618F
MES3500D8P
MESS35001L0P
MES53148
MES5312
MES5316A
MES5324A
MES5332A
MES540@4
MES540e18

4092

MES5418
MES550€82

2046

SQInQ rules

MES230@4
MES230024
MES230@4F
MES230024F
MES2300E24P
MES2300B28
MES23048P
MES2300818

988 (ingress), 988 (egress)

MES330&@4
MES330@8F
MES330aL6F
MES3304F
MES33048
MES330648F
MES350008P
MES35001L0P
MES5312
MES5316A
MES5324A
MES5332A
MES53148
MES540@4
MES540618

1320 (ingress), 1320 (egress)

ACL rules

MES2304
MES230024
MES230e4F
MES2300R24F
MES230@4P
MES2300E24P
MES2300528
MES23048P
MES2300818

1966

MES3500D8P
MES35001L0P

2999

Ethernet switches MES2388, MES3308x, MES53xxA, MES540Q MES541@8, MES55032
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MES330@4
MES330a8F
MES330aL6F
MES330@4F
MES33048
MES330AH8F

3000

MES5312

6072

MES5316A
MES5324A
MES5332A

3000

MES531e18
MES540@4

6063

MES54048

10737

MES541618
MES550€82

4577

IPv4/IPv6 ACL rules

MES230&@4
MES230024
MES2304F
MES230024F
MES230&@4P
MES2300E24P
MES23000528
MES23048P
MES2300818

1975/988

MES3500D8P
MESS35001L0P

2999/1499

MES330&@4
MES330@8F
MES3306aL6F
MES330e4F
MES33048
MES330648F
MES5316A
MES5324A
MES5332A

2999/1500

MES5312

6072/3049

MES531648
MES540@4

6063/3035

MES540618

10737/5367

MES54148
MES550€82

4577/2288

Number of ACLs

MES230@4
MES230024
MES230@4F
MES230024F
MES230@4P
MES2300E24P
MES2300528
MES23048P
MES2300818

2048
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MES3304
MES330@4F
MES33048
MES330AH8F
MES350008P
MESS35001L0P
MES5316A
MES5324A
MES5332A

3072

MES5312

MES53148
MES540@4
MES541e18
MES550€82

6144

MES54048

12288

Number of ACL rules in one

ACL

512

L3Unicast route$

MES230@4
MES230024
MES2304F
MES230024F
MES230@4P
MES2300E24P
MES23000528
MES23048P
MES2300818

4066 IPv4
1015 IPv6

MES3304
MES330@8F
MES330aL6F
MES330@4F
MES330e48
MES330648F

13278 IPv4
3316 IPv6

MES3500D8P
MES35001L0P

13280 IPv4
3317 IPv6

MES5312

MES5316A
MES5324A
MES5332A

16286 IPv4
4070 IPv6

MES5404
MES54048

32669 IPv4
8165 IPv6

MES53148

32707 IPv4
8165 IPv6

MES54118
MES550€82

292003/1600C° IPv4
73000/4000° IPv6

LIPv4/IPv6 Unicast/Multicast routes share hardwagsaurces.
2The maximum value for the system resource allocation mode id3witid-12.
3 The maximum value for the system resource allocation mode id3wimaxI2.
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L3 Multicast (IGMProxy,
PIM) routes

MES2304
MES230024
MES230@4F
MES230024F
MES230@4P
MES2300E24P
MES23000628
MES230e48P
MES2300818

2029 IPv4
505 IPv6

MES330e€4
MES330@8F
MES330aL6F
MES330@4F
MES330e18
MES330AH8F

4087 IPv4
1642 IPv6

MES350008P
MES350010P

4087 IPv4
1657 IPv6

MES5312

MES5316A
MES5324A
MES5332A

8143 IPv4
2033 IPv6

MES53148

16335 IPv4
4079 IPv6

MES540@4
MES54048

16324 |Pv4
4079 IPv6

MES54148
MES550€82

14600G/8000° IPv4
36500/2000° IPv6

VRRPouters

MES230@4
MES230024
MES230e4F
MES230024F
MES230@4P
MES2300E24P
MES23000628
MES2300818
MES330&@4
MES3306aL6F
MES330e4F
MES33048
MES33048F
MES350008P
MES35001L0P

255

MES5312

MES5316A
MES5324A
MES5332A
MES531648
MES540@4
MES540648
MES541648
MES550€82

127

L1Pv4/IPv6 Unicast/Multicast routes share hardware resources.
2The maximum value for thgystem resource allocation mode is ri8dmid-12.
3 The maximum value for the system resource allocation mode id3wimaxI2.
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ECMP routes

MES2304
MES230024
MES230@4F
MES230024F
MES230@4P
MES2300E24P
MES23000628
MES230e48P
MES2300818
MES330e4
MES330@8F
MES330aL6F
MES330@4F
MES330e18
MES330618F
MES3500D8P
MES350010P

MES5312

MES5316A
MES5324A
MES5332A
MES531618
MES5404
MES54048
MES5418
MES550€82

64

VRF number

MES230@4
MES230024
MES2304F
MES230024F
MES230@4P
MES2300E24P
MES23000628
MES23048P
MES2300818
MES330@8F
MES3306aL6F
MES330e4F
MES33048
MES330648F
MES350008P
MES35001L0P
MES5312
MES5316A
MES5324A
MES5332A

16 (including default VRF)

MES531648
MES540@4
MES54048
MES54118
MES550€82

251 (including default VRF)
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MES2304
MES230024
MES230@4F
MES230024F
MES230@4P 2032
MES2300E24P
MES23000628
MES230e48P
MES2300818

MES3304

MES330aD8F
MES330aL6F
MES330@4F
L3 interfaces MES33048

MES330018F
MES3506D8P
MES350010P
MES5312 2050
MES5316A
MES5324A
MES5332A
MES531618
MES540&24
MES54018
MES54118
MES550€82

MES5312

MES5316A
MES5324A
MES5332A

2094

Maximumnumber of

VXLANS MES541618 4083

MES531648
MES540@4
MES54048
MES550€82

4093

Virtual Loopback interfaces 64

MES230&24
MES2300R4
MES230€4F
MES2300R4F
MES23024P
MES2300E24P
MES2300D28
MES23018P
LAG MES2300818 32 groups, up to 8 ports in each group
MES33024
MES330d8F
MES330aL6F
MES3304F
MES33018
MES33018F
MES3500D08P
MES35001L0P
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MES5312
MES5316A
MES5324A
MES5332A
MES53118 128groups, up to 8 ports in each group
MES5404
MES54018
MES54118
MES550€82
MSTP instances quantity 64
PVST instances quantity 64
DHCP pool 16
Quality of Services (QoS) 8 egress queues per port
Jumbo frames The maximum packet size is 10240 bytes
Stacking Up to 8 devices (excepMES350008P, MES3504I0P)
IEEE 802.3ab 1000BABEigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet
IEEE 802.3x Full Duplex, Flow Control
IEEE 802.3ad Link Aggregation (LACP)
IEEE 802.1p Traffic Class
IEEE 802.1g VLAN
Standard compliance IEEE 802.1v
IEEE 802.3 ac
IEEE 802.1d Spanning Tree Protocol (STP)
IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication
IEC 61850
Control
Local control Console
Remote control SNMP, TelneSSH, web
Physical specifications and environmental parameters
MES2300DB28
MES230e18P
MES33024
MES3308F
MES3306aL6F
MES330@4F AC:100c240 V, 5060 Hz
MES33018 DC: 3672 V
MES330018F ) R
Power supply Power options:
MES5312 .
- single AC or DC power supply
MESS316A -two AC or DC hedwappable power supplies
MES5324A ppable p PP
MES5332A
MES53118
MES540e4
MES54118
MES550€82
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AC: 10Q240 V, 5@60 Hz
DC: 12V

Battery charger parameters:
- charge current:

MES2300R24
MES2300R4F M B 1 ® MMES23008!18.
- circuit breaker tripping voltage 10¢10.5 V;
MES2300818
- low charge threshold voltage 11 V.
/. Battery connection wire crossectiont 1.5 mm.
. Battery capacity for MES2306888 1 no less than 9
Ah.
AC: 176264 V, 5Q60 Hz
DC: 3§72V
MES540418 Power options:
- single AC or DC power supply
-two AC or DC hedwappable power supplies
AC: 10Q240 V, 560 Hz
MES23024 DC: 3672 V
MES230@4F DC: 3§72V
MES230e24P AC: 20Q240 V, 5@60 Hz
AC: 20Q240 V, 5@60 Hz
Power options:
MES2300E24P - single AC or DC power supply;
-two AC or DC hetwappable power supplies.
DC:
mggggggggE with POE enabled: 457 V;
with PoE disabled: 287 V
MES230&24 no more than 20 W
MES230@4F no more than 35 W
MES2300R4 no more than 50 W
MES230@4P no more than 445 W (including PoE)
MES2300E24P no more than 850 W (including PoE)
MES2300D528 no more than 31 W
MES23018P no more than 1600 W (including PoE)
MES2300R4F
MES2300R8 no more than 55 W
MES330e24 no more than 33 W
Power consumption MES3306D8F no more than 29 W
MES330aL6F no more than 37 W
MES330&4F no more than 45 W
MES330e18 no more than 45 W
MES33018F no more than 89 W
MES35006D08P . .
MES3506L0P no more than 270 W (including PoE)
MES5312 no more than 25 W
MES5316A no more than 58 W
MES5324A no more than 73 W
MES5332A no more than 85 W
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MES53148 no more than 170 W
MES54024 no more than 150 W
MES54018 no more than 170 W
MES54118 no more than 360 W
MES550€82 no more than 400 W
Power consumption without MES2300%4 24w
battery charge MES2300&24F 40 W
MES230088
MES230@4P 380 W
MES2300E24P 720 W
PoE budget MES230018P 1450 W
e | siow
MES230@4 20w
MES230024 27T W
MES230@4F 35W
MES230&@4P 65 W
MES2300E24P 130 W
MES2300DB28 31w
MES230&18P 150 W
sz | s
MES330@4 33w
MES33088F 29 W
MES330aL6F 37W
Heat dissipation mggggggg': 45 W
MES330818F 89 W
sz | ow
MES5312 25W
MES5316A 58 W
MES5324A 73W
MES5332A 85 W
MES531e18 170 W
MES540@4 150 W
MES54018 170 W
MES541&18 360 W
MES550682 400 W
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MES2304
MES230024
MES230@4F
MES2300R4F
MES23024P
MES230024P
MES23000528
MES230a48P
MES23008!8
MES33024
MES33088F
MES330aL6F
' Frontto-Back MES330P4F
Cooling MES330818
MES330018F
MES3500608P
MES350010P
MES5312
MES5316A
MES5324A
MES5332A
MES531618
MES54024
MES540018
Frontto-Back/ MES541e18
Backto-Front MES550€B82
MES23024
MES230024
MES2300E24P from-un (G2 bpn c/
MES23008&!8
MES230@4P
mgg;ggg;zlz from-nn G2 bep cf
MES2300DB28 from-nn (2 becn clf
MES230&18P from-wmn (G2 bpn c/
mggggggggi from-nn (2 bTtn c/
Operating temperature MES330e@4
MES3308D8F
MES330aL6F
MES330@4F
mggggggglz from-mn (2 bnp c/
MES5312
MES5316A
MES5324A
MES5332A
MES531618
MES54024
MES540018 FTNRY n (2 bnp c/
MES54118
MES550€82
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Storagetemperature

from-pn G2
MES350010P)

brpncihh2 6B NE Yc-08P andl

i Before the first switchon after storage at a temper-
V_ ature lo 2NJ KAIKSNI @
necessary to keep the switch at room temperatur
for at leastfour hours.

wer than-20 ¢,

K

)

Operating humidity (without condensing)

no more than 80 % (from 5 to 95% for MES3S5IEP and

MES350010P)

Storage humidity (without condensing) llc\r/loEn;315%(;(liO|%§ % (from 5 to 95% for MES3508P and
MES230&@4 non RBP nn P HAn YY
MES230024 non R nn R mMpy YY
mggggg(?;ZF non R nn R onp YY
MES230@4P non R nmnn R HAno YY
MES2300E24P nnna B nn R nHp YY
MES23048P nnn R nn P ndon YY
MES2300818 nnan R nn P Hyn YY
MES330@4 nomnR B oon YY
MES2300D28
mggggggg:ﬁ non R nn P onp YY
MES330@4F

Dimension® 2 P
mgggggﬁgp nnn B nn P oon YY
MES350008P yp MpPpH P mMmp YY
MES35001L0P yp B mMTp P MmMp YY
MES5312 non R nmnn R HoON YY
MES5316A
MES5324A non M wmmp YY
MES5332A
MES540@4 nnna R nn R oHM YY
mggg%gg nnna R nmnn R nnt YY
MES54148 nnan R nn P poc YY
MES550€82 nnna R nn R pon YY
MES2304 2.94 kg
MES230024 2.79 kg
MES230@4F 4.03 kg
MES2300R4F 4.08 kg

Weight MES230@4P 3.2 kg
MES2300E24P 6.85 kg
MES2300D28 4.95 kg
MES230a18P 9.98 kg
MES2300818 4.1kg
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MES330@4 5.13 kg
MES330@8F 4.64 kg
MES330aL6F 4.89 kg
MES330@4F 5.04 kg
MES330&18 5.67 kg
MES330818F 5.68 kg
MES350008P 1.4 kg
MES350010P 1.76 kg
MES5312 3.8 kg
MES5316A 3.6 kg
MES5324A 3.7 kg
MES5332A 3.8 kg
MES531448 8.7 kg
MES540@4 6.36 kg
MES540&18 8.7 kg
MES541e48 12.1 kg
MES550632 11.8 kg
Lifetime At least 15 years

V Power supply type ispecified when ordering.
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2.4 Design

This section describes the design of devices. Front, rear, and side panels of the device, connectors,
LED indicators and controls are depicted.

Ethernet switches MES23@2, MES230084, MES230Q@4F, MES2300B4F, MES23024P,
MES2300E24P, MES2300E28, MES230d8P, MES230088, MES33024, MES33008F, MES33006F,
MES330€4F, MES33088, MES330d8F, MES350d8P, MES350al0P, MES53188, MES312,
MES5316A, MES5324A, MES5332A, MESHIORES54048, MES541:@8, MES55032 have a metal
enclosed design for 1U 19" racks.

The MES350d)8P and MES350ADP Ethernet switches have a megaiclosed design for mount-
ing on a DIN rail.

2.4.1 Layout and desgption of the front panels
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Figurel ¢ MES2304 front panel
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Figure2 ¢ MES230&4 DC front panel
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Figure3 ¢ MES23004 front panel
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Figure4 ¢ MES2304F front panel
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Figure26 ¢ MES5506B2 front panel

TablelOlists connectors, LEDs and controls located on the front panel of switches.

Tablel10 ¢ Description of connectors, LEDs and controls located on MES2ZBOMES230084, MES2300
24F, MES2300B4F, MES230R4P, MES2300R4P, MES2300R218, MES23048P, MES2300B48,
MES33024, MES33008F, MES33006F, MES330R4F, MES33088, MES33048F, MES53148,
MES5312, MES5316A, MES5324A, MES5332A, MEBRAIBS540@8, MES541@8, MES55032 front

panel

#

Front panel element

Description

Unit ID

Indicator of the stack unit number.

Power

Device power LED.

Master

Device operation mode LED (master/slave).

Fan

Fan operation LED.

RPS

Backup power supply LED.

Functional key that reboots the device and resets it to factory default
figuration:

- pressing the key for less than 10 seconds reboots the device;

- pressing the key for more than 10 seconds resets the device to fa
default configuration.

Console

Console port for local management of the device.
Connector pinning:

1 not used

2 not used

3 RX

4 GND

5 GND

6 TX

7 not used

8 not used

Soldering pattern of the console cable is givendppendix B. Console ¢
ble".
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Out-of-band 10/100/1000BASE (R#5) port for remote device managq
ment.

4 | 008 Management is performed over network other than the transportati
network.
[1-12] MES5312
[1-16] MES5316A
[1-24] MES5324A
[1-32] MES5332A
[1-24] MES54024
MES53118
[1-48] MES540e48
5 [XGEXG2] MES550682 Slots for 10G6FP+/1G SFP transceivers.
MES230€4F
MES2300R4F
MES230e24P
MES23018P
MES2300818
[XGIXGA] MES330&4
MES330a8F
MES3306aL6F
MES33024F
MES33018
MES5316A
MES5324A
6 | <% MES5332A USB port.
MES5404
MES550€82
MES53118
[HGEHGS] MES5404
7 [HGEHG32] MES540a18 Slots for 40G QSFP+/100G QSFP28 transceivers installing.
MES54118
MES550€82
MES23024F
[1-20] MES2300R4F
MES330€4F
8 | [1-4] MES330@8F Slots for 1000BASE100BASEX (SFP) transceivers.
[1-12] MES3306aL6F
[1-48] MES33018F
[5-8] MES3308F
[13-16] MES3306aL6F
9 MES230@4F n R wmnk wmnJT/R000BASEK/1I00BASEX Combo.
[21-24] MES2300R4F
MES33024F
MES230e24
MES2300R4
10 | [1-24] MES2300528 10/100/1000BASH ports.
MES33024

40
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MES2300818
[1-48] MES330e48
100240 VAC | MES230@4 Connector for AC power suppl
., | 5060H2 MES230024F P PRY-
MES23024
3672 VDC MES230@4F Connector for AC power supply.
[1-24] MES230e24P
12 MES2300E24P | 10/100/1000BASHE (R#5) POE/POE+ ports.
[1-48] MES23018P
13 | [1-48] MES54118 Slots for 1G SFP/10G SFP+/25G SFP28 transceivers.
14 | 12V DC MES2300R4F | Terminals for connecting a 12 V battery.
200240 V AC | MES2300R4
15 50.60 Hz MES230@4P Connector for AC power supply.
16 | Link/Speed MES2300DB28 | Light indication of the optical interfaces states.
=]
HelTex
5_
1?';%2
8 |sQ 05| 4
L | 00z
| [o
QO rwr2
O alarm 3
Q Temp
6—
° 1
L 2
1.8- 1UIIOOIIUWE’:ASE'T PoE+

Figure27 ¢ MES350008Pfront panel
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Q Temp
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Console
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9.12 - 100BASE-FX / 1000BASE-X

Figure28 ¢ MES3500LOP front panel

MES3500L0P switches.

The table below lists connectors, LEDs and controls located on the front panel of MEGE5@0Id

Tablell ¢ Description otonnectors, LEDs and controls of the MES388681, MES350aI0P switches front

panels
# Front panel element Description
Functional key that reboots the device and resets it to factory default
figuration:
1 |F - pressing the key for less than 10 seconds reboots the device;
- pressing the key for more than 10 seconds resets the device to fa
default configuration.
2 | Console Console port for local management of the device.
PWR1, PWR2 Device power LED.
3 | Alarm Alarm LED.
Temp Temperature LED.
4 | [1-8] PoE light indication.
5 | [1-8] 10/100/1000BASH PoE/PoE+ (R5) ports.
6 | [9-12] MES3500L0P | 100BASEX/1000BASK (SFP) ports.
7 | [9-10] MES350608P | 10/100/1000BASH/100BASEX/1000BASK (RH#A5/SFPCombo ports.
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The MES350d8P and MES350QDP switches top panel layout is shown in the figure below.

Figure29 ¢ MES350008P and MES350QDP top panel

Tablel2 ¢ Description of connectors, LEDs and controls of the MESBBF)IMES350aI0P switches top
panel

# Front panel element Description
1 | == Earth bonding point of the device.

2 | PWR1, PWR2 Connections for DC power sources.

3 | Dry contact Alarm relayoutput: 1 A, 24 V DC.

2.4.2 Layout and description of the rear panels

The rear panel layout of MES23208, MES230084, MES230Q4F, MES2300B4F, MES23024P,
MES2300E24P, MES2300E28, MES230@8P, MES230083, MES33024, MES33008F, MES33006F,
MES330@4F, MES33088, MES33048F, MES350@8P, MES350aI0P, MES5312, MESS5316A,
MES5324A, MES5332A, MES5880MES540Q4, MES54048, MES541:@8, MES55032 is depicted in
figures below.

0] ®
S S S S S S e TS | e, s e T
O e s e bSO sty TN RIslelele T Tele i 1N
A e e B e e e e e Y SHEKER0 eesese e et NO) ?

Figure30¢ MES23024, MES230084 rear panel
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Figure36 ¢ MES23008!8 rear panel
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Figure41 ¢ MES330018, MES33048F rear panel
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Figure46 ¢ MES54024 rear panel
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Figure49 ¢ MES5506B2 rear panel

Table 11 lists connestors located on the rear panel of MES280MES230084, MES230Q4F,
MES2300R24F, MES230R4P, MES2300R4P, MES230028, MES230@48P, MES230083, MES3300
24, MES33008F, MES33006F, MES330R4F, MES33B48, MES330@8F, MES350@18P, MES3500I
10P, MES5312, MES5316A, MES5324A, MES5332A, ME85BIEE54024, MES54048, MES54148,
MES550€B2 switches.

Table 13 ¢ Description of connectors located on MES2220 MES230084, MES230Q4F, MES2300B
24F, MES230R24P, MES2300R4P, MES230028, MES230@8P, MES230083, MES33024, MES3300
08F, MES33006F, MES330R4F, MES33088, MES330@8F, MES350@8P, MES3504.0P, MES5312,
MES5316A, MES5324A, MES5332A, MESERIMES540Q4, MES540@8, MES541@8, MES55032
rear panel

# Rear panel element Description

1 Earth bonding poin=" Earth bonding point of the device.

2 Fans. Fans for switch cooling.

3 | slots forpower supplies in- Slots for backup AC or DC power supplies installing.

4 | stalling. Slots for main AC or DC power supplies installing.

5 Console Console port for local management of the device.

i o mgggi 132 2:tr;(zf—band 10/100/1000BASH (R#5) port for remote device manage
MES540018 rl\]/lee:Cvz(i)?liment is performed over network other than the transportati

7| 5 USB port.

Ethernet switches MES2388, MES3308x, MES53xxA, MES540Q MES541@8, MES55032
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8

Bracket

MES3500D8P
MES350010P

Bracket for mounting the device on a DIN rail.

2.4.3 Side panels of thelevice
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Figureb1 ¢ MES2304F left side panel layout
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Figureb2 ¢ MES230@4F left side pandayout
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Figure53 ¢ MES2300R4F left side panel layout
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Figure54 ¢ MES2300E24P left side panel layout
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Figure55 ¢ MES2300D28 left side panel layout
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Figure561 MES230a18P left side panel layout
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Figure621 MES330018 left side panel layout
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Figure66 ¢ MES53118 left side panel layout
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Figure67 ¢ MES54024, MES54048 left side panel layout
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Figure68 ¢ MES54024, MES540-48 right side panel layout
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Figure70t1 MES550€B2 right side panel layout

Side panels of the device have air vents for heat removal. Do not blogkrag. This may cause the
components to overheat, which may result in device malfunction. Recommendations for installing the
device are located in the sectiom'$tallation and connectidin
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2.4.4 Light Indication

The status of the Ethernet interfaces for the MES2300 MES330@4, MES33024F, MES5312,
MES53xxA, MES5488, MES54148 models is indicated by two LED indicatatBlK/ACGreen andSPEED
amber. The location of the LEDs is shown in the figures below.

Link @ @ Speed

T T

]

Figure71¢ Single SFP/SFP+ socket layout
. bo

(=
VA VAR

LINK/ACT SPEED
Figure72 ¢ Dual SFP/SFP+ socket layout

LINK/ACT SPEED

Figure73 ¢ R345 sockelayout

LINK/ACT ~ SPEED

Figure74 ¢ QSFP+ and QSFP28 socket layout for MES&6400ES541-48

For MES55032 the status of the QSFP28 interfaces is indicated by four green and amber LED
indicators: these indicators can take both the role of LANK SPEED, their states are described in the tables
19, 20, 21. The LED indicators have a different purpose for each port operation mode. Therefore, in the

tablesl 920, 21these indicators will be numbered as "LED 1", "LED 2", "LED 3", "LED 4".
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The status of the XG port interfaces is indicated by two LED indicators, LINK/ACT in green and SPEEI
in amber. The location of the LEDs is shown in the figures below.

LED 1 LED 4
LED 2 LED 3
LED 1 LED 4
LED 2 LED 3

O00O0

Figure75¢ QSFP+ and QSFP28 socket layout for MESE500

Tablel4 ¢ Light indication of the status of the QSFP28 interfaces

SPEED indicator is lit | LINK/ACT indicator is lit Ethernet interface state
Off off Port is disabled or connection is not established.
Off Always on The connection is established at a speed of 40 Gb
Always on Always on The connection is established at a speed of 100 G
X Flashing Data transfer is in progress.

Tablel5¢ Light indication of the status of the SFP interfaces

SPEED indicator is lit | LINK/ACT indicator is lit Ethernet interface state
Off Off Port is disabled or connection is not established.
Off Always on The connection isstablished at a speed of 10 Gbps
Always on Always on The connection is established at a speed of 25 Gb
X Flashing Data transfer is in progress.

Tablel6 ¢ Light indication of the status of the SFP+ interfaces

SPEEIhdicator is lit

LINK/ACT indicator is lit

Ethernet interface state

Off

off

Port is disabled or connection is not established.

Off Always on The connection is established at a speed of 1 Gbpg
Always on Always on The connection is established at a spe#d 0 Gbps.
X Flashing Data transfer is in progress.
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Tablel7 ¢ Light indication of the status of the SFP interfaces

Off Off Port is disabled otonnection is not established.

off Always on A connection has been established at a speed of
Mbps.

Always on Always on The connection is established at a speed of 1 Ghps

X Flashing Data transfer is in progress.

Tablel8¢ Light indication of the status of Ethernet ports 10/100/1000BASE

Off Off Port is disabled or connection is not established.
The connection is established atspeed of 10 Mbps
Off Always on or 100 Mbps.
A connection has been established at a speed of 1
Always on Always on
Mbps.
X Flashing Data transfer is in progress.

Tablel9¢ Light indication of the status of the QSFP28 interfaces for MESE500

Off Off Off Off Port_ is disabled or connection is not €
tablished.

Solidgreen Solid amber Solid amber Off The connection is established at a spe
of 40 Gbps.

Solidgreen Solid amber Solid amber Solid amber The connection is established at a spe
of 100 Gbps.

Flashing X X X Data transfer is in progress.

Table20¢ Light indication of the status of the QSFP28 interfaces for MESE500split mode

off off off Off Port_ is disabled or connection is not €
tablished.
Solidgreen Solid green Solid green Solid green The connection is established at a spe
of 1 Gbps.
. . . . The connection is established at a spe
Solidgreen Solid green Solid green Solid green of 10 Ghyps.
. . . . The connection is established aspeed
Solid green Solid green Solid green Solid green of 25 Ghps.
Flashing Flashing Flashing Flashing Data transfer is in progress.

Ethernet switches MES23@8, MES3308x, MES53xxA, MES5400 MES541@8, MES55032
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Table21 ¢ Light indication of the status of the SFP+ interfaces for MES3300

SPEED indicator is lit | LINK/ACT indicator is lit Ethernetinterface state
off off Port is disabled or connection is not established.
Always on Always on The connection is established at a speed of 10 Gb
X Flashing Data transfer is in progress.

Unit ID(1-8) LED indicates the stack unit number. Systedicators (Power, Master, Fan, RPS) are

designed to display the operational status of the switches.

Table22 ¢ System indicators LED

LED name LED function LED State Device State
Off Power is off.
Solid green Power is on, normal device operation
MES5312
Oranae MES5316A
9 MES5324A
MES5332A
MES2300R4F
MES23024P .
MESII0ms | 1 805 of Py oo e
status MES3308F
powered from a backup source) or ar
MES330eL6F accident to the secondary power
red MES330@4F | 27 yp
MES330648 PRY-
MES33018F
MES540e24
MES540018
MES54118
MES550€82
Master Indicates master | Solid green The device is a stack master.
stack unit Off The device is not a stackaster.
Solid green All internal systems are operating
Device normally.
MES230e@4P Possible malfunction of the fans, high
Status status
MES23018P : temperature on one of the thermal
LED Solid red
sensors. PoE errors (only for
MES230048P).
Fan Cooling fan statu Sol!d green AII_fans are working properly.
Solid red Failure of one or more fans.
Solid green Backup power supply is connected a
Backup power operates normally.
RPS supply operation Solid red chkup power supply is missiag
mode failed.
Off Backup power supply is not connecte
. The PoE consumer is connected to a
Solid green
POE least one port.
POE status MES230@4P | Solid red PoE fault (port in overload state, glob
PoE fault).
Off PoE consumers are not connected.
Main bower The power supply is connected and
su Ipstatus MES23048P | Solid green powered, there is an output current
PS1 PPy from the power supply.
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The power supply is installed, but
there is no input voltage/

Solid red no output current from the power
supply.
The power supply is connected and
Solid green powered, there is an output current
PS2 from the power supply.
SRuedulnc'is?gttuzower MES23048P The power supply is installed, but
PPl . there is no input voltage/
Solid red
no output currentfrom the power
supply.
Solid green Power is supplied to the PWR1 input.
Power is not supplied to the PWR1
PWR1 Device power off input.
status LED Solid green Power is supplied to the PWR2 input]
PWR2 off _Power is nosupplied to the PWR2
input.
. Global PoE controller alarm (PoE
Solid red controller is not responding)
mam | ARTILED L ooop
Off Normal operation of the device.
Solid red Overheating of the device.
Temp Temperature LED Off Normal operation, naverheating.
. The PoE consumer is connected to th
Solid green .
PoE status appropriate port.
PoE indicators off The PoE consumer is not connected

the appropriate port.
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2.5 Delivery package

The standard delivery package includes:

Ethernet switch;

Rackmounting kit;

Power cord (only for MES23@2, MES2300R4F, MES23024P ,MES23008!8);

PVC cable (only for MES2362H-, MES230083, MES350a08P, MES3504I0P);

Cable connecto2EDG.0802R14-00AHT 2 pc (only for MES350@18P, MES3504I0P);
Cableconnecta 2EDGK.0803R14-00AHT 1 pc (only for MES350@18P, MES3504I0P);
Technical passport.

On request, the delivery package can include:

Operation manual on CD;

Console cable;

PM1606220/12 power supply module (for MESZB08F, MES33006F, MES33024,
MES33024F, MES33088, MES5312, MES53xxA series, MES24P0

PM350220/12 power supply module (for MES54488);

PM6006220/12 power supply module (for MES5448, MES55032);

PM950220/56 power supply module (for MESZBA8P);

Power cord (if egipped with PM16€220/12, PM35220/12, PM60€220/12 orPM9503220/56
power module);

PM100648/12 power supply module (for MES3308F, MES33006F, MES33024,
MES33024F, MES330088, MES5312, MES53xxA series);

PM16G48/12 power spply module (for MES54624);

PM35048/12 power supply module (for MES5408);

PM600648/12 power supply module (for MES5448, MES55032);

PM950348/56 power supply module (for MES2308P);

PVC cable (if equipped with PM188/12, PM16@48/12, PM35048/12, PM60048/12 or
PM95348/56 power supply modules);

SFP/SFP+/SFP28/QSFP+/QSFP28 transceivers.
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3 INSTALLATION AND O@ECTION

This section describes installation of the equipment into a rack and connection to a power supply.
3.1 Brackets mounting

The ddivery package includes support brackets for rack installation and mounting screws to fix the
device case on the brackets. There are six mounting holes on the brackets for different mounting options,
which allows adjusting the distance between the fronhpband the door of the server cabinet (Figures 73
75). To install the brackets, select one of the mounting options:

)
Figure77 ¢ Bracket mounting option No. 2

1. Align fourmounting holes in the support bracket with the corresponding holes in the side
panel of the device.

Use a screwdriver to screw the support bracket to the case.

3. Repeat steps 1 and 2 for the second support bracket.

N

Ethernet switches MES2388, MES3308x, MES53xxA, MES540Q MES541@8, MES55032 57



HELTEX

@l

Figure78 ¢ Bracket mounting for MES5448, MES55032

There are several positions for the bracket parts, depending on the depth of the rack used. The
minimum depth for which the bracket is designed is 537.5 mm, the maximum is 787.5 mm.

1. Select the position of the paf (two position options). Align four mounting holes in the part
1 with the corresponding holes in the side panel of the device. Use a screwdriver to screw
the support bracket to the case.
2. Select the position of the part 2 (two position options). Afigar mounting holes in the part
2 with the corresponding holes in the side panel of the device. Use a screwdriver to screw
the support bracket to the case.
3. Select the position of the part 3 (four position options). Align three mounting holes in the
part 3with the corresponding holes in the part 4. Use a screwdriver to connect the parts with
screws on the inside of the bracket, tightening only the outer screws.
Repeat steps-# with the other side panel of the device.
5. Next, the device is installed in thecka(see the sectiof.2).

B

58 Ethernet switches MES23@8, MES3308x, MES53xxA, MES5400 MES541@8, MES55032



HELTEX

3.2 Device rack installation

3.2.1 Installing MES2306&x, MES330&x, MES5312, MES53xxA, MES54R0

To install the device to the rack:

=

Attach thedevice to the vertical guides of the rack.

2. Align mounting holes in the support bracket with the corresponding holes in the rack guides.
Use the holes of the same level on both sides of the guides to ensure horizontal installation
of the device.

3. Use a screwdriver to screw the switch to the rack.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

Figure79 ¢ Device rack mounting

3.2.1 MES54148, MES55032 installation

To install the device to the rack:

Fix the part 4 on the rack guide with the screws.

Insert the device into the raaksing part 3 as a guide.

Fix the part 1 on the rack guide.

Using a screwdriver, fix the central screw connecting parts 2 and 3.

PN
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Figure80 ¢ MES550682 rack mounting

3.2.2 Switch rack installation

The figure below shows an exampleMES5312 switches rack installation.

o MES-5312 N1 (4]
O Cable organizer o
0 MES-5312 N2 (4]
o Cable organizer o
0o MES-5312 N3 o
i Cable organizer o
o MES-5312 N4 o
] Cable organizer [+]
0 MES-5312 N5 (4]
o Cable organizer o

Figure81 ¢ MES5312 switch rack installation

J The other switches are placed in the rack similarly.

'I Do not block air vents and fans located on the rear panel to avoid componenerheating
and subsequent switch malfunction.
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3.2.3 MES3500D8P, MES350al0P installation to a DIN rail

’ ' The MES350008P and MES350QI0P are installed vertically, as the side panels provide &
heat sink.

To install the device on a DIN rail:

1. Tilt the device with the upper part away from you and attach it to the DIN rail so that its
upper edge is behind the wire spring.
Press down on the device body from above.

3. Without removing the pressure, press the lower part of the device against the DIN rail until
it snaps.

N

To remove the device from the DIN rail:

1. Press down on the device body from above.

2. Without removing the pressure, pull the lower part of the device towards you.
3. Lifting the case, remove the device from the DIN rail.
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3.3 Power module installation

Switch can operate with one or two power modules. The second power module installation is
necessary when greater reliability is required.

From the electric point of view, both places for power module installation are equivalent. In the terms
of device opeation, the power module located closer to the edge is considered as the main module, and
the one closer to the centar as the backup module. Power modules can be inserted and removed without
powering the device off. When an additional power module isriieskor removed, the switch continues to
operate without reboot.

’ ‘ Disconnect the device from all power sources before servicing, repairing or other simila
ol tions.
. The power supplies must be inserted into the switch until they stop. When connecting
l PM60048/12, PM606220/12, PM95348/56, PM950220/56 power supplies, a click shoul
& be heard.

Figure82 ¢ Power module installation

You can check the state of power modules by viewing the indication on the front panel of the switch
(see Sectiorz.4.4 or by checking diagnostic data available tigh the switch management interfaces.

’ ‘ Power module fault indication may be caused not only by the module failure, but also by
e absence of the primary power supply.

3.4 Connection to power supply

1. Prior to connecting the power supply, the device case must be grounded. Use an insulated
stranded wire to ground the case. The grounding device and the grounding wireseicism
must comply with Electric Installation Code.

! | Connection must bgoerformed by a qualified specialist.
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e e

e

2. If you intend to connect a PC or another device to the switch console port, the device must

be properly grounded as well.
3. Connect the power supply cable to the device. Depending on the delivery package, the device

can be powered by AC or DC electrical network. To connect the device to AC power supply,
use the cable from the delivery package. To connect the device to DC popmy, use wires

with a minimum crossection of 1 mm

In order to avoid shor{circuits when connecting to the DC network, a 9 mm wire strippinc
recommended.

The DC power supply circuit should contain a powsf device with physicakeparation of
the connection (circuit breaker, connector, contactor, automatic switch, etc.).

4. Turn the device on and check the front panel LEDs to make sure the terminal is operating
normally.

3.5 SFP transceiver installation and removal

Only forMES550€B2: in order to avoid device damage when using the XG1 and XG2 por
the same time, it is necessary to use SFP+ transceivers with the LC connector type ol

Direct Attached Cable (DAC).

Optical modules can be installed when the terminaltisned on or off.

1. Insert the top SFP module into a slot with its open side down, and the bottom SFP module
with its open side up.

Figure83 ¢ SFP transceiver installation

2. Push the module. When it takes the right position, whould hear a distinctive ‘click'.

Figure84 ¢ Installed SFP transceivers
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To remove a transceiver, perform the following actions:

1. Unlock the module's latch.

Figure85 ¢ Opening SFP transceivers latch

2. Remove the module from the slot.

d

Figure86 ¢ SFP transceiver removal
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4 INITIAL SWITCH COGBRATION

4.1 Terminal configuration

Run the terminal emulation application on PC (HyperTerminal, TeraTerm, Minicom) and perform the
following actions:

- select the corresponding serial port;

- set the data transfer rate to 115.200 baud;

- gpecify the data format: 8 data bits, 1 stop bit, rparity;

- disable hardware and software data flow control;

- specify VT100 terminal emulation mode (many terminal applications use this emulation
mode by default).

4.2 Turning on the device

Establish connection between the switch console (‘console' port) and thal ggerface port on PC
that runs the terminal emulation application.

Turn on the device. Upon every startup, the switch performs a paweselftest (POST) which checks
operational capability of the device before the executable program is loaded inta RAM

POST procedure progress on MES5312 switches:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0
Serdes initialization - Version: 1.0.2
PEX: pexldx 0, detected no link

PEX: pexldx 0, detected no link

PEX: pexldx 0, detected no link

DDR3 Training Sequence - VerTIP -1.55.0

DDRS3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...

Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U- Boot 2013.01 (Jun 22 2018 - 10:36:09)

Loading system/images/active -image ...
Ncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to a bort and enter prom.
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The switch firmware will be automatically loaded two seconds after POST is completed. To perform
special procedures, the Startup menu is used, which can be entered by interrupting the download by
pressing the<Escer <Enter>key duing this time.

After successful startup, you will see the CLI interface prompt.

>|cli

Console baud - rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password:***** (admin)

console#

V To quickly access help about the available commands, usetfikift>and <?>key combina-
tions.

4.3 Startup menu

To enter the startup menu, connect to the device via the2RS interface, reboot the device and
press and hold the ESCENTER key for 2 seconds after the POST procedure is completed:

U- Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014_T3.0_eng_dropv6 6.2.2

Loading system/images/active - image ...
Ncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Startup menu view:

Startup Menu

[1] Image menu
[2] Restore Factory Defaults
[3] Boot password
[4] Password Recovery Procedure
[5] Back
Enter your choice or press 'ESC' to ex it:

Table23 ¢ Startup menu interface functions

Function Description
Image menu Select active firmware image
Restore Factory Defaults Restore the factory default configuration
Boot password Set/delete the bootrom password
Password Recovery Procedure Reset authentication settings.
Back Resume startup.
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4.4 Switch operation modes

The switches of the MES23@8, MES3308x, MES5312, MES53xxA, MES540MMES541@18,
MES550€B2 serieSoperate in stacking mode.

Switch stack workas a single device and can include up to 8 devices of the same model with the
following roles defined by their sequential numbers (UIDs):

- Master(device UID 1 or 2) manages all stack units.

- Backup(device UID 1 or 2) is controlled by the master. Replatesettings and takes over
stack management functions in case of the master device failure.

- Slave(device UID from 3 to 8) is controlled by the master. The device can't work in a
standalone mode (without a master device).

’ For the stack to worlcorrectly, at least one unit with the master role and one unit with th
H backup role are required.
V Interfaces in stacking mode work only at the maximum interface speed.

In stacking mode, the switches MES233) MES330@4, MES330Q4F, MES5312VIES5316A,
MES5316A rev.C, MES5316A rev.Cl, MES5324A, MES5324A rev.C, MES5324A rev.Cl, MES533
MES5332A rev.C use XG ports for synhcronization, and the MESSAMES54048, MES54148,
MES550@82 switches use HG ports. These ports are not used fortdatamission. It is possible to stack
switches of same model and with the same number of ports, for example, MES5316A and MES5316A stack
with each other. It is not possible to stack MES53xxA switches with MES53xxA rev.C and MES53xxA rev.C
switches due tdhardware differences between these device models. There are two topologies for device
synchronization: ring and linear. It is recommended to use a ring topology to increase the fault tolerance of

the stack.
By default, switch is a master and all portstjggpate in data transmission.

V’- The auteupdate procedure for firmware versions from the Master Switch is support
when adding new units to an existing stack.

V For MES2300/3300 switches, a stack e8 4inits has been supported since version 6.6.3.

1 The NSF (NeBtop Forwarding) functionality will be implemented approximately in 2Q2025.
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Table24 ¢ Stacking Matrix for MES2308&/MES330&x
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8B0CESAN

48100€ESAN

Table25 ¢ Stacking Matrix for MES53xxA
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Table26 ¢ Stacking Matrix for MES546(&, MES55032
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Configuring switch stacking
Command line prompis as follows:
console(config)#
Table27 ¢ Basic commands
Command Value/Default value Action

stack configuration links te
te_port| huhu_port

Assign the interfaces to synchronize switch operation in the st
The minimurmumber is 2, the maximum is 2.

stack configuration uniid
unit_id

unit_id: (1..8,
auto)/auto

Specify the device number urid to a local device (where th
command is executed). The device number change takes e
after the switch is restarted.

no stack configuration

Remove stack settings.

stack unitunit_id

unit_id: (1..8, all)

Switch to configuring a stack unit.

Example

1 Stack two MES5312 switches. Set it as the second unit and ueitédrfaces as stacking ones.

console# config
console(config)#
console(config)#

stack configuration unit

-id 2 links tel -2

70 Ethernet switches MES23@8, MES3308x, MES53xxA, MES5400 MES541@8, MES55032




HELTEX

Privileged EXEC mode commands

Command line prompt is as follows:
console#

Table28 1 Basic commands available in the EXEC mode

Command Value/Defaultvalue Action
show stack - Show stack units information.
show stack configuration ) Displays information about the stacking interfaces of units in
stack.
show stack links [details] - Advanced display of information on stackable interfaces.

1 Example ohow stack linkcommand use:

console#  show stack links

Topology is Chain

UnitId  Active Links Neighbor Links Operational Down/Standby
Link Speed  Links

1 tel/0/1 te2/0/2 10G te1/0/2

2 te2/0/2 tel1/0/1 10G te2/0/1
’ Devices wih identical Unit IDs can't work in the same stack.
-

4.5 Switch function configuration

The functions for the initial configuration of the device can be divided into two types.

- Basic configurationincludes definition of basic configuration functions and dynaiffic

address configuration.
- Security system parameters configuratidncludes security system management based on
AAA mechanism (Authentication, Authorization, Accounting).

V All unsaved changes will be lost after the device is rebooted. Use the followmgmand to
save all changes made to the switch configuration:

console#  write

4.5.1 Basic switch configuration

Prior to configuration, connect the device to PC using the serial port. Run the terminal emulation
program on the computer according to tdel "Terminal setup".

During initial configuration, you can define which interface will be used for remote connection to the
device.
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Basic configuration includes
1. Setting the password for the user "admin” (with level 15 privileges).
2. Creating new users.
3. Configuring static IP address, subnet mask, default gateway
4. Obtaining IP address from the DHCP server
5. Configuring SNMP settings

4.5.1.1 Setting up the admin password aockating new users
! | Configure the password for the 'admin’ privileged user to ensure access to the system.

Username and password are required to log in for device administration. Use the following
commands to create a new system user or configure the username, password, or privilege level:

console# configure
console(config)# username name password password privilege { 1- 15}

V Privilege level 1 allows access to the device, but denies its configuration. Privilege lev
allows both access and device configuration.

Example of commands for setting theltex" password to the "admin" user and creating the
"operator" userwith the "pass"password and privilege level 1:

console#  configure

console(config)# username admin password eltex

console(config)# username operator password pass privilege 1
console(config)# exit

console#

45.1.2 Advanced access level setting

Onthe device, it is possible to distribute user rights depending on the privilege level at which each
user was created. A set of commands that can be executed by users with a level no lower than the specified
one is assigned to a specific privilege level.

! The switch supports a command set inheritance system from lower privilege levels.
’ ' Privileges are built only for a specific node. Each command must be written explicitly, w
e out using abbreviated forms.

Global configuration mode commands

Command linggrompt in the global configuration mode is as follows:

console(config)#
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Table29 ¢ Commands for configuring extended access

Command Value/Default value Action
privilege context level Assign the specified command to the specified privilege level
command level: (1..15); - contextt command line operation mode;
/the privilegelevel of | - levelt privilege level at which the custom command will
EXEC mode command available;
is 1, all other - commandt command.
no privilegecontext level commands are 15 | Remove access to the command from the level at which the ¢
command mand was allowed.

Example of setting up a set of commands for the user "admin" with 4 privilege levels and a set of
commands for the user "usewith 10 privilege levels:

console#  configure

console(config)# username admin password passl privilege 4
console(config)# username user password pass2 privilege 10
console(config)# privilege exec 4 configure terminal
console(config)# privilege exec4 show running - config
console(config)# privilege config 10 vlan database
console(config)# privilege config -vlan10 vlan

Now, for local users whose privilege level is higher or equal to 4, the output ahihwe running
configcommand will be available, bwlan configuration will not be available. For users whose privilege
level corresponds to 10 and above, bottan configuration and the output of thehow runningconfig
command will be available.

45.1.3 Configure static IP address, subnet mask, default gateway.

In order to manage the switch from the network, configure the device IP address, subnet mask, and,
in case the device is managed from another network, default gateway. You can assign an IP address to any
interfacer VLAN, physical port, port group (by deffaWLAN 1 interface has the IP address 192.168.1.239,
mask 255.255.255.0). Gateway IP address should belong to the same subnet as one of the device's IP
interfaces.

V’- If the IP address is configured for the physical port or port group interface, ithisrface will

e be deleted from its VLAN group.

V‘ The IP address 192.168.1.239 exists until another IP address is created statically or via
on any interface.

V If all switch IP addresses are deleted, you can access it via IP 192.168.1.239/24.

1 Commanl examples for IP address configuration on VLAN 1 interface.

Interface parameters:

IP address to be assigned for VLAN 1 interface: 192.168.16.144
Subnet mask: 255.255.255.0
The default gateway IP address: 192.168.16.1

console#  configure

console(config)# interface vlan 1

console(config -if)j#  ip address 192.168.16.144 /24
console(config -ify# exit

console(config)# ip default - gateway 192.168.16.1
console(config)# exit

console#
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To verify that the interface was assigned the correct IP address, entéoltbering command:

console#  show ip interface vlan 1
IP Address IlF I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast

192.168.16.144/24 vlan1 UP/DOWN Static disable No enable Valid

45.1.4 Obtain IP address from the DHCP server

If there is a DHCP server in the network, you can obtain the IP address via DHCP. IP address can b
obtained from DHCP server via any interfac& LAN, physical port, port group.

V By default, DHCP client is enabled on VLAN 1 interface.

Configuration example for obtaining dynamic IP address from the DHCP server on the VLAN 1
interface:

console#  configure

console(config)# interface vlan 1
console(config -if)#  ip address dhcp
console(config -if)y#  exit

console#

To verify that the interface was assigned the correct IP address, enter the following command:

console# show ip interface vilan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast

10.10.10.3/24 v lan1 UP/UP  DHCP disable No enable Valid

45.1.5 Configuring SNMP settings for accessing the device

The device is equipped with an integrated SNMP agent and supports protocol versions 1, 2, 3. The
SNMP agent supports standard MIB variables.

Toenable device administration via SNMP, you have to create at least one community string. The
switches support three types of community strings:

T ro ¢ define readonly access;
T rw ¢ define read and write access;
T sucdefine the access of the SNMP adminikira

Most commonly used community strings greblicwith readonly access to MIB objects, apdvate
with readwrite access to MIB objects. You can set the IP address of the management station for each
community.

Example oprivate community creation wit readwrite access and management station IP address
192.168.16.44:

console#  configure
console(config)# snmp- server server
console(config)# snmp- server community private rw 192.168.16.44
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console(config)# exit
console#

Use the following command to viethe community strings and SNMP settings:

console#  show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community - String  Community -Access Viewname |IP address Mask
private read write Default 192.168.16.1
44
Community - String Group name  IP address Mask Version Type

Traps are enabled.
Authentication - failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Security system configuration

To ensure system security, the switch uses AAA mechanism (Authentication, Authorization,
Accounting). Th&SH mechanism is used for data encryption.

- Authenticationt matching the request to an existing account in the security system.

- Authorization(access level verificatio) matching an existing (authenticated) account in
the system to specific privileges.

- Accountingrt user resource consumption monitoring.

When using the default device settings, the user nanaglimin, the password iadmin. The password
is assigned by the user. If the password is lost, you can restart the device and interrupt the dowaload
the serial port by pressingEscr <Enter>during the first two seconds after the startup message appears.
The Startup menu opens, in which you need to start the password recovery Procedure ([2] Password
Recovery Procedure).

V The default usefadmin/admin) exists until any other user with privilege level 15 is create

V When all created users with privilege level 15 are deleted, the switch will be accessed u
the default user (admin/admin).
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To ensure basic security, you can specihyssword for the following services:

T Console (serial port connection);
T Telnet;
i SSH.

45.2.1 Setting console password
console(config)#

console(config)#
console(config)#

aaa authentication login default line
aaa authentication enable default line
line console

console(config -line)#  login authentication default
console(config -line)#  enable authentication default
console(config -line)#  password console

Enter consolein
console session.

response to the password prompt that appears during the registration via the

45.2.2 Setting Telnet password

console(config)#
console(config)#
console(config)#
console(config)#
console(config
console(config
console(config

aaa authentication login default line
aaa authentication enable default line
ip telnet server

line telnet

-line)#  login authentication default
-line)#  enable authentication default
-line)#  password telnet

Entertelnet in response to the password prompt that appears during the registration via the telnet

session.

console(config)#
console(config)#
console(config)#
console(config)#
console(config
console(config
console(config

45.2.3 Setting SSH password

aaa authentication login default line
aaa authentication enable default line
ip ssh server

line ssh
-line)#  login authentication default
-line)#  enable authentication defaul t
-line)#  password ssh

Enter sshin response to the password prompt that appears during the registration via the SSH

session.

4.5.3 Banner configuration

For the convenience of using the device, a banner message containing any information cén be se

For example:

console(config)#

banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 DEVICE MANAGEMENOMMAND LINE INTERHAC

Switch settings can be configured in several modes. Each mode has its own specific set of commands.
Enteri KS CKn OKI N} OGSNI (G2 @AS¢g GKS asSi 2F O2YYl yRaA

Switching between modes is performed by using special commands. The list of existing modes and
commands for mode switching:

Command mode (EXEiS)available immediately after the switaltarts up and you enter your user
name and password (for unprivileged users). System prompt in this mode consists of the device name (host
YEYSO FYR GKS wpQ OKI NI Ol SN®

console>

Privileged EXEBiode is available immediately after the switch starts up god enter your user

VEYS YR LI 3462NR® {28adGSY LINRYLIi Ay (KAa Y2RS O2
acter.

console#

Global configuration modeallows specifying general settings of the switch. Global configuration
mode commands are ailable in any configuration submode. You can enter this mode usitfgure
command.

console# configure
console(config)#

Terminal configuration mode (line configuration¥ designed for terminal operation configuration.
You can enter this mode from the global configuration mode.

console(config)# line {console | telnet | ssh}
console(config - line)#

5.1 Basic commands

EXEC mode commands

Command line prompt in the EXEC modesi$odlows:
console>

Table30t1 Basic commands available in tBXEC mode

Command Value/Default value Action

enable priv] priv: (1..15)/15 _Switch to the privileged mode (if the value is not defined, the p
ilege level is 15).

login - Close the current session and switch the user.

exit - Close the active terminal session.

help - Get help on command line interface operations.

show history - Show command history for the current terminal session.

show privilege - Show theprivilege level of the current user.

terminal history -ffunction is enabled | Enable command history for the current terminal session.

terminal no history Disable command history for the current terminal session.

terminal history sizesize size:(10..207)/10 Change the buffer size for command history for the current {
minal session.
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terminal no history size

Set the default value.

terminal datadump

terminal no datadump

-/command output is
split into pages

Show command output without splitting into pages (splitthrep
output into pages is performed with the following string: Mor
<space>, Quit: g or CTRL+Z, One line: <return>).

Set the default value.

terminal prompt

terminal no prompt

-/function is enabled

Enable confirmation before executing cert@ommands.

Disable confirmation before executing certain commands.

show banner [login | exec]

Show banner configuration.

Privileged EXEC mode commands

Command line prompt is as follows:

console#

Table311 Basic commands available in the Privileged EXEC mode

Command Value/Default value Action
disable priv] priv: (1, 7, 15)/1 Switch from the privileged EXEC mode to EXEC mode.
configureferminal - Enter the configuration mode.
debugmode - Enable thedebug mode.

The commands available in all configuration modes

Command line prompt is as follows:

console#
console(config)#
console(config

- line)#

Table32 ¢ Basic commands available in all configuration modes

Command Value/Default value Action

exit ) Exit any configuration mode to the upper level in the CLI ¢
mand hierarchy.

end ) Exit any configuration mode to the command mode (Privile
EXEC).

do ) Execute a command of the command level (EXEC) froma@amny
figuration mode.

help - Show help on available commands.
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Global configuration mode commands

Command line prompt is as follows:
console(config)#

Table331 Basic commands available in the configuration mode

Command Value/Default value Action
banner exea message_text d Specify the exec message text (example: User logged in sug
fully) and show it on the screen.

- d ¢ separator;
- message_text message text (up to 510 characters in a li
total count is 200@haracters).

no banner exec Remove the exec message.

banner logind message_text d Specify the login message text (informational message tha
shown before username and password entry) and show it on
screen.

- - d ¢ separator;
-message_text message text (up to 510 characters in a li
total count is 2000 characters).

no banner login Remove the login message.

Terminal configuration mode commands

Command line prompt in the terminal configuration mode is as follows:
console(config - line)#

Table341 Basic commands available in the configuration mode

Command Value/Default value Action

histor L Enable command history.

- y -/function is enabled - - y
no history Disable command history.
history sizesize . Change buffer size for command history.

- y - size: (10..207)/10 9 y
no history size Set the default value.
exectimeout timeout timeout: (0..65535)/10 | Set timeout for the current terminal session, min.
no exectimeout minutes Set the default value.

5.2 Filtering command linenessages

Message filtering allows reducing the amount of data displayed in response to user requests and
FIOAfTAGIOAYT GKS &aSIENODK F2NI ySOSaalNE AYyF2N¥YIGAZ2
command line and use one of the filtegmptions listed in the table.

Table35 ¢ Global configuration mode commands

Method Value/Default value Action
beginpattern Find the first match with the template at the beginning of the lir
print all the lines after it.
include pattern ) Show all the lines containing the pattern.
excludepattern Show all the lines not containing the pattern.
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5.3 Configuring macro commands

This function allows creating unified sets of commamdsnacros that can be used later in the

configuration process.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table36 ¢ Global configuration mode commands

Command

Value/Default value

Action

macro nameword

no macro nameword

word: (1..32) characterg

Creates a new command set. If a set with this name exists,
overwritten. The command set is entered line by line. To fin
the macro, enter the "@" character. Maximum macro length
510 characters.

Delete the selected macro.

macro global applyord

word: (1..32) characterg

Apply the selected macro.

macro global tracevord

word: (1..32) characterg

Check the selected macro for validity.

macro global descriptiorword

no macro global description

word: (1..160)

Create the global macro descriptor string.

characters

Delete the descriptor string.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table37 ¢ EXEC mode commands

Command

Value/Default value

Action

macro applyword

macro traceword

Apply the selected macro.

word: (1..32) characterg

Check the selected macro for validity.

show parser macro [{brief
description [interface
{gigabitethernetgi_port|
tengigabitethernette_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group:(1..128);
word: (1..32) characterg

Show the settings of the configured macros on the device.
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Interface configuration mode commands

Command line prompt in the interface configuration mode is as follows:

console(config

- ify#

Table38 ¢ Interface configuration mode commands

Command

Value/Default value

Action

macro applyword

word: (1..32) characters

Apply the selected macro.

macro traceword

word: (1..32) characters

Check the selected macro for validity.

macro descriptionword

word: (1..160)

no macro description

Specify the macro descriptor string.

characters

Delete the descriptor string.

5.4 System management commands

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table391 System management commands in EXEC mode

Command

Value/Default value

Action

ping [ip] {A.B.C.D) host [vrf
vrf_namgq [sizesiz4g [count
counf [timeout timeouf]
[sourceA.B.C.D

vrf_name: (1..32)
characters;
host: (1..158) characters
size:(64..1518)/64 bytes;
count: (0..65535)/4;
timeout: (50..65535)/200¢
ms

This command is used to transmit ICMP requests (ICMP-Ee:
quest) to a specific network node and to manage replies (|
EcheReply).

-vrf-namet virtual routing area name;

- A.B.C.Ix IPv4 address of the network node;

- host¢ domain name of the network node;

- sizeq size of the packet to be sent, the number of bytes in
packet;

- count¢ number of packets to transfer;

- timeout ¢ waiting time for the response to the request.

ping ipv6 AA.B.C.D.EFhost
[sizesizg [count cound
[timeout timeouf] [source
A.B.C.D.E]JF

host: (1..158) characters
size: (68..1518)/68 bytes
count: (0..65535)/4;
timeout: (50..65535)/200¢
ms

This command is used to transmit ICMP requests (IEM®BRe
quest) to a specific network node and to manage replies (I
EchoReply).

- A.B.C.D.E&IPv4 address of the network node;

- host¢ domain name of the network node;

- sizeq size of the packet to be sent, the number of bytes in
packet;

- count¢ number of packets to transfer;

- timeout ¢ waiting time for the response to the request.

traceroute ip {A.B.C.D) hos
[vrf vrf_namg [sizesizq [ttl
ttl] [count coun{ [timeout
timeouf] [sourceip_addres}

vrf_name: (1..32)
characters;
host: (1..158) characters;
size: (64..1518)/64 bytes
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 s;

Detect traffic route to the destination node.
- vrf_nameg name of the virtual routing area;
- A.B.C.I%;, IPv4 address of the network node.
- host¢ domain name of the network node;
- size¢ size of the packet to be sent, the number of bytes in
packet;
- ttl ¢ maximum number of sections in the route;
- count¢ number of packet transmission attempts in each sect
- timeout ¢ waiting timefor the response to the request;
- IP_addresg, IP address of the switch inteda used for packe
transmission.

The description of errors when executing commands ¢
V results is given in the tabledl, 42.
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traceroute ipv6
{A.B.C.D.EJFhost [sizesizg
[ttl ttl] [count counf
[timeout timeouf] [source
ip_addres}

host: (1..158) characters
size: (66..1518)/66 bytes
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 s;

Detect traffic route to the destination node.
- A.B.C.D.E€IPv4 address of the network node;
- host¢ domain name of theetwork node;
- sizeg size of the packet to be sent, the number of bytes in
packet;
- ttl ¢ maximum number of sections in the route;
- countg number of packet transmission attempts in each sect
- timeout ¢ waiting time for the response to the request.
- IP_addresg, IP address of the switch interface used fiacke
transmission.

1 The description of errors when executing commands 4
V results is given in the table41, 42.

telnet {A.B.C.D hos#g [port]
[keywordIX 8

host: (1..158) characters
port: (1..65535)/23

Open TELNET session for the network node.

- A.B.C.Ix IPv4 address of the network node;

- host¢ domain name of the network node;

- port ¢ TCP port on which the Telnet service operates;

- keywordg keyword.
Specific Telnet comnrads and keywords are given in t
V bles43, 44,

ssh @.B.C.D hos#g [port]
[keywordl.]

host: (1..158) characters
port: (1..65535)/22;

Open SSH session for the network node.

- A.B.C.Ix IPv4 address of the network node;

- host¢ domain name of the network node;

- port ¢ TCP port on which the Telnet service operates;
- keywordg keyword.

V The description of thekeywords is given in the tabld4.

resume fonnectior

connection: (1..5)/the last
established session

Switch to another established Telrstssion.
- connectiong the number of the installed telnet session.

show users [accounts]

Show information on users that use device resources.

show sessions

Show information on open sessions to remote devices.

show system

Show system information.

show system id [unitunit]

Displaying the device serial number.

unit: (1..8)¢ - unit ¢ the device number in stack.
show system [unitunit] . Show switch system information.
unit: (1..8)f . ; .
- unit ¢ the device number in stack.
show system fans [unitinit] . Show information on fan status.
unit: (1..8)f . . .
- unit ¢ the device number in stack.
show system poweisupply - Show information on power module state.
show system sensors - Show information on temperature sensors.
show version - Show the current firmware version.
show hardware version - Show information about the hardware version of the board
show system router Show the total and used size of hardware tables (routing, n
resources bors, interfaces).
show system tcamutilization Show TCAM memory (Ternary Content Addressable Memor|
[unit unit] unit: (1..8)f source load.

- unit ¢ the device number in stack.

show tasks utilization

{K2g GKS &as6A0G0KQa /t! dziAf A
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show techsupport[config |
memory]

Show the device information for initial failure diagnostics.
The command output is a combination of the following
O2YYl yRaQ 2dziLiziay

= -4 48 _a_-98_-8_-9_-9a_-92_-2_-92_-2_-2_-2_-2_-2_-29_-20_-2_2_-29_-0_-29_-4_-2_-2_-52_-24_-2._-2_-2_-2._-2_-1-2

show clock

show system

show version

show bootvar

show runningconfig

show ip interface

show ipv6 interface

show spanningtree active

show stack

show stack configuration

show stack links details

show interfaces status

show interfaces counters

show interfaces utilization
show interfaces te1/0/xx

show fiberports opticattransceiver
show interfaces channegjroup
show cpu utilization

show cpu inputrate detailed
show tasks utilization

show mac addressable count
show arp

show errdisable interfaces
show vlan

show ip igmp snooping @ups
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipv6 mld snooping mrouter
show logging file

show logging

show users

show sessions

show system router resource
show system tcam utilization

show systenforwarding
resources

Display the current one, set after reboot

and hardware resource allocation modes available for use.

tKS W{K2g
e command is used as follows:

=

aSaarzyaqQ O2YYI YR

Connect to aemote device from the switch via Telnet or SSH;
Return to the parent session (to the switch). Press Ctrl+Shift+6> release the
and press <x>. This will switch you to the parent session.
Execute the "show sessions" command. All outgoing connectiomdtie current

session will be listed in the table.

aK2ga

To return to remote device session, execute the "resume N" command wher

is the connection number from the "show sessions" command output.
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Privileged EXEC mode commands

Command line prompt in thBrivileged EXEC mode is as follows:
console#

Table401 System management commands in Privileged EXEC mode

Command Value/Default value Action

reload [unitunit_id] unit_id: (1..8)¢ Use. this command to reste'\rt the device.
- unit ¢ the device number in stack.

reload in fninutes| hh:mm hhnggnuztg)s rg:mg?g)Sg Set the time period for delayed device restart.

reload athh:mm hh: (0..23), mm: (0..59) Set the device reload time.

reload cancel - Cancel delayetkstart.

boot passwordpassword Set the bootrom password.

no boot password i Delete the bootrom password.

show cpu utilization - Show statistics on CPU load.

show cpu input rate - Show statistics on the speed of ingress frames processed by

show cpu inputrate detailed ) Show statistics on the speed of ingress frames processed by
depending on the traffic type.

show cpu thresholds - Show a list of configured thresholds for CPU.

show memory thresholds - Show a list of configuretthresholds for CPU.

show sensor thresholds - Show a list of thresholds for sensors.

show storage thresholds - Show a list of thresholds for devices' partitions.

show storage devices ) Displaying the values of the volume and free memory of the
ROM.

1 Example of using theaceroute command:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form, 30 hops max, 18 byte packets
Type Esc to abort.

1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec

3***

Table41 ¢ Description of the traceroute command execution results

Field Description
1 The serial number of the router on the path to the specified network node.
gateway.eltex The network name of this router.
192.168.1.101 The IP address of the router.
0 msec 0 msec 0 msec ;I;Zﬁ Stiﬁr:gstiz:l)lgegttbey ”:Bf packet to go to and return from the router. Specify for each p

Errors may occur when executing ttraceroutecommand, the error description is given in the taiiz

Table42 ¢ Errors when executing the traceroute command

Error symbol Description
* Packet transmission timeout.
? Unknown packet type.

Administratively unavailable. As a rule, this error occurs when the egress traffic is bl

A by rules in the ACL access table.
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Fragmentation or DF bit is required.
Network node is not available.

Network is not available.

Protocol is not available.

Source is suppressed.

Expiration of the fragment reassembly timer.
Egress route error.

Cln|lmlO|lT|lZ|IT|T

Port is unavailable.

Switch Telnet software supports special terminal management commands. To enter the special
commands mode during an active Telnet session, us&@td+shift+6>key combination.

Table43 ¢ Special Telnet Commands

Special command Purpose
M b Send disconnect command via telnet.
MC Send interrupt process (IP) command through telnet.
M h Send erase character (EC) command through telnet.
Mo Send abort output (AO) command through telnet.
ANt Telnet the message "Are Ydthere?" (AYT) to control the connection.
MU Send erase line (EL) command through telnet.
M X Return to the command line mode.

You can also use additional options in the Telnet and SSH open session commands:

Table44 ¢ Keywords used when opening Telnet and SSH sessions

Option Description
/echo Locally enable thechofunction (suppression of console output).
/password Set the password for the SSH server
/quiet Suppress output of all Telnet messages.
/sourceinterface Specify the source interface.

Activate the processing of the stream that enables insecure TCP connection w
Telnet sequence control. The stream connection will not process Telnet options

stream could be used to establish conctens to ports where UNBO-UNIX (UUCP) copy pr
grams or other nostelnet protocols are running.
luser Set the user name for the SSH server.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table4d51 System management commands in global configuration mode

Command

Value/Default value

Action

hostnamename

name: (1..160)

The command is used to specify the network name of the devig

no hostname characterst Set the default network device name.
service taskautilization lfft2s (KS RSOAOS (2 YSI adaNB
Jenabled tem process.

no service taskaitilization T fenabie 58ye (KS RSOGAOS (2 YSI adzNskstedm
process.

service cpuutilization Allow the device to perform software based measurement of
switch CPU load level.

- — T /enabled -

no service cpeutilization Deny the device to perform software based measurement of
switch CPU load level.

service cpuinput-rate Allow the device to programmatically measure the speed of inc
ing frames processed by the switch CPU.

T /enabled

no service cptnput-rate

Prohibit the device from programmatically measuring the spee
incoming frames processdyy the switch CPU.

service cpurate-limits traffic
pps

no service cperate-limits
traffic

traffic: (http, telnet,
ssh, snmp, ip, lintocal,
arp, arpinspection,
& 0 LIno LIRdzE
A LI 2 Lafhar-dpdd,
dhcpsnooping,

Set the incoming frame rate limit on the CPU for a certain typ
traffic.
-ppst packets per second.

V Implements the CoPP (Control Plane Protection) functig

AIYLImayzz2
Yi Rmayz22 LA
ace, iperror, other,

vrrp, multicastrouting,
multicastrpf-fail, tcp-

Restores the defaulppsvalue for certain traffic.

syn);
pps: 8..2048
service passwordecovery Enable password recovery via the "password recovery proced
- ¢ Jenabled boot menu with configuration saved.
y2 aSNIWAOS LJ & Enable password recovery \tize "password recovery procedure
boot menu with configuration deleted.
link-flap prevention enable Enable link flapping prevention.
- - - T /enabled - - - -
link-flap prevention disable Disable link flapping prevention.
ASNWAOS YANNEN Createa backup copy of the running configuration.
no service 3 T /enabled Disable copying of the running configuration.
YANNRNtO2y TA3d
cpu threshold indexndexinter- index: Set the threshold for CPU load.

val relation value [flap-interval
flap_interva] [severity level
[notify {enable| disabld] [re-
coverynotify {enable | disa-
ble}]

no cpu threshold indexndex

(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greatefthan,
greateror-equal, less
than, lessor-equal,
equatto, not-equatto);
value: (0..100) percent
flap_interval:
(0..100)/0 percent;
severity:(emerg, alert,
crit, err, warning, no-

-indext arbitrary threshold index;

-intervalt interval for measuring the CPU load. The CPU load
this interval will be compared with the threshold one;

- relationt relation between CPU load and threshold value that
required for threshold triggering;

-valuet threshold value;

- flap_intervalt value that determines the moment when the
threshold is restored after triggering;

- severityt level of ladders importance for this threshold;

- notify T enable/disablesending ladders when the threshold is
triggered;

- recoverynotify T enablddisablesending of threshold recovery
ladders.

tice, info, debug)/alert

Remove a threshold with thepecified index.

86

Ethernet switches MES23@8, MES3308x, MES53xxA, MES5400 MES541@8, MES55032



HELTEX

memory threshold indexn-
dex relation valuéflap-in-
terval flap_interva] [sever-
ity level [notify {enable|
disablg] [recoverynotify
{enable | disablg]

no memory threshold index
index

index:
(0..4294967295);
relation: (greatefthan,
greateror-equal, less
than, lessor-equal,
equatto, not-equatto);
value: (0..100) percent
flap_interval:
(0..100)/0 percent;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

Set the threshold for RAM free memory capacity.

-indext arbitrary threshold index

-relationt relation between free memory capacity and the
threshold value that is necessary for threshold triggering;
-valuet threshold value;

- flap_intervalt value that determines the moment when the
threshold is restored after triggering;

- severityt level of ladders importance for this threshold;

- notify T enable/disablesending ladders when the threshold is
triggered;

- recoverynotify T enable/disablesending of threshold recovery
ladders.

Remove dhreshold with the specified index.

sensor threshold fan
fan_numunit-id unit_idin-
dexindex relation value
[flap-interval flap_interval
[severitylevel [notify {ena-
ble | disablg] [recovery
notify {enable| disablg]

no sensor threshold fan
fan_numunit-id unit_idin-
dexindex

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greatethan,
greateror-equal, less
than, lessor-equal,
equaktto, not-equatto);
value: (0..1000000000
rpm;
flap_interval:
(0..1000000000)/0
rpm;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

Set the threshold for fan rotating sensor.
-fan_numt fan number;

- unit_idt unit number where the fan is located;
-indext arbitrary threshold index;

-relationT relation between fan speed and threshold value tha
is necessary for threshold triggering;

-valuet threshold value;

- flap_intervalt value that determines the moment when the
threshold is restored after triggering;

- severityt level of ladders importace for this threshold,;

- notify T enable/disablesending ladders when the threshold is
triggered;

- recoverynotify T enable/disablesending of threshold recovery
ladders.

Remove the thresholdith the specified index for the fan_num fa
on the unit_id unit

sensor threshold thermal
sensorsensor_nununit-id
unit_idindexindex relation
value[flap-interval flap_in-
terval] [severityleve] [no-
tify {enable| disabld] [re-
coverynotify {enable| dis-
able}]

no sensor threshold ther-
mal-sensorsensor_num
unit-id unit_idindexindex

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greatefthan,
greateror-equal, less
than, lessor-equal,
equatto, not-equatto);
value: ¢€1000000000..

ManAnAnAaAnn
flap_interval:
onddmannnn
severity: (energ, alert,
crit, err, warning, no-
tice, info, debug)/alert

Set the threshold for temperature sensor.
-sensor_nunt thermal sensor number;

- unit_idt unit number where the fan is located,
-indext arbitrary threshold index;

-relationt relationbetween CPU load and threshold value that]
required for threshold triggering;

-valuet threshold value;

- flap_intervalt value that determines the moment when the
threshold is restored after triggering;

- severityt level of ladders importance for thikreshold,;

- notify T enable/disablesending ladders when the threshold is
triggered;

- recoverynotify T enablédisable sending of threshold recovery
ladders.

Remove thehreshold with the specified index for the sen-
sor_num thermal sensor on the unit_id unit

storage threshold indexn-
dex interval relation value
[flap-interval flap_interval
[severity level [notify {ena-
ble | disable}] [recovery
notify {enable | disable]

no storage threshold index
index

index:
(0..4294967295);
relation: (greatefthan,
greateror-equal, less
than, lessor-equal,
equatto, not-equatto);
value: (0..100) percent
interval: (0..100)/0 per-
cent;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

Set thethreshold for ROM free memory capacity.

-indext arbitrary threshold index;

-relationt relation between free memory capacity and the
threshold value that is necessary for threshold triggering;
-valuet threshold value;

- flap_intervalt value that determines the moment when the
threshold is restored after triggering;

- severityt level of ladders importance for this threshold;

- notify T enable/disablesending ladders when the threshold is
triggered;

- recoverynotify T enable/disablesending of threshold recovery
ladders.

Remove a threshold with the specified index.
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resetbutton {enable | disable
| reset-only}

T /enable

/ 2y FAAdINBE (GKS agAiG0OK NBaLRya
-enablet when pressing the button for less than 10 sec, the de
reboots; when pressing the button for more than 10 sec, the de
resets to factory settings;

- disable¢ do not react (disabled);

- reset-only ¢ reset only.

system forwarding resources
mode {mid-I13-mid-12 | min-3-
max-12}

mode:
mid-13-mid-12,
min-I3-maxI2/
mid-13-mid-12

Set the hardware resource allocation mode
mid-13-mid-12:
- MAC table size is up to 128K addresses;
- FIB table size is up to 288K routes;
- ARP table size is up to 64K.
min-13-maxI2:
- MAC table size is up to 256K addresses;
- FIB table size is up to 16K routes;
- ARP table size is up to 96K.
I | The command is supported only on MES544® and
H MES550€82.

I | Configuration changes will take effect after the switch
H restarted.

no system forwarding
resources

Set the default hardware resource allocation mode.

5.5 Password parameters configuration commands

This set of commands is used to specify the minimum complexity and lifetime for the password.

Global configuration modeommands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table461 System management commands in global configuration mode

Command

Value/Default value

Action

passwords agingge

no passwords aging

age:(0..365)/180 days

Sets the lifetime of passwords. When this period expires, you
be asked to change the password. A value of 0 indicates tha
lifetime of passwords is not set.

Restore the default value.

passwords complexitgnable

no passwords complexity
enable

-/off

Enable a restriction on the password format.

Disable a restriction on the password format.

passwords complexity
YAy nOtalue 4 S a

no passwords complexity
YAynOtl aasSa

value: (0..4)/3

Enable a restriction for the minimum number of charaattasses|
(lower case letters, upper case letters, digits, characters).

Restore the default value.

passwords complexity
YA Y i iy (G K

no passwordsomplexity
YAynt Sy3aidk

value: (0..64)/8

Enable minimum password length restriction.

Restore the default value.

passwords complexity
y 2 1t NBwder i

no passwords complexity
Yy2nNBLISIE G

number: (0..16)/3

Enable a restriction for the maximum number of consecutive
peated characters in a new password.

Restore thedefault value.

passwords complexity
y2inOdzZNNBy i

no passwords complexity
y2inOdzNNB Yy i

T /enabled

Prohibit using the old password as a hew one when changing
password.

Allow using the old password when changing it.
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passwords complexity not Prohibit the use of username as a password.
mdza SNy I YS
¥ - T /enabled -
no passwords complexity net Allow using of username as a password.
ndza SNy I YS
passwords lockouvalue Set a limit on the number of invalid login attempts to the swit
) . After the last incorrect attempt to enter the password, the user
value: (1..5)/disabled blocked.
no passwords lockout Disable the limit on the number of invalid attempts.

Table471 System management commands in Privileged EXEC mode

Command Value/Default value Action
show passwords configuration - Show information on password restrictions.

Unlocks a user who is blocked after unsuccessful attempts to
to the switch.

set usernamenameactive name: (1..20) characte

5.6 File operations

5.6.1 Command parameters description

File operation commands use URL addresses as arguments to perform operations on files. For
description of keywords used in operations see TdBle

Table48¢ List of keywords and description

Keyword Description
Source or destination address for nwnlatile memory. Nofvolatile memory is used by default

flash:// the URL addressBSFAY SR A GK2dzi GKS LINBFAE O6LINBTA
running-config Current configuration file.
mirror-config Copy of the running configuration file.
startup-config Initial configuration file.
active-image Active image file.
inactive-image Inactive image file.
Source or destination address for the TFTP server.
Syntaxtftp://host/[directory/] filename vrf name
- host¢ IPv4 address or device network name;
titp:// - directoryc directory;

- filenamec file name.
- nameg vrf name.

V If vrf is not used, the vrhamecommand can be omitted.

Source or destination address for the SSH server.
Syntaxscp://[username[:password]@]host/[directory/] filename
- usernameg, user name;

scp:// - passwordg password,;

- host¢ IPv4 address or device network name;

- directoryc directory;

- filenamec file name.

logging Command history file.
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5.6.2 File operation commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table491 File operation commands in the Privileged EXEC mode

Command

Value/Default value

Action

copysource_url
destination_url

copysource_url
NHzy y Ay3anO2y TA

copy runningconfig
destination_url

copy startupconfig
destination_url

source_url: (1..160)
characters;
destination_url: (1..160)
characters;

Copy file from source location to destination location.
- source_urk location of the copied file;
- destination_urk destination address where the file will be copig

Copy the configuration file from the server to the current config
ration.

Save the current configuration on the server.

Save the initial configuration on the server.

copy runningconfig
A0F NI dzLInO2y F A

Save the current configuration into the initial configuration.

copy runningconfigfile

Save the current configuration into the specified backup config
tion file.

copy startupconfigfile

Save the initial configuration into the specified backup configy
tion file.

boot configsource_url

Copy the configuration file from thgerver to the initial configura
tion file.

dir [flash:path| dir_namg

Show a list of files in the specified directory.

more {flashfile |

A0F NI dzLIn 02y F A
Nbzy y Ay3anO2y TA
YA NNE Ngt O2lyF i Aag
U AYLlFOGABSTAY
file}

file: (1..160characters

Show file content.
- startup-configg display the content of the initial configuration file
- running-config ¢ display the content of the current configuratio
file;

- flash: ¢ display files from the device flash memory;

- mirror-config ¢ display the content of the current configuratio)
file from the mirror;

- active-image¢ display the version of the current software ima
file.

- inactive-image ¢ display the version of the inactive software ir
age file.

- loggingg display the content bthe log file.

- filenamec file name.

.' Files are displayed in ASCII format.

delete url

Delete the file.

delete startup-config

Delete the initial configuration file.

boot systemsource_url

Copy the firmware file from the server into an inactimemory area
to the backup firmware location.

boot system inactiveimage

Boot the inactive firmware image.

show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernetgi_port|
tengigabitethernette_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| oob | port -channel
group| vlan vlan_id| tunnel
tunnel_id| loopback
loopback_idi]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

Show the content of the initial configuration file (startapnfig) or
the current configuration file (runningonfig).

- interfacest configuration of theswitch interfaces physical in-
terfaces, interface groups (pedhannel), VLAN interfaces, od
ports, loopback interface, tunnels.

The following options are available when showing the current @
figuration:

- brief T show configuration without binary datéor example, SSH
and SSL keys;

- detailed ¢ configuration output with binary data included

show bootvar

Show the active system firmware file that the device loads
startup.
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write [memory] - Save the current configuration into the init@nfiguration file.
boot licensesource_url - Upload the license file to the device.
delete licensg word ] Delete all installed license files from the device.

- word ¢ specify the name of the license file to be deleted.
Change the file name.

- url ¢ current file name;

- new-url ¢ new file name.

renameurl new _url
- url, new_url: (1..160)

characters

’ | The TFTP server cannot be used as the source or destination address for a single copy con
vad

Example use of commands

1 Delete thetestfile from nonvolatile memory:

console# delete flash:test
Delete flash:test? [confirm]

Command execution result: after confirmation the file will be deleted.

5.6.3 Configuration backup commands

This section describes the commands intended for settingamfiguration backup by timer or when
saving the current configuration on a flash drive.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Table501 System mangement commands in global configuration mode

Command Value/Default value Action
backup serveserver Specify server that will be used for configuration backup.
server: (1..22) char- String format "tftp://XXX. XXX.XXX.XXX" or
acters baOLIYKKkwwdza SNY | YSBoYwLI aagzN
no backup server Delete backup server.
backup pathpath Specifying the file location path on the server and the file prefix.
path: (1..128) char- When saving, the current date and time will be added to the
acters prefix in the format yyyymmddhhmmss.
no backup path Delete backup path.
backup history enable Joff Enable backup history saving.
no backup history enable Disable backup history saving.
backup timeperiod timer timer: Specifythe time period for automatic creation of the configura-
(1..35791394)/720 tion backup.
no backup timeperiod min Restore the default value.
backup auto Joff Enable automatic configuration backup.
no backup auto Set the default value.
backup writememory Enableconfiguration backup when user saves configuration to
-loff flash storage.
no backup writememory Set the default value.

Table511 System management commands in Privileged EXEC mode

Command Value/Default value Action
show backup - Show information about the configuration backup settings
show backup history - Show the history of configurations successfully saved on a serv|
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5.6.4 Automatic update and configuration commands

Automatic update

The switch starts an automatic DHB&sedupdate process if it is enabled and the name of the text
file (DHCP option 43, 125) containing the name of the firmware image was provided by the DHCP server.

The automatic update process consists of the following steps:

1. The switch downloads a text filnd reads from it the name of the firmware image file stored
on the TFTP server;

2. The switch downloads the first block (512 bytes) of the firmware image from the TFTP server
where the firmware version is stored;

3. The switch compares the version of the firmnme@amage file obtained from the TFTP server with
the version of the active switch firmware image. If they are different, the switch downloads the
firmware image from the TFTP server instead of the inactive switch firmware image and makes
this image active;

4. When the firmware image download is finished, the switch restarts.

Automatic configuration

The switch starts an automatic DHB&sed configuration process, if the following conditions are met:

- automatic configuring is allowed in the configuration;
- DHCP server reply contains the TFTP server IP address (DHCP Option 66) and configuration file
name (DHCP Option 67) in ASCII format.

! | The resulting configuration file is added to the running configuration.

Global configuration mode commands

Command he prompt in the global configuration mode is as follows:
console(config)#

Table521 System management commands in global configuration mode

Command Value/Default value Action
boot host auto-config Enable automaticonfiguration based on DHCP.
- T /enabled - - - -
no boot host auteconfig Disable automatic configuration based on DHCP.
boot host autoupdate © Jenabled Enable automatic DH@&#sed firmware update.
no boot host autcupdate Disable automatic DHE#ased firmware update.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:
console#

Table531 System management commands in Privileged EXEC mode

Command Value/Default value Action
show boot - View automatic update and configuration settings.
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ISC DHCP Server configuration example:

option image - filename code 125 ={

unsigned integer 32, #enterprise - humber. The manufacturer ID is always
35265(Eltex)
unsigned integer 8, #data - len. The length of all option data. It is equal to the

length of the sub -
option - data + 2 string.

unsigned integer 8, #sub - option - code. Suboption code, always equal to 1.
unsigned integer 8, #sub -option -len.Sub -option -datast ringlength
text #sub - option - data. Name of the text file, that contains
firmware
image name
3
host mes2124 - test{
hardware ethernet a8:f9:4b:85:a2:00; #mac address of the switch
filename "mesXXX - test.cfg"; #switch conf  iguration name
option image - filename 35265 18 1 16 "mesXXX - 401.ros"; #name of the text
file that contains firmware
image name
next - server 192.168.1.3; #TFTP server IP address
fixed -address 192.168.1.36; #switch IP address
}
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5.7 System time configuration

v/

configuration.

Privileged EXEC mode commands

By default, automatic switching to daylight saving time is performed according to US
European standards. Any date and time for daylight saving time and back can be set il

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table541 System time configuration commands in Privileged EXEC mode

Command Value/Default value Action
clock sethh:mm:ss day month hh: (0..23); Manual system time setting (this command is available for p
year mm: (0..59); leged users only).
clock sethh:mm:ssmonth day ss: (0..59); - hh ¢ hours,mm ¢ minutes,ss¢ seconds;
year day: (1..31); - day ¢ day;month ¢ month; yearq year.

month: (Jan..Dec);
year: (2000..2037)

show sntp configuration

vrf_name:(1..32)

Show SNTP configuration.

[ vrf {vrf_name| all}] characters - vrf-namec virtual routing area name.
show sntp status vrf_name:(1..32) Show SNTRatistics.
[ vrf {vrf_name| all}] characters - vrf-namec virtual routing area name

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console>

Table551 System time configuration commands in EXEC mode

Command

Value/Default value

Action

show clock

show clock detail

Show system time and date.

Show timezone and daylight saving settings.

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#

Table561 List of system time configuration commands in the global configuration mode

Command

Value/Default value

Action

clock source {sntp | browser}

no clock source {sntp |

T /external source is

Use an external source to set system time.

Deny the use of an external source for system time setting.

no clock timezone

hours_offset:
OTTMH ODDOb ™
minutes_offset:
(0..59)/0;

not used
browser}
clock timezonezone zone: (1..4) Set the timezone value.
hours_offse{minutes characters/no area | -zona abbreviation of the phrase it replaces (zone description
minutes_offsef description; - hoursoffset¢ hour offset relative to the zero meridian UTC;

- minutesoffset¢ minute offset relative to the zero meridian UT(

Set the default value.
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clock summettime zonedate
date month year hh:mm date
month year hh:mnjoffsef]

clock summettime zonedate
month date year hh:mm month
date year hh:mnjoffsef]

clock summettime zone
recurring {usa | eu | {first |
last | weeld day month hh:mm
{first | last | weel} day month
hh:mni [offsef]

zone: (1..4)
characters/no area
description;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (15);
day: (sun..sat);
offset: (1..1440)/60
minutes;
By default, switching to
daylight saving time is

Set the date and time for automatic switching to daylight sav
time and returning back (for a specific year).

Zone description is specified first, DST start timsecondand DST|
end timet third.

-zona abbreviation of the phrase it replaces (zone description
- date ¢ date;

- month¢ month;

-yeargyear;

- hh ¢ hours,mm ¢ minutes;

- offset¢ minutes added during daylight saving time.

Set the date and time for annual automatic switching to dayli
saving time and returning back.

-zona abbreviation of the phrase it replaces (zone description
-usat set the daylight saving rules used in the USA (daylight s¢
starts on the second Sunday of March and ends on the first Su
of November, at 2am local time);

-eut setthe daylight saving rules used in EU (daylight saving g
on the last Sunday d¥larch and ends on the last Sunday of Oc|
ber, at lam GMT);

disabled - hh ¢ hours,mm ¢ minutes;

- weekg week of the month;

- day¢ day of the week;

- month ¢ month;

- offset¢ minutes added during daylight saving time.
no clock summeitime Disable daylighsaving change.
sntp authenticationkey number: Specify authentication key for SNTP.
numbermd>5 value (1..4294967295); - numberg key number;
encrypted sntp value: (1..32) - valueg key value;
I dzi KSy (i A Gumbek 2 vy characters; -encryptedt  set the keyalue in the encrypted form.
md5 value By default,
no sntp authenticationkey authentication is Delete authentication key for SNTP.
number disabled
sntp authenticate -/authentication is not | Authentication is required to obtain information from NTP serve
no sntp authenticate required Set the default value.
sntp trusted-key key_number key_number: Require authorization of the system thatised for synchronizatior,

(1..4294967295); via SNTP by the specified key.
By default, - key_number key number.

no sntp trustedkey authentication is Set the default value.
key_number disabled

sntp broadcast client enable
{both | ipv4 | ipv6}

no sntpbroadcast client
enable

T /prohibited

Allow multicast SNTP client operation.

Set the default value.

sntp anycast client enable
{both | ipv4 | ipv6}

no sntp anycast clienénable

T /prohibited

Allow the operation of SNTP clients that support packet trans
sion to the nearest device in a group of receivers.

Set the default value.

sntp client enable
{gigabitethernetgi_port|
tengigabitethernette_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port-channelgroup
| oob | vlan vlan_id

no sntp client enable
{gigabitethernetgi_port|
tengigabitethernette_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitetherné
hu_port| port-channelgroup
| oob | vlan vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..32);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id (1..4094)
/prohibited

Allow the operation of SNTP clients that support packet trans
sion to the nearest device in a group of receivers, as well as br
cast SNTElients for the selected interface.
- for the detailed interface configuration, see Interface Configu
tion section.

Set the default value.

sntp unicast client enable

no sntp unicast client enable

T /prohibited

Allow unicast SNTP client operation.

Set the default value.

sntp unicast client poll

T /prohibited

Allow sequential polling of the selected unicast SNTP servers.
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no sntp unicast client poll

Set the default value.

sntp server{ipv4_addresg
ipv6_addresq

ipv6_link_local addres&gvlan
{integer} | ch{integer} | isatap
{integen} |

{physical port_namé} |
hostnamé [poll] [key keyid

[ vrf vrif_namqg

no sntp serveripv4_addres$
ipv6_addres$
ipv6_link_local_addres{dan
{integer}| ch {integer} isatap
{integer}|
{physical_port_namé}
hostnamé [ vrf vif_namqg

hostname: (1..158)
characters;
keyid: (1..4294967295)
vrf_name: (1..32)
characters

Set the SNTP server address.

- ipv4_addressg, network node IPv4 address;

- ipv6_addressg, network node IPv6 address;

- ipv6z_addresg network node IPv6z address for ping;

The format of the ipv6_link_local_addréésterface_name ad-

dress
ipv6_link_local_addresschannel local IPv6 address;
interface_name; name of the outgoing interface is set in the fq
lowing format:vlan {integer}| ch {integer}| isatap {integer}|
{physical_port_name}

- hostnameg domain name of the network node;

- poll ¢ enable polling;

- keyidg key ID.

- vrf-namec virtual routing area name.

Delete the server from the NTP server list.

sntp sourceinterface

{ gigabitethernetgi_port|
tengigabitethernette_port |
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port -channelgroup
| loopback loopback_id
tunnel tn_port| vlan

vlan_id| oob} [ vrf vrf_namg

no sntp sourceinterface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
characters/disabled

Define the source IP interface for IPv4 NTP packets.

Set the default value.

sntp sourceinterface-ipvé

{ gigabitethernetgi_port|
tengigabitethernette_port |
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port -channelgroup
| loopback loopback_id
tunnel tn_port | vlan

vlan_id

no sntp sourceinterface-
ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
-/disabled

Define the source IPv6 interface for IPv6 NTP packets.

Setthe default value.

clock dhcp timezone

no clock dhcp timezone

T /prohibited

Get the timezone and daylight saving data from the DHCP sery

Prohibit the receipt of the timezone and daylight saving data fr
the DHCP server.

Interface configuration modeommands

Command line prompt in the interface configuration mode is as follows:

console(config

-if#

Table571 List of system time configuration commands in the configuration mode

Command

Value/Default value

Action

sntp client enable

no sntp client enable

T /prohibited

Allow the operation of SNTP client that supports packet trans
sion to the nearest device in a group of receivers, as well as br
cast SNTP client for the selected interface (ethernet,gbennel,
VLAN).

Set the default value.
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Command execution examples

1 Show the system time, date and timezone data:

console# show clock detail

15:29:08 PDT(UTC -7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC -8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

Synchronization status is indicated by the additional character before the time value.

Example:

*15:29:08 PDT(UTC - 7) Jun 17 2009

The following symbols are used:

- The dot (.means that the time is valid, but there is no synchronization with the SNTP server.
- No symbol means that the time is valid and time is synchronized.
- An asterisk (*) means that the time is not valid.

I Set the date and time on the system clock: March 7, 206%2.
console# clock set 13:32:00 7 Mar 2009

1 Show SNTP status:

console#  show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server :10.10.10.1
Source : Static
Stratum 13
Status Tup
Last Response :10:37:38.0 UTC Jun 22 2016
Offset :1040.1794181 mSec
Delay :0 mSec

Anycast server:

Broadcast:

In the example above, the system time is synchronized with server 10.10.10.1, theslashse is
received at 10:37:38; system time mismatch with the server time is equal tosgéddhds.
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Global configuration mode commands

Command line prompt in the global configuration mode is as follows:
console(config)#

Table58 ¢ Global configuration mode commands

Command Value/Default value Action
time-rangetime_name Create a timeange and entering the time interval configuratig
time_name: mode.
(0..32) characters - time_nameg name of thetime-range settings profile.
no time-rangetime_name Delete time range.

Time range configuration mode commands

console#  configure
console(config)# time -range range_name
console(config - time - range)#

Table59 ¢ Time intervakonfiguration mode commands

Command Value/Default value Action
absolute {end | startthh:mm hh: (0..23); Set the beginning and/or end of the time range in the format: hg
date month year mm: (0..59); minute, day, month, year.
no absolute {end | start} date: (1..31); Delete time range.

month: (jan..dec);
year: (2000..2097)
periodic listhh:mmto hh:mm Set the time range within one day of the week or each day of
hh: (0..23);
{all'| weekday mm: (0..59): week.
no periodic listhh:mmto 588 1' 2 | 3 Y o | Delete time range.
hh:mm{all | weekday
periodicweekday hh:mnto Set a time range within a week.
. hh: (0..23);
weekday hh:mm
— mm: (0..59);
no periodicweekday hh:mnto L aaq B .
$SSTRIFeyYy o
weekday hh:mm

Delete time range.

Ethernet andPortChannel interface configuration mode commands

Command line prompt in the interface configuration mode is as follows:
console(config - if)#

Table60T Ethernet and PorChannel interface configuration mode commands

Command Value/Default value Action
operation timetime_name Set a timerange that defines the time interval in which the interfa
time_name: (0..32) | will be in the Up state.
characters - time_nameg name of the timerange settings profile.
no operation time Delete time range.
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5.9 Interfaces and VLAN configuration

5.9.1 Ethernet, PortChannel and Loopback interface parameters

Interface configuration mode commands (interface range)

console#  configure

console(config)# interface { gigabitethernet gi_port | tengigabitethernet
te_port | twentyfivegigabitethernet twe_port | hundredgigabitethernet

hu_port | oob | port -channel group |range { é }|loopback loopback_id }
console(config - if)#

This mode is available from the configuration mode and designed fdigemation of interface
parameters (switch port or port group operating in the load distribution mode) or the interface range
parameters.

The interface is selected using the commands from the table below.

Table61 ¢ Interface selection commands for switches

Command Purpose
interface gigabitethernetgi_port 1G interfaces configuration.
interface tengigabitethernette_port 10G interfaces configuration.
interface twentyfivegigabitethernettwe_port 25G interfacegonfiguration.
interface hundredgigabitethernehu_port 100G interfaces configuration.
interface portchannelgroup Channel groups configuration.

. Management interface configuration (management interface is
interface oob :
present on all switches).
interface loopbackoopback_id Virtual interfaces configuration.
where:

I groupc group serial number, the total number according to the tabidgine "Channel aggregation
(LAG)");

gi_portt serial number of 1G interface sgified as: 1..8/0/1..48;

te_port¢ serial number of 10G interface specified as: 1..8/0/1..48;

twe_port¢ serial number of 25G interface specified as: 1..8/0/1..120;

hu_port¢ serial number of 100G interface specified as: 1..8/0/1..32;

loopback_id; serial number of the virtual interface, the total number according to the t&liee
"Number of virtual Loopback interfaces").

Interface entry

1..8/0/1..N

number of the stack unit slot number interface number

The conmands entered in the interface configuration mode are applied to the selected interface.

The commands for entering configuration mode of the 10th Ethernet interface located on the first
stack unit and for entering the configuration mode of channel groapelgiven below.

console#  configure

console(config)# interface tengigabitethernet 1/0/10
console(config - if)#

console#  configure

console(config)# interface hundredgigabitethernet 1/0/10
console(config - if)#
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console#  configure
console(config)#
console(config

interface port - channel 1

- ify#
The interface range is selected by the following command:

i interface range gigabitetherneportlistt for configuring the range of gigabitethernet interfaces;

T interface range tengigabitetherneportlist ¢ for configuring the range of tengigabitethernet inter-
faces;

T interface range twentyfivegigabitetherneportlist ¢ for configuring twentyfivegigabitethernet in-
terfaces;

I interface range hundredgigabitetherneportlist ¢ for configuring the range of hundregiba-
bitethernet interfaces;

T interface range portchannelgrouplistc for configuring the range of port groups.
Commands entered in this mode are applied to the selected interface range.

Below are the commands to enter the configuration mode for the ramigéthernet interfaces from
1 to 10 of all port groups.

console# configure

console(config)# interface range gigabitethernet 1/0/1 -10
console(config - if#

console# configure

console(config)# interface range tengigabitethernet 1/0/1 -10
console(config - if#

console# configure

console(config)# interface range twentyfivegigabitethernet 1/0/1 -10
console(config - if)#

console#  configure

console(config)# interface range hundredgigabitethernet 1/0/1 -10
console(config - if)#

console#  configure

console(config)# interface range port - channel 1-10

console(config

- if#

Table621 Ethernet and PorChannel interface configuration mode commands

Action
Disable the curreninterface (Ethernet, porthannel).
Enable the current interface.
Add interface description (Ethernet, pechannel).

Command Value/Default value
shutdown
no shutdown

descriptiondescr

T /enabled

descr: (1..64)

no description cersi(;itstrisc;/:o Remove interface description.

speedmode mode: (10, 100, 1000, | Set data transfer rate (Ethernet).

no speed 10000) Set the default value.

duplexmode Specify interface duplex mode (fallplex connection, haifluplex
mode: (full, half)/full | connection, Ethernet).

no duplex Set the default value.

negotiation [capl Enable autonegotiation of speed and duplex on the interface.

WOl L XOl LIp8s

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

no negotiation

can define specific compatibilities for the autonegotiation paran
ter; if these parameters are not defined, all contipdities are sup-
ported (Ethernet, porchannel).

Disable autonegotiation of speed and duplex on the interface.
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negotiation bypass

negotiation bypass forced

T /long

The communication mode bypasses the antgotiation

procedure if the partner on the opposite sidees not respond with
the standard timeout of the autmegotiation process (negotiatio
timeout long).

The communication mode bypasses the antgotiation
procedure if the partner on the opposite side does not respond

a minimum timeout of the autenegotiation process (negotiatio
timeout short).

flowcontrol mode

mode: (on, off,

Specify the flow control mode (enable, disable or autonegotiatiq
Flowcontrol autonegotiation works only when negotiation mode

auto)/off enabled on the interface (Ethernet, pechannel).
no flowcontrol Disable flow control mode.
backpressure ¢ /disabled 9yIFrofS UKS Wol Ol LINBaadzZNs4U ¥

no backpressure

5AaloftS Wol O] LINMherdadeNBU Fdzy O

load-averageperiod

no load-average

period: (5..300)/15

Specify the period during which the interface utilization statistic
collected.

Set the default value.

unidirectional sendonly

Enables the port equipped with bidirectiontaansceivers to unidi-

-/off rectional transmission mode.
no undirectional Set the default value.
hardware profile portmode Switch the mode of the HG interfaces.
{1x100g | 4x25g} V The setting is applied after saving the configuration a
-/1x409g restarting thedevice.
V Work with 100G4x25g and 40&x10g brekout cables is
supported.
feccl74 /disabled Enable the cl74 direct error correction mode on the 25G interfal
feccl9l T jdisable Enable the cl91 direct error correction mode on the 25G interfa
fec off - Disable the direct error correction mode.
speedmode ) Set data transfer rate (Ethernet).
mode: (10, 100, 1000, The availability of speed mode configuration depends (¢
10000, 25000, 40000, V the type of device interface.
100000)
no speed Set the defaulvalue.

v/

On the MES540@4, 100G HGBIG6
This mode is not supported on the HG1, HG2 interfaces. On the MESB408v.B splitting

interfaces can operate in splitting mod

support is available on all 100G interfaces.

v/

Global configuration mode commands

Maximum of 30 100G interfaces amvailable on the MES55082 in splitting mode.

Command line prompt in the global configuration mode is as follows:

console(config)#

Table631 Ethernet and PorChannel interface general configuration mode commands

Command

Value/Default value

Action

port jumbo-frame

no port jumbo-frame

T /prohibited

Allows the switch to work with jumbo frames
V The default value of the maximum transmission un
(MTU) is 150Mytes.
V Configuration changes will take effect after the switch
restarted.
V‘ The maximum value of transmission unfMTU) when
configuring the port jumbeframe is 10240 bytes.

Prohibit the switch from working with jumbo frames.
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LJ2 NI ta SOdzNR G &

&0 LInt 2duardd| bdbi]
stormO2 y i NBf p f

errdisable recovery cause {all |

R2GMEmaNDnl RRN
& 0 LIn 6 LIR|dzmt 3 dzk NK

no errdisable recovery cause
Sttt
L2 NI ma SOdzNR G &

&0 LInt 2duardd| bdbi]
stormO2 y i NBf p f

t 22 Lk 0]

R2GMEmaNDnl RRN
& 0 LIn 6 LIR|dzmt 3 dzk NK

T /prohibited

Enable automatic interface activation after it is disabled infile
lowing cases:

- loopbackdetection ¢ loop detection;

- port-security ¢ security breach for port security;

- dotlx-srcaddresst MAC based user authentication failed;

- ackdeny ¢ ACL mismatch;

- stp-bpdu-guard ¢ BPDU Guard activation (unauthorized BP
packet transmission on the interface);

- stp-loopbackguard¢ loop detection by STP protocol;

- udld ¢ activation of UDLD protection;

- storm-control ¢ protection against "storm" for various traffic;

- link-flapping ¢ link flapping.

Set the default value.

no snmp traplink-status

errdisable recovery interval seconds: Set the time interval for automatically +8nabling the interface.
seconds (30..86400)/300

no errdisable recovery interval seconds Set the default value.

snmp trap linkstatus ¢ Jenabled Enable sending of SNMP traps about interface link status.

Disable sending SNMP trap messages.

default interface [range] ip
ip_addresg oob|
gigabitethernetgi_port|
TenGigabitEthernete_port |
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| Port-Channelgroup
| Loopbackloopback_id Vlan
vlan_id

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Reset interface or interface growgettings to default values.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table64 ¢ EXEC mode commands

Command

Value/Default value

Action

clear counters

Collect statistics for aiihterfaces.

clear counters {oab |
gigabitethernetgi_port|
tengigabitethernette_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port-channelgroup

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Collect statistics for an interface.

set interface active {
gigabitethernetgi_port|
tengigabitethernette_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port-chanrel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Enablea port or a group of ports disabled by tlsbutdown com-
mand.
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show interfaces configuration
{oob | gigabitethernetgi_port
| tengigabitethernet te_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port-channelgroup
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group:(1..128)

Show interface configuration.

show interfaces status

Show the status for all interfaces.

show interfaces status {oob |
gigabitethernetgi_port|
tengigabitethernette_port |
hundredgigabitethernet
hu_port| port-channelgroup
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Show the status for Ethernet port or port group.

show interfaces advertise

Show autonegotiation parameters announced forigérfaces.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port-channelgroup
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Show autonegotiation parameters announced for an Ethernet f

or port group.

show interfaces description

Show descriptions for all interfaces.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port-channelgroup
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Show description for an Ethernet port or port group.

show interfaces counters

Show statistics for all interfaces.

show interfaces counters
{oob | gigabitethernet gi_port
| tengigabitethernet te_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port -channelgroup|
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Show statistics for amierface.

show interfaces utilization

Show all interfaces utilization statistics.

show interfaces utilization {
gigabitethernetgi_port|
tengigabitethernette_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port -channelgroup}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Show Ethernet interface utilization statistics.

show interfaces {
gigabitethernetgi_port|
tengigabitethernette_port|
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port -channelgroup}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Show summary information on statuspnfiguration and port sta

tistics.

show ports jumbeframe

Show jumbo frame settings for the switch.

show errdisable recovery

Show automatic port reactivation settings.
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twe_port|

show errdisable interfaces {
gigabitethernetgi_port|
tengigabitethernette_port |
twentyfivegigabitethernet

hundredgigabitethernet
hu_port| port -channelgroup}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

hu_port: (1..8/0/1..32);

group: (1..128)

activation status.

Show the reason for disabling the portmort group and automatic

portmode

show hardware profile

Show the mode of operation of the parent interface and the p
numbers into which the parent interface is spilit.

Command execution examples

 Show interface status:

console#

show interfaces status

Port

Port Mode

Duplex Speed Neg

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

te1/0/3 10G

tel/0/4 10G

tel/0/5 10G

te1/0/6 10G

tel/0/7 10G

te1/0/8 10G

te1/0/9 10G

te1/0/10 10G

te1/0/11 10G

te1/0/12 10G

- Fiber

- Fiber

- Fiber

- Fiber

- Fiber

- Fiber

- Fiber

- Fiber

- Fi ber

- Fiber

Full

Duplex Spe

ed Neg

ctrl State

1000 Disabled Off Up

Flow Link
Pressure Mode

Back Mdix

Disabled Off

Down

Down

Down

Down

Down

Down

Down

Down

Down

Flow Link

control State

Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
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Po26 -- - - -- -- Not Present
Po27 -- - - -- -- Not Present
Po28 - - - - - Not Present
Po29 -- -- -- -- -- Not Present
Po30 - - - - - Not Present
Po31 -- -- -- -- -- Not Present
Po32 - - - - - Not Present
Link
Oob Type Duplex Speed Neg  State
oob 1G - Copper - - -- Down

Show autonegotiation parameters:

console# show interfaces advertise

Port  Type

Neg Preferred Operational Link Advertisement

tel/0/3 10G -
tel/0/4 10G -
tel/0/5 10G -
tel/0/6 10G -
tel/0/7 10G -
tel/0/8 10G -
tel/0/9 10G -
tel/0/10 10G -
tel/0/11 10G -
tel/0/12 10G -

Ch Type

Fiber Disabled --
Fiber Disabled --
Fiber Disabled --
Fiber Disabled --
Fiber Disabled --
Fiber Disabled --
Fiber Disabled --
Fiber Disabled --
Fiber Disabled --
Fiber Disabled --

Neg Preferred Operational Link Advertisement

Pol Unknown
Po2 Unknown
Po3 Unknown
Po4 Unknown
Po5 Unknown
Po6 Unknown
Po7 Unknown
Po8 Unknown
Po9 Unknown
Pol10 Unknow
Pol1l Unknown
Pol12 Unknown
Po13 Unknown
Po14 Unknown
Pol5 Unknown
Po16 Unknown
Pol7 Unknown
Po18 Unknown
Po19 Unknow
Po20 Unknown
Po21 Unknown
Po22 Unknown
Po23 Unknown
Po24 Unknown
Po25 Unknown
Po26 Unknown
Po27 Unknown
Po28 Unknown
Po29 Unknown
Po30 Unknown
Po31 Unknown
Po32 Unknow

Oob Type

Enabled Slave

Enabled Slave

Enabled Slave

Enabled Slav e
Enabled Slave

Enabled Slave

Enabled Slave

Enabled Slave

Enabled Slave

n Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave

n Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave

n Enabled Slave

Neg Operational Link Advertisement

oob 1G

Enabled --
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Show interfae statistics:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets

tel1/0/1 0 0 0 0

te1/0/2 0 0 0 0
eééeéécéceéécééecéceéceéceéceeceeeeeeeecéeéceceeeeeeeececececececed

te1/0/5 0 0 0 0

te1/0/6 0 2 0 2176

te1/0/7 0 1 0 4160

te1/0/8 0 0 0 0
éééééééceécéééécececeéceceeéeéececececeeceececececececd

Port OutUcastPkts OutM castPkts OutBcastPkts OutOctets

te1/0/1 0 0 0 0

tel1/0/2 0 0 0 0

te1/0/ 3 0 0 0 0

tel/0/4 0 0 0 0

te1/0/5 0 0 0 0

te1/0/6 0 545 83 62186

tel1/0/7 0 1424 216 164048

te1/0/8 0 0 0 0

te1/0/9 0 0 0 0
é6éééééééééeéeéedeéedededcecedcedceddéedcececececeeeeséd

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390
0o0oB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

1 Show channel group 1 statistics:

console# show interfaces counters port - channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets

Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912
Alignment Errors: 0
FCS Errors:
Single Collision Frames: 0

Multiple Collision Frames: 0
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

1 Show jumbo frame settings for the switch:

console# show ports jumbo - frame
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Jumbo frames are disabled

Jumbo frames will be disabled after reset

1 Show the mode of operation of the parent interface and the port numbers into which the parent

interfaceis split:

console#  show hardware profile portmode
Interface Port Mode after reset Port Mode Expanded interfaces
hu1/0/1 4x25G 4x25G twel/0/1 -4
hul/0/2 4x25G 4x25G twel/0/5 -8
hu1/0/3 1x100G 1x100G twel/0/9 -12
hul/0/4 1x100G 1x100G twel/0/13 -16
hu1/0/5 1x100G 1x100G twel/0/17 -20
hul/0/6 1x100G 1x100G twel/0/21 -24
hu2/0/1 4x25G 1x100G twe2/0/1 -4
hu2/0/2 1x100G 1x100G twe2/0/5 -8
hu2/0/3 1x100G 1x100G twe2/0/9 -12
hu2/0/4 1x100G 1x100G twe2/0/13 -16
hu2/0/5 1x100G 1x100G twe2/0 /17 - 20
hu2/0/6 1x100G 1x100G twe2/0/21 -24
hu3/0/1 1x100G 1x100G twe3/0/1 -4
hu3/0/2 1x100G 1x100G twe3/0/5 -8
hu3/0/3 1x100G 1x100G twe3/0/9 -12
hu3/0/4 1x100G 1x100G twe3/0/13 -16
hu3/0/5 1x100G 1x100G twe3/0/17 -20
hu3/0/6 1x100G 1x100G twe3/0/21 -24
hu4/0/1 1x100G 1x100G twe4/0/1 -4
hu4/0/2 1x100G 1x100G twe4/0/5 -8
hu4/0/3 1x100G 1x100G twe4/0/9 -12
hu4/0/4 1x100G 1x100G twe4/0/13 -16
hu4/0/5 1x100G 1x100G twe4/0/17 -20
hu4/0/6 1x100G 1x100G twe4/0 21 -24
hu5/0/1 1x100G 1x100G twe5/0/1 -4
hu5/0/2 1x100G 1x100G twe5/0/5 -8
hu5/0/3 1x100G 1x100G twe5/0/9 -12
hu5/0/4 1x100G 1x100G twe5/0/13 -16
hu5/0/5 1x100G 1x100G tweb/0/17 -20
hu5/0/6 1x100G 1x100G tweb5/0/21 -24
hu6/0/1 1x100G 1x100G twe6/0/1 -4
hu6/0/2 1x100G 1x100G twe6/0/5 -8
hu6/0/3 1x100G 1x100G twe6/0/9 -12
hu6/0/4 1x100G 1x100G twe6/0/13 -16
hu6/0/5 1x100G 1x100G twe6/0/17 -20
hu6/0/6 1x100G 1x100G twe6/0/21 -24
hu7/0/1 1x100G 1x100G twe7/0/1 -4
hu7/0/2 1x100G 1x100G twe7/0/5 -8
hu7/0/3 1x100G 1x100G twe7/0/9 -12
hu7/0/4 1x100G 1x100G twe7/0/13 -16
hu7/0/5 1x100G 1x100G twe7/0/17 -20
hu7/0/6 1x100G 1x100G twe7/0/21 -24
hu8/0/1 1x100G 1x100G twe8/0/1 -4
hu8/0/2 1x100G 1x100G twe8/0/5 -8
hu8/0/3 1x100G 1x100G twe8/0/9 -12
hu8/0/4 1x100G 1x100G twe8/0/13 -16
hu8/0/5 1x100G 1x100G twe8/0/17 -20
hu8/0/6 1x100G 1x100G twe8/0/21 -24
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Table65 ¢ Results description

Counter Description
InOctets The number of bytes received.
InUcastPkts The number of unicast packets received.
InMcastPkts The number of multicast packets received.
InBcastPkts The number of broadcast packets received.
OutOctets The number of bytes sent.
OutUcastPkts The number of unicast packets sent.
OutMcastPkts The number of multicast packets sent.
OutBcastPkts Thenumber of broadcast packets sent.

Alignment Errors

The number of received frames with broken integrity (with the number of bytes not
corresponding to the length) and failed checksum verification (FCS).

FCS Errors

The number of received frames with thember of bytes corresponding to the length,
but not passed the checksum verification (FCS).

Single Collision Frameg

The number of frames involved in a single collision, but subsequently transmitted ¢
cessfully.

Multiple Collision Frame|

The number oframes involved in more than one collision, but subsequently transm
ted successfully.

Deferred Transmissions

The number of frames for which the first transmission attempt is delayed due to thg
busy transmission medium.

Late Collisions

The number of cases when collision is identified after transmitting the first 64 bytes
the packet to the communication link (slotTime).

Excessive Collisions

The number of frames that were not transmitted due to an excessive number of co|
sions.

Carier Sense Errors

The number of cases when the carrier control state was lost or not approved when
ing to transmit a frame.

Oversize Packets

The number of received packets whose size exceeds the maximum allowed frame

Internal MAC Rx Errors

Thenumber of frames that were not received successfully due to an internal recept
error at the MAC level.

Symbol Errors

For an interface operating in 100 Mbit/s modethe number of cases when there wag
an invalid data symbol, while the correct carriersyaesented.

For an interface operating in 1000 Mbit/s hdlfiplex mode, the number of cases whe|
the reception facilities are busy for a time equal to or greater than the slot size (slo
Time), and during which there was at least one event that causesd®Hificate a Data
reception error or Carrier extend error on GMI|.

For an interface operating in 1000 Mbit/s full duplex mode, the number of cases wl
the reception facilities are busy for a time equal to or greater than the minimum fra
size (minFram®ize), and during which there was at least one event that causes PH
indicate a Data reception error on GMII.

Received Pause Frame

The number of received control MAC frames with the PAUSE operation code.

Transmitted Pause

Frames

The number of transmitted control MAC frames with the PAUSE operation code.

5.9.2 Configuring VLAN and switching modes of interfaces

Global configuration mode commands

Command line prompt in the global configuration mode is as follows:

console(config)#
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Table66 ¢ Global configuration mode commands

Command

Value/Default value

Action

vlandatabase

C

Enter the VLAN configuration mode.

vlan  prohibit-internal-usage
{add VLANIisf remove VLAN-
list| except VLANIis{ none}

VLANIist(2..4094)

- add ¢ add the specific VLAN IDs to the list of VLAN IDs prohik
for internal usage;

- remove ¢ remove the specified VLAN ID from the list of proh
ited for internal use;

- exceptq add all VLAN IDs, except VLAN IDs specified as pa
ters, to the list of VLAN IDs prohibited for internal usage;

- none ¢ clear the list of VLAN ID that are prohibited for interr
use.

vlan mode {basic | tr101}

T /basic

Enable the ability to add tw&LAN IDs at once on the physical i
terface in customer mode.

VLAN configuration mode commands

Command line prompt in the VLAN configuration mode is as follows:

console#  configure
console(config)#
console(config

This mode is availablen the global configuration mode and designed for VLAN parameters

configuration.

vlan database

- vian)#

Table67 ¢ VLAN configuration mode commands

Command

Value/Default value

Action

vlan VLANlisfname
VLAN_namg

VLANIist: (2..4094)
VLAN_name(1..32)

no vlanVLANlIist

characters

Add a single or multiple VLANS.

Remove a single or multiple VLANS.

map protocolprotocol[encap$
protocols-group group

protocol: (ip, ipx, ipv6,
arp, (0606ffff (hex)}*);

no map protocolprotocol
[encap$

encaps: (ethernet,

rfc1042, licOther);
ethernet group:
(1..2147483647);

Map the protocol to the associated protocol group.

Remove mapping.
* - protocol number (16 bit).

map macmac_addresghost |
mask macsgroupgroup

Map a single or a range of MAC addresses to MAC address gr

no map subneip_address
mask

group: (1..2147483647

mask: (9..48) -
no map maanac_address Remove mapping.
{host | mask
map subnetip_address mask Map a single or a range of IP addresses taddess group.
subnetsgroup group mask: (1..32):

Remove mapping.

VLAN interface (interface range) configuration mode commands

Command line prompt in the VLAN interface configuration mode is as follows:

console#  configure
console(config)# interface {vlan
console(config - if)#

This mode is available in the global configuration mode and designed for configuration of VLAN

interface or VLAN interface range parameters.

vlan_id

| range vlan VLANIist }
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The interface is selected by the following command:

interface vl an vlan_id

The interface range is selected by the following command:
interface range vilan VLANIist

Below the commands for entering the configuration mode of the VLAN 1 interface and for entering
in the configuration mode of VLAN 1, 3, 7 group are given.

console# configure

console(config)# interface vlan 1
console(config - if)#

console#  configure

console(config)# interface range vlan 1,3,7
console(config - ifN#

Table68 ¢ VLAN interface configuration mode commands

Command Value/Default value Action
namename name: (1..32) Add a VLAN name.
no name characters/name Set the default value.
matches VLAN numbe

Ethernet or port group interface (interface range) configuration mode commands

Command line prompt in the Ethernet port group interface configuration mode is as follows:

console#  configure

console(config)# interface {tengigabitethernet te_port |
twentyfivegigabitethernet twe_port | hundredgigabitethernet hu_port | oob
| port -channel group | range {é}}

console(config - if)#

This mode is available from the configuration mode and designed for configuration of interface
parameters (switch port or port group operating in the load distribution mode) or the interface range
parameters.

The port can operate in o modes:

T accesg the access interface is an untagged interface for a single VLAN;

i trunk T an interface accepting tagged traffic only, except for a single VLAN that can be
added by theswitchport trunk native vlasommand,;

T generalinterface with full 802Lq support, accepts both tagged and untagged traffic;

T customerc Q-in-Q interface.

Table69 ¢ Ethernet interface configuration mode commands

Command Value/Default value Action
switchport modemode mode: (access, trunk, | Specify port operation mode in VLAN.
general, - modeg port operation mode in VLAN.
no switchport mode customer)/access Set the default value.
switchport access vlamlan_id Add VLAN for the access interface.
vlan_id: (1..4094)/1 | -vlan_idt VLAN identificatiomumber.
no switchport access vlan Set the default value.
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switchport access accepta-
o t St Ryé {hagged
only | all}

no switchport access ac-
OS LI I o tta T NI Y §

T /accept all types of

Accept only frames of a certain type on the interface:
- untaggedonly T untagged only;
- all ¢ all frames.

frames

Accept all types of frames on the interface.

switchport trunk allowed vian
vlan_list

no switchport trunk allowed
vlan

vlan_list: (2..4094)

Specify the VLAN list for the interface.
-vlan_list¢ VLAN ID list. To define a VLANNber range, enter val
ues separated by commas or enter the starting and ending va
ASLI NFGiSR @® I KeLKSy Q
The current VLAN list on the interface will be replace
with the one specified in the command.

Remove the/LAN list for the interface.

switchport trunk allowed vlan
addvlan_list

switchport trunk allowed vlan
removevlan_list

vlan_list: (2..4094, all)

Add the VLAN list for the interface to the current VLAN.
-vlan_list¢ VLAN ID list. To define a VLAN number range, enter
ues separated by commas enter the starting and ending valug
ASLI N GSR @® || KeLKSy Q

Remove the VLAN list for the interface.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Add the number of VLAN as a Default VLANHerinterface. All
untagged traffic coming to this port is routed to this VLAN.
-vlan_idt VLAN identification number.

Set the default value.

switchport trunk allowed vian
all

no switchport trunk allowed
vlan all

Automatically add all available VLAfdsthis interface.

-/off

Disable automatic VLAN adding.

switchport general allowed
vlan addvlan_list[tagged |
untagged]

switchport general allowed
vlan removevlan_list

vlan_list: (2..4094, all)

Add a VLAN list for the interface.

- taggedc the port will transmit tagged packets for the VLAN;
- untaggedg the port will transmit untagged packets for the VLA
-vlan_list¢ VLAN ID list. To define a VLAN range, enter values
arated by commas or enter the starting and ending values s¢
ratSR 60& -QReLIKSYy Q

Remove the VLAN list for the interface.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id(1..4094)/1- if
default VLAN is set

Add a port VLAN identifier (PVID) for the main interface.
-vlan_idt VLAN identification number.

Set the default value.

switchport general
AYyaINBaanFTaAtdSN

no switchport general
AyaNBaan¥tAif disSN

T ffiltering is enabled

Disable filtering of ingress packets on the main interface base
their assigned VLAN ID.

Enable filtering of ingress packets on the main interface base
their assigned VLAN ID.

If filtering is enabled, and the packet is not in VLAN group with
assigned VLAN ID, this packet will be dropped.

switchport general

I OOS LG I atypé ¥ NI
{tagged2 yf & p dzy i
all}

no switchport general
acceptableframe-type

T /accept all types of
frames

Accept only frames of a certain type on the interface:
- taggedonly ¢ only tagged frames;

- untaggedonly ¢ only untagged frames;

- all ¢ all frames.

Accept all types of frames on the interface.

switchport general map
protocols-group groupvian
vlan_id

no switchport general map
protocols-group group

vlan_id (1..4094)
group: (1.. 2147483647,

Set a classification rule for the main interface basedpostocol
mapping.

- group¢ group identification number;

-vlan_idt VLAN identification number.

Remove a classification rule.

switchport general map
Y O& m grdupudahdlan_id

no switchport general map

macsgroup group

vlan_id: (1..4094)
group:(1..2147483647)

Set a classification rule for the main interface based on MAGC
dress mapping.

- group¢ group identification number;
-vlan_idt VLAN identification number.

Remove a classification rule.
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switchport general map
protocols-groupgroupvlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647,

Set a classification rule for the main interface based on prot
mapping.

- group¢ group identification number;

-vlan_idt VLAN identification number.

Remove a classification rule.

switchport general map
subnetsgroupgroupvlan
vlan_id

no switchport general map
subnetsgroup group

vlan_id: (1..4094)
group: (1.. 2147483647,

Set a classification rule for the main interface based on IP add
mapping.

Remove a classification rule.

switchport customer vlan
vlan_id

switchport customer vian
vlan_idinner-vlanvlan_id

no switchport customer vian

Add a VLAN for the user interface.
-vlan_idt VLAN identification number.

vian_id (1..4094)/1

Add an internal 802.1 q header GVLAN (innewlan) and an ex
ternal 802.1 g header containing the pvid of the additional VLAN
VLAN) to the incoming untagged packets on the client port.
C2NJ GKS O2YYIyR (2 462 NIM

e mode globally.

Set the default value.

switchport customer
multicast-tv vlan addvlan_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

Enable the receipt of multicast traffic from the specified VLA
(other than the user interface VLAN) thve interface together with
other port users that receive multicast traffic from these VLANS
-vlan_list¢ VLAN ID list. To define a VLAN range, enter values
arated by commas or enter the starting and ending values s¢
NI §SR 0eé-Qd KeLKSy Q

Forbid the interface to receive multicast traffic.

switchport protected-port

y2 &agAildOKLR NI

Put the port in isolation mode within the port group.

-/off

Restore the default value.

switchport forbidden default
vlan

no switchport forbidden
default-vlan

by default, membership
in the default VLAN is

Prohibit adding a default VLAN to the port.

enabled.

Set the default value.

switchport defaultvlan tagged

no switchport defaultvian
tagged

Specify the port as tagging port in the default VLAN.

Set the default value.

switchport dotlq ethertype
egress stagthertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

Replace the TPID (Tag Protocol ID) in the 802.1q VLAN tags
packets coming frorthe interface.
] For acceptable EtherType values, séppendix C Sup-
H ported Ethertype values

Replaceethertype of the packet outgoing from the interface
with the default value.

switchport dotlq ethertype
ingress stag adethertype

ethertype: (1..ffff) (hex)

Add TPID in Table of VLAN classifiers.
I For acceptable EtherType values, séependix C Sup-
H ported Ethertype values

switchport dotlq ethertype
ingress stag removethertype

Delete TPID from table of VLAN classifiers.

Privileged EXEC mode commands

Command line prompt in the Privileged EXEC mode is as follows:

console#

Table70¢ Privileged EXEC mode commands

Command

Value/Default value

Action

show vlan

Show information on all VLANS.

show vlan tagvlan_id

vlan_id: (1..4094)

Show information on a specific VLAN by ID.
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| show vlan internal usage

Show VLAN list for internal use by the switch.

EXEC mode commands

Command line prompt in the EXEC mode is as follows:

console#

Table71 ¢ EXEC mode commands

Command

Value/Default value

Action

show vlan multicasttv vlian
vlan_id

vlan_id: (1..4094)

Show source ports and multicast traffic receivers in the curr
VLAN. Source ports can both transmit and receiwdticast traffic.

show vlan protocolsgroups

Show information on protocol groups.

show vlan macsgyroups

Show information on MAC address groups.

show interfaces switchport
{gigabitethernetgi_port|
tengigabitethernette_port |
twentyfivegigabitethernet
twe_port|
hundredgigabitethernet
hu_port| port-channelgroup}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Show port or port group configuration.

show interfaces

LIN2 § SO0 SRm LI NI
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channelgroup

| detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..80/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Show port status: in Private VLAN Edge mode, in the priviate
edge community.

Command execution examples

1 Show information on all VLANS:

console# show vlan
Created by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, V - Voice VLAN
Vlan Name Tagged Ports  UnTagged Ports  Created by

1 1 te1/0/1 -12 D

Pol- 16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

Show source ports and multicast traffic receivers in VLAN 4:

console#  show vlan multicast -tvv lan 4
Source ports : te0/1
Receiver ports: te0/2,te0/4,te0/8

1 Show information on protocol groups.
console#  show vlan protocols - groups
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Encapsulation  Protocol Group Id

0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1

0x86dd (IPv6) Ethernet 3

1 Show TenGigabitEthernet 1/0/1 port configuration:

consol

e# show interfaces switchport TengigabitEthernet 1/0/1

Name:

Cenera
Eneral

Private
Private
Private
Private

Classifi

Classifi

Gathering information...

Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1

Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1 -3

General PVID: 1
General VLANS: none

General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANS: none

tel/0/1

4- 4094 (Inactive)

| Egress Tagged VLANS: none
Forbidden VLANS: none

- vlan promiscuous - associatio  n primary VLAN: none
- vlan promiscuous - association Secondary VLANS: none
-vlan host - association primary VLAN: none

-vlan host - association Secondary VLAN: none

cation rules:

cation type Group ID VLAN ID

Privat

5.9.3 Private VLAN configuration

e VLAN (PVLAN) technology enables isolation of L2 traffic between switch ports located in the

same broadcast domain.

Three

types of PVLAN ports can be configured on the switches:

promiscuoust a port capable of exchanging data between any interface, including isolated
and community PVLAN ports;

isolatedt a port that is completely isolated from other ports inside the same PVLAN, but not
from promiscuous ports. PVLANS block allficagoing to isolated ports except for traffic on

the promiscuous side; packets on the isolated side can only be transmitted to promiscuous
ports;

community T a group of ports that can exchange data between each other and these
interfaces are separated #yer 2 of the OSI model from all other community interfaces as
well as isolated ports within the PVLAN.
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The process of performing the function of additional port separation using Private VLAN technology is

shown in the figure37.

Figure87 ¢ Example of Private VLAN technology work

Command line prompt in the Ethernet, VLAN, port group interface configuration maegeaiows:

console#  configure

console(config)# interface {gigabitethernet gi_port | tengigabitethernet
te_port | twentyfivegigabitethernet twe_port | hundredgigabitethernet
hu_port |port -channel group | range {é} vian_idl}an
console(config - if)#

Table72 ¢ Ethernet interface configuration mode commands

Command

Value/Default value

Action

switchport mode privatevlan
{promiscuous | host}

no switchport mode

Specify port operation mode in VLAN.

Set the default value.

switchport mode privatevian
trunk {promiscuous |
secondary}

no switchport mode
private-vlan trunk

Specify port operation mode in VLAN Trunk.

Set the default value.

switchport private-vlan
mapping[trunk] primary_vlan
[add | remove secondary_vilah

no switchport privatevlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

Add (remove) primary and secondary VLANs to the promisc
interface.
V No more than one primary vlan can be added to a singl

promiscuous interface

Delete primary andecondary VLANS.

switchport private-vlan

secondary_vlan

K2 &0l & pritny viaih A

primary_vlan: (1..4094
secondary_vlan:

Add primary and secondary vlan to the host interface.
You cannot add more than ongecondary vian to one
hostinterface.

association trunk

no switchport privatevian (1..4094) Delete primary and secondary VLANS.
host-association
switchport private-vlan . lan: Add primary and secondary vlan to ttrest-secondary interface.
association trunkprimary_vlan primary_v gn. V You cannot add more than one secondary vlan to one
secondary_vlan (1..4094); promiscuous trunksecondary interface.

— - secondary_vlan: -
no switchport privatevlian (1..4094) Delete primary and secondary VLANS.
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