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Username: admin
Password: rootpasswd

Firmware version

Issue data

Revisions

Version2.210

18.05.2022

Added

i Configuringaccountsfor authorisationviaRADIUS

i Uploading otertificates

i Displayname configuration foSIPin CLI

Fixed

I ExcludedlexibleRADIU%uthorisationmode;

i Addedchangeso eliminatesome@dzf Y SNl 6 Af A A Sa
(web, SSht

I SSH updated to the latest version

I Fixed CLIR operation.

Version2.209

12.04.2022

Added
i Protection forSSHand Telnetagainst passwordracking by iteration;
i Loggingf SSH and Telnet accestemts.

Version 2.20.7

30.09.2021

Added:
¢ Diversion headein 302 response in accordance with RFC 5806

Version 2.20.5

16.07.2021

Added:
¢ Extending the range of values for the cadence of the acoustic si
G.dzagé | yR a5Aa02yySOGé Ay UK

Version 2.20.4

07.06.2021

¢ Rev. Dsupport
¢ SNMP: Entity MIB support in accordance with RFC 6933;

Version2.20.2

11.09.2020

¢ G/l ff OGN} YyAFSNE &dzZJR NI o6& a.

Version 2.20.1

31.01.2020

¢ {dooYSydz atl 8a62NR&E

Version 2.20.0

11.11.2019

I Default gateway selection for PPP connections;

Version 2.18.1

15.03.2019

i Configuration offialing pause (symbol 'w') in dialing plan

Version 2.18.0

03.09.2018

i Call log view viaveb;

T Call log upload vieeeband CLI;

T Connected phone indication in port testing results;
T AGC settings in subscriber profiles.

Version 2.17.2

02.07.2018

Digest authentication when authentication wigeb;
Network mask in firewall rules;

Password hiding in the configuration aneb interface;
MTU, MRU, LCP echo failure, LCP echo interval, service name s
for PPP;

I Increasing of CLAMPMSS value for PPP;

i CLF enhanced command list for PPPoE configuration;
T CLFenhanced passwd command syntax;

T WEB and CLI passwords are synchronized;

i Ability to use WAN interface without IP address;

I Only caller name is available in CallerID.

T Scopes of MTU settings fBPP and VLAN interfaces;
i Proper termination of PPP session with the device software reste

Version 2.17.0

02.02.2018

i Flexible authentication mode on RADIUS server;
T Change operation of functional 'F' button;
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The 'Modem' setting and service feubscriber port;
Reserve DNS configuration in CLI;
Ability to update firmware via FTP;
Simultaneous processing of 43, 66 and 67 DHCP protocol optiorf
Enhanced supported TB69 parameters value.

Version 2.16.0 22.12.2017 Added:

I Output 'overload busy' tonewhen 500, 502, 503 and 504 S
response are received;

i Enhanced CLI interface supported functional.

Version 2.15.0 31.07.2017 Added:

i Diffserv parameter is replaced by DSCP;

T Current SIP proxy server control via OPTIONS requests support

i Enhanced Cliiterface supported functional;

T iftable SNMP MIB2 support.

Version 2.14.0 11.02.2017 Added:

I PPTP tunnel support;

i IPSec tunnel support;

I Firmware update art certain time (timed);

T Configuration update at certain time;

T Filtrations on MAC addresses;

i Acoustic gynal parameters configuration;

i Dial plan profiles;

T Call forward to a local subscriber is fixed;

i Echo delay time configuration;

i T2 timer configuration;

i Individual Diffserv for RTP per port;

i Diffserv for RTP for subscriber profile;

T Rx AGC;

T TxAGC;

i DNSailure is fixed.

Version 2.13.1 15.07.2015 Added:

i Ability to configure MTU;

i Ability to configure ports to get access via Telnet, SSH, HTTPS;

i Ability to switch to redundant proxy only by INVITE request type.

Version 2.13 28.01.2015 Added

T IncorrectRTP/SAVP processing is fixed,;

i Call decline by 500 SIP INFO request reply receiving is fixed;

I Misuse of accept header in SIP replies is fixed;

i SIP headers display wigeb interface issues are fixed,;

i Automatic username and password fieldsweb interface filing is
fixed;

T Russifiedveb interface;

I Symbol '%' inputting in username, hot number, alt numb
cf_no_answer, cf _busy, cf_unconditional, cf_out_of ser\
restriction;

I Response for transition to a redundant proxy is changed from 40
505;

i Expanding ofJsername and Password fields to 50 characters in
profile;

T MWI service for SIP;

T Ability to change the way of static/dynamic address obtaining
factory default configuration;

i Ability to change factory default MAC address;

T Updated files of time zonesif NTP;

i Prior channel througitonnecting when calling to a call group;

I Maximum amount of simultaneouseb interface users is increase
to four;

i SIP domain transmission to request URI;

T Application of Wait answer timeout for incoming calls;

I Creation of DHCé8ption 82.

Version 2.12 18.09.2014 Added:

alert-info header processing;
Multihoming mode support;
Work behind NAT (STUN, PubliclP) support;
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CgPN/CdPN modification support with incoming calls;

Optional depth of RURI check with incoming calls;

Configuration and firmware update via FTP/HTTP/HTTPS suppd
Local log;

Configurable daylight saving time support;

Configuring the Speed/Duplex modes of switch ports.

Version 2.11

20.06.2014

SNMP. New blocking cause support (Receiver offhook);

WEB. Regexp dialplan modofocation:

Processing of the ABCD symbols in regexp routing plan;

Ability to replace Simer by l-timer for variable symbol amount rule
in regexp routing plan;

SNMP, WEB Increasing of the Call group amount up to 32;
H323 processingf the status enquiry message.

Version 2.10

12.05.2014

SIP. S support;

SIP. Port unregistration after restart;

SIP. Call waiting service support by Huawei algorithm;

SNMP. Hardware version reading via SNMP;

SNMP. Configuration of common systparameters;

SNMP. Configuration of TCP/UDP port ranges;

SNMP. Configuration of call limits;

SNMP. Distinctive ringing service configuration

Adding the 'stop dial by #' option in subscriber profile;

'Call transfer' service control using IMS;

Monitoring of'Call transfer' service setted using IMS;

Call transmission using 'Flash+4' combination;

'Port registration delay' parameter value range is changed (ms);
WEB. The buttons for statistics, blocking and line testing data r
are added;

DHCP release messamgansmission when the device is resetting;
DHCP option 43 support;

DHCP option 121 support;

DHCP option 60 issued format control.

Version 2.9

11.02.2014

Redundant DNS configuration;

Access viaveb enable/disable;

Configuration of the TCP port for accesswéb by HTTP;

TRO69 protocol is realized,;

Configuration of the failure events transmission to the syslog ser
Firewall configuration viaeb;

Configuration of the active session support mode for operati
through NAT (SIP);

3-way-conference startup mode on conference server (SIP
realized;

Service (simulation service) management using IMS (3GPP TS 2
(SIP);

RFC2833 alignment with RFC3264 recomendation (SIP);
cpecrus subscriber category transmissiohR)5S

Call transmission within gateway without REFER query (SIP);
Music on hold support on G.723.1 G.729 G-82&o0decs;

RADIUS server usage for authentication of users administering
device viaveb, telnet, SSH;

Serial groups registration state moniiog fveb, SNMP);

IMS supply services status monitoring.

Version 2.6

28.08.2013

Configuration of time interval between port registration;
STP support;

LLDP support;

Fan control options enhancement;

Additional parameters output in the system irdection;
SYSLOG parameters configuration via SNMP;

Factory settings monitoring via SNMP;

Line length recalculation in Appendix F.
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Version 2.4

1.03.2013

Added:

Call reply answer timeout.

Routing plan regular expressions correctness review;
Distinctive ringservice configuration;

RTCEXR is realized;

Unified configuration file for all settings.

Version 2.3

19.11.2012

Added:

Removed:

SIP profiles configuration;

List of the subscriber sets supply modes;
Subscriber profiles settings configuration via SNMP:
I Configuration of common SIP parameters.

T Specific SIP parameters' configuration.

T Codecs configuration.

Firmware update via SNMP;

Registration status monitoring on SIP server;

Port blocking status monitoring;

The 'Firewall configuration' appendix.

SP-T processing configuration.

Version 2.2

02.07.2012

Added:

Removed:

Information on the current supplementary services status;
PPPoE configuration;

CPC configuration;

P-RTRstat configuration;

Inactive media streams removing during SDP session modificati

SIRT pointpoint processing configuration;

Version 2.1

09.02.2012

Added:
;
i
.
:

Switch port status monitoring;

Reserve codec/protocol usage when fax is transmitting;
Echo cancelling with disabled ndéinear NLP processor;
Encryption key setting.

Version 2.0

02.02.2012

Added:
;
i

Removed:

Supply services configuration;
Autoconfiguration.

RADIUS configuration.

Version 1.11

9.09.2011

Added:
i
i
i

Removed:

SIPconnected, H323connected parameters for SNMP monitoring
Testing on long lines (ARM);
Simultaneous connectioremount limit- Call limits.

Alert info support.

Version 1.10

26.08.2011

Added:

Home SIP server control with REGISTER messages;

RTCP configuration;

The 'Music on hold' service;

Switching to modem with session attributes point via rfc3108;
Registation retry interval configuration;

Default gateway and CoS configuration for VLAN;

Inbound configuration;

Ringback raising to a voice channel;

Parameters configuration via SNMP;

Symbol # transmission to a SIP URI as #

Version 1.9

11.04.2011

The'3-way-conference' service;
Connection establishment algorithms for#&y-conference' service
description;

Payphone mode configuration;

QoS & Bandwidth contrelQuality of Service function and Bandwid
restriction configuration;

Version 1.8

09.12.2010

Safety measures instructions;
General switch operation guidelines;
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Configuration of internal switching for Sploxy connection loss;
Pickup groups configuration.

Configuration of pickup codes;

Configuration of prefix with varying number count;

Web configurator access via HTTPS;

Tracing disabling, network traffic mirroring;

Connection establishment algorithms description;

Example of switch configuration using VLAN;

Example of IPBX configuration on FAJIP/TAU36.IP;

Phone line length calculation.

Version 1.7

22.09.2010

Factory default IP address is changed to 192.168.1.2

Added:

Simultaneous channel amount interrelation with codec type tablg
RADIUS messages description;

First digit input waiting timer;

SIP settings: SIP MTU, short mode, 100rel;

Receiving media traffic control function;

Codec packetization configuration;

Min FLASH impulse detection limit configuration and FLASH
detecting restriction;

SWITCH modes description;

Monitoring of SFP parameters, supporting DDM;
Configuration recording/rading to/from FTP, TFTP server;
Added the Logout button;

Call statistics;

CT service function enhancement.

Version 1.6

12.07.2010

Table added simultaneous channel amount.
Enable/disable telnet/ssh is added.

Version 1.5

09.04.2010

Web interface is fullppdated.

Syslog is added.
Firmware update viaveb interface is added.
Failure description, output via SNMP is added.

Version 1.4

19.02.2010

Local DNS, prefix priority description are added.

Version 1.3

14.01.2010

'‘General device configuration sequene@pendix is added.

Version 1.2

23.12.2009

Subscriber port testing description is added.

Version 1.0

27.05.2009

First isue.
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TAU36.1IR TAU-72.IPFIRMWARE UPDATE

The principle of firmware update and firmware files formditas beenchanged in theatest
versions.Strictly follow the instruction when updating.

.‘

’ Make surethat the name of thefirmware version2.21.Xistau72-2.21.X.
[ J

If the current gateway firmware version is less than 1.9.0 (including old versions, that hagligi version
name) you should:

Have an access to a COM port, reserve firmware and configuration (if some update problem will happen]
2. Download firmware files.1.11.4:
https:// eltex-co.conv catalod tau-36-ip-en.php

3. Download firmware files.2.21.X:

4. Reboot the gateway to clear RAM before updating.

5. Enter the wehinterface of the device. Go t8ervicdhFirmwareupgradesubmenu. Click thé8rowse'
button in'Universal firmware upgradeection, find and seledirmware filev.1.11.4 then clickUpgrade
firmware' button. Firmware file should be named fisnware.tar.gz
The device will reboot at the end of tliemware update process.

7. After rebooting enter to web interface and click tH8avebutton in any configuration menu sectipa.g.
'‘Network'tab.

8. Whenthe configurationis sa\ed, update the firmware with previous steps using firmware ¥il2.21.X
Make surethat the name of the firmware version 2L X file igau72-2.21.X.

' C Ifitis impossible to update the firmware via theveb interface, you should usealternative
P firmware update method described iPPENDIX B. ALTERNATIVE FIRMWARE UPDATE ME
If the current gateway firmware version is the range 0f2.1.0 to 2.1.4 you should:

1. Download firmware filev.2.1.4:
https:// eltex-co.cony catalod tau-36-ip-en.php

Download firmware files.2.21.X:

Enter the wehinterface of the device. Go tBervicdhFirmware upgradesubmenu. Click théBrowse'
button in 'Universal firmware upgradesection, find and seledirmware filev.2.1.4then click'Upgrade
firmware' button. Firmware file should be named &&172-2.1.4.

4. After rebooting update the firmware with previous steps using firmware ¥il2.21.X. Make surethat the

name of the firmware version 212X file igau72-2.21.X.
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If the current gateway firmware version i the range 0f2.2.0 to 2.5.0 you should:

Download firmware filas.2.5.0:
https://eltex-co.com/catalog/tau36-ip-en.php

Download firmware files.2.21.X:

Enter the wehinterface of the device. Go t8ervicd hFirmware upgradesubmenu. Click thé8rowse'
button in 'Universal firmware upgradesection, find and seledirmware filev.2.5.0then click'Upgrade
firmware' button. Firmware file should be named t&8172-2.5.0.

After rebooting update the firmware with previous steps using firmware ¥il2.21.X. Make surethat the

name of the firmware version 212X file igau72-2.21.X.
If the current firmware version is 2.5.0 and newer you should:

Download firmware files.2.21.X:

Reboot the gateway to clear RAM before updating.

Enter the wehinterface of the device. Go t8ervicdhFirmware upgradesubmenu. Click théBrowse'
button in'Universal firmware upgradeection, find and seledirmware filev.2.21.X, then clickUpgrade

firmware' button. Firmware file should be named &@&172-2.21.X.

’ ~If it is not possible to update the firmware via the web interface or other ways, you should 1

alternative firmware update method described iIAPPENDIX B. ALTERNATIVE FIRMWARE Ul
METHODAII the required files you can find in reserve_soft.zip archive.

10
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DOCUMENT CONVENTIONS

Typographic element Meaning
Bold font face Notes, warnings, section headings, titles and table titles are written in bolq
Calibri Italic Important information is written in Calibri ltalic.
. Command entry examples, command execution results and program outpt
Courier New . . ; .
written in Courier New semibold.
<KE¥ Keyboard keys are written in uppease and enclosed in andieackets.

Analogue phone unit icon

TAUAnNalog VolP Gatewdgon

Ethernet switchicon

Softswitch ECSB hardwaresoftware switch icon

Digital subscriber PBX icon

Networkconnection icon

o=

Opticaltransmission medium

NOTES AND WARNINGS

V‘ Notes contain important information, tips, or recommendations on device operation and

setup.
’ ‘ Warnings inform users about hazardous conditions which may cause injuries or device
& damage and may lead to the devigralfunctioning or data loss.
AUDIENCE

Thisuser manual is intended for technical personnel that performs switch installation, configuration,
monitoring, and maintenance using web configurator. Qualified technical personnel should be familiar with the
2LISNI GA2y olarada 2F ~ _ _kLt 9 !'5tklLt LINRBG202t &adl O

V Before working with the equipment it is strongly recommended to study the following
manual.
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1 INTRODUGON

TAU36.IFTAU72.IPAnalog VolP Gatewayallowconnecing analogue phone units to packdzhsed data
networks accessible through coppeire or optical Ethernet interfaces.

TAU36.IFTAU72.1Pcould be used as a subscriber access pasinigSIP/SIFT and H.323 protocols. Also
provides & optimumtelephone conmunication solution for underpopulated areas, offices, dwellingsranabte
facilities.

This operation manual describes intended use, key specifications, configuration, and firmware update
methods forTAU36.IHTAU72.IPVoIP gatewayéhereinafter the 'deice’).

12 Analog VoIP GatewayAU36.1P, TAU72.1P



2 PRODUCT DESCRIPTION

2.1 Purpose

TAU36.IFTAU72.1Pis a subscriber VolP gateway with integrated Layer 2 Ethernet switch that uses-copper
wire and optical Gigabit Ethernet interfaces to establish connection to provider's IP network. In order to transfer
data via IP networks, device converts analogue voice signals to digital data packets. Used for VolP organizatior
dwellings and offices.

When utilized at the stage of transition from TDM to NGN networks, the terminal allows you to keep the
existing netvark infrastructure and analogue subscribers to access IP networks.

Interfaces

I 36analogue FXlthes for TALB6.IP and’2 analogue FXBies for TAWZ2.1R
T 3 Ethernet 10/100/1000BSET electrical interfaces;

T 1 Mini-Gbic (SFP) Ethernet 10088 2 LJiterfarkst

Device features:

T Integrated Layer 2 Ethernet switch;

T VoIP protocols: H.32FIPSIRTL,;

I Static address and DHCP support;

i DHCP options 1, 3, 6, 12, 15, 28,483,43, 53, 54, 55, 60, 66, 67, 82, 120, 121;
T Echo cancellation (G.168 recommendation);

i Packet loss concealment (PLC);

T Voice activity detector (VAD);

T Silence suppression;

i DTMF tone detection and generation;

I DTMF transmission (IMBID, rfc2833, SIP/H.282ethods)
I Fax transmission:

T ®onT
9 T.38 UDP Redlime Fax;
1 upspeed/pasghrough.

I Modem support:

9 Cisco NSE;
f V.152 (G.711a/u VBD).

T Flexible numbering plan;

T Operation with and without external gatekeeper (H.323/RAS);
T IE, Firefox, Opera, Google Chrome browserapatibility;

T BroadWorks platform compatibility;

T Support up to 8 SIP profiles;

1 SIRT only supports basic call establishment, additional types of service are not implemented

Analog VoIP GatewaylAU36.1P, TAU72.1P 13


http://www.eltex.nsk.ru/support/glossary?_glossary=19#glossary19

T Ability to operate without SIP proxy;

T Operation with multiple SIP proxy servers in various SIP profiles;

T Support for VolP operation in the switch in cas&bproxy server connection loss;
T Active session support for SIP protocol operations through NAT;

I Transmission of cpaus subscriber category via SIP protocol;

T Multi-user mode for accessaviVeb interface support of four userswith different access levels;
T Configuration file download/upload: via FTP/FTPS, TFTP, HTTP/HTTPS;

I Firmware update: via TFTP, HTTP/HTTPS;

T Automatic configuration and firmware update via FTP, TFTP, HTTP/HTTPS;

I Lineparameter measwement;

I Extraneous voltage in the wires determination;

T Ability to use TCPdump utility application directly on the device;

T STP support;

T LLDP support;

i iptables networklevel firewaall

T STUN support

T Numbering plan with capacity up to 1000 chagas;

I Service (simulation service) management using IMS (3GPP TS 24.623);

I Remote monitoring, configuration and setup:

Web interface;

SSH;

Telnet;

SNMP v2, v3;

TRO69;

User authentication with RADIUS server.

= =4 -8 -4 -8 -9

T Embedded firewall with the ability of securityles flexible configuration;
T Adjustable access ports with the ability to block access for:

T WEB (HTTP);
1 Telnet;
1 SSH.

T Supported suplementargervices (Value Added services)

Call Hold/Retrieve;

Call Transfer;

Call Waiting;

Call Forward Busy;

Call Forward Né&nswer;

Call Forward Unconditional;

Call Forward Out Of Service;

Caller ID with ETSI FSK type 1, type 2;
Caller ID in DTMF format;

'Russian Caller ID";

= =4 -4 -4 _a_a_4a_-4a_4a_-2°
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Calling without Caller ID broadcasting;
Hotline/warmline;

Call Hunt;

Call PickUp;

3-way conferencélocal or using conference server);
Voice message waiting indicatoMWI,

Do Not Disturb.

= =4 =4 =8 =8 -8 =9

T Selection of power supply configuration: by DC or AC (for v4.0 andrex(B;
T Ability of monitoring via Web interface:

9 Subscriber lines status;

9 Services status;

9 Hardware platform;

9 Switch network ports status

i Logging;
T Maintenance of statistics on FXS port operation (port status, number of calls, last number dialed, numbel
of packets transmitted/received/lost).

SIP, supported recomendations:

i RFC 3261 SIP 2.0;

i RF@262 SIP PRACK,;

I RFC 4566 Session Description Protocol (SDP);

T RFC 3263 Locating SIP servers for DNS lookup SRV and A records;
I RFC 3264 SDP Offer/Answer Model;

i RFC 3265 SIP Notify;

T RFC 3311 SIP Update;

T RFC 3515 SIP REFER,;

T RFC 3891 SIP Replaces Header;

T RFC 382 SIP ReferreBy Mechanism;

T RFC 5806 Diversion Indication in SIP;

T RFC 4028 SIP Session Timer;

T RFC 2976 SIP INFO Method;

T RFC 2833 RTP Payload for DTMF Digits, Flash event;
T RFC 3108 Attributes ecan and silenceSupp in SDP;

T RFC 4579 SIP. Call Cont@bnfeencing for User Agents;
I RFC 3372 SIP for Telephones-13]{P

T RFC 3398 ISUP/SIP Mapping;

T RFC 3204 MIME Media Types for ISUP and QSIG (ISUP support);
I RFC 3361 DHCP Option 120;

T RFC 3966 The tel URI for Telephone Numbers;

T SIP OPTIONS Keglive (SIP Busyut);

T NAT support.
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2.2 Use cases

This manual covers the followifgAU36.IF TAU72.IP connection methods:

1.  Subscriber access poirln this case the device acts as a gateway between analogue phone units and
remote PBXsee the figure belowGateway subscriber ports are registered at the software switctsoftswitch.
Supplementary servicggalue added services (VAB)}his method are provided by the software switch.

I £Cs5-10
PR Softswitch

Fig.1t TAU36.IRTAU72.IPsubscriber access point

2. Distributed mintPBX modeln this case, the device acts as a AHBIX that is able to access other
gateways (TAW H @ ®L t-.IP, etc!) and Softswitch using SIP/H.323 protocble device process
supplementary serviceg®/AS) call routing, se¢he figure below

ECSS-10
Softswitch

Fig21 TAU36.IHTAU72.IPdistributed mintPBX
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HELTEX

2.3 Design andbperating principle

Subscriber voice signals are served to audio codecs of subscriber units, where they are encodateusing
of the selected standards, and then sent as digital packets to the controller via internal backbone. In addition tc
voice signals, digital packets contain control and interaction signals.

Controller supports H.323 and SIP protocols and exchanginddtteen audio codecs and IP network via
MIl interface and Ethernet switch.

Figure3a shows TAJ2.1P functional diagram.

Ethernet 10/100/1000Base-T
Ethernet 10/100/1000Base-T

Ethernet 10/100/1000Base-T
Ethernet 1000BaseX

Figure3at TAU72.IP functional diagram

Figure 3b shows TABB.IP functional diagram.

Ethernet 10/100/1000Base-T
Ethernet 10/100/1000Base-T
Ethernet 1000BaseX

Ethernet 10/100/1000Base-T

Figure 3lxr  TAU36.IP functional diagram
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2.4 Main specifications

Main specifications of thgatewayare listed in following tables:

Tablelt Main specifications of thgateway

Protocols and Standarts

Protocol stack H.323 v3/v4/v5
Communication protocol for session initiation, monitoring a| SIP, SHF
cancellation
Fax support T.38UDPReaiTime Fax
pass through (G.711A/U)
Modem support V.152
CISCO NSE
Voice standards VAD (voice activity detector)

AEC (echo cancellation, G.168 recommendation)
CNG ¢omfort noise generator)

AGC (automatic gain control)

PLC (packet loss concealment)

Voice codecs

Codecs G.729, annex A, annex B
G.711(PCMA, PCMU)

G.723.1 (6.3 Kbps, 5.3 Kbps, Annex A)
G.72632 (for SIP only)

Number of simultaneous channels, supported bgvice depending on codec type

Codec Number of channels
TAU36.IP TAU72.1P
G.711 (A/U) 36 72
G.729 /2680 36 72
G.729 A/ 10 36 62
G.723.1 36 53
G.726 36 72
oy 36 54
Parameters of electrical Ethernet interface
Number of ports 3
Electricakconnector RJ45
Datarate Autonegotiation, 10/100/1000 Mbps
duplex
Standards support 10/100/100BASET
Parameters of optical Ethernet interface
Numberof ports V1.0, V2.0 V3.0, V4.0, rev/Bev.D
1 2
Optical connector Mini-Gbic (SFP):

1) fulkduplex, two-fiber with 1310 nm (Singi&lode),
1000BASEX (LC connector), the supply voltage3.3V

2) duplex, single fiber with wavelengths in the
transmission/reception 1310/1550 nm, 10BASEX (SC
connector), the supply voltage 3.3V

Transfer rate, Mbps 1000 Mbps
duplex
Standards support 1000BASEX
Analogue user port specifications
Number oflines TAU36.IP 36
TAU72.1P 72
Loop resistance P G2 odn 1 m
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Dialling reception

Pulse/DTMF

Caller ID

FSK (ITO V.23, Bell 202), DTMRussian Caller (D

Comprehensive protective circuit

Comprehensive protective circuit (current and voltage

l To protect subscriber line curcuit from

L overload, cross must be equipped witltross
protection modules Recommended
LINEGSOUGAZ2Y Y 2RAz B A-(fS
voltage of 400 V.

Remote measurement of parameters of the subscriber ling

Yes

Parameters set

Programmable

Console parameters

RS232 serial port

Data rate, bps

115200

Electrical parameters of signals

According to ITI Recommendation V.28

Network andConfiguration

Connection types

Static IP, DHCP client

Management

Web, RS232 console, Telnet, SSH

Security

User name and password verification, HTTPS, FTPS

Physical specifications and ambient conditions

Power voltage V1.0, Vv2.0, V3.0 V4.0 rev.Brev.D
DC:-36.-60V DC:-36.-60V | DC:-36.-72V
AC: ~D0-240V 50 Hz
' When the device is
i installed in asmall non
ventilated closet,
acceptableload capacity is
up to 0.4 Erlper subscriber
unit for AC powered
devices, and0.8 Erlt for
DC powered If forced air
supply is used it is
possiblefor the deviceto
operate under heawer
load.
Power consumption without active subscribers 30w
Current consumption of active subscriber set 30 mA
Operating temperature range From 0 to 4G /
Relative humidity Up to 80%
Ambient noise Launch and operational mode: 0 dB
After processor heating: 50 dB
Dimensions (WPH RD) 420P45P240 mm, 19' forrrfactor, 1U size
Weight 3.2 kg
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2.5 Design

TAU36.IFTAU72.IPVoIP gatewapas a metal 42845 R240 case.

TAU36.IP front panel appearance is shown on Fig.4h

Console

T S‘m—l:nLI DHELTEX TAU-36.1P ﬁ @ -
. oy N:i:ﬂ Line 36..19 Line 18..1 0/160, 1000”“.
i i
7

1 2 3 4 5 5 6 7 8
Fig. 41 TAU36.IP DC front panel appearance

~150-250 VAC mml DHeELTEX TAU-36.IP
® Line 36..19 Line 18..1
sepllg
. £
50 Hz maxpA
2a 3 4 5 5 6 7 8

Fig. b1 TAU36.IP AC front panel appearance

Front panel appearance is shown do-f.

| power aay SELTEX TAU-72.1P .F‘“ﬂ witge | |
' ‘1 = % Line 72.55 Line 54.97 Line .19 Line 18.1 o AN
SFP
i o= o= o= e=mnnEw G
0 1 2
1 23 4 5 5 5 5 6 7 8
Fig.4ct TAU72.IP v2.0 front panel appearance
Power -48v DHELTEX TAU-72.1P £ g8
—— Line 72..55 Line 54..37 Line 36..19 Line 18..1 ISRl
il | =0 ——0 =0 =0
F
0
1 23 4 5 5 5 5 6 7 8
Fig. 41 TAU72.1P v3.0 front panel appearance
Power 48V i‘ml Aelrex TAU-72.1P sonsole A e
e seo | o Line 72..55 Line 54..37 Line 36..19 Line 18..1 I v
Bl - ==0 =0 ==3Lx
P @
1 2

1 23 4 5 5 5 5 6 7 8
Fig. 1 TAU72.IP v4.0 and rev/iigv.D DC front panel appearance
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~150-250 VAC

14
m
FPO
Pl

50 Hz

HeLrex

TAU-72.1P SFPO

K

Line 72..55 Line 54..37

v
el

nfax 2A

1
LASER DEICE

Line 36..19 Line 18..1

2a 3 4 5 5

5 5 6 7 8

Fig. 4t TAU72.IP v4.0 and reviigv.D AC front panel appearance

Connectors, LEDs and controls located on the framigb of thedevice are listed below

Table2 ¢ Description of connectors, LEDs, and controls located on the front panel

S Front panel elements Description
1 | Power Power toggle
2 | -48V Connector for DC power supply with rated voltageBC
2a | ~100 ¢ 240 VAC, 50 Hz max 2A Connector for AC power supply with voltag@§240 V AC, 5Hz
3 |F Function button
Power Power supplyndicator
Status Device operation indicator
4 | Alarm Alarm indicator
SFP (SFPO, SFP1) i(.s)r;t:(;aslleigtterface SFP processing indicator. Lights green when opt
R 4 CENGG6M connectors for analogue phones connection (
5|[AYS mM®PdPdOMy S wmdXo | designation is listed inAPPENDIXA. TAW72.IP/TAWB6.IP VolP
GATEWAYSONTACT PIN ASSIGNMENT
6 | 10/100/1000 3 x R#M5 ports of Ethernet 10/100/1000ESET interfaces
7 | COM RS232 console port for local control of the device
8 | SFP (SFPO, SFP1) Chassis for optical SFP modules of 1@RIBX Gigabit uplink interfac

used for IP network connection

The layout of the device rear panel is showrfigare 5.

@

Fig.51 TAU36.IFTAU72.IPrear panel appearance

Earth bondingpoint is located on the rear panel of the device.

Pin assignment is listad APPENDIX. TAUJ72.IP/TAUB6.IPVoIP GATEWAC®NTACT PIN ASSIGNMENT
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2.6 Device ventilation

Fig.6 1 Fan location

There are ventilation openings on the device side panels that serve to remove heat. There are two fans
installed inthe side panel.

The air flow enters through the perforated right side panel of the device, passes through the entire range
of internal components, cooling each of them, and is brought out with left perforated panel fansthEr@anels
of the device do at contain ventilation holes, which all®to maintain the necessary internal pressure of air flow.

Do not block any ventilation openings. Thisay causedverheating of the componentswhich may

,’ . result in device malfunction.

If the device is beingnstalled into a closed nofventilated cabinet with volume less than 180l per
device supplied by the DC, device performance will not exceed 0.8 Erlang per subscriber unit.

.‘

If the device is being installed into a closed neentilated cabinet with volume ¢éss than 180l per
device supplied by the AC, device performance will not exceed 0.4 Erlang per subscriber unit.

.‘
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2.7 Lightindication

Power,*Alarm, Status, SFP LEDsated on the front panel indicate the current state of the devitable
3 listspossible states of the LEDs.

Table3 - Device status LED indication

Indicator Indicator State Device state
Powerl solid green Dev?ce power supply ?s on
off Device power supply is off
Operating system is not loaded (together with LABrm)
solid red Main application is not running (together with
LEDAlarm, flashing irFatalmode)
Device initialization in progress, subscriber ports are ng
solid vellow initialized yet
y Address is not obtained through DHCP (if dynamic add
Status p .
obtaining method i€nabled)
solid green Subscriber ports are initialized, device is in operation
off Operating systenmas beerloaded, board type identified
Factory Safemodétogether withLEDAlarm, flashing in
flashesred, yellow, and .
reen Fatalmode), orfactory reset(together with constantly
g solidAlarm LED)
. Alarmc¢ port blocking, the output value of the parameter
solid red e
sensor platform within range
solid on Warningg port blocking, operating system loading
Al flashes slowly Error(failure)¢ module sensor failure (SFP module
arm (once per second) installed, but there is no link)
flashes rapidly Fatal(critical failuré ¢ connection of the main application
(once per 200ms) to subscriber ports is lost
off Normal state
SFP (SFPO, SFP1) solid green Optlca[ |Il’lk.IS present
off No optical link

Ethernet interface state is shown by 1000/100 socket bBaoiltED indicators.

Table4 - Light indication of Ethernet 10/100/1000 interfaces

Yellow LED Green LED
10/100/1000 10/100/1000 LED/Status
solid on solid on Port operates in 1000BSET mode, data transfer is inactive
solid on flashes Port operates in 10008SET mode, data transfer is active
off solid on Port operates in 10/100BSETX, data transfer is inactive
off flashes Port operates in 10/1008SETX, data transfer is active

1 For TAWB6.IRTAU72.IP v1.0, v 2.0 only
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2.8 'F' Function Button Operation

To reboot the operating device, press and hold 'F' button located on the front panel of the deviee9for 1
secondsAfter releasing the button, thélarm LED will become solid red and the device will reboot.

Also, this button allows you to reset the device to factory settings to get access to the device when the IP
address or the password is forgottenuanknown. To do this, press and hold the 'F' butfon10-14 seconds until
the StatusLED begins to flash yellow, green and red alternativdtyen the Alarm LED becomes solid rede
button should be released. The configuration will be reset to factory settings and the device will be rebooted.
After that,you can access the device by IP addi€2168.1.2When connectingo the webinterface the default
password fomdmin usemameis rootpasswd.Further, you can view/change IP address and set a new password.
If the button is not released during the ped between 10 and 14 seconds, after a while all LEDs will go out (the
device will start rebooting). Soon after tistatusLED will begin to flash yellow, green and red alternatively, and
the Alarm LED will begin to flash red. When releasing the 'F' buditathis moment, the configuration will not be
reset to factory settings and will switch to tisafemode This mode allows changing the factory configuration, in
other words, selecting a method of network settings obtainistatically or dynamically. lfop continue to hold
0KS WwWCQ aosdiémbdeyhe dygle ofittie utton operation will be repeated, that is, the restart will occur
again if the button is held for-B seconds, the reset to the factory settings if the button is held fetl#Geconds.

For detailed description of the factory reset procedure, see SedibrReset the device to the factory
settings

2.9 Deliverypackage

2.9.1 TAU3G6.IP delivery package

TAU36.IP standard delivery package includes:
T VolP GatewaJyAU36.IP;

I CENEG6M connectorr 2 pcs(if there is no UTP CATS5E 18 cable in the order);
i CEN@ca O2yySQiMpina f2017a

1T Consolecable;

i A mounting set for 18rack;

T Technical passport.

ForDCpower supply devices:

i PVC 2R1.5 power cord 2 m.

ForACpower supply devices:
T Power supplyordeuroplug C13 1.8 m;

If ordered, delivery package may also include:
T 1000BASH/Mini-Gbic (SFP) optical interfate1/2 pcs.
T UTP CATS5E 18 cable with CBEM connectorg 1 pcs.

2.9.2 TAUT72.IP delivery package

TAU72.1P standard delivery package includes:

i Analog VolP GatewayAU72.IP;

T CENEG6M connectort 4 pcs. (if there is no UTP CAT5E 18 cable in the order);
i CEN@ca O02yySQ@iMpina f2017a

T Consolecable;

i A mounting set for 18rack;
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T Technical pssport.

ForDCpower supply devices:
I PW2PR1.5 power cord 2 m.

ForACpower supply devices:
T Power supply coréuroplug C13 1.8 m

If ordered, delivery package may also include:
T 1000BASET/Mini-Gbic (SFP) optical interfate1/2 pcs.
T UTP CATS5E 18 cable with CBBEM connectorg 2 pcs.

Analog VoIP GatewaylsAU36.1P, TAU72.IP
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3 INSTALLADON AND SAFETY MEASURES

This section describes safety measures and installation of the equipment into a rack and connection to a
power supply.

Check the device for visible mechanical damage before installing and turning it on. In case of any damage,
stopthe installation, fill in a corresponding document and contact your supplier.

3.1 Safety instruction

3.1.1 Generalrequirements

Any operations with the equipment should complith the safety regulations for operation withlectrical
installations

’ Operations wih the equipment should be carried out only by personnel authorised in accordance
o with the safety requirements.

1. Before operating the device, all engineers should undergo special training.
2. The device should be connected only to propegeratingsupplementary equipment.

3. TAU72.IP/TALR6.IPgatewaycould be permanently used provided the following requirements are met:

T Ambient temperature from 0 to +40 / @
T Relative humidity up to 8% at +25 / &
T Atmosphere pressure from.@PL0% to 10.7PL0* Pa (from 450 to 800 midg).

4. Do not expose the device to mechanical shock, vibration, smoke, dust, water, and chemicals.

5. Do not block air vents or place objects on the equipment to avoid overheating which may result in device
malfunction.

6. To avoid failuresaused by electrostatic discharge, we strongly recommend you to put on ESD belt, shoes
or wrist strap to prevent electrostatic charge accumulation (for the wrist strap, ensure that it fits snugly
to the skin) and to ground the device before operation &ar

3.1.2 Electrical Safety Requirements

1. Prior to connecting the device to a power source, ensure that the equipment case is grounded with an
earth bonding point. Thgroundwire should be securely connected to the earth bonding point. The
resistance between thearth bonding point angroundbus should be less thahm  m @

2. PC and measurement instruments should be grounded prior to connection to the device. The potential
difference between the equipment case and the cases of the instruments should be less\than 1

3. Prior to turning the device on, ensure that all cables are undamaged and securely connected.

4. Make sure the device is off, when installing or removing the case.
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3.1.3 Electrostatic Discharge Safety Measures

To avoidailurescaused by electrostatic dischargee strongly recommengiouto:

1.

4.

Put on ESD belt, shoes or wrist strap to prevent electrostatic charge accumulation (for the wrist strap,
ensure that it fits snugly to the skin) and to ground the devicebefore operation starts

3.2 Installation procedure

Check the device for visible mechanical damage before installing and turning it on. In case of an
damage, stop the installation, fill in a corresponding document and contact your supplier

If the device was exposed to low temperatures for a long time before installation, leave it for 2 hours at
ambientoperatingtemperature prior to operation. If the device was exposed to high humidity for a long
time, leave it for at least 12 hours in norfr@nditions prior to turning it on.

Mount the device. The device is intended to be installed int@d&k using the mounting set or mounted
on the horizontally oriented perforated shelf.

When the device is installed in a small non ventilated closet (& 180 L per device), acceptable load
capacity is up to 0.4 Erl per subscriber unit.

Ground the case of the device after installation. This should be done prior to connecting the device to
the power supply. An insulated multiconductor wire should sedifor earthing. The device grounding

and the earthing wire section should comply with Electric Installation Code. The earth bonding point is
located at the right bottom corner of the rear panel, sée

3.2.1 Opening the case

First powerthe deviceoff, disconnect althe cables.

Fig.7t TAU36.IFTAU72.IP case opening order
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1. Detach brackets from device case ussegewdriver.
2. Detach device front and top panel fixation screws, using screwdriver, as shown on
3. Remove device top panel by pulling it up.

Execute actions that listed above in reverse order to assemble the device into case.

1 2 3 4 5

3

Ll

M3x6 M3x5 M3x6 M3x25  M4x10

A e L - //‘: g

Fig.8 1 TAU36.IF TAU72.IPassembling screw types

The fgure aboveshows screw types, used for assembling the device into case:

Rack brackets mounting.

Case parts mounting.

Board, ventilation unit, plug, rail mountings.
Fan mounting screw.

Earthing screw.

agrONE

l Don't use inappropriatescrew type when assembling the device. Screw type changing may ci

device failure.

3.3 Connecting the device

Connect subscriber lines, optical and electrical Ethernet cables to corresponding connectors.

’ | To protect subscriber line curcuit from overloadross must be equipped with cross protection
L J

Y2Rdzf Sa® wSO2YYSYRSR LINRG SeOunK @legeiiGodzt S A a

The protection modules (MK3) are designed to protect the FXS and FXO Bats M. IP
and TAWB6M.IPgateways frontdangerous surge voltages and currents in air cable strands cau
by lightning discharge, higioltage electric transmission lines, overhead wirings of electric railw:
and various industrial sources of impulse interferences as well as from contact witholtage
power lines

The protection modules contain two voltage protection cascades (the first one is on tl
aerial fuse, the second one is on the semiconductor switches) and current protection (on |
polymer posistors).

The installation of MK3 proteicin modules requires the grounding bar mounted on the lin
side. The arrester is installed in normally closed connecting strip (Krone, Intercross ol
compatibles) according to the marking on the device body. The connection diagram is shber
figure below.

28
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Fig.9 - Connection diagram

Connect the power supply cable to the device. Depending on the provided sources, the device could b
powered from grounded power outlet 220/1N)AC, 50/6(Hz, or from-48..-60V DCpower supply. To connect
the device to 22/ AC electrical network, use the cable provided with the delivery package. To connect the device
to DC power supply, use the cable with cresstion not less than 1mn

’ When connecting to the 220/ ACpower sugply, it is necessary tanstall protection against
electrical overstress (EQOS)

Ensure that all cables are undamaged and securely connected.

Turn the device on and check the front panel LEDs to make surgatesvayis in normal operating
conditions (Sectiog.7 Light indicatioi.
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4  GENERAOPERATION GUIDELINES

The easiest way to configure and monitor the device is to use the web interface, so we recommend you to
use it for these purposes.

In order to prevent an unauthorized access to the device, we recommend you to change
passwords foradministrator, operator and norprivileged users. For setting password for web
interface access, seBection5.1.6.6The 'Passwords' submeniVe recommendyou to write down
and store defined passwords in a safe place, inaccesditméntruders.

©

Device management from public networks must be forbidden. To allow managementHeoatiocated
VLAN, see sectidn1.1.3The 'VLAN conf' submenu. Virtual Local AMeavork To disable unused protocols for
management and change ports set by default, seetion5.1.1.1TheWNetworksubmenu

In order to prevent device configuration loss, e.g. after reset to factory settings, we recomyoentd
backup configuratiomach time significant changes are made andestaaickup fileona PC

30 Analog VoIP GatewayAU36.1P, TAU72.1P



5 DEVICE CONFIGURATION

You can connect to the device using four methods: via web interfac&iat/SSR protocols, or via serial
port (console parameters: 115200, 8, n, 1, n).

The device runs on Linux, settings are stored as text files in a diréetory/config (in normal modédetc
~is a link to the directoryetc, when booting from pressing 'F' in directdstc ~ configured by the user, and in
the /etc directory factory cafiguration of the device).

Configuration files can be edited by connecting the device via tHZBR8rTelnet using builin text editor
joe.

To save the contents of the directofyetc ~ non-volatile memory deviceysethe savecommand. The
changes takeffect after rebooting the device.

5.1 Qonfiguration via WEB Interface. Administrator Accéss
To configure the device, establish connection in the web browser, e.g. Firefox, Internet Explorer.

TAU36.IH TAU72.1Pfactory default IP address 192.168.1.2, network mask 255.255.255.0

After entering IP address the device will request username and password.

HELTEX TAU-72.IP WEB configurator En RU

Username:

Password:

Log in

Initial startup usernameadmin, passwordrootpasswd

jﬂ For security reasons, duration of authorized access session is limite@@amninutes, i.e. if you are

Y inactive after establishing connection to the device interface for the stated amount of time, 1
sessionwill be over. This restriction is nowalid for '‘Monitoring' or 'System info pages, as these
pages perform periodic palg of the device data

Up to 4 users may connect to the devigeeb interface simultaneously.

The following menu will appear on the administrator's terminalprevent unauthorized access to device
in the future, it is recommended to change password (see Sebtih6.9.

In all tabs, theSavebutton stores configuration into the norvolatile (flash) memory of the device

1 The description is an example of the configurator for T772UP. For TAZ6.IP devicesettings are the same, the number
of configurable ports 36.
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Web configurator language

Web configurator allows you to select from two interface languatfasssian (Rudr 'English (En)'

Firmware version default language is Englighchange the interface language, select the respective link in
the web configurator header bar (on the right side).

Example of web configurator menu in Russian:

¢ AeLTex TAU-72.1P* WEB-kondmrypatop En Ru

CeTeBble HACTPORKN | PBX | KOMMYTaTOP | MOHMTOPMHT | MHBOPMaLMA O cucTema Bbixof

CeTe | VLAN | Tabnvua mapwpyTmzaumy | DNS XocTel | SNMP Xypran | Bpangmvaysp | NTP | ACS | AeToobHOBNEHME

Hacrpoitkun SNMP:

BrnioynTs SNMP o
MpreMHMK cooBlerni Trap:|192.168.0.2]
Twn coobuienni Trap:| w2

WMA ckcTeMbl| TAU-72.1P
KOHT3KT cucTemel:  Contact
MecTONoNOXEHWME CUCTEMbI: Russia
CoofbLWecTs0 ANA YTEHWA: public
CooGLecTeo ANg 2anvoK:|  private
Coobuiectso ans Trap: trap

Konudm A SNMP v3:
Mons30BaTEnt He CKOHDWIYPUPOBaH.

Example of web configurator menu in English:

3 .&GLTGX TAU-72.IP* WEB configurator En Ru

Metwork settings PBX | Switch | Monitoring = System info Log out

Metwork | VLAM conf | Route | Hosts | SNMP Syslog | Firewall | NTP | ACS | Autoupdate

SNMP configuration:

Enable SNMP;| v
Trap Sink:[192.1568.0.2
Trap Type: Va2

Sys Name: TAU-72.IP
Sys Contact:] Contact
Sys Location:)  Russia
roCommunity:  public
rwCommunity:| private
ErapCommunity: trap

SNMP v3 configuration:
Users are not configured.|

Indication of Changes in Web Configurator

Web configurator supports indication of configuration changes that is shown in the header bar of
configuration interface (TAB6.IFTAU-72.IPweb configurator).Table5 lists indicator states ("*' character in the
header bar of configuration interface).

Table51 Indicator state *

Indicator State Description
* character is red Changes has been made to the configuration, but it has not been saved to flas
memory yet.
* character is not shown No changes has been made to the configuration or changes has been success
saved to flash memory;
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’ When network settings arehanged, web service on the device restarts, and when the connect
e is established using new address, *' character will not be shown, but the configuration will
contain changes that are not saved to the flash memory.

lists description of configuration menu windows.

Table6 t Description of configuration menu, administrator access

Menu (en) Menu (ru) Description
Network settings P e “ m t h ¢ Adjustment of the device network settings
Network .. VE Configuration of network settings
IPSec IPSec Configuration of IPSec settings
VLAN conf VLAN VLAN configuration
Route R A h 3 Static routeconfiguration for WAN and VLAN
interfaces
Hosts 5b{ oomt Local DNS server configuration
SNMP SNMP SNMP agent configuration
Syslog _xhe=™ Syslog server configuration
MAC filter -, TEtH s . Configuration of filtration by MAC addresses
Firewall xh = e ™ a™x 'Hh Configuration of denied/allowed IP server address
NTP NTP NTP configuration
ACS ACS TR069 monitoring and management protocol
settings
Autoupdate s too%eo T e Automatic update configuration
PBX PBX VolIP (Voice over IP) configuration
Main  meo e . _ X e _ | Device basic settings
SIP/H323 Profiles Jho 7 { Lt kI | Configuration of SIP/H323 profiles
SIP Common {Le " SIP common settings
H323 H323 "oHO LINRG202ft aSidAiay3a
Profile 1..8  ho " BE ™ Configuration of profiles
SIP Custom {Lt e"mtho =~ SIP custom settings for a profile
Codecs .ot Codec settings for a profile
Dialplan L 7e e”Toh Routing settings for a profile
Alert info Alert info Configuration of a distinctive ring, formed by Alert
Info value
TCP/IP TCP/IP Configuration of network port range for various
protocols
Ports s¥oe etm ¢ { Configuration of device subscriber ports and
subscriber profiles
Call limits L, hme e .| Configuration of simultaneous call limits
Suppl. Service Codes SomoTx 1 Configuration of supplementary service codes
Serial groups 1hxece . "o~ | Configuration of serial groups
PickUp groups 1hxece c _h 2 . | Configuration of pickup groups
Distinctive ring T.,o0eo0o ~omo ™o ‘Distinctive ring' service administration
Modifiers " _ " to Configuration of number modifiers
Acoustic signals s_xmt - m__ 1 Configuration of acoustic signals parameters
Dialplan profiles _ho 7 ¢ 7" e ™ | Configuration of profiles for routing
Profile 1..4 Jho " ZE ™ Configuration of profiles
Switch oaaxt”toh Configuration of switch settings
Switch ports settings "rmtho o h | Configuration of integrated Ethernet switch ports
oaaxt™toh?™

802.1q

802.1q

Configuration of packet routing rules for switd
operation in802.1q mode
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QoS & Bandwidth contrg Qos xch ™ Quality of service functions and bandwidth lim
chocxm ~e Y configuration
Monitoring oe toh e Device monitoring
Port Jonht Device subscriber ports status information
Status STt xm Gatewayhardware platform status informatian
voltages, temperature sensors, fans, SFP data
Switch oaaxt™toh Switch port status monitoring
Suppl. Service 1€ Information on the current status of supplementary
services on subscriber port
IMS SS status L U7 thxmm T L Monitoring of services, software controlled switch
with support for IMS
Serial groups 1hxece 0 Monitoring of registration serial groups
IMS SS status ST txm m X Information about current IMS services status
Serial groups 1hxce. .m0 Information about current serial groups status
System info e oha” ¢ Y System info
Device info "e oha” g Y View the device and network settings information
xmt h o _m t L
Route ©T T e” a~h View the Routing table
ARP ARP View the ARP tdb
Service L. me Firmware update, configuration file operations,
rebooting device, setting/changing passwords
Firmware upgrade Teo T e Subscriber units firmware update
Backup/Restore Tehm o T e Download/upload configuration files to/from PC
Reboot h -7  hx o Rebooting device
Security x ~Soc¢c”meom:t Encryption feature
MOH x _" Download/upload audio file for call hold service
Password LTho ™ Management of passwords uséal access the device
via Web interface
Call history _xhe™ ™ 0 View and upload of call log
Logout ¢ .00 Finish the device administration session for the

current user
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5.1.1 TheWetwork setting€menu

In the Network settingsnenu, you can define network settings of the device.

5.1.1.1 TheWNetwork(submenu

In the 'Network'submenu, you may specify the device name, IP address, subnet mask, network broadcas
address DNS server address, device access rules, etc.

DHCRs a protocol that allows to automatically obtain IP address and other settings required for operation
in TCP/IP network. It allows the gateway to obtain all necessary network settings from DHCP server.

SNMPis a simple network management protocol. Itoals the gateway to send retime messages on
occurred failures to controlling SNMP manager. Also allows the gateway to sedmeahessages on occurred
failures to controlling SNMP manager. Also, gateway SNMP agent supports monitoring of gatewas/ setgsr
on request from SNMP manager.

DNSis a protocol that allows to obtain domain information. It allows the gateway to obtain IP address of
the communicating device by its network name (hostname). It may be necessary, e.g. when specifying rests in tt
routing plan or using network name of the SIP server as its address.

Telnet is a protocol that allows to establish mechanisms of control over the network. It allows you to
remotely connect to the gateway from a computer for configuration and managemergoses. For dinet
protocol operation, the data transfer process is not encrypted.

SSHs a protocol that allows to establish remote control over the network. Serves the similar purpose as
Telnet protocol, but unlike the latter provides encryption of thransferred data.

LLDP (Link Layer Discovery Protodsla datalink level protocol that allows network equipment to notify
the neighbouring devices located in a local network on their capabilities and gather such notifications from the
neighbouring devies.

STP (Spanning Tree Protocis)a network protocol that allows to eliminate loops in the arbitrary Ethernet
network topology, containing one or multiple network bridges connected with redundant links.

TRO069is a technical specification that definga® Internet protocol for management of network equipment
¢ CWMP (CPE WAN Management Protocol). The protocol allows for comprehensive device configuration, softwa
updates, reading device information (software version, model, serial number, etc.), cemgalefiguration file
downloading/uploading, remote device restart (0B9, TR098, TRL04 specifications are supported).

STUNt network protocol that allows subscriber behind the NAT to define externatitiPess

You do not have to reboot the gateway in order to apply network settings. When applying settit
H all current calls will be terminated
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1 Y DHELTEX TAU-72.IP WEB configurator En g

MNetwork settings | PEX | Switch | Monitoring | System info | Service Log ou|

Network VLAN conf Route | Hosts | SNMP | Syslog | Firewall NTP | ACS | Autoupdate

Attention! Changing of these parameters will lead to aborting of all calls!

Network Settings:
Enable DHCP:
Get GW via DHCP:

Default gateway:(192.168.118.109

Primary DNS IP:(127.0.0.1

Secondary DNS IP:
DHCP Options:
|Alternative option 60 enable:

Alternative option 60 value:

Option &2, Agent Circuit ID:

Option 82. Agent Remote ID:
WAN Settings:
IP address:|192.168.119.97
Netmask:|255.255.255.0

Broadcast:

MTU:| 1500
Services:
Enable TELNET: rd

TELNET port:|23

Enable SSH: 7
SSH port:(22
Enable STP:
Enable WEB: 7
HTTP port:|80

HTTPS port:|443

PPPoOE Settings:
Use PPPoE:

Username:

Password:
VLAN:
VLAN ID:(0

MTU:| 1400
LLDP Settings:
Enable LLDP:

LLDP transmit period:|30

| Undo all changes | | Submit changes |

Save

When selecting 'Static' option in the 'Protocol’ field, the following parameters are available:

Network Settings:
Protocol: Static ¥

IP address:[192.168,114.203
Metmask:(255.255.240.0

Broadcast:

Default gateway:|192.168.112.1

Primary DNS IP:

Secondary DNS IP:

MTU:| 1500

Network settings:

T Protocolg selection of static or dynamic (DHCP) protocol to assign network settings.

Dynamic assignment of network settings:

To obtain network settings use DHCP.
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Supported options:

1 ¢ network mask;

3 ¢ default network gateway address;

56 ¢ DNS server address;

12 ¢ device network name;

15cdomain name;

28 ¢ network broadcast address;

42 ¢ NTP server address;

43 ¢ specific vendor information (for option usage, see subsectibRO69 Monitoring and
Management Protocol Settingselow);

60 ¢ specific vendor information (for option usage, see subseciid#iCP Optiongelow);

66 ¢ TFTP server address (for option usage, see subseéatitoupdate Settingdelow);

67 ¢ name of the file with firmware versions and configurations (for option usage subsection
'Autoupdate Settingdelow);

82 ¢ agent informational parameter (Agent Circuit ID and Agent Remote ID suboptions);

120 ¢ outbound SIP servers (for option usage, see Se&itr2.2.FIP Custom Parameters (Profile
n/SIP Custom)

121¢ classless static routes (for option usage, see Se8tibi.4'he 'Route’ submenju

I Get GW via DHGPRwvhen checked, use default gateway obtained via DHCP;

T Default gateway default address of a network gateway. l.e. the address of a gateway that receives all
the traffic falling outside the scope of every static routing rule;

i Primary DNS I@primary DNServer address. To use a local DNS, enter IP address 127.0.0.1 into the field.
T Secondary DNS ¢Becondary DNS server address;
i MTUg maximum size of the packet that can be transmitted via WAN interface without fragmentation.

Static assignment of netwodettings:

I IP addresg the device IP address;
T Netmaskg the device network mask;
I Broadcastk the device subnet broadcast address;

T Default gatewayg default address of a network gatewgdye. the address of a gateway that receives all
the traffic fallingoutside the scope of every static routing rule;

T Primary DNS IPprimary DNS server address. To use a local DNS, enter IP address 127.0.0.1 into the fiel
I Secondary DNS ¢Becondary DNS server address;
I MTU¢ maximum size of the packet that can be transmitted via WAN interface without fragmentation.

DHCP Options:

T Alternative option 60 enable when checked, use alternative Option 60 value, specified by user.
Otherwise, in Option 60 DHCP request the devidesend specific vendor information in the following
format:
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[VENDORvendor]DEVICElevice typd{HW: hardware versiofiSN:serial numbelfWAN:: s _
addres§VERSIONirmware versiot

where:

Vendorc Eltex
Device type; depends on factory settings;
Serial number, depends on factory settings;

[
.
[
i s _ | RcRiépBndsion factory settings.

V You may check factory settings and firmware version in 'System info' tab (Se&ti82 The 'System

info' menu) of the web interface.

Example:

[VENDOR:EItex][DEVICE:TAU72][HW  :0x21][SN:MS5370043][WAN:00:01:09:44:33:22][VERSION:2.10.0]

Alternative option 60 value alternative Option 60 value (format: string), specified by user;

Option 82. Agent circuit identifier (Option 82. Agent Circuit #llows to add Option 82, Suboptioncl
Agent Circuit ID, into DHCP request;

Option 82. Remote agent identifier (Option 82. Agent Remotealldws to add Option 82, Suboptiorg2
Agent Remote ID, into DHCP request.

Services:

Enable TELNEWhen checkd, enable device access via Telnet protocol, otherwise it is disabled:;

TELNET pogt TCP port (23 by default) for Telnet protocol operation;

Enable SSEwhen checked, enable device access via SSH protocol, otherwise it is disabled,;

SSH por¢ TCP port (2by default) for SSH protocol operation;
To avoid unathorised access to the device by password iteration, IP address is blocked for 5 mi
in case of 3 times entering of invalid athorisation data. This feature is implemented for Telnet
SSH. Notification on the intrusion attempts is transfed to technical specialists via SYSLOG and
SNMP.

Enable STPwhen checked, STP is enabled;

Enable WEB when checked, enable device access via web interface, otherwise it is disabled;

HTTP port web server port (80 by default) for HTTP protocol operation;

HTTPS pogweb server port (443 by default) for HTTPS protocol operation.

38
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VPN Settings:

VPN Settings: VPN Settings:

Protocol: off ¥ Protocol: PPPoE ¥

Username:|tau72 Username:|tau7?2

Password:|[ssssssss Password:|[ssssssss

Service name:|service Service name:| service
WVLAN: WLAN:

WLAN ID:||77 VLAN ID:|(77
MTU:|[1411 MTU: 1411
MRU:|(1452 MRU:| 1492

LCP echo interval (s):(30 LCP echo interval (s):(30
LCP echo failure:|3 LCP echo failure:|3
VPN Settings:
Protocol: PPTP ¥

PPTP server:(5.5.5.5

Username:|777

Password:|(ssssssss
WILAN:
VLAM ID:| 0
MTL:| 1491
MEL:| 1492
LCP echo interval (s):|30
LCP echo failure:|3

T Protocolg selection of protocol to create a VPN.

i Off¢don't use VPN;
1 PPPolE use PPPoE for a tunnel creation;
1 PPTR, use PPTP for a tunnel.

PPPoE Settings:
I Username; username for PPP server authentication;
I Password; password for PPP server authentication;

I Service name service name requested when PPP connection establishing. Query must be replyed only
by PPPOE server, that supports this service;

I VLAN; when checked, use separate VLAN for PPPoOE access;

I VLAN Iz VLAN identifier

I MTU¢ maximum packet size that could bransferred through PPP interface without fragmentation;

T MRU¢ maximum packet size that could be received through PPP interface without fragmentation;

T LCP echo interval (gperiod of request transmission for LCP echo PPP connection control;

T LCP echo faite count¢ permissible amount of errors connected with LCP echo requests transmission. In

case this amount of LCP echo quedel a gh&nered, PPP connection will be terminated.

If the network is managed through PPPoE, do not click 8wémit Changebutton after you finish
PPPOE connection configuration as it may lead to connection loss. G@LLAN conftab first, set
GKS aSGiAy3a F2N UwetkaAIyrftAyakO2yaNRBEt G0
changes using th&ubmit Changsbutton.

©
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PPTP Settings:

T PPTP serverPPPT server IP address;

T Usernameg username for PPP server authentication;

T Password; password for PPP server authentication;

T VLAN; when checked, use separate VLAN for PPTP access;

T VLAN I VLAN identifierMTU¢ maximum packet size that could be transferred through PPP interface
without fragmentation;

i MRUg maximum packet size that could be received through PPP interface without fragmentation;
T LCP echo interval (gperiod of request transmission for LCP echo PPP connection control;

I LCP echo failure cougpermissiblenumberof errors connected with LCP echo requests transmission. In
case this amount of LCP echo queiek a gh&wiered, PPP connection will be terminated.

If the network is managed through PPTP, do not click ®bmit Changebutton after you finish
PPTP connection configuration as it may lead to connection loss. G@ltAN conftab first, set the
settingfoNJ aA3dylFf ft AyakO2yiNRBE GNIFFAO GNI YAYA:
using theSubmit Changebutton.

.‘

LLDP Settings:

i Enable LLDPwhen checked, enable LLDP protocol;

T LLDP transmit periofLLDP message transmission period. Defaliie: 30 secorsl

To apply changes, click tisaibmit Changelsutton. To discard all changes made to configuration, click the
Undo All Changdsutton.

To store changes to nevolatile memory of the device, click ttfgavebutton.

5.1.1.2 TheWPSec settingsubmenu

In this submenu, you may configure IPSec encryption (IP Security). IPSec is a set of protocols to provide data
protection (data is transmitted via IP). IPSec allows you to provide authentication, integrity check and/or IP
packets encryption. IPSétludes protocols for tampefree key exchange in Internet.
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Network settings | PBX | Switch | Monitoring | System info | Service Log out

Network | IPSeC VLAN conf | Route | Hosts | SNMP | Syslog | MAC filter | Firewall | NTP | ACS | Autoupdate

IPSec settings:
IPSec enable:

Local IP address:

Local subnet:

Local netmask:

Remote subnet:

Remote netmask:

Remote gateway:
NAT-T mode: Off
Aggressive mode:

Identifier type: address
Identifier:
Phase 1
Pre-shared key:
IKE authentication algorithm: md5
IKE encryption algorithm: des
Diffie Hellman group: 1
Phase 1 lifetime, sec:|86400
Phase 2
Authentication algorithm: hmac_md5 -
Encryption algorithm: des
Diffie Hellman group: 1

Phase 2 lifetime, sec:|3600

Undo all changes | | Submit changes
Save

IPSec settings:

T IPSec enablewhen selected, permit to use IPSec protocol for data encryption;
T Local IP addressthe device address for operation via IPSec protocol;

I Local subnet local submet address;

I Local netmask local subnet mask;

i Local subnein cooperation withLocal netmaskdetermine local subnet for creation of netwot&-
network or networkto-point topologies;

T Remote subnet remote subnet address;

T Remote netmask remote subnet mask;

Remote subnein cooperation withRemote netmaskletermine address of remote subnet for
connection with using encryption via IPSec protocol. If mask has value 255.255.255.255 then connectio
is established with a single host. Mdhlat differs from 255.255.255.255 allows defining a whole subnet.
Thus, functionality of the device allows you to organize the following 4 network topologies with using
encryption traffic via IPSec protocol: peiotpoint, networkto-point, pointto-network, networkto-
network;

i Remote gateway gateway used for remote network access.

T NATT modeg NATFT (NAT Traversal) encapsulates IPSec traffic and simultaneously creates UDP packe
to be sent correctly by a NAT device. For this purpose; Nadds an adtional UDP header before IPSec
packet so it would be processed as an ordinary UDP packet and the recipient host would not perform an
integrity checks. When the packet arrives to the destination, UDP header is removed and the packet goe
further as an enapsulated IPSec packet. With NATtechnique, you may establish communication
between IPSec clients in secured networks and public IPSec hosts via firewalls. You can choose one of
three NATT operation modes:
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1 onc¢ NATFT mode is activated only when NA&Tdetected on the way to the destination host;
9 forcec use NATT in any case;
1 off ¢ disable NATT on connection establishment.

The following NAT settings become available when choosing NAOn/Force mode:

A NATT UDP port, UDP port for packets used fti*Sec message encapsulation. Default value
is 4500;

A NATT keepalive packet transmission intep\s#cg periodic message transmission interval
for UDP connection keepalive on the device performing NAT functions.

T Aggressive mode phase 1 operation mode, when all the necessary data is exchanged using three
unencrypted packets. In the main mode, the exchange process involves six unencrypted packets.

T My identifier typec identifier type of the device: address, fqdn, user_fgdn,lakn

T My identifier¢ device identifier used for identification during phase 1 (fill in, if required). Identifier format
depends on the type.

In Phase Jand Phase Zections parameters and algorithms used in the first and the second steps of IPSec
connectio are configured.

Phase 1

During the first step (phase), two hosts negotiate on the identification method, encryption algorithm, hash
algorithm and Diffie Hellman group. Also, they identify each other. For phase 1, there are the following settings:

I Preshared key

T Authentication algorithng select an authentication algorithm from the list: MD5, SHA1, SHA256, SHA384,
SHA512;

T Encryption algorithng select an encryption algorithm from the list: DES, 3DES, Blowfish, Cast128, AES;
i Diffie Hellman grouyg selectDiffie-Hellman group;

T Phase 1 lifetime, segtime that should pass for hosts' mutual-igentification and policy comparison
(other name IKE SA lifetime). Default value is 24 hours (86400 seconds).

Phase 2
During the second step, key data is generatexts negotiate on the utilized policy. This modaso called

as 'quick mode' differs from the phase 1 in that it may be established after the first step only, when all the phase
2 packets are encrypted.

T Authentication algorithmg select an authenticatiorlgorithm from the list: HMAMD5, HMAESHAL,
HMAGCSHA256, HMAGHA384, HMAGHAS512;

T Encryption algorithng select an encryption algorithm from the list: DES, 3DES, Blowfish, Twofish, Cast128,
AES;

i Diffie Hellman groupg select DiffieHellman group;

42 Analog VoIP GatewayAU36.1P, TAU72.1P



i Phase2 lifetime, seq time that should pass for data encryption key changeover (other name IPSec SA
lifetime). Default value is 60 minutes (3600 seconds).

To apply changes, click tisibmit Changesutton. To discard all changes made to configuration, cliek th
Undo All Changdsutton. To store changes to nerolatile memory of the device, click ti@&avebutton.

l Settings for 'signalling/control traffic via IPSec' transmission are perfornoedthe 'VLAN conftab.
L J

5.1.1.3 The '"VLAN conf' submenu. Virtual Local Afd¢atwork

In 'VLAN confsubmenu, you will be able to configure VLAN network settings and transmission of signals
and voice traffic, and also set up device management through various VLAN networks.

You don't have to reboot the gateway in order to apply AN settings. When applying settings, ¢
° current calls will be terminated

VLANIs a virtual local area network. VLAN consists of a group of hosts combined into a single networl
regardless of their location. Devices grouped into a single VLAN will regante VLAN ID.

Gateway software allows to set up device management (via web interface, TELNET, or SSH), transmiss
of signals (SIP, H.323/RAS protocol data) and voice traffic (RTP) through a single or multiple virtual local ar
networks. This feature ay become useful, when a separate network is used for device management in
organization.

’ IP addresses assigned to WAN interface as well as VLAN interfaces should belong to dif

H subnets. For example, if you use a mask 255.255.240.0, IP addr&92e%68.1.6 and 192.168.2.19
will belong to a single network, and if you use a mask 255.255.255.0, they will belong to diffe
networks.
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Netwaork settings | PBX | Switch | Monitoring | System info | Service Log out

MNetwork | IPSec | VLAN conf Route | Hosts | SNMP | Syslog | MAC filter | Firewall | NTP | ACS | Autoupdate

Attention! Changing of these parameters will lead to abarting of all calls!

VLAN 1
Enable:

VLAN ID:| 29
DHCP for VLAN:|
Get GW via DHCP:
1P address:||192.168.118.99

VLAN netmask:|[255.255.255.0
VLAN broadcast:

MTU:| (1496

Class of service: or

VLAN 2
Enable: <

VLAN ID:(20
DHCP for VLAN;|
Get GW via DHCP|

1P address:|192.168.122.111
VLAN netmask:| 255.255.255.0
VLAN broadcast;|
MTU:| 1500
Class of service: or

VLAN 3
Enable:

VLAN ID:|0

DHCP for VLAN:|
Get GW via DHCP:|
1P address:

VLAN netmask:|
VLAN broadcast:

MTU:| (1496
Class of service: ov
Type of network interfaces’s traffic
RTP: o VLAN T
Signaling (SIP/H.323): no VLAN ¥
Control (Web/Telnet): no VLAN ¥

| Undo all changes | | Submit changes |

save
.
In sections/LAN1, VLAN2, VLAN®U may configure from one to three VLAN networks:

1 Enablec when checked, enabléLAN:

I VLAN I VLAN identifier (4095):

T DHCP for VLANwhen checked, VLAN network settings will be obtained via DHCP;

T Get GW via DHGPwhen checked, use default gateway obtained via DHCP;

1 IP addresg VLAN interface IP address;

T VLAN netmask network mask used for VLAN interface;

T VLAN broadcast subnet broadcast address of VLAN interface;

T MTU¢ maximum packet size that could be transferred through PPP interface without fragmentation (86
1500);

T Class of service (802.1py n H ®mh  LiheFc@rbidk LAN. T 2 NJ
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Traffic Type VLAN Number

In sectionTraffic Type¢ VLAN Number'you can assign one of three configulddANgVLANL, VLAN2,
VLAN3)r PPPOE interface to the specific traffic type:

- RTR; VLAN, PPPoE assignment for voice traffic;
- Signaling (SIP/H.328)VLAN, PPPoE, PPTP, IPSec assignment for SIP/H323 signal traffic;

- Control (WEB/Telnet)VLAN, PPPoE, PPTP, IPSec assignment for gateway management via web interfac
telnet, and SSH.

” Voice traffic will be transmitted via PPPoE grafter the device is restarted

‘ When selecting for all types: RTP, signalling and controlling PPPoE value won't have any IP
~e address, even if IP address for WAN will be setted up in configuration.

To apply changes, click tiibmit Changesutton. To discard all changes made to configuration, click the
Undo All Changdsutton.

5.1.1.4 The 'Route' submenu
In the'Route' submenuwou can configure static routes for WAN and VLAN interfaces.
Static routingallows you to route packets to defined IP nefks or IP addresses through the specified

gateways. Packets sent to IP addresses not belonging to the gateway IP network and falling outside the scope
static routing rules will be sent to the default gateway.

Network settings | PBX | Switch | Monitoring  System info  Service Log out

Network | IPSec | VLAN conf | Route Hosts | SNMP | Syslog | MAC filter | Firewall | NTP | ACS | Autoupdate

Route
Network Mask Gateway VLAN ID|Delete
b4

Undo all changes | | Submit changes Save

T Network¢ destination IP network or addss;

I Mask ¢ network mask. If IP address is specified in the 'Network' field, use the following mask:
255.255.255.255;

I Gatewayg address of a network gateway that will be used for packet routing to the defined network (or
IP address);

T VLAN virtual local aea network identifier (VLAN ID). Use it when destination IP network or IP address
belong to virtual local area network, otherwise leave this field blank.

To add/apply a new route, enter the data in the field V\,?F icon, and click th&ubmit Changelsutton.
To remove the route, seletibelete'checkbox and click thBubmit Changesutton.
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To discard all changes made to configuration, clickthdo All Changedsutton. To store changes to nen
volatile memory of the device, click ti&avebutton.

Apart from configuration performed via web configurator, the gateway is able to receive static ro
settings via Option 121 of DHCP protocol. Routes in this option are sent as a list of 'destin
description/gateway' pairs, the format is described irHE 3442.

5.1.1.5 The 'Hosts' submenu

In the'Hosts'submenu, you can configure settings required for local DNS operation.
V To enable local DNS, enter 127.0.0.1 iriNS'field in the 'Network' tab.

Local DN$ allows the gateway to obtain IP address of the communicating device by its domain name. You
may use Local DNS in cases when DNS server is missing from the network segment that the gateway belongs to,
and you need to establish routing using network namesyloen you have to use SIP server network name as its
address. Although, you have to know matches between host names (domains) and their IP addresses. Also, local
DNS allows you to configure SIP domain on a gateway (see Sedtidr2.3SIP Custom Parameters (Profile n/SIP

Custom).

Local DNS configuration involves definition of matches between hostnames and their respective IP
addresses.

To enable local DNS, enter 127.0.0.1 ifomary DNS IField in the'Network' tab. Also, local DNS will be
used when configured DNS servers are not available.

Network settings PBX | Switch | Monitoring System info | Service Log out

Metwork | IPSec | VLAN conf | Route Hosts SNMP | Syslog | MAC filter | Firewall | NTP | ACS = Autoupdate

DNS hosts
Name IP address Delete

localhost 127.0.0.1

Undo all changes | Submit changes Save

Table of domain names (DNS hosts):

T Namec¢ name of a host;

T IP-address; IP address of a host.

To add/apply a new route, enter the data in the field w ?,; icon, and click th&ubmit Changelsutton.
To remove the route, seletDelete'checkbox and click theubmit Changesutton.

After implementation of changes, click tseibmit Changesutton; to discard all changes, click thado All
Changedutton; to save changes, click tifgavebutton.
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5.1.1.6 The 'SNMP' submenu

TAU72.IP/TAU36.1P software allows to monitor status of the device and its sensors and also configuring
certain parameters of the device via SNMP protocolSMMP'submenu, you can configure settings of SNMP
agent. Device supports SNMPv1, SNMPv2c, SNMPv3 protocol versions.

«" For detailed monitoring parameters and Traps description, see MIBs on disk shipped witt
- gateway.

Network settings | PBX | Switch | Monitoring | System info | Service Log out

Network | IPSec | VLAN conf | Route | Hosts | SNMP  Syslog | MAC filter | Firewall | NTP | ACS | Autoupdate

SNMP configuration:
Cd

Enable SNMP:
Trap Sink:|192.168.0.2
Trap Type: v2 v

Sys Name:|TAU-72.IP
Sys Contact:|Contact

Sys Location:|Russia

roCommunity:|fcisnmp

rwCommunity: | private

trapCommunity:|trap

SNMP v3 configuration:

Users are not configured.
Configure user

User name:

User password:
View type: Read/Write v
Configure
Delete user
Delete

Undo all changes | | Defaults | Submit changes Save

After implementation of changes, dtithe Submit Changdsutton; to discard all changes, click tbado All
Changedutton; to save changes, click tisavebutton.

SNMP configuration:

I Trap Sink; IP address of a trap recipient (manager server or proxy agent server);
I Trap Type SNMP trap type (SNMiPap or SNMPv2rap);

I SysName device system name;

I SysContaat device vendor contact information;

I SysLocatiog device location;

I roCommunity password for parameter reading (commamublig;

T rwCommunityg password for parameter writing (commoprivate);

T trapCommunityg password located in traps.
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SNMP v3 configuration:

The system employs a single SNMPv3 user that executes SORM commands. SORM feature implementation

is based on rfc3924 recommendatigiscoArchitecture for Lawful Intercept in IP Networks. To perform the
pickup, the following MIBs are used: CISEBOARMIB.my and CISCTAP2MIB.my.

I User name; account username;
T User password access password. The password should contain 8 characters er mor
T View typeg account access mode selection:

1 Read/Writec read/write mode;
1 Read only; read-only mode;

i Deletec click this button to delete all accounts for access via SNMP v3.

Click theConfigurebutton to apply SNMPv3 user configuration. Settings will be applied immediately. Click
the Deletebutton to delete the record.

To discard all changes made to configuration, click Wimelo All Changebutton. To set the default
parameters, click th®efauts button. To apply changes, click tisibmit Changesutton.

MIB Tree

E-& iso
=& og
=& dod
=& intemet
- directory
) mgmt
£ experimental
& private
=& enterprises
hp
novell
sun
a3Com
lanmanager
compaq
microsoft
apc
intel
nelscape
citrix
linksys
sensatronics
eltexltd
& elHardware
-6 fxs?2
) elSoftware
=& eltrapGroup
1€ mc240TrapTypes
#-6 fxs724larmTraps
#-6 fxs720kTraps

-3

#
&
*

+

o-PoOo0O0O0O0O0O0OOOO0OD

+
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SNMP TRAP
SNMP agent sends a message (SNl or SNMPv2rap), when the following events occur:

Port is blocked;

Port is unblocked;

Unit power supply voltage is changed;

Fansturned on/off;

Fans malfunction;

SFP module is installed, but there is no optical link;

BPU connection lost/resumed,;

One of the following parameters falls outside of allowable limits:

1 For TAWB6.IP/TAU72.1P rev.1.&1.0:
A Primary supply voltage should fall within the limits: 38V<Vbat<72V;
A Ringer supply voltage should fall within the limits: 100V<Vring1<120V and
100V<Vring2<120V,
A¢SYLISNI GdzNE 2y | aSyaz2N) akz2dzZ R y2id SEOSS
1 For TAWB6.IP/TAUr H ®L t/revNDE @ ® ¢

A Board supply voltage should fall within the limits: 8V<Vbat<16V; R
AGSYLISNI GdzNE 2y | aSyaz2N) akKz2dzZ R y2i SEOSS

T Successful/unsuccessful firmware update;
T Successful/unsuccessful configuration download/upload.

5.1.1.6.1 The 'SNMP' submenu
The gateway supports mouwiting of the following parameters via SNMP:

Standardized Parameters

Object identifiermgmt. 1.

system Table with network parameters, according to RFC 1213{NIIB
interfaces Table with network interfaces parameters, according to RFC 121
(MIB-1)

Object identifiermib-2.47.1

entityPhysical Table withdescrigion of the physical nature of the device

according to RFC 6933 (Entity MIB)

entityMapping Table withnetwork interfacesorrespondenceaccording to RFC

6933 (Entity MIB)

General Gatewaypata

Object identifierenterprises.35265.1.9.

1 | fxsDevName Gateway name

2 | fxsDevType Gateway type
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3 | fxsDevCfgBuild Firmware version
4 | fxsFreeSpace Free disk space
5 | fxsFreeSpace Free RAM
8 | fxsCpuUsage CPU utilization (%)
Object identifierenterprises.35265.4.
2 | omsProductClass Hardware platform version
3 | omsSerialNumber Device serial number (factory setting)
11 | omsLinuxVersion Linux version
12 | omsFirmwareVersion Media processor version
13 | omsBPUVersion Subscriber unit firmware version
14 | omsFactoryType Device type (factory setting)
15 | omsFactoryMAC Factory default MAC address

T Platform Sensor Parameters

Object identifierenterprises.35265.1.9.10

5 | fxsMonitoringTempl Temperature measured by submodule 1 sensor
6 | fxsMonitoringTemp?2 Temperature measured by submodule 2 sensor
7 | fxsMonitoringTemp3 Temperature measured by submodule 3 sensor
8 | fxsMonitoringTemp4 Temperature measured by submodule 4 sensor
9 | fxsMonitoringFanState Fan status (on or off)

10 | fxsMonitoringFanlRotate Fanhealth 1, if it's on

11 | fxsMonitoringFan2Rotate Fan health 2, if it's on

13 | fxsMonitoringVinput Board supply voltage,V

14 | fxsMonitoringDevicePower Type of power supply installed

15 | fxsMonitoringPowerUnitTermo Temperature measured by PS serisor

16 | fxsMonitoringFanRpm1 Fan 1 rotating spe€ed

17 | fxsMonitoringFanRpm?2 Fan 2 rotating speed

i highg60V;
T normalc48V;
T low¢voltage less than 48 V.

1 Used with TALB6/72.IP rev.Bev.Donly.

List of the possible modes of supmf subscriber sets:
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Call Monitoring

Object identifierenterprises.35265.1.9.12.1.1.

2 | fxsPortPhoneNumber Subscriber number
3 | fxsPortState Port status
4 | fxsPortUserName Subscriber name
. Number(s) of the remote subscriber or two subscribers in conferg
5 | fxsPortTalkingNum mode
6 | fxsPortTalkingStartTime Call start time
7 | fxsPortSipConnected Last known successful registration on SIP server
g | fxsPortH323Connected Gatekeeper registratiotime
g | fxsPortSipConnecteNext Amount of time until next SIP server registration
10 | fxsPortSipConnecteState SIP server registration status
11 | fxsPortSipConnectHost Registration SIP server address

List of possible port states:

hangdownc phone isoffhook;
hangupg phone is onhook;

dial ¢ dialling number;
ringbackg send 'ringback’ tone;
ringing¢ send 'ringing' tone;
talking ¢ call in progress;
conference; 3-way conference;
busy¢ sending 'busy' tone;
hold ¢ port is on hold,;

testing¢ port is intesting mode.

List of possible registration states:

off ¢ registration disabled;
ok ¢ successful registration;
failed ¢ registration failed,;

Call group monitoring

Object identifierenterprises.35265.1.9.41.1.

serialGroupPhone

Group sequential number

serialGroupRegistrationState

SIP server registration status

serialGroupRegistrationHost

Registration SIP server address

serialGroupLastRegistrationAt

Last known successful registration on SIP server

serialGroupNextRegistrationAfter

Remaining timdor SIP server registration renewal

N|o | o]0 N

serialGroupH323GK

H.323 gatekeeper registration time
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5.1.1.6.2 Device Configuration via SNMP

The gateway supports data readout and configuration via SNMP for the following settings:

T Custom Port Settings

Object identifierenterprises.35265.1.9.12.2.1.

34 | fxsPortConfigRowStatus Row status (required in SNMP SET). Value for storing data in a f|
From the 'Custom’ tab
1 | fxsPortConfigPhone Phone (up to 20 characters)
2 | fxsPortConfigUserName User Name (up to 26haracters)
30 | fxsPortConfigUseAltNumber Use Alt. Number
og | fxsPortConfigAltNumber Alt. Number (up to 20 characters)
83 fxsPortConfigUseAltNumberAsContact Use alternati_ve number as contact
(only for serial groups members)
3 | fxsPortConfigAuthName Authentication name (up to 20 characters)
4 | txsPortConfigAuthPass Authentication password (up to 20 characters)
5 | fxsPortConfigCustom Customizing
66 | xsPortConfigPortProfilelD Subscriber profile
67 | IxsPortConfigSipProfilelD SIP/H.323 profile
18 | xsPortConfigHotLine Hot Line
o0 | IxsPortConfigHotTimeout Hot Timeout (0 to 300)
19 | fxsPortConfigHotNumber Hot Number (up to 20 characters)
27 | fxsPortConfigClir CLIR
48 | txsPortConfigbnd Do Not Disturb (DND)
21 | fxsPortConfigDisabled Disabled
32 | fxsPortConfigSipPort SIP port (0 to 65535)
16 | ~xsPortConfigCallTransfer Process flash
17 | fxsPortConfigCallWaiting Call Waiting
g5 | fxsPortConfigMwiDialtone MWI
g7 | fxsPortConfigDscpForRtp DSCP for RTP packets
From the '‘Common' tab
7 | txsPortConfigAON CallerID
g | fxsPortConfigAONHideDate Hide Date
9 | fxsPortConfigAONHideName Hide Name
11 | fxsPortConfigMinFlashtime Min Flashtime (ms) (70 to 1000)
12 | fxsPortConfigMaxFlashtime Max Flashtime (ms) (minflashtime to 1000)
13 | fxsPortConfigGainr Gain receivg-230 to 20)
14 | TxsPortConfigGaint Gain transmit{170 to 60)
15 | fxsPortConfigCategory SS7 category (STH
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76 | fxsPortConfigCpcRus Category

g4 | fxsPortConfigModifier Modifier

33 | fxsPortConfigCfgPriOverCw Call Forward on Busy (CFB) has priority @agl Waiting (CW)
6 | fxsPortConfigPlaymoh Play music on hold

2g | fxsPortConfigStopDial Stop dial at #

10 | fxsPortConfigTaxophone Taxophone operation in payphone mode

58 | fxsPortConfigEnableCpc CPC

59 | fxsPortConfigCpcTime CPC time (ms)

From the 'Calforward' tab

22 | fxsPortConfigCtBusy Call Forward on Busy (CF Busy)

45 | fxsPortConfigCfbNumber CF Busy Number (up to 20 characters)

24 | fxsPortConfigCtNoanswer Call Forward on No reply (CF No reply)

46 | fxsPortConfigCfnrNumber CF No reply Number (up to 2Baracters)

23 | fxsPortConfigCtUnconditional Unconditional Call Froward (CF Unconditional)

44 | fxsPortConfigCfuNumber CF Unconditional Number (up to 20 characters)

43 | fxsPortConfigCtOutofservice Call Forward on Out Of Service (CF Out Of Service)

47 | fxsPortConfigCfoosNumber CF Out Of Service Number (up to 20 characters)

25 | fxsPortConfigCtNumber Call Forward Number (CF Number)

26 | fxsPortConfigCtTimeout CF No reply (CFNR) Timeout (0 to 300)

From the'8uppl. Servic&ab

36 | fxsPortConfigDvoCtAttendedEn Call answer attended enable

37 | fxsPortConfigDvoCtUnattendedEn Call answer unattended enable

3g | fxsPortConfigDvoUnconditionalEn Call forward unconditional enable
39 | fxsPortConfigDvoCfBusyEn Call forward on busy enable

40 | txsPortConfigDvoCfAnswerEn Call forward on no reply enable

41 | txsPortConfigDvoCfServiceEn Call forward on out of service enable
35 | fxsPortConfigDvoCwEn Call waiting enable

42

fxsPortConfigDvoDoDisturbEn

Do not disturb enable

From the'Pick up group&ab

31

fxsPortConfigPickUp

Membership in PickUp groups (up to 86 characters)

V These settings match ones described in Sectioh.2.4

Subscriber profiles settings

Object identifierenterprises.35265.1.9.30.3.1.1.

> profilePortsAON CallerlD
3 profilePortsAONHideDate Hide Date
4 profilePortsAONHideName Hide Name
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6 profilePortsMinFlashtime Min Flashtime (ms) (70 to 1000)

7 profilePortsMaxFlashtime Max Flashtime (ms) (minflashtime to 1000)

8 profilePortsGainr Gain receive (0.1 dB)

9 profilePortsGaint Gain transmit (0.1 dB)

10 profilePortsCategory SS7 categor{SIPT)

35 profilePortsCpcRus Category

43 profilePortsModifier Modifier

13 profilePortsCfgPriOverCw Call Forward on Busy (CFB) has priority over Call Waiting (CW)

1 profilePortsPlaymoh Play music on hold

a1 profilePortsStopDial Stop dial at #

5 profilePortsTaxophone Taxophone operation in payphone mode

20 profilePortsEnableCpc CPC

21 profilePortsCpcTime CPC time (ms)

45 profilePortsDscpForRtp DSCP for RTP packets

27 profilePortsRowStatus Row §tatus. This parameter is mandatory for SNMP BEStore datal
in a file, set '1' as value.

V These settings match ones described in Sectioh.2.4

Configuration of common SIP parameters

Object identifierenterprises.35265.1.9.30.1.1.

1 | sipCommonEnablesip Enable SIP

6 | sipCommonlnvitelnitT Invite initial timeout (ms) (100 too 1000)
5 | sipCommonlnviteTotalT Invite total timeout (ms) (1000 too 39000)
2 | sipCommonShortmode Short mode

3 | sipCommonTransport Transport

4 | sipCommonSipMtu SIP UDP MTU

7 | sipCommonPortRegistrationDelay Port registration delay (ms)

8 | STUNEnable Use STUN

9 | stunServer STUN server

10 | stuninterval STUN interval

11 | sipPubliclp PubliclP (address behind NAT)

K

These settings match ones described in Secttoh.2.2.1
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Common parameters configuration

Object identifierenterprises.35265.1.9.37.

deviceName Device name
siptUsePrefix Use prefix (SHF)
siptPrefix Prefix (SIF)
startTimer Starttimer

durationTimer

Duration timer

waitAnswerTimer

Wait answer timer

fansThresholdTemperature

Fans threshold temperature

= (N (O O | |O [0 (W

fansForceEnable

Fans force enable

Configuraion of TCP/UDP port parameters

Objectidentifier enterprises.35265.1.9.45.
1 | rtpSipMin Minimal UDP port (when operating via SIP)
2 | rtpSipMax Maximum UDP port (when operating via SIP)
3 | interceptPortMin COPM intercept UDP port min
4 | interceptPortMax COPM intercept UDP port max
8 | dscpForSip DSCP for SIP packets
7 | verifyRemoteMediaAddress Remote media address verification

Call limits configuration

Object identifierenterprises.35265.1.9.46.1.

clType

Type of interaction gateway

clHostOfNeighbourGateway

Host of neighbour gateway area

clSimultaneousCallsCount

Simultaneous calls count

g | W N

clRowStatus

Row status. This parameter is mandatory for SNMP SET. To sto
data in a file, its value should be as follows: to change the limit
record, set value 1, to add a recandhlue 4, to remove a recocd
value 2.

'Distinctive ring' service configuration

Object identifierenterprises.35265.1.9.47.1.

drRule Rule name
drRing Ring, ms
drPause

Pause, ms

drSubscriberProfiles

Subscriber profiles

drRowStatus

o (o | W N

Row status. This parameter is mandatory for SNMP SEStorEo
data in a file, its value should be as follows: to change the limit
record, set value 1, to add a recapdhlue 4, to remove a recocd
value 2.
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i Autoupdate configuration

Object identifierenterprises.35265.1.9.35.1

1 | fxsEnableAutoupdate Enableautoupdate

2 | fxsSource Source

8 | autoupdateProtocol Autoupdate protocol

9 | autoupdateAuth Autoupdate authentication
10 | autoupdateUser Username

11 | autoupdatePassword Password

fXxsTFTPServer

Autoupdate server

fxsConfigurationFile

Configuration file

fxsFirmwareVersion

Firmware versions file

3
4
5
6

fxsConfigurationUpdatelnterval

Configuration update interval

T System log configuration

Object identifierenterprises.35265.1.9.38.

runSyslog

Run syslog on startup

14 | syslogToFile

Save log to file

2 | syslogAddr Syslog server address
3 | syslogPort Syslog server port

4 | appErr Errors

5 | appWarn Warnings

6 | appinfo Info

7 | appDbg Debug

13 | appAlarm Alarms

8 | sipLevel SIP debug level

9 | h323Level H.323 debug level

10 | vapiEnabled

VAPI log enable

1 | vapiLibLevel

Library debug level

2 | vapiAppLevel

Application debug level

15 | syslogStatus

Syslog status (on/off)

V These settings match ones described in Secttoh.1.7
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Specific SIP parameters' configuration

Object identifierenterprises.35265.1.9.30.1.3.1.

3 | sipProfileMode

Proxy mode

15 | sipProfileProxy0

Proxy 1 address (up to 40 characters)

16 | sipProfileRegrar0

Registrator 1 address (up to 40 characters)

17 | sipProfileRegistration0

Use registration 1

18 | sipProfileProxyl

Proxy 2 address (up to 40 characters

19 | sipProfileRegrarl

Registrator 2 address (up to 40 characters)

40 | sipProfileRegistrationl

Use registration 2

20 | sipProfileProxy2

Proxy 3 address (up to 40 characters

21 | sipProfileRegrar2

Registrator 3 address (up to 40 characters)

41 | sipProfileRegistration2

Use registration 3

22 | sipProfileProxy3

Proxy 4 address (up#0 characters

23 | sipProfileRegrar3

Registrator 4 address (up to 40 characters)

42 | sipProfileRegistration3

Use registration 4

24 | sipProfileProxy4

Proxy 5 address (up to 40 characters

25 | sipProfileRegrar4

Registrator 5 address (up to 40 characters)

43 | sipProfileRegistration4

Use registration 5

4 | sipProfileOptions

Main proxy control mode

62 | sipProfileChangeover

Redundancy switching mode

63 | sipProfileChangeoverBy408

Switching by timeout

5 | sipProfileKeepalivet

Keepalive time (s)

61 | sipProfileFullRuriCompliance

Full RURI analyse

7 | sipProfileDomain

SIP domain (up to 20 characters)

6 | sipProfileDomainToReg

Use SIP domain when registrating

8 | sipProfileRegisterRetryInterval

Registration Retry Interval (s) (10 to 3600)

10 | sipProfilelnboundProxy

Inbound

9 | sipProfileOutbound

Outbound

2 | sipProfileObtimeout

Dial timeout (0 to 300)

11 | sipProfileExpires

Expires (10 to 345600)

12 | sipProfileAuthentication

Authentication and authorisation mode

13 | sipProfileUsername

Username (upo 20 characters)

14 | sipProfilePassword

Password (up to 20 characters)

60 | sipProfileUseAlertinfo

Alert info

39 | sipProfileRingback

Ringback when receiving 183 response

37 | sipProfileCwRingback

Response type with CallWaiting

38 | sipProfileRingbackSdp

Ringback raising to a caller
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26

sipProfileDtmfmime

DTMF MIME Type

27

sipProfileHfmime

DTMF MIME Type

34

sipProfileUriEscapeHash

Forward #' as '%23'

33

sipProfileUserPhone

Use tag User=Phone

49

sipProfileRemovelnactiveMedia

Remove inactive media

44

sipProfilePRTPstat

P-RTPStat

28

sipProfileCtWithReplaces

Use replaces

32

sipProfile100Rel

Reliable preliminary 100rel response delivery

46

sipProfileEnableTimer

Use RFC4028 timer

47

sipProfileMinSE

Min SE

48

sipProfileSessionExpires

Session expires

NAT settings

51

sipProfileKeepAliveMode

NAT Keep Alive Msg

50

sipProfileKeepAlivelnterval

NAT Keep Alive Interval (s)

Conference settings

52

sipProfileConferenceMode

Conference mode

53 | sipProfileConferenceServer Conference server
IMS settings
54 | sipProfileEnableIMS Enable IMS

55

sipProfileXCAPNameForThreePartyConferen| XCAP name for-®ay conference'

56

sipProfileXCAPNameForHotline

XCAP name for 'Hotline'

57

sipProfileXCAPNameForCallWaiting

XCAP name for 'Call waiting'

v

These settings match ones described in Sectioh.2.2.3

i Configuration of the distinctive type ring with alert info header

Object identifierenterprises.35265.1.9.30.1.5.1.

1 | cadenceNumber Rule number

2 | cadenceName Alert Info string

3 | cadenceRingRule Expressions

4 | cadenceRowStatus Row status. This parameter is mandatory for SNMP SET. To
data in a file, its value should be as follows:change the limit
record, set value 1, to add a recapdhlue 4, to remove a recocd
value 2.
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Codecs configuration

Object identifierenterprises.35265.1.9.30.7.1.1.

1 | useG711A Use G.711A
2 | useG711U Use G.711U
3 | useG726t032 Use G.72632
4 | useG723 UseG.723

6 | useG729B Use G.729B
7 | useG729A Use G.729B

Packetization time

8 | g711Ptime G.711 Ptime
9 | g729Ptime G.729 Ptime
10 | g723Ptime G.723 Ptime

11 | g726to32Ptime

G.72632 Ptime

Other settings

12 | g726t032PT

payload type for G.7282 codec

13 | dtmfTransfer

DTMF Transfer Type

14 | flashTransfer

Flash Transfer Type

15 | faxDetectDirection

Fax Detection

16 | faxTransferCodec

Master Fax Transfer Codec

17 | slaveFaxTransferCodec

Slave Fax Transfer Codec

18 | modemTransfer

Modem Transfer

19 | rfc2833PT

RFC2833 Payload Time

20 | silenceSuppression

Silence suppression

21 | echoCanceller

Echo canceller

22 | nipDisable

NLP disable

23 | comfortNoise

Comfort noise

RTCP configuration

24 | rtcpTimer

RTCP rimer

25 | rtcpControlPeriod

RTCP activity control period

36 | rtcpXR

RTCHXR

Fax/Modem configuration

26 | ciscoNsePT

NSE Payload Type

27 | t38MaxDatagramSize

Max Datagram Size

28 | t38Bitrate

Bitrate

Jitter buffer configuration

29 modemFaxDelay

Delay (modem/fax)

voiceMode

30

Mode
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31 voiceDelayMin Delay min

32 voiceDelayMax Delay max

33 voiceDeletionThreshold Deletion Threshold

34 voiceDeletionMode Deletion mode

35 profilesCodecsRowStatus Row status. This parameter is mandatory for SNMP SET. To sto
in a file, set '1' as value.

37 rfc3264PtCommon Decoding rfc2833 with PT from answer SDP

4

These settings match ones described in Sectioh.2.2.5

T Configuration of a routing plan based on regular expressions

Object identifierenterprises.35265.1.9.30.5.3.1.

profileRegExpDialOn

Regular expression dialplan

profileRegExpDialProtocol

Protocol

profileRegExpDialText

Expressions

AW N (P

profileRegExpDialRowStatus

Row status. This parameter is mandatory for SNMP SET. To sto
data in a file, set '1' as value.

V These settings match ones described in Sectioh.2.2.54.

T Call group configuration

Object identifier enterprises.35265.1.9.18.1.1.

Data readout performed foenterprises.35265.1.9.18.fxsSerialGroupsNeadtifier allows you to get the
number of the next free group. You can configure up to 8 groups in total.

1 | fxsSerialGroupsPhone Phone (up to 20 characters)

2 | fxsSerialGroupsEnabled Enabled

3 | fxsSerialGroupsSerialType Type

4 | fxsSerialGroupsBusyType Busy mode

5 | fxsSerialGroupsTimeout Timeout (0 to 99)

6 | fxsSerialGroupsSipPort SIP port (0 to 65535)

7 | fxsSerialGroupsAuthName Group name (up to 20 characters)

8 | fxsSerialGroupsAuthPass Password (up to 20 characters)

9 | fxsSerialGroupsPorts Ports (up to48 characters)

10 | fxsSerialGroupsSipProfile SIP/H.323 profile

11| neSeratarpsRonsias e e i oo
record, set value 1, todal a recordvalue 4, to remove a recocgalue
2.
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V These settings match ones described in Sectoh.2.7.

SNMP parameters configuration

Object identifierenterprises.35265.1.9.31.

1 | tauTrapSink Trap Sink

2 | tauTrapType Trap Type

3 | tauSysName System Name

4 | tauSysContact System Contact
5 | tauSysLocation System Location
6 | tauRoCommunity roCommunity

7 | tauRwCommunity rwCommunity

8 | tauTrapCommunity trapCommunity
9 | tauUserV3Name Username

10 | tauUserV3Password User password
11 | tauViewV3Type View type

12 | tauRestartSnmp Allows to restart SNMPBlient

V These settings match ones described in Secttoh.1.6

Configurationof supplementary service codes

Object identifierenterprises.35265.1.9.20.

tauVoipDvoCtAttended

Call transfer attended

tauVoipDvoCtUnattended

Call forward unattended

tauVoipDvoCfUnconditional

Unconditional Call Froward (CF Unconditional)

tauVoipDvoCfBusy

Call Forward on Busy (CF Busy)

tauVoipDvoCfNoanswer

Call Forward on No reply (CF No reply)

tauVoipDvoCfService

Call Forward on Out Of Service (CF Ou&Yice)

tauVoipDvoCallwaiting

Call Waiting

0 (PN O (01w N

tauVoipDvoDoDisturb

Do Not Disturb (DND)

K

These settings match ones described in Secttoh.2.6
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T Firewall settings configuration

Object identifierenterprises.35265.1.9.44.1.1

2 | startingSourcelpAddress Starting source IP address

16 | SourceMask Network Mask

4 | allSourcelpAddresses All'source IP addresses

5 | ruleprotocol Protocol

6 | typeOfMessagelCMP Type of message (ICMP)

7 | startingSourcePort Starting source port

g | numberOfSourcePorts Number of source ports

g | allSourcePorts All source ports

10 | StartingDestinationPort Startingdestination port

11 | numberOfDestinationPorts Number of destination ports

12 | allDestinationPorts All destination ports

13 | ruleTarget Target

14 | ruleMoveTo g/loo)\./es the rule in the table; specify a row to move the rule into (]

15 Rows_tatl_Js. This parameter is mandatory for SNMP SET. To stof
ruleRowStatus in afile, its value should be as follows: to change the rule, set va

to add a rulgvalue 4, to remove a ruwalue 2.

Object identifier enterprises.35265.1.9.44.

2 | firewallApply Applyrules

3 | firewallConfirm Confirm applied rules

Y

These settings match ones described in Secttoh.2.6

T Sevice functions

Object identifierenterprises.35265.1.9.

15

fxsConfigSave

Save configuration into newolatile memory

19

fxsReboot

Reboot gateway

5.1.1.6.3 Device Firmware Update

To do thissend 'set' request to OID 1.3.6.1.4.1.35265.1.9.25.0

Parameter type: sstring

Parameter format:

Example:

192.168.16.44'

UkFirmware file name> <TFTP server IP addfess>

snmpsetcv 2c ¢c private 192.168.16.70 .1.3.6.1.4.1.35265.1.9.25.0 s ‘firmware.img72

SNMP trap message will be sent to notify you on success or failure of firmware update operation.
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5.1.1.6.4 Device configuration download/upload

Device configuration upload

To do this, send 'set' request to OID .1.3.6.1.4.1.35265.4.10.2.0

Parameter type: sstring

Parameter format:
or:

Example:

WTFTP server IP address> <Configuration file name> @pload
WHTTP server IP address> <Configuration file name> httpupload

snmpsetcv 2ccc private 192.168.16.70 .1.3.6.1.4.1.35265.4.10.2492.168.16.44
cfgTau72.cryptipload

Device configuration download

To do this, send 'set' request to OID .1.3.6.1.4.1.35265.4.10.2.0

Parameter type: sstring

Parameter format:
or:

Example:

WTFTP server IP address> <Configuration file name> downhload
WHTTP server IP address> <Configundtie name> httpdownloa@

snmpsetqv 2cqc private 192.168.16.70 .1.3.6.1.4.1.35265.4.10.2402.168.16.44
cfgTau72.crypt downlodd

Apply loaded changes

To do this, send 'set' request to OID .1.3.6.1.4.1.35265.4.10.2.0

Parameter type: sstring

Parameter format:

Example:

'<TFTP server IP address> <Configuration file name> apply’

snmpsetqv 2cqce private 192.168.16.70 .1.3.6.1.4.1.35265.4.10.2402.168.16.44
cfgTau72.crypt apply

5.1.1.6.1 Events description sent in the TRAP, TRAP V2, INFO&ddages

Table7 t Description of events transmitted in Trap, Trap2, Inform messages

Event Importance Description OID Note
The voltage Vbat =%1$
fxs72VbatAlarmTrap MAJOR | Peyondthe 1.3.6.1.4.1.35265.3.6.1 |Parameter 1: voltage
permissible limits
(3872V)
The voltage Vring Parameter 1: voltage
fxs72VringAlarmTrap MAJOR %2$O.|:%1$d. bgyond th 1.3.6.1.4.1.35265.3.6.2  |Parameter 2: the n?meer 0
permissible limits the inductor (1 or 2)
(100-120V)
Inputvoltageexceeds Parameterl: input voltage
fxs72VinputAlarmTrap MAJOR |acceptable values 1.3.6.1.4.1.35265.3.6.7 '

(816V) value

fxs72TemperatureAlarmTrag

Parameter 1: The
temperature

The temperature of

MAJOR sensor %2%$d=%1%d

1.3.6.1.4.1.35265.3.6.3
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greater than the
YI EAYdzy @I €

Parameter 2: The number
the temperature sensor
(1-4)

fxs72TempmeasurementAla

¢ SYLISNI { dzNH

MAJOR |measurements are 1.3.6.1.4.1.35265.3.6.13
mTrap . .
invalid
Temperatureof power
fxs72PowerUnitTermAlarin |[MAJOR  |supplyexceeds 1.3.6.1.4.1.35265.3.6.21
acceptable valué dp
0, i .
fxs72FanAlarmTrap MAJOR |Fan%l8dison, butdof, 5 ¢4 41 35065364 |Frameter 1: The number
not rotate fan
Rotationspeedisless
fxs72FanLowSpeedAlarmTt{MAJOR [than 1000cycles per 1.3.6.1.4.1.35265.3.6.22
minute
fxs72SSwAlarmTra MAJOR [Noredistrationon ) 354 44 35065365 |LISused for software
P MGC/ssw |7 T version- Megaco
fxs72PortAlarmTrap MINOR  |Port %1$d is locked  |1.3.6.1.4.1.35265.3.6.6 Ejrr:g;fteﬂ: The port
fxs72VbatOkTrap CLEAR |The voltage Vbat is OK|1.3.6.1.4.1.35265.3.7.1
. The voltage Vring %2%d Parameter 2: the number o
fxs72VringOkTrap CLEAR is OK 1.3.6.1.4.1.35265.3.7.2 the inductor (1 o 2)
fxs72VInputOkTrap CLEAR |Inputvoltageis OK 1.3.6.1.4.1.35265.3.7.7
The temperature of Parameter 2: The number
fxs72TemperatureOkTrap |CLEAR b . 1.3.6.1.4.1.35265.3.7.3  |the temperature sensor (1
sensor %2%d is OK 2)
The problem with
fxs?2TempmeasurementOk7CLEAR temperature 13.6.1.4.1.35265.3.7.13
ap measurementsas been
solved
fxs72PowerUnitTermOk ~ |CLEAR | SPeratureofpower 1, 5 54 4 4 350653.7.21
supply is OK
fxs72FanLowSpeedOkTtap |[CLEAR  |Fanrotation speedisOK |1.3.6.1.4.1.35265.3.7.22
fxs72FanOkTrap CLEAR |72n%iSdieperating |, 564 41 35065374 |F2rameter1: The number
normally fan
There is a registration o It is used for software
fxs72SSwOKTrap CLEAR MGC/SSW 1.3.6.1.4.1.35265.3.7.5 version- Megaco
fxs72PortOkTrap CLEAR |Port %1$d is unlocked |1.3.6.1.4.1.3585.3.7.6 Ejﬁgfter 1: The port
. Power supply is change Parameter 1: new mode: 4
fxs72VmodeSwitchTrap INFO 061$D V 1.3.6.1.4.1.35265.3.7.10 60V, 2c 48V
fxs72FansSwitchTrap INFO Fan status changed  [1.3.6.1.4.1.35265.3.7.11 Zg;?}?e]zter 1:-disabled,1-
fxs72updateFwFail MINOR |CTTorwhile updating |y 5 4 4 1 350653620 |Parameter 1: The type of tf
firmware error
fxs72updateFwOk INFO Firmware is updated [1.3.6.1.4.1.35265.3.7.20
Attempt of password
crackingby iteration has
fxs72AuthFailedAlarmTrap |INFO  |Peen detectedIP 1.3.6.1.4.1.35265.3.6.23 | 2rameterl:1¢telnet,
address from which 2¢ssh
access attempt has bee
made is specified)
fxs72BpuAlarmTrap CRITICAL |No connection with BPU1.3.6.1.4.1.35265.3.6.12
fxs72BpuOkTrap CLEAR |BPUconnection restoreq1.3.6.1.4.1.35265.3.7.12

1 Sent only by TAB6/72.IP rev.B/rev.D
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5.1.1.7 The 'Syslog' submenu. Syslog Protocol Configuration
In the'Syslogmenu, you may configure system log settings.

SYSLOG a protocol, designed for transmission of messages on current system events. Gabéwaye
generates system data logs on operation of system applications and signalling protocols, as well as occurre
failures and sends them to SYSLOG server.

High debug levels may cause delays in operation of the device. IT IS NOT RECOMMENDE
e system logunless necessary

System log should be used only when problems in gateway operation occur, and you ha\
o=l identify the reason. To define the neceasy debug levels, consult ELTEX Service Centre Specis

Network settings | PBX | Switch | Monitoring | System info | Service Log out

Network | IPSec | VLAN conf | Route | Hosts | SNMP | Syslog MAC filter | Firewall | NTP | ACS | Autoupdate

Attention! Change this settings in your own risk!
High log level can result in delays in work of the device.

Syslog configuration:

Run syslog on startup: v
Syslog to file: T

Syslog server:|192.168.118.46

Syslog port:|514
Application:
Error:

‘Warning:
Info:

Debug:
Alarm:

SIS

SIP:

SIP Log Leve\:‘ -1 none v
H323:

H323 Log Leve\:‘ 0 none v
VAPI:

Enabled:
Lib Level:|| 0 none

App Level:|| 5 none

Syslog is started

Start syslog || Stop syslog || Show syslog || Clear syslog

Undo all changes | Submit changes
Save

Syslog configuration:

- Run syslog on startupwhen checked, rusyslog on device startup;
- Syslog to file when checked, savgslog into file to view it later via web interface;
- Syslog servey syslogserverlP address;

- Syslog Port port for syslogserver incoming messages (514 by default);

Record type (APPLICATION):
- Errorg send application failure messagessslog server;
- Warningq send application warning messagessyslog server;
- Info ¢ send application Info messagessyslog server;

- Debugg send application debug messagessyslog server;
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- Alarmg sendalarm event messagesd information on unathorised access attempuissyslog server

SIP

- SIP Log LevelSIP protocol log level;
H.323

- H.323 Log LevelH.323 protocol log level;
VAPI:

- Enabled; when checked, VAPI library logging is enabled, otherwise it is disabled;
- Lib Levet VAPI library log level;
- App Levet VAPI log level from the application side.

UseStart and Stogputtons to start and stop the output of logging information to the system log.

UseShowand Clearbuttons available in syslog file saving mode to view the log via web interface and clear
the log on the device.

To discard all changes made to configuratiditk theUndo All Changesutton. To apply changes, click the
Submit Changesutton.

5.1.1.8 The 'MAC filter' submenu

In the 'MAC filter' submenu, you may configure lists of permitted and denied MAC addresses from which
the device is available.

Network settings | PBX | Switch | Monitoring | System info | Service Log out

Network | IPSec | VLAN conf | Route | Hosts | SNMP | Syslog | MAC filter Firewall | NTP | ACS | Autcupdate

Filter mode: Disabled v
MAC-address \Delete
XX XKDOEXKXKXK K

Undo all changes =~ Submit changes
Save

.
- Filter modeg three operation modes are available: disabled, 'black list' or 'white list'.

To add MAC address to the table, enter the required address in'M&C address'column in
AA:BB:CC.DD:EEféifmat. To apply changes, click tBebmit Changdsutton.

V Themaximum number of MAC addresses in the table is 30

V" Adding addresses to the 'White list' requires at least one MAC address in the table, otherwise the
‘ 'Submit changes' button will be unavailable.

V When using the 'White list', the 'Local DNS' functiditg will not be available.
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To delete a MAC address, select a flag opposite the required address and tielDelete’ e column.

To discard all changes made to configuration, clickthdo All Changdsutton. To store changes to nen
volatile memory of the device, click ti@&avebutton.

5.1.1.9 The 'Firewall' submenu

In the 'Firewall'submenu, you may configure black and white lists of IP addresses to allow or deny them
access to the device.

Network settings | PBX | Switch | Monitoring | System info | Service Log out

Network | IPSec | VLAN conf | Route | Hosts | SNMP | Syslog | MAC filter Firewall | NTP | ACS | Autoupdate

Filter mode: Disabled
MAC-address \Delete
KHXKKKXAKXKXK ‘ =

Undo all changes | Submit changes
Save

To add a new rule, clitke ‘New rule'button.

Network settings | PBX | Switch | Monitoring | System info | Service Log out

Network | IPSec | VLAN conf | Route | Hosts | SNMP | Syslog | MAC filter | Firewall NTP | ACS | Autoupdate

New firewall rule

Starting source IP address:

Netmask:

All source IP addresses:
Protocol:| any v

Type of message (ICMP):| any v

Starting source port:|0

Number of source ports:|0

All source ports:

Starting destination port:|0

Number of destination ports:|0
All destination ports:

Target:| Accept v

Cancel | | Submit

| Update firewall | | Commit changes |

Save

New firewall rule:

I Starting source IP addres$P address or network address;

T Mask¢ network mask;
T All source IP addressesvhen checked, the rule applies to all packet source IP addresses;

T Protocolg type of incoming packetgrotocol that the rule to be applied to:

1 Anyc¢ for UDP and TCP;
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1 UDP¢ for UDP;
1 TCR for TCP;
1 ICMP¢ for ICMP.

I Type of message (ICMPYype of ICMP message that the rule is created for;

I Starting source port starting TCP/UDP port of the source prahge;

T Number of source portg number of ports in the source port range;

T All source portg when checked, the rule applies to packets with any source port value;

I Starting destination porg, starting TCP/UDP port (on the device) of the packet destinatiwhrange;
T Number of destination ports number of ports in the packet destination port range;

T All destination portg when checked, the rule applies to packets with any destination port value;

T Targetg action to be performed on packets falling under thige:

T Accept;
1 DROP
 REJECT.

To apply a new rule, click ttfgubmitbutton.

Network settings | PBX | Switch | Monitoring = System info | Service Log out

Network | IPSec | VLAN conf Route | Hosts | SNMP | Syslog | MAC filter | Firewall NTP ACS Autoupdate

|NQ[Source Ip addresses|Pr0t0coI|Type of message (ICMP) |Source ports|Destination port5|Ta rgetIEdit|DeIete|
[1]al | 1cme | any | - | - [Accept]| 32 |

New rule | = Remove selected

I Update firewall | Commit changes
Save

To edit the rule, clic® icon in'Edit' column for the respective rule.

To change the rule sequence, select the necessary rule and move it to the desired posit ¥ #\hititons.

After all necessary rules has been added, click'thpelate firewall'button to apply the rules. Next, you
should click theCommit changedutton in two minutea ifterval after approving new rules, otherwise previous

settings will be restored.

To discardall changes made to configuration, click tdado All Changdsutton. To store changes to nen
volatile memory of the device, click tfgavebutton.
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5.1.1.10 The 'NTP' submenu

NTPis a protocol designed for synchronization of reale clock of the device. Allows to synchronize date

and time used by the gateway against their reference values.

Network settings | PBX | Switch | Monitoring | System info | Service Log out

Network | IPSec | VLAN conf | Route | Hosts | SNMP | Syslog | MAC filter | Firewall | NTP ACS | Autoupdate

DST settings will be applied after reboot of device!

NTP Settings:
Enable NTP: T

NTP server: 192.168.118.46
Enable synchronization: v

Synchronization period, sec: 30

Zone info:| | Novosibirsk v || Default DST
DST enable:
DST start:| - vil- Yin - Yat- v- v
DST end:| - vl- vin - vat- v.- 7
DST offset, min: 60

Undo all changes = Submit changes
Save

NTP Settings:

Enable NTR when checked, enable the synchronization of the device tinta an external server via
NTP protocol. Given that TAU is not equipped with-timaé clock, in order to use the real time in
monitoring and statistics tasks you should enable time synchronization with an external server;

NTP serveg NTP server address;

Enable synchronizatiapwhen checked, perform periodic synchronization of the device with NTP server;

Synchronization periogiperiod of synchronization with NTP server (permissible value: 30 to 100000s);

Zone infog timezone. Given that NTP server sends the time in a zero timezone, this setting allows to set
local time on the device. If you need help on timezones ARBENDIX L. HELP ON TIMEZONES

Exclamation mark means that DST settings are not used for this timezone

!

I _ DST settings will be applied only after device restart
o

!

DST enable when checked, device will perform daylight saving change and the set back process;

Default DSButton ¢ allows to set standard DST periods for the current timezone by pressiriggetiaeilt
DSTbutton;

DST start, defines the moment of daylight saving cluge;
DST end defines the moment of set back process;

DST offset, mig time adjustment amount used in transition.
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To discard all changes made to configuration, clickithdo All Changdsutton. To apply changes, click the
Submit Changesutton.

5.1.1.11 The'ACS' submenu. FB69 Monitoring and Management Protocol Configuration

Network settings | PBX | Switch | Monitoring | System info | Service Log out

Network | IPSec | VLAN conf | Route | Hosts | SNMP | Syslog | MAC filter | Firewall | NTP | ACS Autoupdate

TR-069 Settings:
Enable:

ACS address:

http://update.local: 9595/

Periodic inform enable:

Periodic inform interval:

60 (s)

Username:

acs

Password:

ssssssse

ConnectionRequest username:

admin

ConnectionRequest password:| sssssses
NAT mode: STUN ~
STUN server address:|stun.local
STUN server port:| 3478

Minimum keep alive period, sec:|30

Maximum keep alive period, sec:|60

Undo all changes | Submit changes
Save

TRO69 settings:

I Enableg when checked, enable device management vigD&® protocol;

I ACS addressACS server address. Enter address in the following fohttpt//<address>:<port> where:
<addressx ACS server IP address or domain name;
<port>¢ ACS server port, 10301 by default.

I Periodic inform enable when checked, integrated T#69 client will periodically poll ACS server at
intervals equal toPeriodic inform intervalalue in seconds. Goal of the polling is to identify possible
changes in the device configuration;

T Periodic inform intervai ACS server polling interyal
T Username; username used by client to access the ACS server;
T Password; password used by client to access the ACS server;

T ConnectionRequest usernameisername used by ACS server to access th@6BRlient. Server sends
ConnectionRequest notifications;

I ConnectionRequest usernamgassword used by ACS server to accessltR@69 client. Server sends
ConnectionRequest notifications.

If there is a NAT (network address translation) between the client and ACS server, ACS server may
not be able to establish the connection to client without specific technologies intended to rireueh
situations. These technologies allow the client to identify its so called public address (NAT address or in
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other words external address of a gateway, that covers the client.) When public address is identified, the
client reports it to the serverhat uses this public address for establishing connection to the client in the
future.

T NAT mode TRO69 client operation mode in the presence of NAT; identifies the method, that will be used
by client for obtaining its public address information. Availabtales:

1 STUN; use STUN protocol for public address identification. When choosing STUN client operation
mode, you should define the following settings:

A STUN server addresSTUN server IP address or domain name;

A STUN server poctSTUN server UDP poB4(78 by default);

A Minimum keep alive period, seconds and Maximum keep alive period, sepdefiise the
time interval in seconds for periodic transmission of messages to STUN server for public
address discovery and modification;

1 Public address (Manuat)manual mode, when public address is explicit in configuration; in this
mode, you should add a forwarding rule on a device that acts as a NAT for TCP port used by Tl
069 client. When the manual mode client ('Manual’) is selected, the public client adshesild
be specified manually:

A NAT addresg IP address of a public NAT.

9 Off¢ NAT will no be usedthis mode is recommended only when the device is directly connected
to ACS server without network address translation. In this case public address will match local
client address.

To discard all changes made to configuration, clickithdo All Changdsutton. To apply changes, click the
Submit Changesutton.
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5.1.1.12 The 'Autoupdate’ submenu Automatic update configuration

Network settings | PBX | Switch | Monitoring | System info | Service Log out

Network | IPSec | VLAN conf | Route | Hosts | SNMP | Syslog | MAC filter | Firewall | NTP | ACS | Autoupdate

Autoupdate Settings:

Enable autoupdate: )
Source: DHCP VLAN 2 v
Autoupdate protocol: TFTP ~

Autoupdate auth:

Username:

Password:| ~  |esssscss

Autoupdate server: 192.168.118.46
Configuration file: tau.dat
Firmware versions file: tau.versions
Configuration update: Off v
Configuration update interval: 0 (s)

Mo Tu We Th Fr Sa Su HH MM
Configuration update time: .

Firmware update: Off v

Firmware update interval: 0 (s)
Mo Tu We Th Fr Sa Su  HH MM

Firmware update time:

Undo all changes | | Submit changes
Save

Autoupdate Settings:

Enable autoupdate when checked, device configuration and firmware will be updated automatically;
Source; parameterobtaining method for autoupdate procedure:
1 DHCP (VLAN 1, VLAN 2, VLAN'&)eive autoupdate parameters via DHCP Options 66 and 67;
I Staticq use autoupdate parameters specified in FARIP/TAWU36.IP configuration.
Autoupdate protocot a protocol, whichwill be used for autoupdate (TFTP/FTP/HTTP/HTTPS);
Autoupdate authg when checked, authentication settings will be used during autoupdate procedure;
Username; login to access the autoupdate server;
Password; password to access the autoupdate server;
Autoupdate serveg autoupdate server IP address or network name;
Configuration fileg name of the configuration file located on autoupdate server and its path;
Firmware versions file name of the firmware versions file located on autoupdate server angath;
Configuration autoupdate select autoupdate mode: off, after interval or at the certain time update;
Configuration update interva automatically update configuration with the specified period in seconds;
Configuration update time selection ofcertain days and time when the update will be carried out;
Firmware autoupdate select autoupdate mode: off, after interval or at the certain time update;
Firmware update intervaj automatically update firmware with the specified period in seconds;

Firmware update time selection of certain days and time when the update will be carried out.

For autoupdate system operating procedure, #d@PENDIX G. AUTOMATIC CONFIGURATION PROCEDURE

AND GATEWEY FIRMWARE VERSION. GdE¥Card all changes made to configuration, clickihdo All
Changedbutton. To apply changes, click tisaibmit Changesutton.
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In addition to static configuration of TB69 client, the devicsupports DHCP Option 43 processing in the
following format:

<suboption number><suboption length><suboption value>,

where:
T suboption number and length are passed in a numeric (Hex) format;
T suboption value is passed as ASCII code.

Gateway recognizes tHellowing suboptions:
T 1¢ACS UREACS server URL.

Address should be received in the following forntdtp://<address>:<port>

where:
<addressx ACS server |IP address or domain name,
<port>¢ ACS server port number, 10301 by default (optiggabmeter);
I 2 ¢ Provisioning code identifier that allows ACS server to identify specific configuration
parameters;
T 3 ¢Loging username used by client to access the ACS server;
T 4 ¢ Password; password used by client to access the ACS server;
T 5c¢autoupdate server address;

Address should be received in the following formgiroto>://<address>[:<port>]

where:
<proto>¢ protocol (FTP, TFTP, HTTP, HTTPS),
<addressx autoupdate server IP address or domain name,
<port>¢ autoupdate server porfoptional parameter);

I 6 ¢ autoupdate configuration file name;
I 7 ¢ autoupdate firmware file name.

Upon receiving Option 43, suboption 1, device launches management-@iaglitotocol.

Example of the option record:

01:10:68:74:74:70 :3A:2F:2F:61:63:73:2E:72:75:3A:38:30:02:02:31:39:03:03:61:63:73:04:06:61:63
:73:61:63:73

where:
01 ¢ ACS URduboption number;
10¢t Sy3dK:Z mcoédidSa onomn ' mc RSOOT
68:74:74:70:3A:2F:2F:61:63:73:2E:72:75:3A:38:80boptionvalue (http://acs.ru:80);
02 ¢ Provisioning code suboption number;
02¢ length, 2bytes;
31:39¢ suboption value (19);
03¢ Login suboption value;
03¢ length, 3bytes;
61:63:73¢ suboption value (acs);
04 ¢ password suboption value;
06 ¢ length, 6bytes;
61:63:73:61:63:78 suboption value (acsacs).

Analog VoIP GatewaylAU36.1P, TAU72.1P 73



5.1.2 The 'PBX' menu. VolP Configuration

In the 'PBX'menu, you can configure VolP (Voice over IP): SIP/H.323 protocol configuration, Quality of
Service configuration, FXS interface configuration, installationddasy numbering schedule, etc.

5.1.2.1 The 'Main' submenu.

In the('Main') submenu, you can configure basic device settings: set the device name, device prefix, and
global timers.

Network settings| PBX | Switch | Monitoring | System info | Service Log out

Main SIP/H323 Profiles | TCP/IP | Ports | Call limits | Suppl. Service Codes | Serial groups

PickUp groups | Distinctive Ring | Modifiers | Acoustic signals | Dialplan profiles

General configuration:

Device name:|tau24
Use prefix (SIP-T)
Prefix (SIP-T):|544546656565

Start timer:| 15 (sec, from 10 to 300)
Duration timer:| 300 (sec, from 10 to 300)
Wait answer timer:| 40 (sec, from 40 to 300)

Extended range loop:

Undo all changes  Submit changes

Save

General configuration:

i Device nameg name of the device. Used for sending messages to SYSLOG server, enables device
identification;

T Use prefix (SHP)¢ when checkedPrefix (SIH) parameter value will be used as a PBX prefix. This prefix
will be added before the subscriber's number anill affect the number type: if the prefix is present,
subscriber's number will be 'national’; if it is absent, then the number will be 'subscriber' (passed in CgPN
parameter);

T Prefix (SIH)¢ PBX prefix (numeric string);

Use prefix (SH) and Prefix (SIRT) parameters are used only in gateway operation via SIF
protocol. SIPT protocol operation mode is defined by: in incoming communicatiqtie presence
of ISUP attachment in initializing SIP INVITE request, in outgoing communicg®R3 protocol
configuration in routing prefix (see Sectidh1.2.2.5.1Routing rulesconfiguration).

I Start timerg dialling timeout for the first digit of a number; when there is no dialling during the specified
time, 'busy' tone will be sent to the subscriber, and the dialling will end. It is used for table dial plan (see
Section5.1.2.2.5;

T Duration timerg complete number dialling timeout. Takes effect after the first digit of a number has been
dialed and specifies the time for dialling the full number;

T Wait answer timeig subscriber's response timeout for incoming and outgoing calls. If the subscriber fails
to answer in the specified time, the call will be cleared back;

T Fans threshold temperature device heating threshold temperature, when fans will be enabled for
coolingp t I N} YSGSNI @I tdz2S A& FNRY op (2 pp c/ T
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T Fans force enable whren checked device heating threshold temperature identification function will be
disabled and fans will work constantly.

To apply changes, click tigibmit Changes buttoito discard all changes made to configuration, click the
Undo All Changdsutton. To store changes to nevolatile memory of the device, click ti@&avebutton.

5.1.2.2 The 'SIP/H323 Profiles' submenu

In the'SIP/H323 Profilesubmenu, you may configure SIP profiles and H.323 protocol. You may organize
gateway operation with multiple carriers by configuring various SIP profiles on subscriber ports.

5.1.2.2.1 The SIP Common Parameters submenu (SIP Common)
In'SIP Commonab, you may conifure common SIP protocol parameters applied to all profiles.

SIP (Session Initiation Protocol) is a signalling protocol, used in IP telephony. It performs basic cal
management tasks such as starting and finishing session.

Addressing in SIP network basma SIP URI scheme:

sip:user@host:port;urparameters

where:
user¢ number of a SIP subscribe;
@ ¢ separator located between the number and domain of a SIP subscriber;
host ¢ domain or IP address of a SIP subscriber;
port ¢ UDP port used for subscribe@®P service operation;
uri-parametersg additional parameters.

One of the additional SIP URI parameters: user=phone. When this parameter is used, SIP subscriber numt
syntax should match TEL URI syntax described in RFC 3966. In this ca&2]R/ARB6.IP will not cleaback
calls, if SIP subscriber's number contains the following characters: '+', "', '=', '?".
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Network settings| PBX | Switch | Monitoring | System info | Service Log out

Main | SIP/H323 Profiles TCP/IP | Ports Call limits  Suppl. Service Codes | Serial groups | PickUp groups | Distinctive Ring | Modifiers

Acoustic signals | Dialplan profiles
SIP Common | H323 | Profile 1 Profile 2 | Profile 3 | Profile 4 | Profile 5 | Profile 6 | Profile 7 | Profile 8

Attention! Changing of these parameters will lead to aborting of all calls!

SIP configuration:
Enable SIP: Ci

Invite initial timeout (ms):|500

Max retransmit interval for non-Invite (ms):|4000

Invite total timeout (ms):|32000
Short mode:
Transport:| | UDP(preffered), TCP v

SIP UDP MTU (for "udp(preffered),tcp” mode):|1300

Port registration delay (ms):|500

Work through NAT:
Use STUN:

STUN server:

STUN interval:|300

PublicIP:

Undo all changes | | Defaults | Submit changes

l You don't have to reboot the gateway in order to apply SIP settings. When applying setting:
H current calls will be terminated

SIPconfiguration:

T Enable SIPwhen checked, SIP is enabled;

i Invite initial timeout (msy;, time interval between first and second INVITESs, when there is no response to
the first one, in ms; the interval will be doubled for subsequent INVITEs (third, fotocth(eg. for 300ms,
the second INVITE will be sent in 300ms, the third is in 600ms, the fourth is in 1200ms, etc);

i Max retransmit interval for no#nvite (ms)¢ maximum time interval for retransmission of ndNVITE
requests and replies to INVIT&quests;

i Invite total timeout (ms) total timeout for INVITE message transmission, in milliseconds. When this
timeout expires, thalirectionis deemed to be unavailable. Allows to limit INVITE message retransmission,
including messages used for SIP praxgilability identification;

Invite total timeoutparameter is calculated depending on the required number of INVITE
message retransmissions and ttime interval between first and second INVIGEsite initial
timeoutcusing the following equatian

Invite total timeout= 100N
Where N is a number of INVITE message retransmissions. For example, in order to switch to
redundantSIRproxy, when there is no response to three INVITE messagemaitd initial
timeout parameter value equals to 300ms, lrevibtal timeout should be:
100+300*1+300*2+300*4=2200ms.

T Short mode; when checked, use shortened field names in SIP protocol header, otherwise use complete
names. Also, spaces will be removed from parameter strings in this mode;
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i Transportg selecttransport layer protocol, used for SIP message transmission:

§ udp(preferred)icpcdza § 062G K !5t FyR =~ .. LINRG202f az o6 d:
YR =~ .. LINRG202t&az o6dz

 tcp(preferred)udpcdza S 62 G K ! 5t
9 udp onlyc use UDP mtocol only;
 Tcponlcdza S ~ .t LINR G202t 2yftéod

T SIP UDP MT(or 'udp(preffered)icp’ mode)¢ maximum SIP protocol data size in bytesnt with UDP
transport protocol (according to RFC3261, recommended value is 1300). If SIP protocol data size excee
specified value (it is possible, e.g. when qop authentication is used), TCP will be used as a transpo
protocol. This example applies tolp(preferred), tcpnode only.

T Port registration delay (ms) delay between successive registrations of neighbouring gateway ports.
Default value is 500ms. Longer delay may be necessary when the gateway operates through SBC that c
temporarily block theaeception of messages from gateway IP address or blacklist the gateway in case of
large numbers of REGISTER queries.

Work through NAT:

When TAU gateway is located behind a NAT, it is necessary to discover an external NAT IP address for vc
and signatraffic delivery to the gateway.

l If NAT is used for incoming calls to the gateway, NAT address may be specified in reques
H Therefore, in order to process calls, you should $atll RURI complianception in SIP profile

T Use STUN use STUNrotocol for public NAT address discovery;

This setting is available only if the gateway operates via SIP protocol with UDP transport, i.e
value of Transportparameter should baudp only.

©

T STUN servay STUN server IP address
I STUN intervad STUNserver polling period;

T Public IR; this setting contains a public NAT address to be used in cases, when it cannot be obtained vi
STUN protocol. This setting cannot be used in cases, when NAT dynamically obtains its external IP addre

Use theDefaultsbutton to set default parameters (the figure below shows default values).

To apply changes, click tBeibmit Changdsutton; to discard all changes, click thado All Changdsutton;
to save changes, click tiSavebutton.

51.2.2.1.1 SIR t NPG202t /2y FAITdzNT A2y
Configure the following parameters to utilize Slprotocol:
1. If you need to define a 'national’ value for subscriber number type, configure the following parameters:

Use prefix (SHP) and Prefix (SIH). For description of parameters, see Sectisi.2.1 The 'Main'
submenu;
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2. To route outgoing calls via STRprotocol, you should configure prefixes with the corresponding protocol
(Protocol & Target: SIP Direct IP) and the type of the number fetched by the gré@fiumber type). For
description of parameters, see Secti6ri.2.2.5.1Routing rulesonfiguration

3. To assign Caller ID category to the subscriber, use SS7 categefy pammeter in subscriber port
configuration or subscriber profileFor description of parameters, see Sectibri.2.4 The Ports
Configuation of Subscriber Pot@&submenu (Ports)

4. To receive international calls with '+' symbol preceding the number, you should configure 'User=Phone
option, see Sectioh.1.2.2.BIP Custom Parameters (Profile n/SIP Custom)

5.1.2.2.2 The 'H.323 Protocol' submenu
In'H.323'submenu, you can configure H.323 protocol settings.

l H.323 protocol operation is possible only when Profile 1 is used. Be#file 1to configure codecs
H YR NRdziAy3d 6KSYy "~ donHo LINRPG202f A& dzaSRO

H.323 standard states specifications for audio and vidda ttansmission via data networks and includes
standards for video and voice codecs, public domain applications, call and system management.

H.323 stack oTAU36.IF TAU72.IP gateway supports the following protocols:

i H.245is used for codec matching and opening of voice connection when faststart procedure is not used,;
T Q.931/H.22%; allows to establish and control a connection;

i RAK; allows for gatekeeper interactions;

i H.235¢ authenticates calls during gatekeepateractions;

i " ®n pcas@édvduring put on/remove from hold.

Gatekeeperallows for call processing inside its zone and interaction with other zones as well as call
management. During gatekeeper operations, the gateway should register on the gatekeepgredarn
I dzZ K2NAT I GA2Yy dzaAAy3d t23Ay |YyR LI da462NR 6 dnop0 RSL
registration gateway subscribers will be able to perform calls through the gatekeeper. Gateway registers on the
gatekeeper for a limited amont of timecTime to live (TTE3uring which it should renew its registration. Keep
alive timer is used for this purpose; upon expiration, the gateway sends a renewal request.

Faststart procedure enables 'fast' establishment of a voice connection. In taée,cchannel will be
established before the start of capability coordination with H.245 proto¢ohnellingprocedure allows to
transfer H.245 signalling via Q.931 signal channels. As a result, no additional TCP connection (or TCP port) is
required for cgability coordination.

' You don't have to reboot the gateway in order to apply H.323 settings. When applying setting:
H current calls will be terminated
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Network settings| PBX | Switch | Monitoring | System info | Service Log out

Main | SIP/H323 Profiles TCP/IP | Ports | Call limits | Suppl. Service Codes | Serial groups | PickUp groups | Distinctive Ring | Modifiers
Acoustic signals | Dialplan profiles

SIP Common| H323 | Profile 1 | Profile 2 | Profile 3 | Profile 4 | Profile 5 | Profile 6  Profile 7 | Profile 8

Attention! Changing of these parameters will lead to aborting of all calls!

H323 settings:
Enable H323: Sa
Enable H.235:
Ignore GCF info:
Disable faststart: o
Disable tunneling:

Gatekeeper used:

Is gateway:
Time To Live: 300
Keep Alive Time: 60
H323 aliase: tau72ip
Gatekeeper address: 192.168.118.46
H.235 Password: seseeree
DTMF Transfer: 1 - H.245 Alphanumeric »

Bearer capability:| Unrestricted Digital With Tones v

Undo all changes | | Defaults | Submit changes

Save

H323 settings:

Enable H328 when checked, H.323 protocol is enabled;
Enable H.23§ when checked, use authentication on the gatekeeper with H.235 protocol;

Ignore GCF infqQ when checked, output authentication data in RRQ message via H.235 protocol in any
events, otherwise; only in case of reception of supported hash method in GCFBages This setting
applies to operations with gatekeepers that do not send used hash method in a response to GRQ reques
In this case, the gateway will transfer MiBBcrypted authentication data for all RRQs, even if supported
hash method is not receiveidom the gatekeeper;

Disable faststart when checkedaststart feature will be disabled;

Disable tunneling when checked, H.245 signal tunneling through Q.931 signal channels will be disabled;
Gatekeeper useqwhen checked, use gatekeeper registration option;

Is gateway¢ when checked, device registers on a gatekeeper as a gateway, otheawiseterminal
device. When registered as a terminal device, the gateway registers all configured subscribers' number
and a gateway nangH.323 aliagon a gatekeeper. When registered as a gateway, the gateway registers
its name;H.323 aliagonly. To simplify the gatekeeper configuration, we recommend using registration as
a terminal device;

Time To Live time period in seconds, for which the device will keep its registration on a gatekeeper;

Keep Alive Time time period in seconds, after which the device will renew its registration on a
gatekeeper;

H.323 aliag; name for registration on a gatekeeper;
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T Gatekeeper addressiPaddress of a gatekeeper;
i H.235 password password used for H.235 protocol authentication.

i DTMF Transfeg 8 St SO0 GNIY yaFSNI YSGK2R F2NJ FflFaK | yR
Alphanumeric, H.245 Signal, Q931 Keypad IE). Transfer of DTMF tones emgdatsion dialling feature;

1 H.245 Alphanumeric basicstringcompatibility is used for DTMF transmission, drabkflash
compatibility for flash transmission (flash is transferred as "' symbol);

1 H.245 Signat dtmf compatibility is used for DTMF transmission, dwadkflashcompatibility for
flash transmission (flash is transferred as 'I' symbol);

1 Q931 Keypad IE for DTMF and flash transmission (flash is transferred as 'I' synteypad
information element is useth INFORMATION Q931 message,;

T Bearer capabilitg, select information transfer servic&peech, Unrestricted Digital, Restricted Digital, 3.1
kHz Audio, unrestricted Digitals with Topa&'e recommend using value '3.1 kHz Audio'. All other values
used onlyfor compatibility with communicating gateways.

'DTMF Transferitem will be used only if there is an iter@¢INFQ; is selected inDTMF Transfel
item of the Codecs conf

.‘

V To ensure the successful renewal of device registration on gatekeeper, sp&eagp Alive Time
renewal period equal t02/3 of Time To Livaegistration period. Moreover, forTime To Live
parameter, we recommend specifying the same value as for the gatekeeper, so the registr:
renewal periodtKeep Alive Timeof the gateway was lesr equal to Time To Livevalue
(transferred in responses). Otherwise, invalid configuration may lead to situations, wh
gatekeeper will void the gateway registration before the renewal, which in turn may lead
termination of all active connections, eablished through the gatekeeper.

After implementation of changes, click t&eibmit Changesutton; to discard all changes, click thado All
Changedutton; to save changes, click tavebutton.

Use theDefaultsbutton to set default parameterasshown in the figure above
5.1.2.2.3 SIP Custom Parameters (Profile n/SIP Custom)
In'Profile n/SIP Custortéb, you may configure SIP protocol parameters for each profile.

You don't have to reboot the gateway in order to apply SIP settings. When applying settiaig:
o current calls will be terminated
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Nebwork settings| PBX | Switch | Monitoring | System info | Service Log out

Main | SIP/H223 Profiles TCP/IP | Borts | Call limits | Suppl. Service Codes | Serial groups | PickUp groups | Distinctive Ring | Modifiers | Acoustic signals | Dialplan prafiles
S1P Common | H323| Profile 1 | Profile 2 | Profile 3 | Profile 4 | Profile 5 | Profile & | Profile 7 | Profile 8
SIP Custom Codecs | Dialplan | Alert-Info

Attentiont Changing of these parameters will lead to aborting of all calls!

51P i ion:
Proxy mode: Parking ¥
Proscy [ Registrar / Use registration 1:(/192.168.114.220 192.168.114.220 &
Proxy / Registrar / Use registration 21
Proxy / Registrar / Usa registration 33
Proxey / Registrar / Use registration 41
Proxy / Registrar / Use registration 51
Home sarver test:| options ¥
Chang=over:| | changeover on failure of INVITE or REGISTER request ¥
Changeover by timeout: @
Keepalive time (s);] 60
Full RURI compliance: @
SIP-Domain:|
Usa domain to RURT:|
Registration Retry Interval (s):| 30
Inbounds|
Qutbounds| off hJ
Dial timeout: 10
Expires: 1200
Authentications user defined ¥
Usernames| TAU-72.IP
Password:|
Alert-Infa:
Ringback at answrer 183:
Ringback at callwaiting: 180 Ringing ¥
Remote ringback: don't send ringback in RTP (180)
DTMF MIM| e application/dimf-relay ¥
Hook flash MIME Type: application/sscc (Huawei) ¥
Escape hash uri: -
User=Phons: @
Remave inactive medias|
P-RTP-Stat: @
CT with replaces:| @
100rel:| supported ¥
Enabls timer;| @
Min SE3 120
Session expires (0 - unlimitad session): 170
NAT setti
NAT Keep Alive Msg:] off v
NAT Kesp Alive Interval (s):] 50
Conference £
Conference mode: Local r
Ceonference sa—va-:‘ *71#@192.168.118.52
1MS settings:
Enable TMS;| off A
XCAP name for three-party conference:| three-party-conference
XCAP nams for hotline: hot-line-servica
KCAP name for call waitings| call-waiting
XCAP name for call hold: call-hold
XCAP name for explicit call transfer:| explicit-call-transfer

Unda all changes | | Re-registration | | Defaults | | Submit changes

The gateway may operate with a single main@tXy and up to four redundant Sfiroxies. For exclusive
operations with the main Siproxy, 'Parking' and 'Homing' modes are identical. In this case, if the mamdipP
fails, it will take time to restorés operational status.

For operations with redundant Sfiroxies, 'Parking' and 'Homing' modes will work as follows: the gateway
sends INVITE message to the maingBtRy address when performing outgoing call, and REGISTER message whel
performing regitration attempt. If on expiration of 'Invite total timeout' there is no response from the main SIP
proxy or response 408 (when 'changeover by timeout' option is enabled), 503, or 505 is redbiwaghteway
sends INVITE (or REGISTER) message to thedinstiant SIfbroxy address, and if it is not available, the request
is forwarded to the next redundant SfPoxy and so forth. When available redundant -gtéxy if found,
registration will be renewed on that SfPoxy. Next, the following actions will kmvailable depending on the
selected redundancy mode:

1. In the 'parking' mode, the main SHBroxy management is absent, and the gateway will continue
operation with the redundant Siproxy even when the main proxy operation is restored. If the
connection tothe current SIRBproxy is lost, querying of the subsequent-giBxies will be continued
using the algorithm described above. If the last redundantpBdRy is not available, the querying will
continue in a cycle, beginning from the main-Siéxy;

2. In the 'homing' mode, three types of the main SpHPoxy management are available: periodic
transmission of OPTIONS messages to its address, periodic transmission of REGISTER messages
address, or transmission of INVITE request when performing outgoingicsillof all, INVITE request is
sent to the main SHaroxy, and if it is unavailable, then to the next redundant one, etc. Regardless of
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the management type, when the main §iFoxy operation is restored, gateway will renew its
registration and begin opation with the main SHproxy.

SIP configuration:

T Proxy mode select SIP server (SbPoxy) operation mode form the dredown list:
1 Offcdisabled;
1 Parkingg SIRproxy redundancy mode without main §Foxy management;

1 Homingg SIPproxy redundancy modeith main SIFroxy management.

i Proxy/Registrar address 1.&6SIPproxy/registration server network address; you may define the port
after the colon; if it is not specified, 5060 will be taken as the default port value;

i Use registration 1..§ whenchecked, register on server, otherwise registration server will not be used,;

T Home server test, depending on the selected configuration, test the mairoxy using OPTIONS,
REGISTER, or INVITE messages in 'homing' redundancy mode;

T Changeover, this settingdefines the request transmission error that will be used for redundant proxy
changeover: INVITE and REGISTER, INVITE only, REGISTER or OPTIONS only;

T Changeover by timeowtwhen enabled, redundant proxy changeover will be performed when response
408 isreceived,

i Keepalive time () period of time between OPTIONS or REGISTER management message transfers, in
seconds;

I Full RURI compliancavhen checked, all URI elementséu, host and pogsubscriber number, IP address
and UDP/TCP port) will be analyagabn receiving an incoming call. If all URI elements match, the call will
be assigned to the subscriber port. When unchecked, only subscriber number (user) will be analyzed, and
if the number matches, the call will be assigned to the subscriber port;

I SIP Bmain¢ SIP domain. Used when you need to paem andto fields in the'host' parameter of SIP
URI scheme;

I Use domain to RURLse a domain in Request URI. In this case, domain will be sentin 'REGISTER', 'INVITE',
'SUBSCRIBE', 'NOTIFY', 'OPTRaBest URI. Does not apply in 'OPTIONS' requests, used for the main
SIP server management (Home server test);

i Registration Retry Interval (g)retry interval for SIP server registration attempts, when the previous
attempt was unsuccessful (e.g., if resge'403 forbiddenwas received from the server);

T Inboundg when checked, receive all incoming calls from@@Bty, otherwise receive incoming calls from
all hosts. When enabled, the routing to the proxy address will be created for all calls originated b
addresses that differ from S{ftoxy (response305 Use proxywill be used with the address of the
required server);

T Outboundcg defines the mode for outgoing calls via-ptBxy:
1 off ¢ outgoing calls routed is performed according to the dialplan;
1 Ong SIRproxy will be used for outgoing calls in all cases;
1 With busy toneg SIRproxy will be used for outgoing calls in all cases. If subscriber port is not
registered for some reason, busy tone will be played on this port, when the phone is offhook.
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In addition to static Outbound SIP server configuration, you may define dynamic configura
with DHCP Option 120. When this option is received, the gateway will use it in the first SIP pi
(Profile 1) only; at that,Proxy/Registrar addresssettingswill remain in effect and will still be usec
as SlFproxy and registration server addresses. If you want to use addresses specified in O
120 as SHproxy and registration server addresses, lea¥®oxy/Registrar addresssettings blank.
As this optin allows to send addresses of a multiple outbound SIP servBraxy redundancy
modesdescribed above will also work in this case.

LI

i Dial timeout (for Outbound) dialling timeout for the next digit (in 'Outbound’ mode), in seconds. To dial
without a timeou, you should use prefixes with the definite quantity of digits or'@dep dial at #5etting
separately for subscriber ports.

V This setting is effective for 'Dialplan table' routing plan only.

T Expireg; registration renewal time period,

T Authenticationc defines device authentication mode:

1 Global ¢ enable SIP server authentication with common user name and password for all
subscribers;

1 User defined enable SIP server authentication with different user names and passwords for each
subscriber, usename and password for ports could be defined in 'PBX/Ports'.

T Username; username forglobal' mode authentication;
T Password; password forglobal'mode authentication'password, by default);

i Alert Infog process INVITE request 'Alert Info' headeisémd a norstandard ringing to the subscriber
port. Cadence for a nestandard ringing may be configured in 'Alert Info' tab of the corresponding SIP
profile;

T Ringback at answer 188 when checked, 'ringback’' tone will be sent upon receiving '183 Progress'
message. When this setting is used, the gateway will not generate a ringback tone to the local subscribel
if the voice frequency path is already forwarded at the time when the message 183 is received, or if
message 183 contains SDP session descriptiahédrequency path forwarding;

I Ringback at callwaiting send180or 182message, when the second call is received on the port with an
active Call waiting service. Used to notify the caller (with a ringback tone of specific tonality) that their call
is queued and waiting for response. Depending on the received message (180 Ringing or182 Queued), tf
caller gateway generates either a standard ringback (180 Ringing) orstarmatard one (182 Queued);

I Remote ringback parameter defines, whether the gatewaynould send a ringback tone upon receiving
an incoming call:

1 52y QG aSyR Ny gahe®an indoyhingwcdlltis reéceived; the gateway will not
generate a ringback tone and will return '180 ringing' response;

1 52y QG aSyR Ny gahe®an indoyhingwcdlltis réceived) the gateway will not
generate a ringback tone and will return '183 progress' response;

Analog VoIP GatewaylAU36.1P, TAU72.1P 83



.‘

1 Ringback with 180 ringing when an incoming call is received, the gateway will generate a
ringback tone and send it to the communiitat gateway in the voice frequency path. Voice
frequency path forwarding will be performed along with '180 ringing' message transmission via
SIP protocaol;

1 Ringback with 183 progresswhen an incoming call is received, the gateway will generate a
ringbacktone and send it to the communicating gateway in the voice frequency path. Voice
frequency path forwarding will be performed along with '183 ringing' message transmission via
SIP protocol.

DTMF MIME TypeMIME extension type used for DTMF transmissio8If protocol INFO messages:

1 Application/dtmf¢ DTMF is sent in application/dtmf extension (*' and '#' are sent as digits 10 and
11);

1 Application/dtmfrelayc DTMF is sent in application/dtrnélay extension (*' and '#' are sent as
symbols *' and '#);

1 Audio/telephoneevent¢ DTMF is sent in audio/telephor@vent extension (*' and '#' are sent as
digits 10 and 11).
DTMF transmission performed during the established session allows for extension dialling.

Hook Flash MIME TygeMIME extension type usedr Flash transmission in SIP protocol INFO messages:

T As DTMF¢ send in MIME extension configured in DTMF 'MIME Type' parameter.
If application/dtmfrelayis used, then the flash will be sent as 'signal=héipflication/dtmfor
audio/telephoneeventis used, then the flash will be sent as the digit '16";

1 Application/Hook Flask flash is sent in Application/ Hook Flash extension (as 'signal=hf");

1 Application/Broadsoft, flash is sent in Application/ Broadsoft extension (as 'event flashhook");

1 Application/sscc, flash is sent in Application/ sscc extension (as event flashhook);
Used when you have to send the flash impulse to the opposite device without update of session
parameters;

For detailed information on operations with flash in application/broadsoft and application/ss
used for supplementary services, séPPENDIX J. PROCESSING OF INFO REQUESTS CO
APPLICATION/BROADSOFT AND APPLICATION/SSCC AND USED FOR SUPPLENIERESA

Escape hash ugiwhen checked, send hash symbol (#) in SIP URI as escape sequence '%23', gigerwise
'#' symbol. When option user=phone is checked, hash symbol is always sent as # symbol regardless of
'Escape hash uyi'

User=Phone when checked, use 'User=Phone' tagi® URI, otherwise it will not be used. Tag usage is
described in the beginning of this section;

Remove inactive med@when checked, remove inactive media streams during SDP session modification.
Enables interaction with gateways that incorrectly handfe3264 recommendation (according to
recommendation, the number of streams should not decrease during session modifications);

P-RTPStatc use 'PRRTPStat' header in BYE request or in its reply to transfer RTP statistics;
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T CT with replaces when checked, useeplacestag while performindCall Transferservice, otherwise it
will not be used. When the checkbox is selected, the gateway performing the service gerrefetes'
header, whickin addition to the address of a subscriber the call being transferreddds'replacestag
that contains DIALOG ID (Qall totag, fromtag) of a replaced call. It is recommended to Usplaces'
tag in operations with SIP server, asstioption mostly does not require the establishment of a new
dialogue between SIP server and the subscriber that the call is being forwarded to;

T 100relc use reliable provisional responses (RFC3262):

9 supported reliable provisional responses are supported
1 requiredq reliable provisional responses are mandatory;
9 off ¢ reliable provisional responses are disabled.

T Enable timeg when checked, enables support of SIP session timers (RFC 4028). During the voice sessic
UPDATE requests (if the opposgateway supports them) or ¥lNVITE requests should be sent for
connection management purposes;

I Min SE; minimal time interval for connection health checks (90 to 1800s, 120s by default);

I Session expirasperiod of time in seconds that should pass beftite forced session termination if the
session is not renewed in time (90 to 80000s, recommended ga&G0s, @unlimited session).

NAT settings:
T NAT Keep Alive Msgselection of an active session support mode for operations through NAT:
Off ¢ disabled;

optionsg use OPTIONS request as an active session support message;
notify ¢ use NOTIFY notification as an active session support message;

=A =4 =4 =

CRLIE use CRLF special request as an active session support message.

T NAT Keep Alive Interval {ctive sessiosupport message transmission period. Permitted vai@6so
120 seconds.

Conference settings:

I Conference modgonference assembly mode selection;

1 Localg conference assembly is performed locally at the gateway. Voice packets are mixed at the
gateway;

1 Remote (REFER to Foaygpnference assembly is performed at the conference server. Voice
packets are mixed at the server. In this mode, gateway sends to server the information on
gateways which should be added to the conference. Next, conference seilemdd these
gateways to the conference;

1 Remote (REFER to Usemgonference assembly is performed at the conference server. Voice
packets are mixed at the server. In this mode, gateway sends to subscribers the identifier of a
conference, that they shouldonnect to at the conference server. Next, gateways will add
themselves to the conference;
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For conference operation algorithms in various modes, see Secli@B-way conference

i Conference serverconference server name in Remote mode operation;

IMS settings:

T Enable IM$ enable service (simulation service) management using IMS (3GPP TS 24.623);

Gateway supports:

1 Implicitsubscription to IMS service this subscription option, gateway will not send SUBSCRIBE
requests after subscriber registration, and will only process NOTIFY requests received from IMS,
which are used for service management:

1 Explicit subscripdn to IMS services in this subscription option, gateway will send SUBSCRIBE
requests after subscriber registration, and upon successful subscription, will process NOTIFY
requests received from IMS, which are used for service management.

l When'EnablelMS'setting is enabled;Process flash"Call waiting'and'Hot line' parameters will not be
e processed in subscriber port settings, as these services are managed by IMS server.

i XCAP name for threggarty conference a name sent in XCAP attachment ‘f®party conference' service
management;

T XCAP name for hotlireea name sent in XCAP attachment ‘fdotline’ service management;
T XCAP name for call waitimga name sent in XCAP attachment 'foall waiting' service management;
T XCAP name for call haich name sent in XCAP attachment foall hold' service management;

i XCAP name for explicit call transtea name sent in XCAP attachment for 'Explicit call transfer' service
management.

For forced registration renewal of subscriber ports with the currdBt@ofile, click th&keregistration
button.

Use theDefaultsbutton to set default parameters (the figure below shows default values).

To apply changes, click tisaibmit Changedsutton; to discard all changes, click tbado All Changes
button; to save changes, click tavebutton.

5.1.2.2.3.1 Provisional response setting operation

SIP protocol defines two types of responses for connection initiating request (IN\@rbizlsional and final.
HO0ZX 0090923 nchassYesporses are fifdt and their transfer is reliable, with ACK message confirmation.
M o-cbass responses, except fai00 Trying'response, are provisional, without confirmation (rfc3261). These
respongs contain information on the current INVITE request processing step, therefore loss of these responses
is unacceptable. Utilization of reliable provisional responses is also stated in SIP (rfc3262) protocol and defined by
'"100rel' tag presence in the iriiting request. In this case, provisional responses are confirmed with PRACK
message.
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Setting operation for outgoing communications:

T supported¢ send the following tag in 'INVITE' requesipported:100rel.In this case, communicating
gateway may transfer provisional responses reliably or unrelialsiyt deems fit;

i requiredg send the following tags in 'INVITE' requgsstpported:100relandrequired:100rel.In this case,
communicating gateway should perfarreliable transfer of provisional replies. If communicating gateway
does not support reliable provisional responses, it should reject the request with message 420 and provide
the following tagunsupported: 100reln this case, the second INVITE requeiitlve sent without the
following tag;required: 100rel.

i off ¢ do not send any of the following tags in INVITE reqisegiported: 100reand required: 100relln
this case, communicating gateway will perform unreliable transfer of provisional replies.

Setthg operation for incoming communications:

I supported, required; when the following tag is received in 'INVITE' reqgsspported: 100rel, or
required: 100retperform reliable transfer of provisional replies. If there is no supported: 100rel tag in
INVITEequest, the gateway will perform unreliable transfer of provisional replies;

i off ¢ when the following tag is received in 'INVITE' reqgesjuired: 100rel, reject the request with
message 420 and provide the following ¢agsupported: 100rel. Otherwisegpform unreliable transfer
of provisional replies.

5.1.2.2.3.2 Configuration of Internal Switching for Sifroxy Connection Loss
In order to perform intraoffice calls when connection to Sproxy is lost, you should specify TAU

72.1IP/ITAU36.1P gateway IP addressths last SIfbroxy. At that, 'Proxy mode' must be set to 'homing', otherwise,
when the connection to the main SgPoxy is restored, it will not be used afterwards.

5.1.2.2.3.3 SIP domain configuration via local DNS

In the current firmware version, it is possible tonfigure SIP domain using a local DNS. This option may
become useful, for example, when you use redundanipBdiies in different domains.

SIP domain configuration order for 'n' profile:

1. To use a local DNS, leave DNS fieldétwork/Network settingstab blank or enter the value 127.0.0.1;

2. In'Network/Hosts'tab, enter the mapping of a host (SIP domain) to actual IP addresses of SIP proxy/Sll
registrar;

3. In'PBX/SIMH323 Profiles/Profile n/SIP Custotab, specify domains for each pair of SIP proxy Siie
registrar;

4. Enable routing via SIP proxy by selectngbound checkbox inPBX/SIPH323 Profiles/Profile n/SIP
Custom'tab, or entering prefixes in '‘PBX/SH323 Profiles/Profile n/Dialplan (Dialplan tabl@b. If you
configure prefixes, select Sbhroxy protocol inProtocol&Target' field
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5.1.2.2.4 Codecs Configuration (Profile n/Codecs)
In the'Profile n/Codecssubmenu, you may configure codecs used in the current profile.

TAU72.IP/TAU36.IP signal processor encodes analogue voice traffic and fax/mddtninto digital signal
and performs its reverse decoding. Gateway supports the following codecs: G.711A, G.711U, G.729, G723.1,
G.72632.

G.711is PCM codec that does not employ a compression of voice data. This codec must be supported by all
VolP equipBy i YI ydzZFI OGdzZNENB® DOT MmMm! YR DédTtmm! -BRiR&E0a R
linear encoding and 4aw is nonlinear). The Haw encoding is used in North America, and thiav encoding
in Europe.

G.723.1is a voice data compression cadeallows for two operation modes: 6.3kbps and 5.3kbps. G.723.1
codec has a voice activity detector and performs comfort noise generation at the remote end during period of
silence (Annex A).

V G.723.1 codec is used together with 'Silence compressiortisgt When the setting is enabled
Annex A support is enabled, otherwise it is disabled.

G.72632is a voice data compression codec that uses ADPCM compression algorithm at the rate of 32kbps.

G.729is also a voice data compression codec with the rate of 8kbps. As with G.723.1, G.729 codec supports
voice activity detector and performs comfort noise generation (Annex B).

T.38is a standard for sending facsimile messages in real time over IP net®&mkals and data sent by the
fax unit are copied to T.38 protocol packets. Generated packets may feature redundancy data from previous
packets that allows to perform reliable fax transmissions through unstable channels.

l You don't have to reboot thegateway in order to apply codec settings. When applying settings,
H current calls will be terminated!

In'Codecs configurationsection, you may select codecs and an order of their usage on connection
establishment. Codec with the highest priority should be placed in top position.

Click the left mouse button to highlight the row with the selected codec. Use arrow bi®* # gup, cown)
to change the codec priority.
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Network settings, PBX | Switch | Manitoring | System infe | Service Log out
Main | SIP/H323 Profiles TCP/IP Ports | Call limits | Suppl. Service Codes | Serial groups  PickUp groups | Distinctive Ring  Modifiers.
Acoustic signals | Dialplan profiles
SIP Common | H323 Profile 1 Profike 2 | Profile 3 | Profile 4 | Profile 5 | Profile 6 | Profile 7| Profile 8

SIP Custom | Codecs Dialplan | Alert-Info

Attention! Changing of these parameters will lead to aborting of all calis!

Codecs col uration:

List of codecs in preflered order:
G.711U = |
G7LIA -

G763z
G.723
G723
7238
L 2]

Packet coder time:

G.711 Ptime:| 20 Y oms
G.729 Ptime:| 20 ' ms
G.723 Pime:| 30 Y oms

G.726-32 Ptime:| 20 Y oms
Features:

G.726-32 PT| 102
DTMF Transfer:| |f2833
Flash Transfer:| INFO

Fax Detect Direction:| Caller and Calles M
Fax Transfer Codec:| |T.3B mode
Slave Fax Transfer Codec:| |oIm
Modem Transfer:| |G.711A NSE M
2833 PT:| o6

Decoding rfc2B33 with PT fram answer SDP:
Silence suppression:

Echo canceller: -
Dispersion time:| 128 T ms
NLP disable:
Comlort noise: F3
RTCP ration:

RTCP timer:| # |5

RTCP control period:
RTCP-XR: -

Cisco NSE Configuration:
NSE PT| 100
T.38 Configuration:
Max datagram size:| 512

Bitrate:| 14400

Jitter buffer Configuration:
Modem/Fax pass-thru:

Delay:| 0 ms
Voice:

Mode:| Adaptive

Delay min:| 0 ms
Delay max: 200 .
Deletion threshold:| 500 ms

Deletion mode:( |Soft

Undo all changes | | Defaults || Submit changes

T Use G.7114 use G.711A codec;
T Use G.7114 use G.711U codec;
T Use G.728 use G.723.1 codec;

T Use G.729Ac use G.729 annexA codec (when defining codec compatibility;steoxdard codec
description is sentvia SIP:I' NI LY LIYMy DtwHds kynnan FITFYGELIYmMy |y

i UseG.729Bdza S DoTHg FyySES O02RSOT

T Use G.7282c use G.7262 codec.

’ l G.72632 codec used only in SIP protocol operations.
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Packet coder time

In'Packet coder timesection, you should define packetization time, i.e. amount of voice data in milliseconds
(ms), transmitted in a single RTP protocol voice packet:

T G711 Ptime; for G711 code¢permitted values: 10, 20, 30, 40, 50, ;60)

T G729 Ptime; for G729 code¢permitted values: 10, 20, 30, 40, 50, 60, 70,,80)
T G723 Ptime; for G723 code¢permitted values: 30, 60, 90)

T G.72632¢ for G.72632 codedallowed values 10, 20, 30)

Features:
T G.72632 PT¢ G.72632 codec payload type (permitted values: 96 to 127).

T DTMFTransferg DTMF tone transmission method. During established session, DTMF transmission is used
for extension dialling;

1 Inbandginband, in RTP voice packets;

1 RFC2838 according to RFC2833 recommendation, as a dedicated payload in RTP voice packets;

T INFO¢ outbound. For SIP protocol, INFO messages are used; the type of transmitted DTMF tones
depends on MIME extension type (for detailed description, see Sebtibh#.2.3. When H.323
protocol is used, DTMF transmission method depends on 'DTMF Transfer' parameter in H.323 tab
(see Sectio®.1.2.2.3.

V In order to be able tause extension dialling during the call, make sure that the simi
DTMF tone transmission method is configured on the opposite gateway.

I Flash Transfet short clearback Flash transmission method. Flash transmission by the subscriber's port
via IP network is possible only when Flash function operation mode Transmit flash' is configured on this
port (see Sectiob.1.2.4TheWPorts Configuation of Subscriber Pof@&submenu (Portg)

9 Disabled; Flashtransmission is disabled;

1 RFC283% Flash transmission is performed according to RFC2833 recommendation, as a
dedicated payload in RTP voice packets;

1 INFC¢ Flash transmission is performed with SIP/H323 protocol methods. For SIP protocol, INFO
messages ar@sed; the type of transmitted Flash tone depends on MIME extension type (for
detailed description, see Sectidn1.2.2.3. When H.323 protocol is used, flash tsamssion
method depends on 'DTMF Transfer' parameter in H.323 tab (see SBcti@n2.2

T Fax Detect Directioh defines the call direction for fax tone detecti@amd subsequent switching to fax
codec:
1 no detect fax; disables fax tone detection, but will not affect fax transmission (switching to fax
codec will not be initiated, but such operation still may be performed by the opposite gateway);
9 Caller and Callee tones are detected during both fax transmission and receiving. During fax
transmission, CNG FAX signal is detected from the subscriber's line. During fax receiving, V.21

signal is detected from the subscriber's line;
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9 Callerg tones are detected only durgnfax transmission. During fax transmission, CNG FAX signal
is detected from the subscriber's line;

9 Calleeg tones are detected only during fax receiving. During fax receiving, V.21 signal is detected
from the subscriber's line;

I Fax Transfer Codeanaster protocol/codec used for fax transmissions:

9 fax transfer G.7114 use G.711A codec for fax transmissions. Switching to G.711A codec will be
performed when the corresponding tones are detected,;

9 fax transfer G.711ld use G.711U codec for fax transniigs. Switching to G.711U codec will be
performed when the corresponding tones are detected,;

f T38modegdzaS ~ doy LINR G202t F2NJ FIFE GNI yaYvYAaaaz
the corresponding tones are detected.

1 Slave Fax Transfer Codeslawe protocol/codec used for fax transmissiofidis codec is used when the
opposite device does not support the priority:

9 fax transfer G.7114 use G.711A codec for fax transmissions. Switching to G.711A codec will be
performed when the corresponding tonese detected;

1 fax transfer G.711ld use G.711U codec for fax transmissions. Switching to G.711U codec will be
performed when the corresponding tones are detected,;

f T38modegdzaS ~ doy LINR G202t F2NJ FIE GNI yavYAaaaz
the corresponding tones are detected.

1 Offc¢ disable slave protocol/codec;

! Master and slave protocols/codecs should differ from each other.

I Modem Transfer, defines switching into 'Voice band data' mode (according to V.152 recommendation).
In VBD modethe gateway disables the voice activity detector (VAD) and comfort noise generator (CNG),
this is necessary for establishing a modem connection.

9 Off ¢ disable modem signal detection;

1 G.711A VBIQ use G.711A codec to transfer data via modem connectioricBwy to G.711A
codec in VBD mode will be performed when the CED tone is detected,;

1 G.711U VBIQ use G.711U codec to transfer data via modem connection. Switching to G.711U
codec in VBD mode will be performed when the CED tone is detected,;

1 G.711A RFC31Q8use G.711A codec to transfer data via modem connection. When entering
modem data transfer mode via SIP protocol, echo cancellation and VAD are disabled with
attributes described in RFC3108 recommendation:

A a=silenceSupp:off- - -

A a=ecan:fb off;
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1 G.711URFC310& use G.711U codec to transfer data via modem connection. When entering
modem data transfer mode via SIP protocol, echo cancellation and VAD are disabled with
attributes described in RFC3108 recommendation:

a=silenceSupp:off- - -

a=ecan:fb off;

G.711A NSECISCO NSE support, G.711A codec is used to transfer data via modem connection;
G.711U NSECISCO NSE support, G.711U codec is used to transfer data via modem connection.

= —a .

Cisco NSE support: when NSE 192 packet is received, gateway wihsio the selected
! codec and disable VAD; when NSE 193 packet is received, echo canceller will be disabled.

RFC2833 Rtype of payload used to transfer packets via RFC2833. Permitted values: 96 to 127. RFC2833
recommendation describes thgansmissiornf DTMF and Flash tones via RTP protocol. This parameter
should conform to the similar parameter of a communicating gateway;

Decoding rfc2833 with PT from answer SP®hen performing outgoing call, receive DTMF tones in
rfc2833 format with payload typerpposed by a communicating gateway. When unchecked, tones will be
received with the payload type, configured on the gateway. Enables compatibility with gateways that
incorrectly handle rfc3264 recommendation;

Silence suppressianwhen checked, use voicectivity detector (VAD) and silence suppression (SSup),
otherwise they will not be used. Voice activity detector disables transmission of RTP packets during
periods of silence, reducing loads in data networks;

Echo cancellegr when checked, use echo canedilbn (tail length is up to 128ms);

Dispersion time echo signal, appearing with a delay of no more than the given value, will be jammed (up
to 128 ms);

NLP disable when checked, use echo cancellation with disabled-lmoear processor (NLP). Whsignal
levels on transmission and reception significantly differ, useful signal may become suppressed by the NLP.
Use this echo canceller operation mode to prevent the signal suppression;

Comfort noise; when checked, use comfort noise generator. Used tiogewith 'Silence compression
(VAD)'setting, as comfort noise packets are generated only upon voice pauses detection;

RTCP configuration

In'RTCP configuratiosection, you may configure basic settings for device operation via RTCP protocol:

RTCP timeg time period in seconds {65535), after which the device send control packets via RTCP
protocol. When unchecked, RTCP will not be used,;

RTCP control periagcontrol function of a voice frequency path status. Defines the period of time (RTCP
timer), duiing which the opposite side will wait for RT@Btocol packets. When there are packets in

the specified period of time, established connection will be terminated due to loss of conngzdiase 3

no route to destination. Control period value is caltethusing the following equation: RTCP timer* RTCP
control period, seconds. When unchecked, control feature will be disabled,;

RTCRXR¢ when checked, generate 'RTCP Extended Reports' control packets according to RFC 3611.
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Cisco NSE configuration

In'CiscANSE configuratiorsection, you may configure codec payload type for modem transmission using
CISCO NSE method:

i NSE Pq type of payload used to transfer packets via NSE. Permitted values: 96 to 127;

oy O2yFAIdzNI A2y

INd” oy O2yFERQUMN2YIZ 2% 2dz YI& O2yFAIdz2NB ~ doy LINBG20

i Max Datagram Size maximum datagram size. (Zero value means that T38MaxDatagram attribute will
not be transferred via SIP, and the gateway will support the reception of datagrams up to 512bytes. Use
zero value in interactions with gateways that do not support datagrams from 272bytes and higher). This
parameter defines the maximum quantity of bytes that will be sent in T.38 protocol packet;

I Bitrate ¢ maximum fax transfer rate (9600, 14400). This setéffgcts the ability of a gateway to work
with highspeed fax units. If fax units support data transfer at 14400 baud, and the gateway is configured
to 9600 baud, the maximum speed of connection between fax units and the gateway will be limited at
9600 baud And vice versa, if fax units support data transfer at 9600 baud, and the gateway is configured
to 14400 baud, this setting will not affect the interaction, maximum speed will be defined by the
performance of fax units.

Jitter buffer configuration

In'Jitter buffer configurationsection, you may configure jitter buffer parameters.

Due to various factors, e.g. network overload, voice data packets may be served to the gateway at differen
speeds, and their arrival order may change. In order to compenibat jitter effect, the jitter buffer has been
implemented. In jitter buffer, packets are saved as soon as they are received. Voice packets that came out «
sequence (earlier or later) have their sequential number analyzed. After that, they are posiiitoetheir
respective places in a queue and sent further in the right order that allows to improve call quality for unstable
communication channels.

Jitter buffer may be fixed or adaptive. The size of adaptive jitter buffer changes along with the average
identified delay in voice packets' reception. When delay rises, the size of adaptive jitter buffer grows
instantaneously, when delay lowers, buffer size shrinks in 10 seconds after the delay has been steadily reducec

In'Modem/Fax passthru' section, younay configure the jitter buffer in fax/modem data transfer mode.

i Delayc the size of a fixed jitter buffer, used in fax or modem data transfer mode. Permitted value range
is from 0 to 200ms.

'Voice'¢ jitter buffer voice connection settings.
I Modec jitter buffer operation mode: fixed or adaptive;

i Delayg size of fixed jitter buffer or lower limit (minimum size) of adaptive jitter buffer. Permitted value
range is from O to 200ms.

i Delay maxg upper limit (maximum size) of adaptive jitter buffer, inlim@conds. Permittedtalue range is
from 'Delay' to200ms.
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i Deletion threshold threshold for immediate deletion of a packet, in milliseconds. When buffer size grows
and packet delay exceeds this threshold, packets will be deleted immediately. Pernattexirange is
from 'Delay max' to 500ms;

T Deletion mode¢ buffer adjustment mode. Defines the method of packet deletion during buffer
adjustment to lower limit. In 'SOFT' mode, device uses intelligent selection pattern for deletion of packets
that exceed e threshold. In 'HARD' mode, packets which delay exceeds the threshold will be deleted
immediately.

To discard all changes made to configuration, clickUhelo All Changes buttoifo discard all changes
made to configuration, click the Undo All Changattdn. To set default parameters, click tizefaultsbutton
(the figure below shows default values). To apply changes, clickubmit Changesutton.

To store changes to nevolatile memory of the device, click ttfgavebutton.

5.1.2.25 ¢ K Routidg and Pickup Code Configuration (Profile n/Dialpi@n) & dzo Y Sy dz

In the 'Profile n/Dialplan'submenu, you may configure prefixes for routing and pickup groups for each
profile.

TAU72.IP/ITAU36.IP gatewayouting is built on prefixes. Prefix is the fingart of the callee number, and
when it is combined with the quantity of digits of a dialed number and the dialling timeout, it comprises the
routing rule. If a number dialed by the subscriber falls within the scope of a single rule, the call will duk liput
this rule. If a dialed number falls within the scope of multiple rules, the call will be routed by the rule with the
highest priority. When dialed number does not match any rules, busy tone will be played to the subscriber.

When SIproxy operates iroutbound mode, all calls are routed via $exy; configuration of prefixes is
optional in this case. In the absence of prefixes, the quantity of digits in the dialed number is not limited, and the
end of dialling occurs on the expiration of 'outbounighér, or on '#' button pressed (in case when Stop aiat
function is enabled on subscriber port). If you have to use outbound mode without the wait for the end of dialling
on 'outbound' timer, you will have to configure prefixes.

Pickup grou subscriler group, authorized to receive (or intercept) any calls directed at another subscriber
of the group.

Dialplan Table table of routing prefixes' settings; for parameter description, see Seétib2.2.5.1

Network settings| PBX | Switch | Monitoring = System info | Service Log out

Mzin | SIP/H323 Profiles TCP/IP | Ports | Call limits | Suppl. Service Codes | Serial groups | PickUp groups  Distinctive Ring | Modifiers

Acoustic signals | Dialplan profiles

SIP Common | H323| Profile 1 | Profile 2 | Profile 3 | Profile 4 | Prefile 5 | Profile & | Profile 7 | Profile 8

SIP Custom | Codecs Dialplan  Alert-Info

Dialplan table v

[N2|Prefix[Protocol target]IP address|Min digits[Timeout|Modifier|Delete digits|Number type|Ptime|Dialtone[Edit[Delete

Undo all changes | | Mew prefix = | Submit changes
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Regular Expression Dialptamonfiguration of routing prefix through regular expressions, description of

regular expressions format is given in Secéah2.2.5.4

Network settings| PBX | Switch | Monitoring  System info | Service Log out

Main | SIP/H223 Profiles TCP/IP | Ports | Call limits | Suppl. Service Codes | Serial groups  PickUp groups Distinctive Ring | Modifiers
Acoustic signals | Dialplan profiles

SIP Common | H322| Profile 1 | Profile 2 | Profile 2 | Profile 4 | Profile 5 | Profile & | Profile 7 | Profile 8

SIP Custom | Codecs Dialplan  Alert-Info

Regular expression dizlplan *

Protocol: SIP ¥

Start timer: 10

L-timer: |15
S-timer: |5
Rula:

£

Undo all changes | | Show help | | Submit changes

After implementation of changes, click tieibmit Changdsutton; to discard all changes, click tbado All

Changedutton; to save changes, click tisavebutton.

5.1.2.2.5.1 Routing rulesconfiguration

Hover the mouse cursor over a row and {efitk it to highlight with orange and make it active (available for

moving). Use arrow button# « (up, down) to change the prefix sequence order. The higher the prefix row in
configuration, the higheits priority.

To add a new prefix, click tidew prefixoutton:

New dialplan entry

Prefix: Ingress
Port |[1]|2|3]4]|5]|6]|7|8(%
Min digits:
gits:|0 Enable
ECIE 0 port_[10[11]12[13]14[15[16][17]18
Protocol & Target:||SIP Proxy v || |Enable|
Al Port_|19|20[21[22[23]24[25]26]27
bl
Modifier: S
Port |28(29|30(31|32|33|34|35|36
Number of digits to delete:|0 Enable
Number type:| Unknown v Port |37)|38|35|40|41|42|43|44|45
Ptime: Enable
Dialtone: Port |46(47)|48(49|50|51|52|53|54

Enable

Port |55[56|57[58|59|60|61|62|63
Enable
Port |64(65|66(67|68|69|70|71|72
Enable

| Enableall | | Disable all

Cancel | | Submit changes
Prefix
Min digits¢ minimum length of a number dialed by the prefix;

Timeoutc dialling timeout for the next digit of a number, in seconds. Begins operation, when the minimum
length of anumber dialed by the prefix is achieved. If the minimum length of a dialed number is already
achieved, and no digits have been dialed during this timeout, the call is routed by the prefix. In order to
route the call immediately on dialling the minimum Iéh@f a number, specify O as a dialling timeout for
the next digit of a number;
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T Protocol&Target; signalling protocol, used in prefix operations:

f H.323 Gatekeepey” doHo LINRPG202f 2LISNIF A2y GKNRdIdzZAK (G(KS
H.323Direct IR, ® 0 H o -todpiink pfoiocol operation (possible for profile 1 only):

SIP Proxyg SIP protocol operation via SpiPoxy;

SIP Direct IP SIP pointo-point protocol operation;

SIRT Direct IR, SIPT pointto-point protocol operation;

PickUpGroupg pickup group;

= =4 -4 - -

T Addresg; IP address of a communicating gateway in péinpoint operation mode (specified when H.323
Direct IP /SIP Direct IP is used);

T Modifier ¢ dialling modifier, enables translation of a callee number. Modifier is added digganing of
a dialed number.

T Number of digits to delete dialling modifier, enables translation of a callee number. Defines the number
of digits to be deleted from a dialed number for outgoing calls (the most significant digits of a number will
be removel);

V When outgoing call is performed using a prefix, the digit deletion modifier (Number of digits
delete") is applied first to the dialed humber, followed by the digit addition modifier ('Modifier'

i Number type; callee number type. Usedonly®iRP¢ | YR "~ donHo LINRPG202ft 2 LISNI @
parameter;

T Ptime¢ when checked, defines the packetization time for the current direction, in seconds;

i Dial toneq send 'PBX response' tone when the first prefix digit is dialed. Usually, used witfia
beginning with '8' to send the 'PBX response' tone for adistance direction. If there are multiple
prefixes beginning with the same digit, but having different configurations of this setting, then a prefix
with the highest priority will be rgmnsible for determining whether the 'PBX response’ tone will be sent
or not;

To apply changes, click tisibmit Changédsutton; to discard all changes, cli€gkancel’

To edit parameters of existing prefix, you may directly modify data in fields, of call the edit menu by clicking
3% putton in the respective row. To delete a prefix, ¥l button.

To discard all changes made to configuration, clickihdo All Changdsutton. To apply changes, click the
Submit Changdsutton. To store changes to newolatile memory of the device, click ti8avebutton.

5.1.2.2.5.2 Configuration of Prefix with Varying Number Count

Enables dialling by a single prefix with various quantity of digitag Dialplan Table. Prefix should be
configured as follows:

1. In'Min digits'field, enter a minimum quantity of digits for routing with this prefix;

2. In 'Timeout' field, dialling timeout for the next digit of a number should be greater than zero. In this case,
when user dials the number with length that matches the minimum quantity of digits, gateway will wait
for the next digit dialling during the spiéied timeout. If the digit is not dialed, prefix call will be performed
with the minimum quantity of digits; if the digit is dialed, the timer will restart, and the gateway will wait
again for the next digit dialling.
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3. If dialling timeout for the next digis zero, the call will be routed immediately when the length of a number
equal to minimum quantity of digits is achieved.

4. 'Stop dial at #function allows to perform a call after the necessary quantity of digits are dialed without
the wait for a timeout It may be configured separately for each portRBX/Ports/Edit/Customlf this
function is enabled for the port, user upon dialling a necessary number, the port may press # button on
the phone unit (provided that the unit is configured for DTMF diglinode), and after that the call will
be routed immediately.

5.1.2.2.5.3 Configuration of pickup codes

Configuration of pickup groups affects the following settings:

New dialplan entry

Prefix: Pickup Group
Min digit=:|0 = [1]a]3]4|5]6|718
Enzble
Ameal /i = |3 [10[11]12[13]14]15]18
Protocel & Target:|| Pidup Group * |||Enable

= 17(18(19|20|21|22|23|24
Enzble
= |25|26|27|2&(29|30|31(|32

Addrass:

Modifier:

Number of digits to delete:|D Enable
Number type:|| Unknaown y Enable all | | Dissble 3l
Ptime:

Dizaltonz:

Cancal | | Submit changes

T Prefix¢ pickup code. Sequence of digits (for example, *8) that, when dialed, allows any substtier
group to pickup the call received by another subscriber of the group;

T Protocol&Target; it's necessary to select a pickup grqickUp;

T PickUp Groug defines the list of groups, that will use this code for the call pickup. Thus, a single code
maybe used for call pickups in different groups.

To enable this pickup code for all groups, click Bmable albutton. To disable this pickup code for all
groups, click th®isable albutton.

5.1.2.2.5.4 Configuration of Regular Expression Routing Rules
This sectiordescribes the configuration of regular expression routing rules.

To open the configuration page for regular expression routing rules, s&egular Expression Dialplan’
from the'Dialplan'drop-down list:
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Network settings PBX | Switch | Monitoring | System info | Service Log out

Main | SIP/H323 Profiles TCF/IP | Ports Call limits | Suppl. Service Codes | Serial groups | PickUp groups Distinctive Ring | Modifiers
Acoustic signals  Dialplan profiles

SIF Common | H323| Profile 1 | Profile 2 Profile 3 Profile 4 | Profile 5 | Profile 6 Profile 7 | Profile 8

SIP Custom Codecs  Dialplan Alert-Info

Regulzr expression dialplan *

Protocol: SIP 7
Start timer: |10
L-timer: 15
S-timer: 5
Rule:

Unde all changes  Show help | | Submit changes

Save

T Protocolg VolP protocol naméaid.323,SIP(H.323 may be used in profile 1 only);

T Ltimer ¢ activates, when the gateway detedtse necessity of dialling of at least one more digit in order
to achieve the compliance with any of the dialplan rules;

T Stimer ¢ activates, when the dialling complies with one of the rules, but there is a possibility that further
dialling will achieve aapliance with another rule;

T Ruleg field for routing rules written with regular expressions (up to 1000 characters). The structure and
format of regular expressions that enable different dialling features are listed below.

Regular expression routing plarecord rule (‘'Rule’):
Rulel| Rule2|..] RuleN
Rule= L{value} S{value} prefix@optional(parameters)

where:

L ¢ L-timer (optional parameter),

S¢ Stimer(optional parameter).

Timers inside rules could be dropped; in this case, global timer values, dbéfme the parentheses,
will be used.

Prefixcprefix part of the rule

@optionatoptional part of the rule (may be skipped)

(parameters); additional parameters (can be omitted)

Regular expressions' syntax

Prefix part of the rule

1
1
1
1
1
1
1

| ¢logicalOR¢ used to separate rules.

Xora¢any number from 0 to 9, equal to a range9p
0¢9c¢numbers from0to 9;

‘A, 'B', 'C', 'D¢'AY, 'B, 'C', 'D' characters;

*

#,
[ ] ¢ define ranges (with a hyphen), or enumeration (w/o spaces, commas, and dibheacters
between the digits), e.g.
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Range{1-5]¢1,2,3,4, or 5;
Enumeration{138] ¢ 1,3, or 8;
Range and enumeratio®-9*#] ¢ 0 to 9, and also * and #.

{min,max}¢ define the repetition count for a character located outside the parentheses, a range
or *# symbols.
Min¢minimum repetition countmax¢maximum repetition count.

{,max}¢ equal to {0,max};
{min,} ¢ equal to {min,inf}.

Example:
5{2,5}¢'5' could be dialed up to 5 times.
Equal to the following record: 55|555|5555|55555

. ¢ 'dot’ special symbol means that a preceding digit, range, or *', '#' characters may be repeated
from one to infinity times. Equivalent to a record {0,}

Example:
po®HoU AY GKAA& NHAS YlI& 0SS O2YLX SGSte | o:
Equivalent2 | NBO2NR pFUPOFMUPEEFUPEEEFPDOD

+¢ digit, range, or ™', '#' characters preceding the '+' symbol may be repeated from one to infinity
times. Equivalent to a record {1,}.

<:>¢ modification of a number. Digits and *, '# characters preceding the colon will be replaced
with those after the colon. Modification allows to removef 2 paddolr Y oo Feplace
0 f 0 0 digitoapdisymbols.

I ¢ dial block. Specified at the endafule and means that the dialling of numbers corresponding
to the template will be blocked.

, ¢ send 'PBX response’ tone. For latigtance access (for city access in case of office PBX), it is
common to hear a ringback, that may be implemented by imsgicomma in a sequence of digits.

8,0. ¢ after dialling '8' subscriber will hear 'PBX responsee.

w ¢ pause symbol for pulse dialing, equal to 0.5 seconds (supported on FXO ports). It is allowec
to indicate up to 10 characters of a pause in a row, which is equivalent to a pause of 5 seconds, |
one character is regarded as 0.5 seconds. Designed taaiteith a gateway that has FXO ports
and allows you to transfer the length of a pause for dialing to the opposite side. If the interacting
party supports the processing of w symbols, then upon receipt of a request containing these
symbols, it will witheand a pause (by the number of w symbols) in the FXO line when dialing by
the pulse method.

'S, 'T'¢ short (S) or long (T) timers are used in rules containing special repetition characters
{min,max}, "', or '+' and are specified right after them. ¥ldefine, which timer will work for the
current rule when it is already possible to perform the the routing for the dialed number. If the
timer is not specified,-Bmer will be used by default. Allows to replacér8er with L-timer in the
current profile
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Optional part of the rule (may be skipped)

9 host:port ¢ routing to IP address. Usage of a port is effective for SIP protocol only. If @host:port
is not specified, calls will be routed via -$iBxy or H.323 gatekeeper.
Example:
Ixxxx@192.168.16.13:5062ll five-digit dials, beginning with 1, will be routed to IP address
192.168.16.13 to port 5062

1 {pickup:x,xx}¢ pickup group code dialling. You may specify multiple pickup groups using comma.
Example:
*8@{pickup:1}¢ *8' code is used for the firgtickup group

1 {local}¢ routing inside the gateway to a local IP address. Must be used for internal routing, when
the device receives its network settings dynamically (via DHCP protocol).

Additional parameters

Format:(paraml: valuel, .., valueN; ;paramN: valuel, .., valueN)
1 paramg parameter name, several parameters are separated with a semicolon, all parameters are
placed in common round brackets;

1 valueg parameter value, multiple values of one parameter are separated with a comma.

Valid parametes and their values

1 codecs parametet determines the list of codecs that will be used when making an outgoing call
under the routing rule. It can take the following values: g711a, g711u, g723, g729x, g729b,
g726_32.

Example:
(codecs: g711a, g711u).
Note: in the given rule g729a codec is recorded as g729x;

1 profile parameterg determines the 'routing profile' with the parameters of which the call will be
made (see Sectioh.1.2.12The Bialplan profile&submeny. It can take one of the following

values: 1, 2, 3,.£xample: (profile: 1).
Timers

1 Stimer ¢ activates, when the dialling complies with one of the rules, but it is possible that further
dialling will achieve compliance with another rule;

1 Ltimer ¢ activates, when the gateway detects the necessitgiafling of at least one more digit
in order to achieve the compliance with any of the dialplan rules.

Timer values may be specified for a complete routing plan, as well as for the specific rule. Timer values may
be specified for all templates in a routiptan; in this case values are listed before the opening parenthesis.

If these values are listed in one sequence only, they are effective only for this sequence.

Example of the dialplan record
L208,x.p20001@192.168.16.158061|52xxx[029]| LxxxX|<53:70xxxx@192.168.16.13|
26x{,5}|*8 @{pickup:1,6,32}|3[B]x+|34*{1,3}|35#x{0,}|36x.*|37[0-2]x+T
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5.1.2.2.6  Alert-Info distinctive ring

In the 'Alert Info'submenu, you may adigure a distinctive ring, generated by the value from Alert Info
header received in INVITE request. 16 various Alert Info values may be processed for each profile.

Netweark settings| PBX | Switch | Monitoring | System info | Service Log out
Main | SIPfH323 Profiles TCP/IP | Ports Call limits  Suppl. Service Codes | Serial groups | PickUp groups  Distinctive Ring | Modifiers
Acoustic signals Dialplan profiles
SIP Common H323| Profile 1 Profile 2 Profile 3 | Profile 4 | Profile 5 | Profile &  Profile 7 | Profile &

SIP Custom Codecs Dialplan | Alert-Info

Alert-Info string | Distinctive Ring rule
1|Ballcore-dri 1000,4000
2|eellcore-dr2 1000,2000
3|Ballcore-dr3 1000,2000
Bellcora-drd 1000,1000
Bellcore-dr: 700,700,700,3000

An Alert-Info string must contain the filename only but no full path to it
A Distinctive Ring rule must contain no more than 6 "pulse-pause”™ pairs separated
by commas or semicolons. The duration of each pulse and pause must belong
to the range [200; 16000] milliseconds and must be the multiplier of 100,

Unde all changes | Defaults | | Submit changes

i AlertInfo stringg signal name sent in Alethfo header;
Alert Info header appears dallows. <http://ipaddr/signal>,
where:
i ipaddrcL . F RRNBaa 2F || RSOAOS: GKIGO GKS aArdayl f
T signalg signal name that should be used for generation of +stamdard ringing.

i Distinctive Ring rule non-standardringing generation rule. Ringing tone is cyclic.

The rule includes up to 6 pairs of impulse/pause values; all values are ceepaeated. Each value must
be divisible by 100 and fall within the range from 200 to 16000ms.

For example, a record '700,700,78000' means that 700ms impulse will be sent first, followed by 700ms
pause, then again 700ms impulse, 3s pause; after that, this sequence will be repeated.

5.1.2.3 The 'TCP/IP' submenu. Configuration of network ports

In TCP/IBBubmenu, you may configure network port range for various protocols.
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'I You don't have to reboot the gateway in order to apply TCP/IP settings. When applying setti
all current calls will be terminated!

Network settings) PBX | Switch | Monitoring | System info | Service Log out
Main | SIP/H323 Profiles | TCPSIP Ports | Call limits | Suppl. Service Codes | Serial groups | PickUp groups | Distinctive Ring | Modifiers

Acoustic signals | Dialplan profiles

Attention! Changing of these parameters will lead to aborting of all calls!

TCP/IP configuration:
TCP port range (H.245/H.225)
TCP port min:| 10000

TCP port max:| 11920
UDP port range [RAS)
UDP port min:| 12000

UDP port max:| 13920
RTP port range (RTP)
RTP H323 min:| 30000
RTP H323 max:| 35000

RTP SIP min:| 35002
RTP SIF max:| 40000
Intercept port range
Intercept port min:| 50000

Intercept port max:| 50100

TOS configuration
DSCP for SIP:[ &3
Other

Verify remote media a::l-:l'ass:l

Unde all changes || Defaults | | Submit changes Save

After implementation of changes, click t&eibmit Changdsutton; to discard all changes, click tbado All
Changedutton; to save changes, click tisavebutton.

TCP/IP configuration:

i TCP port range (H.245/H.226NJ y3S 2F y Sl 62 NJ - HIABBE.225 saskSpotochl€ NI ~ «
operation:

1 TCP port micthe lower limit of a TCP port range;
1 TCP port magthe upper limit of a TCP port range.

i UDPportrangéRASINT y3S 2F ySig2N] LR2NIA dzaASR F2N) "~ ®PoHO
is used during gatekeeper interactions):

1 UDP port migthe lower limit of a UDP port range.
1 UDP port magthe upper limit of a UDP port range.

T RTP port range (RTgPange of network ports used for voice data protocol (RTP) operation:

f RTPH323mgii KS f26SNJ fAYAG 2F | NI y3ISpeaionwet LI2 NI
f RTPH323maik KS dzLJLISNJ f AYAG 2F | NXy3IS 2F wet L2 NI

1 RTP SIP mithe lower limit of a range of RTP ports used for SIP protocol operation;
1 RTP SIP mathe upper limit of a range of RTP ports used for SIP protgmeration.
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T Intercept port rangerange of network ports used for pickup traffic transmission (SORM):

1 Intercept port migthe lower limit of a range of ports used for pickup traffic transmission (SORM
feature);

1 Intercept port magthe upper limit of a rangefqorts used for pickup traffic transmission (SORM
feature).

V' SORM feature implementation is based arfic3924 recommendatiogCisco Architecture fol
Lawful Intercept in IP Networkslo perform the pickup, the following MIBs are used: CISIPO
TARMIB.my and CISGDAP2MIB.my.

I Diffserv configuration;

1 DSCP for SiBpe of service for SIP packets. DSCP bits are the 6 high bits of the Diffserv field tha
is sent in IP protocol headgparameter value should be specified decimally. For utilized values,

see Tal# below

T Other:

1 Verify remote media addresshen checked, apply control to the media traffic received,

otherwise it will not be controlled. This function controls the receiweetia traffic (voice traffic,

T38 fax) for established connection. If this traffic comes in from the host or port not specified in

SIP/H.323 signalling exchange, it will be rejected.

’ To avoid the conflicts, ports used by H.225/H.245/RAS signallingRifi# should not overlap th
e | portsused by SIP signalling (5060 by default, and also ports configured in 'ports’ and 'serial g1

tabs.)

Table8 ¢ 'Type of service' (DSCP) field value:

DSCP parameter value Description

0 (0x00) Best effort¢ default value;

8 (0x08) class 1;

10 (OxO0A) assured forwarding, low drop precedence (Classl1, AF11);

12 (Ox0C) assured forwarding, low drop precedence (Classl1, AF12);

14 (OxOE) assured forwarding, low drop precedence (Class1, AF13);

16 (0x10) class 2

18 (0x12) assured forwarding, low drop precedence (Class2, AF21);

20 (0x14) assured forwarding, low drop precedence (Class2, AF22);

22 (0x16) assured forwarding, low drop precedence (Class2, AF23);

24 (0x18) class 3

26 (0x1A) assured forwarding, low drop precedence (Class3, AF31);

28 (0x1C) assured forwarding, low drop precedence (Class3, AF32);

30 (Ox1E) assured forwarding, low drop precedence (Class3, AF33);

32 (0x20) class 4

34 (0x22) assured forwarding, low droprecedence (Class4, AF41);

36 (0x24) assured forwarding, low drop precedence (Class4, AF42);

38 (0x26) assured forwarding, low drop precedence (Class4, AF43);

40 (0x28) class 5

46 (Ox2E) expedited forwarding, low drop precedence (Class5, Expediteddfding);
IP Precedence:

0 (0x00) IPPO (Routine)

8 (0x08) IPP1 (Priority)
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16 (0x10) IPP2 (Immediate)

24 (0x18) IPP3 (Flash)

32 (0x20) IPP4 (Flash Override)

40 (0x28) IPP5 (Critical)

48 (0x30) IPP6 (Internetwork Control)
56 (0x38) IPP7 (NetworiControl)

To discard all changes made to configuration, clickthdo All Changes buttoio set default parameters,
click theDefaultsbutton (the figure below shows default values). To apply changes, clicBubmit Changes
button.

5.1.2.4 TheWPorts Configuation of Subscriber Porfsubmenu (Ports)

In the'Ports'submenu, you may configure subscriber ports of the device.

J You may use up to 8 subscriber profiles to configure the following port settirigalierID mode, Flas!
impulse duration, signal levels strengthening/weakening, priority between CFB and CW sen
'Music on hold' service, payphone modm 'Subscriber profileitem of the 'Custom' tab, you may

assign one of the configured subscriberofites to each port.Profile 1 is assigned for all ports b

default. To open the subscriber profile configuration window, cli@ubscriber profilesh 'PBX/Ports'

tab. If you have to configure a custom value for any of the parameters listed above, yawehto

configure it in'PBX/Ports'menu by clicking 'Ed?® 22 ICommon' button. To use custom settings,

is absolutely necessary to select 'Custom’' checkbox 'HBX/Ports'tab ¢ 'Edit?® 22 /Custom’ or
'PBX/Ports) in the port configuration!

’ You don't have ¢ reboot the gateway in order to apply port settings. Changit®iP port'parameter
will lead to termination of current calls. Changing other parameters will not disrupt any of t
established connections!

Network settings| PBX | Swilch | Moniloding  System infe | Service Leg out

Main | SIPYH3Z3 Prafiles TCR/IF | Porks Call limits | Suppl. Service Codes | Seria groups | PickUp groups | Distinctive Ring  Modifiers | Acoustic signals  Dialplan profiles

Attention! Changing of these parameters will lead to aborting of all calis!

1-8 |9-16 | 17-24 Subscriber profiles

Port Phone Display narme f;?:;i{:ateyury Process Mlash Subscriber| SIP/H3I23 |Disabled|Ediy
prafile profile

1 |7E312342423 all Transmil Mash * | Prafile 1 * | Profile 1 * i
2 |TE312342424 afl ¥ Transmil MNash " | Prafile 1 * | Prafile 1 ¥ o
200119 all Transmil Mash T | Prafile 1 * | Prafile 1 ¥ L ol
835105 all Aftended caltransfer  * | Profile 1 = | Profile 1 » o a
B41106 afl ¥ Altendad caliransfer ¥ |Profile 1 * | Profile 1 ¥ L o
B41107 B41107 all Allended caliransfer 7 | Profile 1 T | Profile 1 7 o »
B41108 41108 all Altendad caliransfer  * |Prafile 1 » | Profile 1 v # o
200100 -EDEZD: all Allended caliransfer  * | Profile 1 * | Profile 2 * . o

Undo all changes | | Aule numeralion Submil changes

Save

After implementation of changes, click tseibmit Changdsutton; to discard all changes, click tbado All
Changedbutton; to save changes, click tavebutton.
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Configuration of ports

T Portg port number;
T Phoneg subscriber's number;
i Display name subscriber's name;

T Customg when checked, useommon settings for this port (configured by clicking the Edit button),
otherwise use settings from the specified subscriber profile (configured in 'Subscriber profiles' tab);

T Categoryg select subscriber's category (epgs), oft;subscriber category wihiot be used. When this
setting is enabled, the category  will be sent in ‘from’ field, and
'tel uri" will be used instead of 'sip uri;

T Process flash flash function operation mode (short clearback). For parameter description, see below;

T Subscribeprofiles¢ number of the subscriber profile, which parameters will be used for the current port
(use 'PBX/Ports/Subscriber profiles' tab to configure subscriber profile parameters);

T SIP/H323 profile SIP/H323 profile number, that will be used for the emtrport;

i Disabled¢ when checked, the port is disabled, otherwise it will be enabled. To disable the service for
ports, select checkboxes against the desired ports and click the Submit Changes button;

T Edit%c the button which allows you to enter the pasettings editing mode;
I Auto numerationg automatic port enumeration.

Settings of subscriber profiles

You may configure subscriber profiles$ubscriber profilesab:
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Network s=ttings| PBX | Switch | Monitoring | System info | Service Log out

Msain | SIR/H323 Profiles

TCP/IP | Ports Csll limits | Suppl. Service Codes Serial groups | PickUp groups | Distinctive Ring | Modifiers

Arpustic signals | Dizlplan profiles

Attention! Changing of these parameters will lead to aborting of all calls!

1-8 | 5-16 | 17-24 Subscriber profiles

Profile 1 Profile 2 | Profile 3 Profile 4 Profile 5 | Profile 6 | Profile 7 | Profile 8

Profile 1
CallerID: mon_rus T
Hide date:
Hide phone:
Hide name:

Min Flashtime (ms): 200

Max Flashtims [ms): 600

Gain receive (0.1 dB): -70

Gain transmit (0.1 dB): 0

S57 category (SIP-T) 10

Category: off *

Maodifier: 5"

CFB has priority over CW:
Play music on hold: L

Stop dial at =:
Taxophone: off v

CPC:

CPC time (ms):|&00
DSCP for RTP:|12

Rx AGC:

Rx AGC level (dB): -5
Tx AGC:

Tx AGC level (dB): -35 ¥

Apply Defaults

Profile 1

CallerlDg select the Caller ID mode from the drdpwn list. For CalldiD operation, subscriber's phone
unit must support the selected method:

i Off¢ Caller ID is disabled;
1 Aon_rusg; 'Russian Caller ID' method. The number is served when subscriber's phone unit lifts the

headset with its 500Hz frequency request;

1 Dtmf¢ DTMFCaller ID method. The number is served between the first and second calls on the

line by dualfrequency DTMF impulses;
1 Fsk _bell202, Fsk_v@BSK Caller ID method (using bell202 standard, 6T IVA23). The number
is served between the first and second sadh the line by a stream of data with a frequency

modulation;

A
v

To enable Caller ID information reception, connected phone unit should support
configured Caller ID method.

In Fsk_bell202, Fsk_v23 modes, Caller ID information is sent in MIdviRat:
time/date, subscriber's number and name.
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T Hide dateg when checked, in Fsk_bell202, Fsk_v23 modes, Caller ID information will be sent without time
and date;

T Hide phone; when checked, ifrsk_bell202, Fsk_v23odes, Caller ID information will be sent without
ddzo a ONAX 60 SNRAa ydzyo SN

T Hide nameg when checked, in Fsk_bell202, Fsk_v23 modes, Caller ID information will be sent without
subscriber's name;

T Min Flashtime(msg the lower limit of Flash impulse duration (ins
i Max Flashtime(ms) the upper limit of Flash impulse duration (ms);

For correct operation of Flash button on the subscriber's phone unit, its configured duration of
flash dialling should fall within the following range: (Min Flashtgihax Flashtime)Please note,

that small values (720ms) of the lower limit may lead to situations, when dialling of digits in
pulse phone unit operation mode will be interpreted as flash dialling. When the upper limit value
is less than flash dialling duration configufedthe subscriber's phone unit, pressing flash button
will cause the clearback.

V If there is no effect (no 'PBX response' tone, indicating that the Hold servici
performed) or the subscriber clearback occurs when you press the 'Flash' butto
means that configured 'Flash' settings for this port do not match the 'Flash' impL
generated by the phone unit, or 'Flash' is not processed by the gateway (Attenc
CT, unattendant CT). If th&lashg Transmit flash'impulse transmission mode ha:
beenconfigured, the absence of the effect may also mean that the opposite gatev

is not processing 'Flash' received from the IP network.

T Gain receive (0.1 dB)volume of voice reception (gain of the signal received from the communicating
gateway and outputo the speaker of the phone unit connected to TARIP/TAB6.IP gateway);

T Gain transmit (0.1 dB)volume of voice transmission (gain of the signal received from the microphone of
the phone unit connected to TAIR.IP/TALB6.IP gateway and transmittetb the communicating
gateway);

I SS7 category (SIB ¢ SS7 category, sent in the SIP encapsulated message of-BSrotocol.
Corresponding Caller ID categories are listed in the table below.

Caller ID category SS7 category
10
225
228
11
226
15
227
12
229
224

OO (N[OOI |WIN|F

=
o

I Categoryg select subscriber's category (epgs), off;subscriber category will not be used. When this
setting is enabled, the category will be sent in ‘from’ field, and 'tel uri' will be used instead of 'sip uri’;

T Modifier ¢ modifier table number, used for the current port;
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i CFB has priority over Gydefines the priority between CFB (Forward on busy) and CW (Call wait) services.
When checked, CFB service has a priority over CW, and vice versa,

T Play music on holgluse 'Play music on hold' service. When 'Hold' service is performed by this port, audio
file stored in the gateway memory will be played to the opposite subscriber. When unchecked or the audio
file is unavailable, 'hold' audio signal will be played to tppasite subscriber. To upload the audio file,
use 'Service> MOH' menu.

T Stop dial at # when checked, use '#' button on the phone unit to end the dialling, otherwise '#" will be
recognized as a DTMF symbol. When '#' is used to end the dialling, théllda#l performed without the
dialling timeout for the next digit;

T Taxophone; port operates in payphone mode:

9 Off¢ port operates in normal mode;

1 Polarityq payphone operation mode with polarity reversal. Perform line power polarity reversal
on subscriber's response, and return it to original state on clearback;

1 12kHzc payphone mode without polarity reversal. Generates 12 kHz meter pulse;

1 16kHzc payphone mode without polarity reversal. Generates 16 kHz meter pulse.

I CPQ; when checked, perform short-time break of the subscriber loop on clearback from the opposite
subscriber's side;

I CPC time(ms)duration of a shortime break of the subscriber loop;

I DSCP for RTtype of service for RTP packets. DSCP bits are the 6 high bits of the Diffserv field that is
sent in IP protocol header; parameter value should be specified decimally. For utilized values, see Table

I Rx AGQ when selected, a received signal will be amplified to the specified level (maximum signal
amplification is +/15 dB), otherwise the amplification will not be carried out;

I Rx AGC Leveldetermines the value of the level to which an analogue signal will be amplified when
receiving (allowed values25,-22,-19,-16,-13,-10,-7, -4, -1 dB);

T Tx AGE when selected, a transmitted signal will be amplified to the specified level (maximunal sig
amplification is +/15 dB), otherwise the amplification will not be carried out;

T Tx AGC Leveldetermines the value of the level to which an analogue signal will be amplified when
transmitting (allowed values25,-22,-19,-16,-13,-10,-7, -4,-1 dB).

To apply settings, click thepplybutton. To exit the submenu, click ti&ancebutton. To reset settings to
default values, click thBefaultbutton.
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Automatic enumeration

Click theAuto numeratiorbutton in'Ports conf.window to show the following menu:

Auto numeration

Prefix:

First number:

Postfix:

Port 1 700000' Port 2{700001| Port 3|700002| Port 4{700003

Port 5 700004' Port 6{700005| Port 7|700006| Port 8{700007

Port S700008|Port 10|700005|Port 11|700010|Port 12|700011
Port 13|700012|Port 14{700013|Port 15|700014|Port 16{700015
Port 17|700016|Port 18700017 |Port 19|700018|Port 20{700015
Port 21|700020|Port 22|700021|Port 23|700022|Port 24700023
Port 25|700024|Port 26{700025|Port 27|700026|Port 28{700027
Port 25|700028|Port 30{700029|Port 31|700030(Part 32{700031
Port 33|700032|Port 34{700033|Port 35|700034|Port 36{700035
Port 37|700036|Port 38[700037|Port 39|700038|Port 40{700035
Port 41|700040|Port 42700041 |Port 43|700042|Port 44{700043
Port 45|700044|Port 46(700045|Port 47|700046|Port 48{700047
Port 45|700048|Port 50{700049|Port 51|700050|Port 52{700051
Port 53|700052|Port 54{700053|Port 55|700054|Port 56{700055
Port 57|700056|Port 58700057 |Port 59|700058|Port 60{700055
Port 61|700060|Port 62|700061 |Port 63|700062|Port 64{700063
Port 65|700064|Port 66[700065|Port 67|700066|Port 68{700067
Port 65|700068|Port 70{700069|Port 71|700070|Port 72{700071

In the opened window, you may perform enumeration using a mask. Ititist numberfield, enter
XXXXumber for the first port. All other ports will be enumerated by the following rule:

T Y¥MPBb
where:

N¢port number,
Prefixand postfix¢constant parts, added in the beginning and in the end of a number.

To start enumeration, click th&tartbutton.
To return to'Ports conf.menu, click thaBackbutton.

Editing custom parameters of FXS type ports:

To edit parameters of a specific port, cI?® button in the corresponding row.

'‘Custom'tab¢FXS type port custom settings:
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Custom | Common | Call lerward | Supgl. Service | Groups | PickUp

Port 1
Phone: |7B312342423
Display name: (78312342423
Use alternative numiber:

Alternative number: |BEES59

Use aliernative mumber as contact|

1ame: | 78312342423

il wensnses

Apply | Cancel | Defauls

Phonec subscriber's number;
User name;, subscriber's name;

Use alternative numbeg when checked, use alternative numbetherwise it will not be used. May be
used, when the gateway operates as a PABX, to assign a single subscriber's number to multiple phone
lines;

Alternative number; alternative subscriber's number. This number will be an alternative Caller ID of a
subscriber and will be displayed on the subscriber's Caller ID display (transferred in the 'from'’ field URI in
SIP protocol operations);

Use alternative number as contact (only for serial groups memheausg an alternative number as a
subscriber's contact (tragferred in 'contact’ header via SIP protocol). This setting is used only for ports
located in the call group;

Authentication nameg username used for authentication. Used in SIP protocol operations, when in
'PBX/SIFH323 Profiles/Profile n/SIP Customénu the independent authentication mode is selected
(Authenticationg user defined);

Authentication password password used for authentication. Used in SIP protocol operations, when in
'PBX/SIH323 Profiles/Profile n/SIP Customénu the independent authertation mode is selected
(Authenticationg user defined);

Custom¢ when checked, use common settings for this port (configured by cIickin&dh‘% button),
otherwise use settings from the specified subscriber profile (configur&limscriber profiles' tab)Vhen
checked, selection of the subscriber profile will be unavailable for this port.

Subscriber profileis number of the subscriber profile, which parameters will be used for the current port
(use'PBX/Ports/Subscriber profileab to configure subscriber profile parameters);

SIP/H323 profile SIP/H323 profile number, that will be used for the current port;
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Hotline/warmline¢ when selected, Hotline/warmline service is enabled. This service allows to establish
an outgoing connection automatically without dialling the number right after the lifting of a hegdset
line', or with a delay, ‘warm line'. Direction of a senagfrom analogue phone line to VolIP;

This setting will not work, if 'IMS mode'Enable IMSparameter in SIP profile settingss enabled
on the device.

Hot timeoutc delay timeout in seconds for the start of the automatic dialling when the ‘warmlinglceer
is enabled;

Hot numberg number that will receive the call when 'Hotline/warmline' is enabled;

CLIR; calling line identification restriction servigegg KSy { Lt YFNRY @It dzS Aa &
0S KARRSY 2yfte Ay LiKS NPTYNE WER HAS (YRR Y20k DI G £ dzS
be hidden both in the 'from' field and in the 'contact' field. When operating via H.323, the number will be
hidden regardless of SIP values set: SIP:from, SIP:from or SIP:contact;

DNDg whenchecked, 'do not disturb' serviceefnporary restrictiorfor incoming callgis enabled;
Disabledc when checked, the port is disabled;
SIP port; local UDP port used for port operations via SIP protocol;

Process flask flash function operation mode (shioclearback). When ‘flash' button is pressed on the
subscriber's phone ungif the duration of dialling falls within the range (Min Flashtigidax Flashtime)
there are several gateway behaviours:

9 Transmit flaskg transmit flash into the channel using method describetFiash Transfeitem of
the codec configurationQodecs conf.)n this case, flash dialling will be processed by the
communicating gateway;

i Attended caltransfert 'Call Transfer' service is enablifor the port with the wait for response
of the subscriber, the call is being forwarded to. In this case, flash dialling will be processed locally
by the gateway;

9 Unattended caltransfert 'Call Transfer' service is enabled for the port without the wWait
response of the subscriber, the call is being forwarded to. In this case, flash dialling will be
processed locally by the gateway, and the call transfer will be performed when subscriber finished
dialling a number;

9 No detect flash ignore (do notdetect) short flash clearback, received from the subscriber;

9 [ 2 Ot trapsfer of the call to ports within the device is performed without REFER request
transmission to the communicating gateway.

9 Blind attended transfec f t 2 6 G KS dzaISHE HB NPAIOSE sd NIKYy DR
F2N) 0KS &adzoaONAROSNI G2 6K2Y (GKS OFff A& NI
FYyagSNI 6W. t AYR (NI YyaFTSNROP 2KSYy W Fff ¢NIy:
subscriber beforanswer, and sends to the subscriber on hold the address of the subscriber to
GK2Y GKS W/ Fff ¢NIyaFTSND akKz2dzZ R 0SS LISNF 2 NI
by the gateway.
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V Ford _ I £ f UshiViog ap&r&tibidprinciples, see Secti@il The 'CallTransfer' service

This setting will not work, if IMS mode'Enable IMSparameter in SIP profile settingss enabled
we" on the device.

i Call waitingg when selected, Call waiting service will be enabled (this service is available ind&dkh
transfer function operation mode);

This setting will not work, if 'IMS mode'EnableIMS' parameter in SIP profile settingss enabled
we | onthe device.

i MWI- when checked, 'Message waiting indicator' service will be enabled. When the service is enabled, if
the user has unread voice messages, intermittent 'PBX response' tone will be plagadhe phone is
offhook; after that, the tone will become continuous. Voice message box operation depends on the
Softswitch resources, TAU only plays the notification.

T Modem- enables 'Modem' mode for a port. In this mode, all connections establishati®yort are
performing with disabled echo canceller

'‘Common‘tab - FXS type port common settings:

Custom Common | Call formard Suppl. Service | Growps | PickUp
Port 1
CallerID: Jfhy off
Hide date: -l”_\h
Hide phone: _Ir_L
Hide narme: ,ﬂ,
Min Flashtime (ms): Jy 200
Max Flashtime (ms): /gy 600
Gain recsive (0.1 dB): /M =70
Gain transmit (0.1 dB): & (]
SS7T categary (SIP-T): J\ 10
Category: J/\ off *
Modilier: & off =
CFB has priorily over CW: f_"}
May music on hold: /Ay
Stop dial at #: &
Taxaphone: ‘i\. off
crc: A
CPC time (ms): Jh 200
DSCP for RTP: /i |46
mx AGC: /i
Rx AGC level (dB): My
Tx AGC: Ay
Tx AGC level (dB): A\
Apply | Cancel | Defauls

Description of fields is equivalent ®BX/Ports/Subscriber profiléab fields shown above in Sectibrl.2.4
TheWorts Configuation of Subscriber Po@submenu (Ports)

’ ‘ Exclamaibn mark symbol means that theettings on this tab are taken from the subscriber profils
o

With 'Defaults'button, you may set the default values:
Min Flashtime; 200 ms;
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Max Flashtimeg 600 ms;
Gain receive -70 *0.1 dB;
Gain transmitg 0 *0.1 dB.

'Call forward'tabt call forwarding service settings for FXS type port:

Custom | Common Call forward Suppl. Sarvice Groups | PckUp
Port 1
CF Bus
CF Mo Repl
CF Unconditional 9
CF Out OF Service:
CFMR timeoast:
Apply | Cancel | Defaults

. C .cud#&Eer checked, CFB service is enabléatward the call, when the subscriber is busy;

i . C b 2c¢whEhlclieéked, CFNR service is enabliedward the call, when there is no reply from the
subscriber;

T CF Unconditionaj when checked, CFU service is enabléaorward the call unconditionally;

T CF Out Of Servicavhen checkedCFROOS service is enabledorward the call, when the subscriber is out
of service;

V For each service, the number that the call is forwarded to, is shown in the rightmost field of the
X row.

I CFNR timeout subscriber response timeout (in seconds) for 'Call forward on no reply' service.

l | When performing any of the divert services, the SIP response message (302 Moved Tempo
e oAttt AyOf dzR Seadeknith thitBeasanPaxdinate. y Q

'Suppl. Servicetab allows you to enable/disable supplementary services. For detailed description of
supplementary service operations, see Secbdh2.6The 'Suppl. Service Codes' submenu

Custorm | Common | Call lforward Suppl. Service | Groups | PickUp
Porf 1
Call transher
Call transler attended enable:
Call rransfer unattended enable:
Call forwand
Call lorward unconditional enable:
Call lforward on busy enable:
Call forward on no answer enable:
Call Torward on oul of service enable:
Others
Call waiting enabla:
Do mot disturb enabla:
Modem enabla:

Apply | Cancel | Defaults

'‘Groups'tab allows you to add/remove ports to/from serial groups. For detailed description of serial
discovery group operations, see Sectiofi.2.7The'Berial groupSsubmenu
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In'Groups'tab, you may sethe list of configured serial groups. To add port to the group, you should select
the checkbox against the respective group; to remove port, deselect the checkbo

Custom | Common | Call lorward  Suppl. Service Groups | PickUp

Paort 1
Group name| Enter

200116 (200116)

Apply | Cancel | Defauls

'PickUp'tab ¢ add/remove ports to/from the pickup groups. For detailed description of pickup group
operations, see Sectidn1.2.8TheWPickup Group Configurati@aubmenu (Pickup Groups)

Custom | Common | Call Terward | Supgl. Service | Groups| PickUp
ot 1

1|2]3fa]s[sa]7]=
Membership in
PickUp g".:p:- B

o [1011[13[13]14][15]18
Membership in
FickUp groups

17]18]10]20]21] 23] 23]z
Membership in
PickUp groups

2 6| 27| 28|29 1:[: 32
Membership in
PickUp groups

Apply | Cancel | Defaults

T Membership in PickUp grosgrlefines pickup groups that the port belongs to. Subscriber port that
belongs to the group will be able to pickup the call received on any other port of this group.

To apply settings, click thpplybutton. To reset settings to default values, click efaultbutton.

5125 ¢KS W/ ftf [AYAGAQ &dz YSydz

In the'Call limits'submenu, you may configure simultaneous call limits for the communicating host.

s Log out

Metwork setfings) PBX  Switch = Monitering | System info | Service
Main SIF/H323 Profiles | TCR/IP | Ports | Call limits Suppl. Service Codes | Serial groups | PickUp groups  Distinctive Ring | Modifiers

Acoustic signals. | Dialplan profiles

Host of neighbour gateway Simultanesus calls count [Delets]

i

proxy/gk  "® host

Unido 2ll changes | | Submit changes Save

T Host of neighbour gatewapostname of a communicating gateway. To limit the calls vigo®ig/ or
H323 Gatekeeper, select thgroxy/gk' checkbox (defines the total call limit through all proxies and from
all profiles); to enter host address, seldwbst';

T Simultaneous calls oatgmaximum number of simultaneous (incoming and outgoing) calls.

To add/apply a new limit, enter the data in the field w "" icon, and click th&ubmit Changdsutton. To
remove the limit, selecDelete'checkbox andalick the Submi€hanges button.
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To discard all changes made to configuration, clickthdo All Changdsutton. To store changes to nen
volatile memory of the device, click ti8avebutton.

5.1.2.6 The 'Suppl. Service Codes' submenu

Configuration of Supplementary Service Codes Supplementarigegiare provided to each subscriber, but
in order to use a specific service, the subscriber must enable it first at the service provider. Service providers m:
create their own service plans containing several supplementary services. To do tbid.2rThe Ports
Configuation of Subscriber Por@&submenu (Portsyection, onSuppl. Servicéab, select the checkboxes against
the desired supplementary services.

Subscribers may manage state of services from their phone units. The following features are available:

T service activatiogactivation andadditional data input;
T service verification;
T service cancellatiogdeactivation of a service.

When the activation code is entered or the service is cancelled, subscribers may hear eitméiraation’
tone (3 short tones), or d&usy'tone (intermittent tone with tone/pause duratiogD.35/0.35s).'Confirmation'
tone means that the service has been activated or cancelled succes&%fully,tonecthat this service is not
enabled for this subscriber.

After service confirmation code entrthe subscriber may hear eith?BX responsédne (continuous) or
a'busy'tone.'PBX responstne means that the service has been enabled and activated for the subsdrilsy,
tonecthat this service is not enabled for the subscriber.

Metwork setlings| PBX  Switch | Manitoring | System info | Service Log out
Main SIPfH323 Profiles | TCP/IP | Ports | Call limits  Suppl. Service Codes Serial groups | PickUp growps | Distinctive Ring | Modiliers
Acoarstic signals | Dialplan profiles
I. Supplementary Service Codes configuration:
Service Code | Activate | Deactivate | Optior Control
Call
Call transler attendad:| 98 SB#
Call transfer unatbended:| 37 74
Ca rd
Call ferward wnconditional:| 21 214 #21# “21%cption#| “#21#
Call forward on busy:{22 *22 % #2218 “22*oplion&| *#22¥
Call forward on no answer:| 61 518 #61# sE1%oplion#| *#61#
Call ferward on out of service:| 862 *E2# #6528 “62%cption #] *#62#
Others
Call waiting:|43 3 134
Da not disturb:| 26 L26 4 2268 “EIEE
Modem [Echocanceller):|99 =}
Undo all changes | Defaults | | Submit changes Save

Supplementay Service Codes configuration:

T Servicetype of supplementary service:

1 Call transfer attendegiCall transfer' service with the wait for response of the subscriber, the call
is being forwarded to;

1 Call transfer unattendegiCall transfer' service without thevait for response of the subscriber,
the call is being forwarded to;

9 Call forward unconditiongiCall forward unconditional' service;

9 Call forward on busyForward on busy' service;
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Call forward on no answefForward on no answer' service;

Call forward orout of service'Forward on out of service' service;
Call waitingg 'Call waiting' service;

Do not disturlx; 'Do not disturb' service;

= =4 -4 -4 -2

Modem (EchocancellefyModem' service allows to disable echo canceller for subscriber port;
T Codesupplementary serviceotle;

T Activategservice activation;

T Deactivateservice cancellation;

T Optioncaccess code, used for service parameters' configuration and forwarding seavicesber that
the call will be forwarded to;

T Controtservice verification.

To discard all changes made to configuration, clickthdo All Changes buttofio set the default values,
click theDefaultsbutton. To apply changes, click tisaibmit Changebutton. To store changes to nerolatile
memory of the device, click th@avebutton.

5.1.2.7 TheBerial groupssubmenu

In'Serial groupssubmenu, you may administer the call groups. You may configure up to 32 call groups in
total.

After implementation of changes, click tseibmit Changdsutton; to discard all changes, click tbado All
Changedutton; to save changes, click tiavebutton.

' ! You don't have to reboot the gateway in order to apply call group settings. Changing SIP
e | parameter will lead to termination of current calls. Changing other parameters will disrupt t
established connections for the current group only

Metwork settings| PBX | Swilch | Monitoring | System info | Sarvice Log out
Main | SIP/H323 Profiles | TCR/IP | Ports | Call limits  Suppl. Service Codes | Serial groups  PickUp groups | Distinctive Ring | Modiliers

Mcoustic signals | Dislplan prafiles

Attention! Changing of SIP port parameter will lead to aborting of all calls!

SIP/H323
profile

200115 200116 1 Cycle 0 | Wait ¥ Profile 1+ + E

NO Group name Phone Timeout Type Busy |SIP port |Enath|Edil Delete

Undo all changes | | New group | | Submic changes
Szve

Call groups allow to perform call center features. Gateway supports 3 call group modes: group, delayed
group and search.

In group mode, the call comes in to all free ports of the group simultaneously. When one of the group
members answers, call transmission to other ports stops.

In the delayed group mode, the call comes in to the first free port in the group list, and dftenthe
specific timeout, the next free port in the list will be added to the main one, etc. When one of the group members
answers, call transmission to other ports stops.
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In the search mode, the gateway continuously searches for a free group membeheacall is transferred
to their number.

To add a new group, click tiNew groupbutton:

Group

Mew serial group

Group name:

Group calling *
Clear *
Profile L *

Cancel | Submit changes

T Group namename of the group (used for SIP server authentication);

I Passwordpassword (used for SIP server authentication);

I Phonecall group phone number;

T Timeoutgroup member call timeout (used for group types 'serial calling' and ‘cycle’), in seconds;

T Group typecall group type:
9 Group callingcall comes in to all group ports simultaneously;
9 Serial callingcall comes in to all ports in turns depending on gwected group member call
timeout (when zero value is defined for call timeout, the call will be transferred to the next port,

only if higher ports in a queue are busy);
1 Cyclesearch begins from the first port in the call group.

T Busy modeincoming call ppcessing mode for situations when all group ports are busyagcall
clearbackwait¢call queueing);

i SIP/H323 profileSIP/H323 profile number, that will be used for the current group;
T Enabledwhen checked, the call group is enabled;

If the call group does not contain any ports, the group will not be used even habled'flag
H checkbox selected.

i SIP portlocal UDP port used for group operations via SIP protocol.

To edit parameters of an existing group, c® putton in thecorresponding row.
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'‘Group¢group settings:

Group

Mew serial group

GEFOUR nama:

Password: [eeeesses

Group calling »
Claar *
Profile 1

Cancal | Submit changes

For description of menu fields, see above.

'Ports' ¢ group ports:

Growp| Ports

| Group "200116"
hort 1 (7B312342423) [y 4 7
port 5 (B41106) |g & 7F

port 2 (78312342424 * | | Add port

Cancel | Submit changes

To add a port to a group, select the desired port from the edopvn list and click thédd portbutton.

To change the order of ports in a group, use arrow buttons (up, down); to delete a port from a group, click

button.

5.1.2.8 TheWPickup Group ConfiguratidBubmenu (Pickup Groups)

In'PickUp groupssubmenu, you may configure pickup groups. You may configute 89 different

pickup groups in total.

Pickup grougsubscriber group, authorized to receive (or intercept) any calls directed at another subscriber
of the group. l.e. each subscriber port that belongs to the group will be able to pickup the call received on any
other port of this group by dialling a pickgpde. To configure a pickup code, UBBX/SIFH323 Profiles/Profile
n/Dialplan‘tab; for description, see Sectidnl.2.2.5.3Configuration of pickup codes
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MNelwork seltings| PBX  Switch | Monitoring | System info | Senvice Log out

Main SIP/H323 Profiles | TCR/IP | Ports | Call limits  Suppl. Service Codes | Serial groups | PickUp groups  Distinctive Ring  Modifiers

Acousstic signals | Dialplan profiles

PickUp group|Edit ports[PickUp group|Edit ports]

F 18
3 19

wlm| ~|m | e

(=]

afw

) | M | Y 2B | o R ¥ M| 2B v B |
35 M 2| 28| P 2D 2 P[0 ) 2B | B |

S=ve

T PickUp grougpickup group sequential number [1 .. 32];

T Edit portgedit pickup group parameters. To edit pickup group parameters, click 2 nin the
corresponding row:

PickUp group "1"

Membershi
Port |1(2]|3|4|5|6|7|8]9
Enable|
Port |10(11|12|13|14(15|16(17|18
Enable|
Port |159(20)21|22|23|24|25|26|27
Enable|
Port |28(29)|30(31|32|33|34|35|36
Enable|
Port |37(38|39(40|41(42(43|44|45
Enable|
Port |46(47]|48(49|50|51(52|53|54
Enable|
Port |55|56|57. 5! 0]61|62|63
Enable]
Port |64|65|66|67|68(69|70|71|72
Enable]

Enable all | | Disable all |

Cancel | Submit changes

Enablewhen checked, the port belongs to the pickup group; otherwise, it does not belong to this group.
To set permissions for all subscriber ports, clickEmable albutton. To deselect checkboxes for all subscriber
ports, click theDisable albutton.

ﬂ If you need to add a port into multiple groups at once, use 'PBX/Pc2 Edit port‘?@/PickUp'menu.

To quit the pickup group configuration dialog without saving, clickGheacel buttonTo save
changes, click th8ubmit Changelsutton. To store changes to nerolatile memory of the device, click tfgave
button.

Service usage:

The call comes in to the phone unit of a subscriber that belongs to the pickup group. If the subscriber i
unavailable or cannot answer the call for soreason, another subscriber that belongs to that group may answer
the incoming call. To do this, they should pick up the phone and dial a pickup code, and the connection with th
caller will be established after that.
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Pickup group may be used in combinateith a call group; in this case, all ports that belong to a call group
should belong to the pickup group as well. Thus, each port that belong to a call group will be able to pickup an
incoming call to a group number.

When subscriber dials the pickup codben there are no incoming calls to a group number, they will hear
'busy’ tone.

’l Pickup group operation will not be possible for calls coming in via SIP protocol with a ringback

G2 GKS OFfftSNJI 6dwSY23S NAy3o!l Ofpriuhe aafsiitintidg Bab
employ faststart and tunneling).

5.1.2.9 The 'Distinctive Ring' Service Configuration submenu

This setting allows for the nestandard ringing to the callee, which allows to identify the number/group of
numbers that the call is origated from. In total, 32 variations of the 'distinctive ring' may be used.

Network seftings| PBX  Switch | Monitoring | System info | Service Log out
Main SIP/H323 Profiles | TCP/IP | Ports | Call limits  Suppl. Service Codes | Serial groups | PickUp groups | Distinctive Ring  Modifiers
coustic signals

Unda all changes | | Submit changes

13000000

x100
x100
x100
x100

%100

x100
%100

x100
x100
x100
x100

x100
x100

%100

x100
x100

x100
x100

x100
x100

x100
x100
x100
x100

%100
x100

%100

x100
x100
x100
x100

Unda all changes || Submit changes
Save

T Rulegmask of the number of the caller that will trigger the 'distinctive ring' with a call to the requested
port;

T Ring;ringing duration;
T Pausepause duration;

T Subscriber profilesubscriber profiles which ports are affected by this rule.
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Caller number mask record rule:

Rulel| Rule2|..| RuleN

Caller number mask syntax:

T
T
T
T
T
T

| clogicalOR;used to separate rules.

Xoracany number from 0 to 9, equal to a range9qp

0-9¢numbers from0 to 9;

*¢* character;

#c# character;

[ Jcdefine ranges (with a hyphen), or enumeration (w/o spaces, commas, and other characters
between the digits), e.qg:

Range{1-5]¢1,2,3,4, or 5;
Enumeration{138]¢1,3, or 8;
Range and enumeratig@-9*#]c0 to 9,and also * and #.

{min,max]cdefine the repetition count for a character located outside the parentheses, a range
or *# symbols.
min¢minimum repetition countmax¢maximum repetition count.

{,maxjcequal to {0,max};
{min,}cequal to {min,inf}.

Example:
5{2,5)caller's number may be equal to 55, 555, 5555, or 55555

. ¢ 'dot’ special symbol means that a preceding digit, range, or *', '#' characters may be repeated
from one to infinity times. Equivalent to a record {0,}

Example:
pogiod Ay G(GKAA NHAS YLé 0SS O2YLX SiSfe +1o6as
ydzYoSNJ Y& 06S Sljdzrf G2 pfpX pofFX pPEEFX pEEE

+¢digit, range, or ™', '#' characters preceding the '+' symbol may be repeated from one to infinity
times. Equivant to a record {1,}.

5.1.2.10 The 'Modifiers' submenu

This setting allows for the modification of the associated and dialed numbers depending on the call
direction. Modifiers are used in outgoing calls.

Modifiers work only when routing rules are usediescribed with regular expressions (Sectic
” 5.1.2.2.5.4); at that, in number modification routing rules, <:> characters should not be used.
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Log out

Undo zll changes || Show help | | Submit changes Save

The gateway allows you to configure 16 modifier groups, each group contains one or several modification
rules:

T Dialed number (regexp rulgjialed number mask;

T Dialed number modificatiaqialed number modification rule;

T Calling number modificatiggmodification rule for TAU subscriber's number (caller's number).
Dialed number mask record rule:

Rulel| Rule2|..|RuleN

Caller number mask syntax:

1 |¢logicalOR;used to separate rules.
Xoro¢any number from 0 to 9, equal to a rangeg[)
0¢9c¢ numbers from0to 9;

* -
)

#,
[ 1 ¢ define ranges (with a hyphen), or enumeration (w/o spaces, commas, and dthescters
between the digits), e.qg:

= =4 -4 —a -9

Rangef1-5]¢1,2,3,4, or 5;
Enumeration{138]¢1,3, or 8;
Range and enumeratig®-9*#]¢c0 to 9, and also * and #.

1 {min,max}c define the repetition count for a character located outside the parentheses, a range
or *# symbols.
min¢minimum repetition countmax¢maximum repetition count.

{,max}¢ equal to {0,max};
{min,} ¢ equal to {min,inf}.

Example:
5{2,5}¢ dialed number may be equal to 55, 555, 5555, or 55555

1 .¢'dot' special symbol means that a preceding digit, range, or ™', '#' characters may be repeated
from one to infinity times. Equivalent to a record {0,}

Example:
podifod Ay G(KA& NHZS Y& 08 O2YLX SGSte ledoasSyd
YdzYo SN Y@ ©0S Sljdzrtf 2 pfrX pofFX pEEFX pEEEF
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1 +cdigit, range, or ¥, '#' characters preceding the '+' symbol may be repeated from one to infinity
times. Equivalent to a record {1,}.

Modification rule syntax:

1 cor.cdigit deletion;

1 Xorx¢digit/symbol or character in this position remains unchanged,

1 ?cdigit/symbol in this position remains unchanged;

1 +¢addition of the succeeding digits/symbolsqp*, #);

1 !¢ breakdown finish, all other digits of a number are truncated,;

1 $¢breakdown firish, all other digits of a number remain unchanged;

1 0-9,#and* (without '+' sign); substitution of a digit in this position.
Example:

When calling to skligit numbers, beginning with 5 and 6, you need to transform the subscriber
number in such manneas to add 383 prefix into the beginning of the subscriber number, and replace the
first digit of the dialled number to 7.

Dialed number: [SB]xxxxx

5AIf SR ydzYoSNJ Y2ZRAFAOFIGA2YY T0200200

Calling number modification: +383%

To discard all changes made to configuration, clickihdo All Changdsutton. To view the help of rules
syntax, click thédelpbutton. To apply changes, click tBebmit Changedsutton. To store changes to nerolatile
memory of the device, click theave button.

5.1.2.11 The 'Acoustic signals' submenu

This setting allows for the modification of information acoustic signals parameters as well as for the uploac
of ready files with the tones settings.

MNelwork settings| PBX  Switch | Monitering | System info | Service Log out

Main | SIAfH323 Praofiles | TCP/IP | Ports | Call limits | Suppl. Service Codes | Serial groups | PickUp groups | Distinctive Ring | Modifiers

Acoustic signals Dialplan profiles

Tones settings:
Region: Manuzl v

Dialtone freguencyl

Drialtoe derca]

Busytone Mre

Busylone cadence]

Disconnect tone Mrague

Disconnect Lone

Ringback tone fre

Congestion tone cadence]-s}:1100,100,100,100 s

Defaults | | Submit changas
Load custom tones:
Choase file | Mo file chosen
Load
Restore default tones:
Restorz

Save
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Regiong determines the region for which acoustic signal parameters are set:

1 Russig; sets the values of the acoustic signals parameters used in Russia;

1 Iranc sets the values of the acoustic signals parameters used in Iran;

1 Manualg sets the values of the acalits sighals parameters. In this case it is possible to set signal
frequencies and cadences noted below.

Dialtone frequency, Hz;
Dialtone cadences, ms;

Busytone frequency, Hz;

Busytone cadences, ms. A value of 0 in the first position indicates thit. nfoi zaeQ aA3dylLt GAf
FYR y2 Wb2GATFTAOIGAZ2Y 2F ' yYIFEGK2NAT SR I I yRaStkwhl ¢
is not available.

Disconnect tone frequency, Hz;

Disconnect tone cadences, ms. A value of 0 in the first positiontindi€ & G KI 4 y2 W5A&02)
0S 3ASYSNIGSR YR y2 Wb20AFAOFGAZ2Y 2F ! yIFGK2NAT SF

if the handset is not available.
Ringback tone frequency, Hz;
Ringback tone cadences, ms;
. 2y 3Sa i kegugncyj Bzy S

.2y3SaildAazy G2yS OFRSyOSasz Yao

Clicking theDefaultsbutton sets the standard tone values for Russia;

To apply changes, click tisaibmit Changdsutton. To store changes to nerolatile memory of the device,

click theSavebutton.

To upload ones settings, click th&elect filebutton and select a configuration file. Next click thead

button. The tones from an uploaded file will have priority over the tones configured in the 'Tones settings' section.

The requirements for the structure of tes configuration file are the following (the example contains

standard frequency and time interval values):

dialtone_freq: 425
dialtone_time_rule: 1000
dialtone_time_rule: 425
busytone_time_rule: 330.330
ringbacktone_freq: 425
ringbacktone_time_rule: 100@,000
congestiontone_freq: 425
congestiontone_time_rule: 175.175
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where:

dialtone_freq¢ 'Dial tone' frequencies, Hz (no more than 2 frequencies, the frequencies are separated
with comma ,);

dialtone_time_ruleg time intervals of duration and pause of a signal with given frequency, ms (for each
frequency pause and signal length intervals are specified, time intervals are separated with comma',’).

Likewise frequencies and time intervals are setting for othigmsils:

T busytonecg 'busy' tone;
T ringbacktoneg 'ringback’ tone;
I congestiontone- 'overload busy' tone; issued when 500, 502, 503 and 504 SIP response are

received.

Valuelimits:

T the range for frequencies: 4000 Hz;
I the range for time intervals: § 65535 ms.

To restore default settings, click thHRestorebutton. With that, tones configured in the 'Tones settings'
section start to be used.

5.1.2.12 TheWBialplan profilessubmenu

In this section you may configure profiles of parameters used to certain dinsgtie. when making an
outgoing call according to a certain routing rule, codecs will be used for this call and other attributes from this
profile will be applied.
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Metwork settings| PBX  Switch | Monitoring | System infa | Service Log out

Main  SIP/H323 Profiles | TCR/IP  Ports | Call limits = Suppl. Service Codes | Serial groups | PickUp growps | Distinctive Ring | Modifiers
Acoustic signals | Dialplan profiles

Profile 1 | Profile 2 | Profile 3| Profile 4

Attention! Changing of these parameters will lead to aborting of ail calls!

Codecs configuration:
List of codecs in preffered arder:
G723 -
G.726-32
G.71i0
G.7i1A
G. 7294
G. 7298
L33

Packet coder time:
G.711 Ptime:|| 20 ¥ | ms
G.729 Ptime:|| 20 ¥ | ms
G.723 Ptime:| 30
5.726-32 Prime:|| 20 ¥ ms
Features:
G.726-32 PT:| 102
DTMF Transfer:| fc2833
Fax Detect Direction:|| Caller and Calles
Fax Transfer Codec:|| G.711U

Slave Fax Transfer Codec:| OfF
Modermn Transfer:| G.711A VBD
Me2B33 PT:| 109

Decoding rfic2B33 with PT from answer SDP:

a4 4|4 a

Silence suppression:

Echo canceller: L

Dizpersion time:| &4 LN T
NLP disalbe:
Comfort noise: £
Cisco NSE Configuration:
NSE PT:| 100
T.38 Configuration:

Max datagram size:|512

Bitrabe:| 14400 v
Jitter buffer Configuration:

Modem /Fax pass-thru:

3-_-Ia..':| 0 s
Voiee:
Maxe: || Adaptive v
Delay min:| |0 ms
Delay max:| |200 ms
Deletion threshold:| (SD0 ms
Deletion mode:| Soft v
AGC Configuration:
Ax AEC:
Rx AGT level (dB): -25
Tx AGLC:
Tx AGC level (dB): -25 T
Call

The maximum number of oulgoing calls: i2

Undo all changes | Defaults | Submit changes

Codecs configuration

In Codecs configuration sectigtou may select codecs and the order of their use while connection
establishment. The highest priority codec must be set in the top position. When clicking left mouse button, a line
with the selected codec is highlighted. To change codecs priority uses® #/(up, down).

J G.723.1 codec is used together with 'Silence compression' setting. When the setting is ena
Annex A support is enabled, otherwise it is disabled.

T G.711Ac use G.711A codec;

T G.711Uc use G.711U codec;
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T G.72632¢ use G.7262 codec.
T G.723cuse G.723.1 codec;

T G.729Ac use G.729 annexA codec (when defining codec compatibilitysteordard codec description is
asSyid GAF {LtY FINILYILYMy Dtudskynnn FTFYILYwmy

T G.729B; use G.729 annexB codec.

’ G.72632 codec used only in Sfrotocol operations.

Packet coder time

In Packet coder timesection you may see packetization time, i.e. amount of speech milliseconds (ms)
transmitted in one RTP voice packet:

I G711¢for G711 codec (permitted values: 10, 20, 30, 40, 50, 60);
T G729¢ for G729 codec (permitted values: 10, 20, 30, 40, 50, 60, 70, 80);
T G723¢ for G723 codec (permitted values: 30, 60, 90);
T G.72632¢ for G.72632 codec (allowed values 10, 20, 30).
Features:
T G.72632 PT¢ G.72632 codec payload type (permitted values: 96.&Y);

I DTMF Transfer DTMF tone transmission method. During established session, DTMF transmission is use
for extension dialling;

1 Inbandc inband, in RTP voice packets;

9 RFC2838 according to RFC2833 recommendation, as a dedicated payload in RTP vikéts;pac

1 INFQ¢ outbound. For SIP protocol, INFO messages are used; the type of transmitted DTMF tone:
depends on MIME extension type (for detailed description, see SebtihA.2.3. When H.323
protocol is used, DTMF transmission method depends on 'DTMF Transfer' parameter in H.323 tal
(see Sectio®.1.2.2.3

In order to be able to use extension dialling during the call, make sure that the simila
DTMF tone transmission method is configured on the opposite gateway.

I Fax Detect Directioq defines the call direction for fatone detection and subsequent switching to fax
codec:

1 no detect fax; disables fax tone detection, but will not affect fax transmission (switching to
fax codec will not be initiated, but such operation still may be performed by the opposite
gateway);

1 Calle and Callee; tones are detected during both fax transmission and receiving. During
fax transmission, CNG FAX signal is detected from the subscriber's line. During fax receivin
V.21 signal is detected from the subscriber's line;

9 Callerg tones are deteted only during fax transmission. During fax transmission, CNG FAX
signal is detected from the subscriber's line;
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9 Calleeg tones are detected only during fax receiving. During fax receiving, V.21 signal is
detected from the subscriber's line;

T Fax Transfe€odea; master protocol/codec used for fax transmissions:

T G.711A¢ use G.711A codec for fax transmissions. Switching to G.711A codec will be
performed when the corresponding tones are detected,;

1 G.711Uc¢ use G.711U codec for fax transmissions. Switchingst711U codec will be
performed when the corresponding tones are detected,;

f T38modegdzd S ~ doy LINRG202t F2NJ FIE GN}yavYA&aan
when the corresponding tones are detected.

T Slave Fax Transfer Codgslave protocol/codeaised for fax transmissions. This codec is used when the
opposite device does not support the priority:

1 G.711A¢ use G.711A codec for fax transmissions. Switching to G.711A codec will be
performed when the corresponding tones are detected,;

T G.711Uc¢ use G.711U codec for fax transmissions. Switching to G.711U codec will be
performed when the corresponding tones are detected,;

f T38modegdzdS ~ doy LINRG202t F2NJ FIE GN}yaYA&aanr
when the corresponding tones are detected.

1 Off ¢ disable slave protocol/codec;

' The primary and redundant protocol/codec should differ from each other.
L]

T Modem Transfer, defines switching into 'Voice band data' mode (according to V.152 recommendation).
In VBD mode, the gateway disables the vaictvity detector (VAD) and comfort noise generator (CNG),
this is necessary for establishing a modem connection.

9 Off ¢ disable modem signal detection;

1 G.711A VBIQ use G.711A codec to transfer data via modem connection. Switching to G.711A
codec in VBD nae will be performed when the CED tone is detected,;

1 G.711U VB[R use G.711U codec to transfer data via modem connection. Switching to G.711U
codec in VBD mode will be performed when the CED tone is detected;

1 G.711A RFC31Q8use G.711A codec to transfer data via modem connection. When entering
modem data transfer mode via SIP protocol, echo cancellation and VAD are disabled with
attributes described in RFC3108 recommendation:

A a=silenceSupp:off- - -
A a=ecan:fb off;

1 G.711URFC310&se G.711U codec to transfer data via modem connection. When entering
modem data transfer mode via SIP protocol, echo cancellation and VAD are disabled with
attributes described in RFC3108 recommendation:

A a=silenceSupp:off- - -
A a=ecan:fb off;

G.711A NSECISCO NSE support, G.711A codec is used to transfer data via modem connection;
G.711U NSECISCO NSE support, G.711U codec is used to transfer data via modem connection.

= =
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' Cisco NSE support: when NSE 192 packet is received, gateway wilhdwitbe selected
H codec and disable VAD; when NSE 193 packet is received, echo canceller will be disabled.

T RFC2833 Rtype of payload used to transfer packets via RFC2833. Permitted values: 96 to 127. RFC28:
recommendation describes the transmission@FMF and Flash tones via RTP protocol. This parameter
should conform to the similar parameter of a communicating gateway;

i Decoding rfc2833 with PT from answer SPihen performing outgoing call, receive DTMF tones in
rfc2833 format with payload type prased by a communicating gateway. When unchecked, tones will be
received with the payload type, configured on the gateway. Enables compatibility with gateways that
incorrectly handle rfc3264 recommendation;

I Silence suppressianwhen checked, use voicactivity detector (VAD) and silence suppression (SSup),
otherwise they will not be used. Voice activity detector disables transmission of RTP packets during
periods of silence, reducing loads in data networks;

i Echo cancelleg when selected, echo cancelian is used;

i Dispersion time echo signal, appearing with a delay of no more than the given value, will be jammed (up
to 128 ms);

I NLP disable when checked, use echo cancellation with disabled-lva#ar processor (NLP). When signal
levels on transmissivand reception significantly differ, useful signal may become suppressed by the NLP.
Use this echo canceller operation mode to prevent the signal suppression;

I Comfort noise; when checked, use comfort noise generator. Used together with 'Silence congressi
(VAD)' setting, as comfort noise packets are generated only upon voice pauses detection;

In'Cisco NSE configuratioséction, you may configure codec payload type for modem transmission using
CISCO NSE method:

T NSE P type of payload used to transf@ackets via NSE. Permitted values: 96 to 127.

LY 49 oy O2VFRIAAGNINGRA2YRYyFEQEUENBY T doy LINRG202t LI NI

I Max Datagram Size maximum datagram size. (Zero value means that T38MaxDatagram attribute will
not be transferred via SIP, and thetgaay will support the reception of datagrams up to Sfy@es. Use
zero value in interactions with gateways that do not support datagrams fronb2#&2 and higher). This
parameter defines the maximum quantity of bytes that will be sent in T.38 protoailgba

T Bitrate ¢ maximum fax transfer rate (9600, 14400). This setting affects the ability of a gateway to work
with highspeed fax units. If fax units support data transfer at 14400 band the gateway is configured
to 9600 baud, the maximum speed of connection between fax units and the gateway will be limited at
9600 baud. And vice versa, if fax units support data transfer at 9600 baud, and the gateway is configure
to 14400 baud, thissetting will not affect the interaction, maximum speed will be defined by the
performance of fax units.

InJitter buffer configuration'section, you may configure jitter buffer parameters.

Due to various factors, e.g. network overload, voice data packaisbe served to the gateway at different
speeds, and their arrival order may change. Such event is called 'jitter'.

In order to compensate the jitter effect, the jitter buffer has been implemented. In jitter buffer, packets are
saved as soon as they are received. Voice packets that came out of sequence (earlier or later) have their sequen
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number analyzed. After thathey are positioned into their respective places in a queue and sent further in the
right order that allows to improve call quality for unstable communication channels.

Jitter buffer may be fixed or adaptive. The size of adaptive jitter buffer charigag aith the average
identified delay in voice packets' reception. When delay rises, the size of adaptive jitter buffer grows
instantaneously, when delay lowers, buffer size shrinks in 10 seconds after the delay has been steadily reduced.

In'Modem/Fax passthru’ section, you may configure the jitter buffer in fax/modem data transfer mode

T Delaythe size of a fixed jitter buffer, used in fax or modem data transfer mode. Permitted value range is
from 0 to 200ms.

'Voice'q jitter buffer voice connectiorsettings:
T Modec jitter buffer operation mode: fixed or adaptive;

i Delayq size of fixed jitter buffer or lower limit (minimum size) of adaptive jitter buffer. Permitted value
range is from O to 200ms.

T Delay max upper limit (maximum size) of adaptive @ttbuffer, in milliseconds. Permitted value range is
from 'Delay' to 200ms.

T Deletion threshold threshold for immediate deletion of a packet, in milliseconds. When buffer size grows
and packet delay exceeds this threshold, packets will be deleted imneddi&ermitted value range is
from 'Delay max' to 500ms;

i Deletion mode¢ buffer adjustment mode. Defines the method of packet deletion during buffer
adjustment to lower limit. In 'SOFT' mode, device uses intelligent selection pattern for deletion ofgpacket
that exceed the threshold. In 'HARD' mode, packets which delay exceeds the threshold will be deleted
immediately.

The\WGC configuratidisection:

T Rx AGQ when selected, a received signal will be amplified to the specified level (maximum signal
amplification is + 15 dB),
otherwiset the amplification will not be carried out;

T Rx AGC Leveldetermines the value of the level to which an analogue signalbeilamplified when
receiving (allowed values25,-22,-19,-16,-13,-10,-7, -4, -1 dB);

T Tx AGQE when selected, a transmitted signal will be amplified to the specified level (maximum signal
amplification is +/15 dB), otherwise the amplification wil not be carried out;

T Tx AGC Leveldetermines the value of the level to which an analogue signal will be amplified when
transmitting (allowed values25,-22,-19,-16,-13,-10,-7,-4,-1 dB).

The€all limifsection:

T The maximum number of outgoingalls - defines maximum amount of simultaneous outgoing calls,
performing by this profile.

To discard all changes made to configuration, clickUneo All Changelsutton. To discard all changes
made to configuration, click thelndo All Changedsutton. To set default parameters, click tieefaultsbutton
(the figure below shows default values). To apply changes, clickubmit Changesutton.
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5.1.3 The 'Switch' menu

In'Switch'menu, you may configure switch ports.

5.1.3.1 The 'Switch ports settings' subme

In the'Switch ports settingsubmenu, you may configure parameters of integrated Ethernet switch ports.

5.1.3.1.1 Configuration
The switch is able to work in four modes:

1. Without VLAN settingg to use this modeEnable VLAKRheckboxes should be deselected for all ports,
'IEEE Mode/alue should be set té-allbackfor all ports, mutual availability of data ports should be set
to 'Output' with the respective checkboxe®02.1g'routing table in'802.1q'tab should not contai any
entries.

2. Port based VLAN to use this modeJEEE Moderalue should be set ti-allbackfor all ports, mutual
availability of data ports should be set'®utput' with the respective checkboxeBor VLAN operation,
use'Enable VLAN', 'Default VLA, 'Egress'and'Override'/802.1qg'routing table in802.1q'tab should
not contain any entries.

3. 802.1q¢ to use this mode|EEE Mode/alue should be set t&Checkor 'Secure' for all portd=or VLAN
operation, useEnable VLAN', 'Default VLAN, i@id'Override' Also, routing rules described $02.1q'
routing table in'802.1q'tab will apply.

4. 802.1q + Port based VLAR02.1qg mode may be used in combination with 'Port based VLAN'. In this
case,|IEEE Modealue should be set t-allbackfor al ports, mutual availability of data ports should
be set to'Output'with the respective checkboxeBor VLAN operation, udenable VLAN', 'Default VLAN
ID', 'Egress'and'Override! Also, routing rules described i®02.1q'routing table in'802.1q'tab will

apply.

For exampleof switch configuration using VLAN, see Appendix D.

Network settings | PBX| Switch Monitoring | System info | Service Log out

Switch ports settings 802.1q | QoS & Bandwidth control

Port 0 Port 1 Port 2 CPU SFP O SFP 1
Speed/Duplex:| |auto v auto v auto
Enable VLAN:
Default VLAN ID:|0 0 0 0 0 0

Egress:| Unmodified ¥ Unmodified * Unmodified ¥ Unmodified * Unmodified ¥ Unmodified ¥
Override:

1EEE mode:| | Fallback ¥ Fallback ¥ Fallback ¥ Fallback ¥ Fallback ¥ Fallback ¥
¥ to Port 1 ¥ to Port 0 ¥ to Port 0 ¥ to Port 0 ¥/ to Port 0 ¥ to Port 0
¥ to Port 2 ¥ to Port 2 #to Port 1 ¥ to Port 1 ¥ to Port 1 4 to Port 1
Output:| ¥ to CPU ¥ to CPU ¥ te CPU I to Port 2 ¥ to Port 2 ¥ to Port 2
¥/to SFP O #Ito SFP O #to SFP O #to SFP O ¥ to CPU # to CPU
¥ to SFP 1 #Ito SFP 1 ¥ to SFP 1 ¥ to SFP 1 ¥ to SFP 1 ¥ to SFP O

Backup port: none ¥ none ¥ none ¥ none ¥ none v

Preemption:

disable learning (hub mode)

Undo all changes | Submit changes | Defaults

Update switch | | Commit
Save
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Gateway switch is equipped with 3 electrical Ethernet ports, 1/2 optic port and 1 port for CPU interactions:

Port0, portl, portZ; electrical Ethernet ports of the device

CPL internal port linked to the device CPU;

SFPO, SFPd optical (SFP) Ethernet ports of the device.

Switch settings:

Speed/Duplex speed and duplex settings of electrical Ethernet ports. Optical ports support only one
mode: 1000 full duplex;

EnableVLANg when checked, enabl®efault VLAN ID', 'Overridahd 'Egress'settings for this port,
otherwise they will be disabled;

Default VLAN 1[Q when an untagged packet is received at the port, this will be its VID; when a tagged
packet is received at thigort, its VID is considered to be specified in its VLAN tag;

Egress:

f

1
1
1

unmodifiedq packets will be sent by the port without any changes (i.e. as they came to another
switch port);

untagged¢ packets will always be sent without VLAN tag by this port;

taggedc packets will always be sent with VLAN tag by this port;

double tagc each packet will be sent with two VLAN taifiseceived packet was tagged and came
with one VLAN tag if the received packet was untagged.

Overrideg when checked, it is consided that any received packet has a VID, definédeafault VLAN ID'.
True for both untagged and tagged packets.

IEEE mode:

)l

1

disabledc for a packet received by this port, routing rules described indbgut' section of the

table will be applied;

fallback;if a packet with VLAN tag is received through this port, and there is a record in a '802.1q'
routing table for this packet, then it falls within a scope of routing rules, specified in the record of
this table; otherwise, routing rules specified'@gressand'output’ will be applied to it;

checkif a packet with VID is received through the port, and there is a record in a '802.1q' routing
table for this packet, then it falls within a scope of routing rules, specified in the current record of
this table, even if this port does not belong to the group of this VID. Routing rules specified in
‘egressand’output’ will not apply to this port;

secureif a packet with VID is received through the port, and there is a record in a '802.19' routing
table for this packet, then it falls within a scope of routing rules, specified in the current record of
this table; otherwise, it isejected.Routing rules sgcified in‘egressand'output’ will not apply to

this port;

Output¢ mutual availability of data ports. Defines privileges that allow packets received by this port to be
transferred to flagged ports;

Backup port, select a port from the list as a backpprt. Used in direction reservation mode;

! For TAU72.IRTAU36.IP v1, v2 appears status of one optic Ehernet port.
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i Preemptiorng returns to master port on its availability. Used in direction reservation mode;

' | 'Backup port'and 'Preemption’are used for direction reservation. In this case, main and back
e ports are connected to a single switch with Ethernet cables. Backup port should be connected
when switch settings has been applied and saved.

i HubmodegEthernet switch operation in huv2 RS® Ly Kdz Y2RSI 9GKSNYSi
addresses of devices, that send packets, and all packets will be transferred to all switch ports. We
recommend using this mode for network traffic mirroring from the switch ports to PC (tracing) only.

Update Switcland Commitbuttons allow to retain access to the gateway when switch settings are applied.
Click theCommitbutton in 30 seconds interval to confirm newly applied settings, or the previous settings will be
restored.

i Update Switchapply switchsettings without restart;
i Commitgconfirm applied settings.

Use theDefaultsbutton to set default parameters (the figure below shows default values).

5.1.3.1.2 Tracing, Network Traffic Mirroring
To perform tracing, you should do the following:

1. Configure hub modgn 'Switch'tab, selectHubmodetheckboxthen clickUpdate Switch' and 'Commit’
buttons consequently.

2. Connect a PC to perform the tracing directly to TAU Ethernet port.

3. Run the application on the PC that captures network traffic. In the applicatiortt $eleernet interface
connected to TAWT2.IP/TAU36.IP as a traffic capture interface.

4. After tracing, save captured traffic into a file.

5.1.3.2 The '802.1q' submenu

In '802.1g' submenu, you may define the configuration of packet routing rules for switch operation in
802.1g mode.

Network settings | PBX| Switch | Monitoring | System info | Service Log out

Switch ports settings | 802.1q QoS & Bandwidth control

[ vio [ porto | Porti | Port2 | cpU [ sfpo | sFp1_ [override|Priority]
‘ ‘unmod\ﬂed '|ummod\ﬂed "unmndiﬁed "unmnd\ﬁed '|ummnd\ﬂed '|unmod\ﬁed '| ‘ or

Add new rule

VTU table
[viD[Port ofport 1]port 2[CPU[SFP 0[SFP 1|overridelPriority] ]

Remove selected

Save
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Gateway switch is equipped with 2 electrical Ethernet ports, 1 optic port and 1 port for CPU interactions:

T Port0, portl, port2electrical Etherneports of the device;

CPU SFP 0 SFP 1 OverridePriority]

i CPWinternal port linked to the device CPU unmodfied [~ ||[unmodfied [-]|/unmodiied [~ ol-]

T SFPO, SFEdptical (SFP) Ethernet ports of TARLIP/TAWB6.IP v1,
v2 (v3, v4).

CPU SFP OwerridePriority|
unmodified |+ ||| unmodified [+| O 0f+

Adding records to the packet routing table (16 rules max.): in 'VID' field, enter an identifier of VLAN group,
that the routing rule is created for, and assign actions for each port to be performed during transfer of packets
with specified VID.

unmodified;packets will be sent by the port without any changes (i.e. as they have been received);
untagged;packets wilalways be sent without VLAN tag by this port;

tagged;packets will always be sent with VLAN tag by this port;

not membecgpackets with specified VID will not be sent by this port (i.e. the port is not the
member of VLAN);

= =4 - A

i overridegg KSy OKSO1 SR 20SNNRARS ynuomh LINA2NRAGE F2N
i Priority)cy nH ®mMh LINA2NR G & | & & odyide'Bhedkdx iddelé@tedS a4 o0& +[! bz
Then, click théddd New Rule button.
To remove records, select checkboxes for the rows to be removed and cliBletheve selecteoutton.

V Update Switchand Commitbuttons allow to retain access to the gateway when switch settings a
applied. Click theCommitbutton in 30 seconds intervaib confirm newly applied settings, or the
previous settings will be restored.
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5.1.3.3 The 'QoS & Bandwidth control' submenu

In 'QoS & Bandwidth controbubmenu, you may configure Quality of Service functions and bandwidth

restrictions.

Network settings | PEX| Switch | Monitoring | Syst=m info  Service Log out

Switch ports s=ttings | B02.1g | QoF & Bandwidth centrol

Port 0 Port L Port 2 =] SFP O SFP1
Default VLAN priority: [ o o ar aw or
QoS mode:|| B02.1p preferred * || B0Z.1p preferred * | B02.1p preferred ¥ | 802.1p preferred ¥ || 802.1p preferred ¥ || DSCP only v
Remapp ::frﬂg-on o o ar ar o ks
1 1w 1w 1w 1w 1w ir
2; 2 2 2w ra FA 2
3: E N EN E ERd ERd
4 40 4 s 4 4 4
-] B 5 5 5w 5w Er
6 6" & [ 6T [ 6T
7 F Fi 7T 7" 7T 7T
Ingress limit mode:| mul_broad v | mult_broad * | mult_broad * | mult_broad v | mult_broad * | mult_broad .
D= "““?:kFt'_rp:'s-:C 50000 50000 50000 50000 50000 50000
Ingress rate prio 1 previous v previous v pravious v previous v previous v previous
Ingress r=t2 prio 2 pravious 7 pravious ¥ previous " previous 7 previous 7 previous ¥
Ingress rate prio 3 previous ¥ pravious ¥ pravipus T previous T previous 7 previous T
Egrass limit on v
== raﬁ_g;'t b b b 50000 0 [
802.1p priorities mapping
g021p] 0 1 [2[3[a[s5[6]7
Eel_e: IR R R ER ER EE
1P diffserv priorities mapping
DFfzeru[QueveDifenQueuelDifeery[QueusDfzery Quese]
OxD0| D O=40|1 v 0x80( 2 * OcCO[3
GxD4{ ] v Dxd2|1 v OB4) 2 » OcCaf3 v
008 0 - O=4B8) 1 v 088 2 » OxC8(3
0x0C| 0 OeaCi1 v O0x8C| 2 * 0xCC|3 v
Ox10{0 * 0x30[1 * 030 2 v 0xDO|3 *
Oxid{g - Dx34|1 ~ 0G4 2 = 0xD4|3 »
Ox18{ 9 * 0x38|1 * 0x38| 2 = 0xDE(3
OexdCl 0 v Ox3C{ 1+ 0=9C 2 * OxDCf3 v
Ox20| 0 - 0=60|1 ~ OxAD| 2 » O=EQ| 3 ~
0x24{0 * DxEd| 1+ Oxid| 2 » OEd|3 v
G28(0 v 0x68|1 * OxAB| 2 * GEB|3 v
0x2Cl 0 v Ox6C 1 * OxAC| 2 * OxEC[3 »
0x30{0 * 0x70|1 * 0xB0| 2 = OxFO|3 *
0x24{0 * =741~ OxB4| 2 * 0xF4|3 *
0x38{0 - 0x78|1 + OxB5| z v OxF8(3 v
0x3CJ 0 O7C 1 v C‘xBCl 2 D:FC|3 v
Undo zll changes Submit changes Defaults
Update switch | | Commit

Save

Default vlan prioritgy 1 H ®mMh  LINA2NA (& | aaA3aySR (2 dyid @SR
diffservpriority is already assigned to the packet, this setting will not be used (‘default vian priority" will
not be applied to packets containing IP header, when ohthe QoS modes is in useSCP only, DSCP
preferred, 802.1p preferre@dnd also to untagged packets;

QoS modeQoS operation mode:

1 DSCP ontglistribute packets into queues based on IP diffserv priority only;

9 802.1p onlydistribute packets into queudsased on 802.1p priority only;

 DSCP preferreRA a G NA 6 dzi S LI O1SGa Ayid2 1jdzSdzSa ol aSR
priorities are present in the packet, IP diffserv priority is used for queuing purposes;

1 802.1p preferreddistribute packetsit 2 lj dzSdzS& o6F aSR 2y Lt RAFTF&
priorities are present in the packet, 802.1p priority is used for queuing purposes;

Remapping 802.1p priorgNB Y LI y nH dmh  LINA2NRGASEA F2NJ dzydl 33
assigned foeach priority received in VLAN packet;
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T ingress limit moderestriction mode for traffic coming to the port:

offcno restriction;

allcrestrict all traffic;

mult_flood_broadmulticast, broadcast, and flooded unicast traffic will be restricted;
mult_broad;multicast and broadcast traffic will be restricted;

broadconly broadcast traffic will be restricted.

=a =4 -4 -8 9

This mode is not suitable for restriction of TCP/IP traffic coming to the port. It was designe
prevent the broadcast storm. If you try to restricECP/IP traffic using this mode, the result will nc
match the configured value.

T ingress rate prio 0 (kbpd)andwidth restriction for incoming port traffic, priority 0. Permitted valges
from 70 to 250000kbps;

T ingress rate prio dbandwidth restriction forincoming port traffic, priority 1. You can double the
bandwidth (prev prio *2) of priority O, or leave it unchanged (same as prev prio);

T ingress rate prio ¢bandwidth restriction for incoming port traffic, priority 2. You can double the
bandwidth (prev p *2) of priority 1, or leave it unchanged (same as prev prio);

T ingress rate prio @andwidth restriction for incoming port traffic, priority 3. You can double the
bandwidth (prev prio *2) of priority 2, or leave it unchanged (same as prev prio);

T Egress it oncenable the bandwidth restriction for outgoing port traffic;

T Egress rate limgbandwidth restriction for outgoing port traffic. Permitted valug®m 70 to
250000kbps.

i 802.1p priorities mappirgallows to distribute packets into queues dependingo8thy n H ® mh LINR 2 1

T ynugmu dmh LINAZ2NR G& @I fdzsST
1 Queueoutgoing queue number.

i IP diffserv priorities mappim@llows to distribute packets into queues depending on the IP diffserv priority
(for basic diffserv values, see Table 7):

9 diffsercIP diffservpriority value;
1 Queueoutgoing queue number.

Queue 3 has the highest priority, queuecthe lowest priority. Weighted packet distribution to
o outgoing queues 3/2/1/0 is as follows: 8/4/2/1.

5.1.4 The 'Monitoring' menu
In'Monitoring' menu, you may monitor the device status.

5.1.4.1 The 'Port' submenu Subscriber Port Monitoring

In'Port' submenu, you may view the information on device subscriber port status.
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Netweork setlings | PEX | Swilch| Monitoring  Sysl=m info | Servies Log out

Part 1-18 | Port 19-36 | Port 37-54  Port 55-72 | Statues | Switch | Suppl. Service | IMS 55 status | Serial groups

Features:
- = - Last Next
Start Dizled | Registration R . h - H.223 FXS
Port | State | . Number | .. registration | registration Test -
time digits state s after GK statistics
Port 1:| 709000 oft not connected | not connected | o 9% | run test || | get stat
.| 700001 nat
Port 2:| ook off not connected | not connected e | ren test get stat
Port 3:| 700002 oft not connected | not connected | o 9% | runtest || | get stat
.| 700002 nat
Port 4: | ok off not connected | not connected o0 | un est get stat
.| 700004 nat
PBort 5: | - hook off not connected | not connected el | ren test get stat
Port &6: :ﬂszf off not connected | not connected mn:::mu run test get stat
.| 700008 nat
Port 7: | - ook off not connected | not connected e | ren test get stat
Port 8: :ﬂs‘?: off not connected | not connected mn:::mu nun test get stat
.| 700008 nat
Bort 9: | - hook off not connected | not connected el | ren test get stat
Port 10: :ﬁg‘?? off not connected | not connected cun:z;m nun test get stat
.| 700010 nat
Port 11:( ok off not connected | not connected ol | ren test get stat
.| 700011 not
Port 12:( ok off not connected | not connected P || nun test get stat
.| 700012 not
Port 13: (o off not connected | not connected | PO || men fest gst stat
.| 700013 not
Port 1d: | ak off not connected | not connected P | nun test get stat
.|7o0014 not
Port 15: (o off not connected | not connected | PO || men fest gst stat
.| 700015 not
Port 16: (koo off not connected | not connected M | run test get stat
.| 700016 not
Port 17: (0 ook off not connected | not connected | PO || men fest gst stat
.| 700017 not
Port 18: (koo off not connected | not connected A | nun test get stat

Hide test results | Hide blocking info | | Hide FX5 statistics | Hid= all

L
Features:
T Porigsubscriber port;
T Stateznumber, configured on the port, port statigst known reason for port blocking:

offhookgphone is offhook;
onhool¢phone is onhook;
dial¢dialling number;
ringbacl¢send 'ringback’ tone;
ringinggsend 'ringing' tone;
talkinggcall in progress;
conference3-way conference;
busy;sending 'busy' tone;
holdgport is on hold,;
blockedport is blocked;
testinggport is in testing mode.

=4 =4 =4 =4 =8 -8 -8 -8 a9 9

I Start timec start a conversation;

i Number- Number(s) of the remote subscriber or two subscribers in conference mode;
T Dialed digitgdigits dialled by the port before modificatiaccording to the routing plan;

I Registration stateSIP server registration status:

9 off¢registration disabled;
1 okgsuccessful registration;
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9 failedcregistration failed.
T Last registration atlast known successful registration on SIP server;
T Next registration aer¢remaining time for SIP server registration renewal;
T H.323 GKH.323 gatekeeper registration time;
I Testtesting parameters of a subscriber line corresponding to this port;
T FXS statist@gzequest statistics of voice traffic transmission for this port.

Information about the blocking

If port was in'blocked'state, then'Last block causdink will be active (reason and time of the last known

port blocking):
i leakage current has exceeded the permissible paramgeskage [onhook
current block; =72

ca

70 Port 6 m
. . onl (o leakage current has exceeded
i temperature current has exceeded the permissible paramete] | rorr: al 55 e ermisabi e
bld "¢ 04:05:08 01.01.2010)

temperature block; cause | I \

i power dissipation has exceeded the permissible paramgievger dissipation block;

i reinitialization by changing the input voltageort reinitialization due to input voltage fluctuations;

i hardware resethardware reset;

i low Vbat levejlow input voltage level,

i FXS port out of ordeport is out of order/faulty;

i Receiver offhodjoffhook block. If the subscriber's phone is offhook, and'thesy'tone is played, after
the expiry of tweminute interval theReceiver offhookbne will be played to the subscriber's phone, and

the port will switch into the blocked state.

If the port is already itblocked'state, and thelLast block causdink is iractive, it means that the port was

blocked when the phone is offhook. This blocking will be performed after the 'busy' tone is played to the

subscriber's phone for two minutes. Upon the expiry of this time interval, a loud-tdple will be played to the
subscriber's phone notifying them that the phone is offhook.

To save the changes you must click 8avebutton.
When you click on thelide blockingnfo button information on blocking will be removed.
When you click thélide allbutton the results of tests of all types will be removed.

Port test

TheRun testbutton, located against each port, allows to test the subscriber line associated with et
port. When the button is pressed, the test will be executed (it may take up tonginate.) To see the T
results when the test finishes, hover the mouse cursor ovefrdsalt'link located against the respectiv

ju
port, or open the test results window by clicking the link:

run test

run test
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!

Port 9 testing result

testing resultlexternal voltage failure
foreign DC voltage B (RING), V]| 0.00
foreign DC voltage A (TIP), V| 0.00
line supply voltage, V| 0.00
resist A (TIP) - B (RING), kOm 0.00
resist A (TIP) - GND, kOm 0.00
resist B (RING) - GND, kOm 0.00
capacity A (TIP) - B (RING), mkF| 0.00
capacity A (TIP) - GND, mkF| 0.00
capacity B (RING) - GND, mkF| 0.00
Phone is connected ne

Common resutttest result status;

C2NBA3IYy 5/ @réignIdtagé i wite (RINBY) \E

Foreign DC voltage A (TIPyfareign voltage ilAwire (TIP), V;

Line supply voltage,Qiine power supply voltage, V;

Ringing voltage, &tall voltage, V;

Resist A (TIEB (RING), kOgnesistance betweef 6 @ntSt(RINGp A NBazX |1 mT
Resist A (TIFBND, kOmyresistance betweed ¢ Wire aindl groundSND,| m T

Resist B (RIN&ND, kOngresistance betweelB (RINGyire and groundsND,) m T
Capacity A (TIEB (RING), mkEapacity betweers ¢ &ntt 00 wad ONDB&A > X CT
Capacity A (TIFBND, mk&capacity betweer ¢ wirle &ind groundGNDx C T

Capacity B (RIN&ND, mk&capacity betweem (RINGyire and groundsNDx C T

Phone is connectecbnnected phone indication.

Do not launch the test for multiple ports simultanealy. Port test cannot be interrupted

Test results description:

OKcline test has been completed successfully;

TEST FAILU&Rvalid operand values were calculated during measurement. For example, division by zero
has occurred. This error may appear in lhegistance and capacity measurements upon the expiry of
capacity measurement timeout;

STATE FAILUf®Ecurs when the set detects leakage current, and during test, when the current line wire
mismatches the required state;

RESISTANCE NOT MEASgREDs thatduring the line resistance measurement one of the values was
f26SN) GKIY GKS YAYyAYdzy Fff286SR @FftdzS omnamo ! 3
short circuit;

CAPACITANCE NOT MEASUKRE&dNs that during the line resistance measurement ofithe values was
f26SNJ GKIYy GKS YAYyAYdzy ft26SR @I tdzS FT2NI fAyS
may be caused by a phone offhook or a wire or ground short circuit;
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I EXTERNAL VOLTAGE FAfediREnal voltage measured in line wires faligside of allowable limits§V

-+5V);

T TEST ERREQ®St is interrupted by a processor command.

Click the litle test resulbutton to remove test result information.

When you click thélide allbutton the results of tests of all types will be removed.

Performed Call Statistics

TheGet statbutton located against each port allows to get the statistics on performed calls fo

FXS
statistics

jek stak

specific port. Statistics form is formed by clicking on this button. To see the statistics, hover the mouse s
over the'results' link located against the respective port, or open the test results window by clicking the | g=stt |

T State;current port status:

=4 =4 -4 -8 _8_98_4a_-4a_-9_2._-29._-2

Port 9 FXS statistics
State|onhook

Call count] 0
Call phone
Peak jitter
Lost packets
Transmitted packets
Transmitted octets
Received packets
Received octets

oo|o|olalo

offhookgphone is offhook;
onhool¢phone is onhook;

FXO offhook FXO port is busy;
FXO onhook FXO port is availiable;
dialcdialling number;
ringbacl¢send 'ringback'’ tone;
ringinggsend 'ringing’ tone;
talkinggcall in progress;
conference3-way conference;
busysending 'busy’ tone;
hold¢port is on hold;
testinggport is in testing mode.

T Call countnumber of outgoing calls fromhe gateway startup;

i Call phonelast dialled number;

I Peak jittegmaximum jitter;

T Lost packetsquantity of lost packets;

T Transmitted packetxjuantity of transferred voice packets;

T Transmitted octetsquantity of bytes in transferred voice packets;

T Receivegbacketgquantity of received voice packets;

gel stal
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Received octetgjuantity of bytes in received voice packets;

When you click thédide FXS statistidgitton, generated statistics on performed calls on this port will be

deleted.

When you click thélide allbutton the results of tests of all types will be removed.

5.1.4.2 The 'Status' submenu Board Parameter Status Monitoring

In the 'Status'submenu, you can monitor physical parameters: of the board and SFP modules supporting
DDM (digital diagnostics monitoring) function.

Network settings | PBX | Switch| Monitoring | System info | Service

Port 1-18 Port 19-36 Port 37-54 Port 55-72 Status Switch Suppl. Service IMS S5 status | Serial groups

Hardware:
Vmode Vbat
Voltage MNormal 51V
Vringl Vring2
Power 108 vV 111 v
Temp 1 Temp 2 Temp 3 Temp 4
Temperature 44 °C 45 °C 46 °C 44 °C

Fan 1

Fan 2

Fan state

£

%

SFP-0 Status Installed LOS
No Yes
Temperature Power Tx bias current Qutput power Input power
N/A N/A N/A N/A N/A
SFP-1 Status Installed LOS
No Yes
Temperature Power Tx bias current Qutput power Input power
N/A N/A N/A N/A N/A
Resources:
CPU usage 6.0%
Dick space Size Available
16384 kB 4788 kB (29%)
Memory Total Free
Advanced info 44636 kB 16620 kB

Table 'Hardwar&platform sensor parameters:

'Parametertcontrolled parameters;

‘Valuegcontrolled parameters' values:

Power, \- device power supply parameters:

1 Vmode- subscriber unit power supply mode, V;
9 Vbat- secondary supply circuit voltage, V.
Low- secondary supply circuit voltage is less thanvV44inits operating in low voltage mode.

Normal- secondary supply circuit voltage is ¥4 Vbat<55V, units operating in normal voltage

Log out

Normal- secondary supply circuit voltage is more tigV/, units operating in high voltage mode.

_u It is highly recommended not to use high voltage mode. It may cause subscriber unit overhes
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T Power, V- voltage generated by inductor, V. The device contains two magneto ringing sources: first is
working with sets of 136, the second with 37-72;

i ¢ SY LIS NI ciedpéiatiire rneasured by sensors (each submodule has its own temperature sensor);

T Fan state:

T @ - fan enabled;

T @ - fan disabled;

T Image@ flashes periodicallyfan failure.
l Ctya Fdzi2YFGAOlI
° G§SYLISNI GdzNB A
I SFRO Status, SFP Statugstatus of SFPO optical module:

1 Installed;indication of module installation (‘"Yeghodule is installed, 'NqQmodule is not
installed);

T LO&indication of signal loss (‘Ngrio loss);
1 ¢ S Y LIS NJ coptiddBnBdule temperature;
1 Power, \optical module power supply voltage, V;
1 Tx biasurrent, mAtransmission bias current, mA;
T Output power, migoutput power, m\W,;
1 Input power, mWinput power, mW. Hemory nformation:
MemTotal: 44644|kB
Resourceanonitoring of system resources: pemree: s
Cached: 17396|kB|
i CPU usage percentage of CPU utilization; SrapCached: | e
Inactive: 7208|kB|
. . . . . S Total: 0|kB
i Disk space information on disk space: SwabFrec: e
Dirty: 0|kB
) ) ) Writeback: 0[kB|
1 Sizeg disk spacen kbytes; AnonPages: | 10624/kB
. . . d: k
 Availablec amount of free disk space in kbytes; e 8
SReclaimable: 644|kB
.. SUnreclaim: 1728|kB
I Memory¢ amount of RAM: Pa;;acblz 536)kB)
NFS_Unstable: 0lkB
i Bounce: 0|kB|
1 Totalg total amount of RAM in kbytes; CommitLimit: | 22320)k8)
. Ci tted_AS:| 62188|kB|
1 Freeg free amount of RAM in kbytes. VmallocTotal: 712952k
VmallocUsed: 70016|kB
VmallocChunk: |131068[kB

Click theAdvanced infdoutton to open the window with advancedformation on RAM
utilization. Close

Permitted parameter values:

i Primary supply voltage should fall within the limB8V <Vbat<72V;
i Ringer supply voltage should fall within the lim&®0V <Vringl<120Vand100V <Vring2<120V;
i Temperature on a sensor should not exc&ét /
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Fault indication:

i When the sensor malfunction occurs, themperature detector failureralue will blink red in its window.
i Value falling outside of allowable limits will blink red.
T When the fan is out of order, a crossed out circle will blink.
5.1.4.3 The 'Swith' submenu Switch port status monitoring
In'Switch'submenu, you may view status of integrated Ethernet switch ports.
The switch is equipped with 3 Gigabit Ethernet electrical ports (Port 0, Port 1, Port'2)pfi¢al port (SFP

0, SFP 1), designed for connection to data networks and additional Ethernet devices, and 1 internal CPU port f
connection to TAU HOST processor.

Network settings | PBX  Switch| Monitoring | System info | Service Log out

Port 1-18 Port 19-36 Port 37-54 Port 55-72  Status| Switch  Suppl. Service IMS SS status | Serial groups

Port 0 Port 1 Port 2 cPU SFP O SFP 1
Link on off off on off off
Duplex full MN/A N/ A full N/A N/A
Speed 1000 Mbps /A N/A 1000 Mbps N/A N/A

L
T Linkg port state:

9 off ¢ port is inactive (no connection);
9 ongportis active (conne@n established).

I Duplextransceiver operation mode:

1 N/Acvalue is not available, as the link is inactive;
9 Fulig full duplex;
1 half ¢ half-duplex.

I Speed; data transfer rate for a portlQ Mb, 100 Mb, 1000 Mb

9 N/Acvalue is not available, as the lirkinactive;
1 10 Mb, 100 Mb, 1000 Mb.

1For TAWB6.IFTAU72.IP v1, v2 appears status of one optic Ehernet port.
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5.1.4.4 The 'Suppl. Service' submersupplementary Service Status Monitoring

In Suppl. Serviceubmenu, you can view the current status of supplementary services for subscriber ports
of the device.

Network settings | PBX | Switch| Monitoring | System info Service Log out

Port 1-18 | Port 18-36 | Port 37-54 | Port 55-72 | Status Switch| Suppl. Service | IMS SS status | Serial groups

Port 1-18 | Port 19-36 Port 37-54 | Port 55-72

Call forward
call transfer catl fotn_rard Gl i) | @i ol on out of Call waiting Dolno Modem
Port unconditional on busy on no answer e disturb

Enable| Status |Enable |Status |Enable | Status |Enable | Status | Enable | Status | Enable | Status | Enable | Status | Enable | Status

Port 1:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive

Port 2:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive

Port 3:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive

Port 4:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive

Port 5:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive

Port 6:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive

Port 7:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive

Port 8:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive

Port 9:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive

Port 10: | disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive | disable |inactive

Port 11:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive | disable |inactive

Port 12:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive | disable |inactive

Port 13:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive | disable |inactive

Port 14:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive | disable |inactive

Port 15:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive | disable |inactive

Port 16: | disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive | disable |inactive

Port 17:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive | disable |inactive

Port 18:| disable |attended | disable |inactive | disable |inactive| disable |inactive| disable |inactive | disable |inactive | disable |inactive | disable |inactive

Refresh

T Enableg service state'€énabletenabled, disabletdisabled);
I Statusc service status:

There are three status types ft€2all transferservice:
9 AttendedTt 'Call Transferservice is enabled for the port with the wait for response of the
subscriber, the call is being forwardeat t
1 Unattended 'Call Transfer' service is enabled for the port without the wait for response of the
subscriber, the call is being forwarded to;
1 Off¢ 'Call transfer' service is disabled.

For'Call forward'service, define the number configured for the dalwarding in the status field.
Call transfer 'Call transfer' service;

Call forward unconditiona] 'Call forward unconditional' service;

Call forward on busyg 'Forward on busy' service;

Call forward on nanswerc 'Forward on no answer' service;

Callforward on out of service 'Forward on out of service' service;

Call waitingg 'Call waiting' service;

Do not disturlx; 'Do not disturb' service;

Modemc 'Modem' service.

= =4 -8 -8 _a_a_°a_2

Status for other services:
9 Activeg enabled
1 Inactiveg disabled

Use theRefrestbutton to refresh table data.
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5.1.4.5 TheWMS service statu@Bsubmenu IMS SS status Monitoring

In'IMS SS statushenu, you may view the current state of services managed by the Softswitch with IMS
support.

Network settings PBX | Switch| Monitoring | System info | Service Log out

Port 1-18 | Port 19-36 | Port 37-54 | Port 55-72 | Status | Switch | Suppl. Service| IMS SS status | Serial groups

Port 1-18 | Port 19-36 | Port 37-54 | Port 55-72

Port | Call hold |Call transfer JEEEEE Call waiting Hotline Hot timeout | Hot number
conference
Port 1: off off off off off off off
Port 2: off off off off off off off
Port 3: off off off off off off off
Port 4: off off off off off off off
Port 5: off off off off off off off
Port 6: off off off off off off off
Port 7: off off off off off off off
Port 8: off off off off off off off
Port 9: off off off off off off off
Port 10: off off off off off off off
Port 11: off off off off off off off
Port 12: off off off off off off off
Port 13: off off off off off off off
Port 14: off off off off off off off
Port 15: off off off off off off off
Port 16: off off off off off off off
Port 17: off off off off off off off
Port 18: off off off off off off off
Refresh

]
T Portg subscriber port number;
Services:

i Call holdg 'Call hold'service status;

I Call transfer 'Call transferservice status;

I Threeparty conference '3-way Conferenceservice status;
I Call waitingg 'Call waiting'service status;

I Hotline¢ 'Hotline/warmline'service status;

i Hot timeoutg delay timeoutin seconds for the start of the automatic dialling when tHetline/warmline’
service is enabled;

T Hot numberg number that will receive the call when 'Hotline/warmline' is enabled.

Service statuses:

T Off ¢ IMS management is disabled:;
T Disableg service iglisabled;
T Enableg service is enabled.

Use the'Refreshbutton to refresh data.
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5.1.4.6 The'Serial groupssubmenuSerial Group Registration Status Monitoring

In'Serial groupsmenu, you may view the current state of serial group registration.

Metwork settings  PBX | Switch| Monitoring | System info | Service Log out

Port 1-18 Port 19-36 | Port 37-54 Port 55-72 | Status | Switch Suppl. Service | IMS SS status| Serial groups

Next registration

. H.223 GK

Group Phone Registration state Last registration at

Description ofnformational window:

I Groupcg group sequential number;
I Phonecg call group subscriber number;
i Registration state SIP server registration status:

9 Off ¢ registration disabled;
1 Okc successful registration;
9 Failedc registration failed.

I Last registration at last known successful registration on SIP server;
T Next registration afte remaining time for SIP server registration renewal;

T H.323 GK H.323 gatekeeper registration time
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5.1.5 The 'System info' menu

5.1.5.1 The 'Device info' submenu

In'System infomenu, you can view the system information.

Network settings | PBX | Switch | Monitoring System info | Service Log out

Device info Route ARP

System time: 20:24:31 01/01/2010
Uptime: 19:24
TAU-72.IP "tau"

Software version: 2.18.0.35

Device information:
Linux version:|312 Mon Aug 13 13:51:16 NOVT 2018
Firmware version:[v10_23_03_15
BPU version:|TAU72 PLD v20180428 date: 2018 Apr 28 time 16:43:31
Factory type:|[TAU-72.IP
Factory SN:|VI0O6001537
Factory MAC:|AB:F9:4B:02:DF:D5
User MAC:[a8:f9:4b:02:db:00
Board id:|0x13
Power supply:|-48v DC
Network information:
Control IP address:[162.168.114.201
Primary DNS:|127.0.0.1
Secondary DNS:

System timedevice system date and time in the following format: hours:minutes:seconds
day/month/year;

Uptimectime of the uninterrupted gateway operation;
TAU72.IP/TAWB6.IP¢ firmware version;

SoftwareVersiomrrdevice firmware version

Device information

Linux versioglLinux OS version;

Firmware versiogmedia processor firmware version;

BPU versiathardware version;

Factory type, SN, MAfactory settings;

UserMAG s . | RRNBaax RS:-FAX[ST?I- @@2 NAR SZAN\S’,CDe LYRRKB&A Os &S
s . T RRNkaa FTNRY UKS /[L O2yaz2fts 2yfteT

Board i¢hardware platform version;

Power supplgtype of power supply installed (AC or DC).

Network information

Control IPaddresgIP address of the device usem fnanagement purposes;
Primary DN&rimary DNS server address;

Secondary DNSecondary DNS server address.
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5.1.5.2 The 'Route' submenu

In the'Route'menu, you can view the current routing table.

Network settings | PBX | Switch Monitering| System info | Service Log out

Device info | Route ARP

Kernel IP routing table:
Destinati G ¥ Genmask Flag i mu;qlface
152.158.122.0|0.0.0.0 255.255.255.0U 0 0 |0 |et|"0.2:
152.158.112.0|0.0.0.0 255.255.240.0|U 0 0 |0 |etho
0.0.0.0 192.168.112.1|0.0.0.0 uc |0 0 |0 |etho

Kernel IP routing table:

T Destinationg destination network ohost address;

i Gatewayg gateway representing a router network address that should receive the packet transferred to
the defined destination address;

T Genmaslc destination network mask;
T Flagsg describes route properties. For the specific route, may beneeffithe following flags:

1 Ucroute is active;

1 Gcroute is directed to the gateway;

1 Hgroute is directed to the host, i.e. complete host address is defined as a destination. If this flag
is missing, destination is a network address.

1 Dgroute was createdby forwarding;

1 * ¢route was modified by forwarding.

T Metric ¢ numeric index that defines the route preferability. The less the number, the higher the
preferability of the route;

I Refc number of references to the route for connection creation;
I Usec¢ number of route discoveries performed by IP protocol;

T Ifacec device network interface used for access through this route.

5.1.5.3 The 'ARP' submenu

In'ARPmenu, you can view the device ARP table.

Network settings | PBX | Switch Monitoring| System info | Service Log out

Interface
=tho

152.168.114.220/00:00: 0
152.168.118.46 |00:00:0
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ARP table
T IP addresslP address of destination host;
T MAQMACaddress of destination host;

T Interface;network interface, that the destination host is available through.

5.1.6 The 'Service' menu

In'Servicemenu, you may update the firmware, work with configuration files and other service features.

5.1.6.1 The 'Firmware upgradesubmenu
In the 'Firmware upgradetab, you may update the firmware of the subscriber units.

' For versions earlier than September, 2010 it is not permitted to update file system and Linux
simultaneously!

Updating from version, earlier 1.11.>should be processed according to the instruction, listed
the start of this manual.

Network settings | PBX | Switch Monitoring  System info| Service Log out

Firmware upgrade Backup/Restore Reboot | Security  MOH | Password | Call histery

Firmware upgrade:

Firmware file '1a'r‘a:| Choose file | No file chosen

Upgrade firmwars

Don’t power off during upgrade!

In'Firmware upgradesection, you can update the TA2.IP/TAWS6.IP firmware (firmware file is an image
namedfirmware.img).

In the opened window, specify the path to the firmware file by clickingShkect Fildutton and click the
Upgrade firmwarebutton.
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5.1.6.2 The Download/Upload Configuration (Backup/Restore) submenu

In the'Backup/Restoresubmenu, you may download/upload configuration files. We have implemented 3
ways to download/upload configuration files:

1. Using Web configurator;
2. Using TFTP server;
3. Using FTP server.

Metwork settings  PEX | Switch | Monitoring System info| Service Log out

Firmware upgrade Backup/Restore Reboot | Security | MOH Password  Call history

Don" t power off during backup/restore!

Restore configuration folder /etc/config:

Restore configuration file:| Choose file | No file chasen

Restore

Backup configuration folder /etc/config:

Select archive format |format ¥

Backup

Backup and restore from TFTP server:
[TFTP server IP address:

TFTP server port:

Remote file name:|tau72_cfg.tar.gz

Backup | | Restore

Backup and restore from FTP server:
Secure the session:

FTP server IP address:

FTP server port:

Username:{admin

Password:|essssssses

Remote file name:|tau72_cfg.tar.gz

Backup | | Restore

lRestﬂre default iguration:|
Restore defaults {

-
1. Download/upload configuration files using web configurator

Restoreconfiguration folder /etc/config section description:

T Restore configuration fitgonfiguration file that should be uploaded to device from PC.

To upload the configuration file: select the configuration file in ‘fRestore configuration fildleld using
the Select fildutton (file name should be as follows: tau72_cfg, with tar, or tar.gz extension) antRektére.

Backup configuration folder /etc/config section description:

i Backup configuration folder /etc/configownload configuration tdC (configuration files will be saved
on a PC in archive tau72tar, or tau72_cfg.tar.gz depending on the selected format).

To download configuration files or other folders to a PC, cliciB#éxekupbutton.

2. Download/upload files using TFTP server
Backup/Restore from TFTP server:

T TFTP Server IP AddeESTP server IP address;
i TFTP Server PQRFTP server port number;

T Remote File Nanteiploaded or downloaded file name.
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Click theRestorebutton, to upload configuration files from TFTP server to devidiek theBackupbutton
to download files from device to TFTP server.

3. Download/upload files using FTP server
Backup/Restore from FTP server:

T Secure The Sessiaten checked FTP server connection is secured using TLS (work by FTPS protoco
otherwise useunsecured connection (work by FTP protocol). To use FTPS protocol certificate should be
generated in Servie8ecurity menu;

T FTP Server IP AddreB3P server IP address;

T FTP Server PgRTP server port number;

T User Name username;

T Password; password;

T Remote File Nanggiploaded or downloaded file name.

Click theRestorebutton, to upload configuration files to device. Click B&ckupbutton to download files
from device.

Click theRestore defaulbutton to reset the configuration to factory defaults.

'E When configuration resets to factory defaults, the device will be restarted automatically.

After you upload a new configuration using any of these methods, restart the device by clickiehibet
button in the'Reboot'submenu.

5.1.6.3 The 'Reboot' submenu

In the'Reboot'submenu, you may reboot the device.

Metwork settings | PBX | Switch | Monitoring  System info| Service Log out

Firmware upgrade Backup/Restore | Reboot Security | MOH | Password | Call history

Warning! All call will be aborted!

Rebaot

To reboot the device, click tHeebootbutton.

l E Before performing a reboot, make sure that all changes are saved, otherwise they will be lost
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5.1.6.4 The 'Security' submenu

In the 'Security'submenu, you may obtain a saligned certificate, which allows you to use an encrypted
connection to the gateway via HTTP protocol and configuration file upload/download via FTPS protocol.

Network settings | PR | Switch | Monitoring | System info| Service Log out
Firmware upgrade | Backup/Restore  Reboot | Security MOH | Password | Call history
SSLfTLS Settings:
Web mnde:l [HTTP or HTTPS e
| submit changes |
Generate new certificate
2-Digit country code:
Full State or province:
Locality (City):
Qrganization:
Qrganization unit:
Contact E-Mail:
IP address (Certificate name):
Backup certificate in tar.gz archive
| Download |
Upload certificate
| Choose File ‘ND file chasen | Upload
Select private key, certificate, or backup targz archive
Private key] ¥ File not loaded
Certificate data| % File not loaded
Remove certificate
| Remove |
Configuration encryption key:
Enter the new key. Max size 10 kB.
Choosze File ‘ND file chasen | Uplaad
Delete the key.
| Delete |
RADIUS Settings:
Use RADIUS authentication: o «]
RADIUS server (hostiport):| [192,168,114,200
Secret:| | 123456
Retry count:| (2
RADIUS users Role
1. |admin wigwer )
2. |supervisor supervisar V%
3. |operator operator )
. |viewer ladmin — ~]%
5. [user1 admin v %
6. hd
7. bl
a v %
WEB digest-authentication:
Enab\e:l
| Submit changes |
Save

SSL/TLS settings:

I WEB mode WEB configurator connection mode:

1 HTTP or HTTRSInencrypted connectiogvia HTTPas well as encrypted connectigvia HTTRS
is enabled. At that, connection via HTTPS is possible only when generated certificate is present;

I HTTPS only only encrypted connection via HTTPS is enabled. Caoneda HTTPS is possible
only when generated certificate is present;

After making changes to the connection mode by the Web configurator, clicRubmit changebutton.
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Generate new certificate:

T 2-Digit country code 2-digit code;

T Full State or provincelocation (region);

T Locality (Cityy location (city);

T Organizationg organization name;

i Organization unit organization unit

T Contact EMail ¢ e-mail address;

T IP address (Certificate namgyateway IP address.

When you enter alfields, click theGeneratebutton to generate selbigned certificate.

Backup certificate in tar.gz archive:

¢2 olFOldzld I BOEHMIAFAROQGSE Of A0 W

Upload certificate:

To upload a certificate and a private key to the device, select file withahdicate and the key by clicking
Choose FIRY G KSYIX @t RAES WzLX 21 RSR TFTAf S Poeparefa catiicatdRfardheiieb & S
a SN SND

Remove certificate:

g

¢t2 NBY20S OSNIATAQSYZO8WM

[axtN
N
w»
puji
w»
Q
b
O
(¥p])
M
O«
>
O«
—
€

Configuratiorencryption key:

The key is used for configuration file encryption/decryption during its upload to/download from the device.
When key is not defined, encryption will not work.

Encryption uses AEX6 algorithm.

V For configuration file decryption on a P@ou may useopensslutility.
Usageopenssl encaes256-chc-d -pass pass:'Passwordhn 'encrypted file'-out 'decrypted file'

To upload a new encryption ké&gnter the new key' max size 10, Idpecify path to file to be uploaded to
the device using th&elect fildoutton and clickUpload:

Configuration encryption key:
Enter the new key. Max size 10 kB.

Choose file | Mo file chosen

Updoad

To delete or change previously uploaded key, specify the path to the encryption key usiBydivse'
button and then clickGet access'
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RADIUSettings:

T Use RADIUS authenticatquse RADIUS server for authentication of users administering the device via
WERB, telnet, SSH. Parameter can take the following values:

Disabledisable;

1
1 Strictauthentication on RADIUS server. When out of serviceanmswer or denied server reply
receiving local authorisation is disabled;

9 Flexibleauthentication on RADIUS server. When out of service, no answer or denied server reply
receiving local authorisation is enabled.

i RADIUS server (host:p@RADIUS server IPdidss;
T Password (Secrepassword used by client to access the RADIUS server;

T Retry counthumber of retries during the access to RADIUS server. If the server authorization has failed,
82dz gAft oS FoftS G2 YIlIylF3aS GKS RSOAOS GAlF GKS fz

On RADIUS server, you may configure passwords for any of the system users: admin, opera
’ ! supetrvisor, viewer. For detailed information on user privileges, see Sechidn6.6The
'Passwords' submenu

WEB digestuthentication configuration:

T Enableenables WEB users digesithentication.

’i In this mode WEB authorisation through RADIUS will be unavailable
To save the changes click tBavebutton.

5.1.6.5 The 'MOH' submenu

In 'MOH'submenu, you may upload/download audio file to/from the device in order to endlilesic on
Hold'service. To activatdusic on Holdservice, selecPlay music on hold¢heckbox in subscriber port settings.

’i The service works correctly only when using G.711A and G.711U codecs

Network settings | PBX | Switch | Monitoring  System info| Service Log out

Firmware upgrade Backup/Restore | Reboot | Security | MOH  Password | Call history

Music file size must be no larger than 2,95 Mbytes.

Load music on hold:
Filz name:| Choose file | No file chosen

Load file
Backup file
Delatz file

Don” t power off during load!

- Select filg; specify a file to upload to the device.
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Audio file requirements:

Format:CCITT Aaw
Attributes: 8000 kHz, 8 Bit, Mono
File extension: wav

To recode the file to the necessary format, you may use ffmpeg or any other conversion application.
Example use of ffmpeg:

fimpeg -fs <X*M -i <inputfilename>ar 8000-acodec pcm_alawac 1<outputfilename>

where:
'X'cfile size limit,
'inputfilename’¢input file name,
‘outputfilename’'output file name.
I Load filec button that allows you to upload the file to the device;
I Backup fileg button that allows you talownload the file to PC;

I Delete fileg button that allows you to delete the file from the device.
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5.1.6.6 The 'Passwords' submenu

In'Passwordssubmenu, you may work with passwords for device access via Web interface.

Network settings | PEX | Switch | Monitoring  System info| Service Log out

Firmware upgrade Backup/Restore | Reboot | Security | MOH | Password  Call history

Sat web admin password

Enter password:

Confirm password:

Submit changes
Set web supervisor password

Enter password:

Confirm password:

Submit changes
Set weh operator password
Enter password:

Confirm passweord:

Submit changas

Set web viewer password

Enter password:

Confirm password:

Submit changas

The password must be at least 6 and no more than 32 characters, can contain
alphanumeric and symbols, such as "#5%& () +,~. <=2P@[\ ] L e

Access passwords operations:

i Set WEBdmin password administrator password for device access@id omweb interface &dminuser);
T Set supervisor passwogaupervisor password for device accessGlid omweb interface gupervisor usey
T Set operator passworgloperator password for device access €ial oweb interface ¢peratoruser);

T Set viewer passworglviewer password for device access @ial omweb interface yieweruser).

’i CLI password become same with WEB password when updating firmware with vergiditsor
lower to the higher versions.

User rights:

I adming has full access to the device;
I supervisorg will be able to access all device parameters in fealy mode;

T operator¢ will be able to access the device for monitoring, viewing the system infeemaand also for
configuration of protocols, routing settings, subscriber ports and groups;

T viewerg will be able to access the device for monitoring and viewing the system information.

To change the password, enter a new password 'ltder passwordield, and enter it again into ‘Confirm
password' field. To apply password, click fneézdo Y A i hutkoh. fdds&va the changes click thavebutton.
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Inthe 'Call historysubmenu, you may work with call log.

Network settings PBX | Switch Monitoring | System info| Service Log out

Firmware upgrade | Backup/Restore | Reboot | Security MOH  Password | Call history

# Local Remote Remote host  Start call Start talk Talk Call state Call type
subscriber  subscriber time time duration

00| 78312342423 - - Thu Dec 31 - - loca outgoing
19:22:49
2009

01| 78312342424 - - Thu Dec 31 - - local outgoing
19:22:49
2009

02| 78312342423 - - Thu Dec 31 - - local outgoing
19:23:04
2009

03| 78312342424 - - Thu Dec 31 - - loca outgoing
19:23:04
2009

04| 78312342423 - - Thu Dec 31 - - loca outgoing
19:41:16
2009

05| 78312342423 - - Thu Dec 31 - - local outgoing
19:41:50
2009

06| 78312342424 - - Thu Dec 31 - - local outgoing
19:41:57
2009
07| 78312342423 2342424 proscy/ gl Thu Dec 31 - - remote fail outgoing

19:42:16
2009

Refresh || Download
1 e
Description ofecord fields:

T # -number of record;

I Local subscribegateway subscriber phone number;

I Remote subscribesncoming gateway subscriber phone number;

T Remote hostemote gateway network address;

T Call start timeincoming or outgoing call start time;

T Conversation start timeonversation start time after one subscriber's call reply;

I Conversation duratiotime interval between subscriber's call reply and cal clearback;

i Call status current call status (call, conversation, etc.);

T Call directiorincomingor outgoing call on gateway.

To update call list preddpdatebutton in log. To upload call list preploadbutton.
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5.1.6.8 User change

To change a user, clitlog out'link.

.!.eLTex TAU-72.IP WEB configurator En Ru

Username:

Password:
Log in

To change the access, enter the corresponding user name (admin, operator, viewer), password (passwords
for various access levels are defined by 'admin' us&drvice/Passwordiab) and click thé.og inbutton.
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5.2 (onfiguration via WEB Interface. Operat@kccess

To configure the device, establish connection inweb browser e.g. Firefox, Internet Explorer. Enter the
device IP address into address bar of web browser.

Y

After entering IP address the device will request username and password.

Y

The following menu will appear on the operator's terminal:

TAU36.I1H TAU72.1Pfactory default IP address 192.168.1.2, network mask 255.255.255.0

Username:operator
Passwordspecified by admin.

PBX | Monitoring| System info Service Log out

Device info Route ARP

System time: 21:22:28 01/01/2010
Uptime: 20:22
TAU-72.1IP "tau"

Software version: 2.18.0.35

Device information:
Linux version:|312 Mon Aug 13 13:51:16 NOVT 2018
Firmware version:|v10_23_03_15
BPU wversion:[TAU72 PLD v20180428 date: 2018 Apr 28 time 16:43:31
Factory type:|TAU-72.IP
Factory SN:|VI06001537
Factory MAC:|A8:F9:4B:02:DF:D5
User MAC:|a8:f0:4b:02:db:00
Board id:|0x13
Power supply:|-48V DC
Network information:
Control IP address:{192.168.114.201
Primary DNS:(127.0.0.1
Secondary DNS:

Web configurator supports indication afonfiguration changes that is shown in the header bar of
configuration interface (TAW2.IP/TAW36.IP WEB configurator). Table 5 lists indicator states (*' character in the
header bar of configuration interface).

V In all tabs, theSavebutton stores configuration into the norvolatile (flash) memory of the device.
A L)

Operator will be able to view and edit routing and subscriber port configuration.

lists web configurator menu tabs available to the operator. For detailed web configurator description, see
Section 5.1 of this document.

Table9 - Description of configuration menu, operator access

Menu (en) Menu (ru) Description

PBX PBX VolIP (Voice over IP) configuration
Main  meo e . _ X e __| device basic settings

SIP/H323 Profiles Jho 7 { Lt k I| Configuration of SIP/H323 profiles
SIP Common {Le 7 SIP common settings
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Dialplan profiles

H323 H323 " 0oHO LIsERitg8 @a@&HKs in profile 1 only)
Profile 1..8 L ho " BE ™ configuration of profiles
SIP Custom {Lt e”"m¢tho SIP custom settings for a profile
Codecs Lot codec settings for a profile
Dialplan L Te e”Toh" routing settings for a profile
Alert info Alert info Configuration of a distinctive ring, formed by Alert Info
value
TCP/IP TCP/IP configuration of network port range for various protoco
Ports s¥oe etm configuration of device subscriber ports and subscribe
profiles
Call limits o hme ;. ® configuration of simultaneous call limits
Suppl. Service Codg =~ m "x 1€ Configuration of supplementary service codes
Serial groups 1hxece 0 configuration of serial groups
PickUp groups 1hxece c h configuration of pickup groups
Distinctive ring T oeo_ omo*~ 'Distinctive ring' service administration
Modifiers o " _ " toh configuration of number modifiers
Acousticsignals s_xmt ;o.M configuration of acoustic signals parameters
h o - c T~

configuration of profiles for routing

Profile 1..4 . configuration of profiles
Monitoring .oe toh e device monitoring
Port Loht device subscriber ports status information
Status STt xm Gateway hardware platform status informatigvoltages,
temperature sensors, fans, SFP data
Switch oaaxt™toh switch port status monitoring
Suppl. Service 1€ Information on the currenstatus of supplementary
services on subscriber port
IMS SS status ST txmooxem X Monitoring of services, software controlled switch with
support for IMS
Serial groups 1hxece R 0 monitoring of registration serial groups
System info "e oha”mg myt system info
Device info e oha” ¢ Y View the device and network settings information
xmtho . m t L
Route =F 7T e” a~h Routing table configuration
ARP ARP ARP table configuration
Service L. me | firmware update, configuration file operations,
rebooting device, setting/changing passwords
Reboot L. h LU rebooting device
Callhistory _xhe~ ™ "o view and upload of call log
Logout ¢ . 90" Finish the device administration session for the current

user

’ Before performing a reboot, make sure that all changes are saved, otherwise they will be I¢

5.3 Non-privileged user acces®r device monitoring

To monitor the device, establish connection in the web browser (hypertext document viewer), such as

Firefox, Internet Explorer. Enter the device IP address into address bar of web browser.
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http://192.168.18.97/goform/sip_profile_handler?profile=0
http://192.168.18.97/goform/route_table_handler
http://192.168.18.97/goform/arp_table_handler

ﬂ TAUT72.IP/TAU36.1P factory default IRddressg 192.168.1.2, network masi55.255.255.0

After entering IP address the device will request username and password.

ﬂl Username viewer
Passwordspecified by admin

The following menu will appear on the operator's terminal:

Monitoring| System info | Service

Device info Route  ARP

System time: 21:21:31 01/01/2010
Uptime: 20:21
TAU-72.IP "tau"

Software version: 2.18.0.35

Device information:

Linux version

;1312 Mon Aug 13 13:51:16 NOVT 2018

Firmware versior

n:|vi0_23_03_15

BPU version:

TAU72 PLD v20180428 date: 2018 Apr 28 time 16:43:31

Factory type:

TAU-72.1P

Factory SN:

VI06001537

Factory MAC:

AB8:F9:4B:02:DF:D5

User MAC

:1a8:f9:4b:02:db:00

Board id:

0x13

Power supply:

-48V DC

Network information:

Control IP address

:1192.168.114.201

Primary DNS:

127.0.0.1

Secondary DNS:

Non-privileged usersvill only be able to view routing and subscriber port configuration.

5.3.1 The'Monitoring' menu

For detailed tabs description, see Secttoh.4of this document.

5.3.2 The 'System info' menu

For detailed menu description, see Secttoh.50f this document.

5.3.3 The 'Service' menu

For detailed menu description, see Secttoh.60f this document.

Log out

Analog VoIP GatewaylsAU36.1P, TAU72.IP
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5.4 Supervisor Access

To login to the device, establish connection in the web browser (hypertext document viewer), such as
Firefox, Internet Explorer. Enter the device IP address into address bar of web browser.

J TAU72.IPITAU36.IP factoy default IP addresg 192.168.1.2, network masi255.255.255.0

After entering IP address the device will request username and password.

J Username supervisor

Passwordspecified by admin

Network settings | PBX = Switch | Monitoring System info | Service Log out

Device info Route | ARP

System time: 21:23:20 01/01/2010
Uptime: 20:22
TAU-72.IP "tau"

Software version: 2.18.0.35

Device information:
Linux version:{312 Mon Aug 13 13:51:16 NOVT 2018
Firmware version:|v10_23_03_15
BPU version:|TAU72 PLD v20180428 date: 2018 Apr 28 time 16:43:31
Factory type:|TAU-72.1P
Factory SN:|VI06001537
Factory MAC:|A8:F9:4B:02:DF:D5
User MAC:|a8:f9:4b:02:db:00
Board id:|0x13
Power supply:|-48V DC
Network information:
Control IP address:[192.168.114.201
Primary DNS:{127.0.0.1
Secondary DNS:

Supervisor will be able to access all parameters of the devieadonly mode.
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6 COMMAND LINE MODE AND TERMINAL MODE OPERATION

6.1 Basic Commands

CLI is available when the connection to the device is established @82R@onnection parameters:
115200, 8, n, 1, n; usernamadmin, w/o password), or Telnet/SSH.

Command descriptions are listed.isome of commands (marked as 'priv'Rnivilege column) executing
only in privelege mode (available by enable command). Negotiation function executes opposite effect for
command or sets detdt value for parameter.

TablelOc¢ List of available commands

Command Parameter | Privil Description/Tip Negotiation function
<value> ege ‘no’ command
value
SEAG B y2y§{id2L) /[ L asSaaaln
lj dzA @ n y2yS{id2L) /[ L aSaar|n
KSf LI m y2y 8§/ [ L agydlE GALlm
LIAY 3 [f2LI0A2Y| F Ot dz§ Lt FRRNBlyz2yStAy3a dziatade T
NBLISHEG |r @It dsSH ydzYo 8N¥Y My 2y §bdzYo SN 2F LAY 3|n
nHdondpecTH po
LI &t 2+ Rlf @t dzSH ydzyo &gy 2y St Ay3a LI 0184 LI|m
O6RSFlLdA GY pco
R7® A G n y2y S{ SE2yUui FTNBRESS|nN
y2i &aSGiSRO
iz2a F Ot dzSp ydzyo &ndpn|y 2y S{ SNIBAOS G(eLlsS ofn
GAYS2dzijr @I £ dzSH ydzyo BMy my 2y JwsSLit & érAlGAy3 |n
GNJ O8f 2 LIGA 2| F @t dzS Lt | RRNB|y2y§e¢NI OSw2dziS dziA|m
R A G n y2y S { SE2yUui FTNBRESS|nN
y2i aSGiSRO
NBLISE G |fr @ dSH ydzYo Ny [y2ySwSiNE | Y2dzy i A|m
ORSTFl dziy HO
GAYS2dzi|r g1 f dzSH ydzyo @y n|ly2y SwSLX & g+ AdRYHE (nt
Gt F Ot dsSH ydzyo sinywmy 2y Sal E wBWSDS S fdn
Hppo
i2a F Ot dzsSh ydzY o sanpnaly2y §{ SNBAOS (eSS o|m
AOY LI s y2y$§!'as L/at 9/1h |m
RFGF3INFYYE ORS
L2 NI F Ot dsSH ydzYo gy 2y §! 5t LR NI dza SR
oononbo
ari s F @It dzSp ydzYo SNy nly2y §t I 0184 &A1 S Ayln
OHTCY
4K2g |00 oD y2y§+iasSs O2YYl YR m
aeaiasy s Y2y S§{K2g FANNGI NB |m
Kél RRNJ m y2y§{Kz2g a!/ I RRNB|n
AL RRNJ s y2yS§{K2g Lt | RRNBa|n
ySavylal m y2yS{K2g ySie2N] VY|n
ySis2 N n y2y§{K2g Fdft ySidg|n
BSNE A 2 V] B Y2y §{K2g [/ 2yFAIdNI |7
02y ¥A3d n LINARG{ K2g Fdzd t O2y¥F|n
G2 A0SLR|0D oYo) y2y§+2A0S8 LRNIA& Ay|m
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aarGaAaadlr gt dzS ydzyo ®NY My 2y S { K2¢g LI2NI adl dGfn
a1 Gdza |f S £ dzS ydzyo ®NY My 2y S { K2¢g LI2NI adl dGfn
O2y FAAdfr DIt dzS Yy dzY o ®NY MLINA g{ K26 LI2NI O2y ¥F|m
@2 A OSLINF g f dzSH Yy dzYo NY MLINA 4{ K26 @2A0S LINE|T
K & n y2y§{K2g KINRslINB |m
a6AG0OK Y2y S{ K2g &6 AOKG dz&e |
Ol t f oo > P y2y S/ttt AYF2NXEGA|T
I OGABS Y2y S{K2g AYyF2NXYI GA|T
OFrtta RdNARy3 O
KA&dG2NE y2y§{Kz2zg OFftt KAad|n
LINE O T LINAFQ{ K26 Odz2NNByd Lim
KAadzNe m LINA J{ K26 LINBOA2dzaf|m
O02YYFYyRa& Ay /]
Sylof m Y2y S {6AG0OK (2 LINRAGnN
RA&I O m LINA 4DSG ol 01 G2 yz2n
LI 548 m LINAF{SdG LI d8ag2NR Fm
I RYAY F O f dzSwm M2t R LI A[LINAQA{ S0 8a62NR T2N)|n
F Ot dzSH my Sé LI &
& dzLIS NIBA|F DI £ dzSm M2t R LIA[LINAA{ SO LI &aas2NR F|n
F Ot dzSH my Sg LI & dza S NJ
2LISNI G2|f O f dzSm M2t R LIFA[LINAA{ SO LI &aas2NR F|n
F @t dsSH my Sé LI a
GASHSNI|f I f dzSm M2t R LIFA[LINAA{ SO LI &aas2NR F|n
F @t dsSH my Sé LI a
LB E oD [oXo] LINAR dt . - FLIX AOKGAzZ|n
NB &l NI m LNA G/ 2YYEFEYR GKFG |m
iKS YIAy LI
AL |Po oXo] LINAR J{ ALJ F LILX AOF (A2
NBNB3IA &|r O f dzSH Yy dzY o N MLINA gwSNBIA &GN GS Lim
{Lt LINBTALS
NBaSidlfr g t dzS b RKOLWAGHLINAR AwSaSd O2y FA3IdaN|Tt
TRKGEGs2N] asi
O2yFAIdNI GA2Y
ReylFYAOLTt¢fe
TRKGLE 62N 8B4
O2y FAIAdANI A2y
I RRNBaa mdpHdmc
ol O1d{f @+t dzSwm MLt FRRN{LINA G/ NBFGS O2yFAIdin
F @t dzSH HR G NR y 3 Y
OKI N} OGS
NB & l2lf gl t dzSwm MLt FRRN{LINA QwSai2NBE OXKBTRI|1
F @t dsSH HRA O NR Yy 3Y FNRY o6 O dzLJ
OKI N} OGS
iSaid |@2A0SLR|f B t dzS B ydzY o NN MLINA d+2 A0S LR NI GSa|n
O02yySOGSR G2 0
A& LINBaSyid Ay
NBo2z2f O2y FAN eSakyz2 LINA gwSo622GAy3a RSOA|In
NE dzii S| o @ LINA dw2dziAy 3 YIyl 3sn
I RR FOFfdzSmySaylaaras MLt FRRN{LINA Q! RR NRBdziAy3 NUim
F Ot dzS|e my St 62 N
F Ot I RRNB & a
B ottt | RRN
RSt FOlfdSmySayYl & MLt FRRN{LINAA5StSGS NRdziAy3n
£ Ot dz§ Hy S 62 NJ
F RRNB & &
LINA vy T LINA J{ K2 NRdziAy3 d|n
al gs m LINA 4{ | S O2y ¥AIdeNI [T

1 For TAWB6.IP. For TAW@2.IP parameter value-12
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g2t GAtS YSY2N
AKStf B LINR QD2 AyG2 [AydzE |n
dzy t 2 1| OF f £ KA &|f @ & dzSwmlf B £ dz§ MLt | RRNJLINAG! LX 2FR OFft f2|n
Wi G NR Yy 3 Y
OKI N} OGS
dzLJANI|A Y 38 [oXo) oYo) LINAZCANXNGI NB dzLIRI G|m
GF G L F O £ dz§ MLt | RRNJ{LINAGQCANNGI NB dzLIRI
F @t dz§ HR G NRA Yy 3Y LINR G202t
OKI N} Od$
FiL F @t dz§ MLt F RRN{LINAZCANNGI NB dzLIRI
F @t dz§ HR G NRA Yy 3Y LINR G202t
OKI N} OGS
02y FA LINAZOY (SRR YRSEIdzNT G|m
R2 b LINA 49ESOdziS G2L) £ S|n
SEAG B LINAGOEAG GKS O2y¥FA|nm
y 2 FO2YYLl Y] m LNA G/ | yOSt O2YYlyRn
ySis2N] LINA 9y iSNI (KS ySisg|n
O2y FAAANI GA2Y
R2 m LINA g9 ESOdzfi S@62 LIO2 Y| T
y 2 FO2YYL T LINA G/ I yOSt O2YYIl yR|m
SEA T LNARGOEAG GKS ySiGegzn
O2YyTFTAIANI GA2Y
YO [oXo) X0 LINAZa!/ FRRNB&& YlH|m
Ot S NJ s LINA 458t SGS dzaSNJ a!|n
ER T LINA G{ K2g dzaSNJ a!/ |m
asi F Ot FIFYOOYOQLINARG{ SG dzasSNJ a!/ I|n
broadcast F @t dzS Lt | RRNB|LINAG{Si oNRIROlIalG |m
control F Ot dz§ y LINA F{Sd (N} FFAO O02({ S04 RSTI dz G
2 6y 2 ¢ B EhNS 6F FIAZ(
rtp F Ot dz§ y LINA{ SiG we¢t GNYFFA|{SG RSTFI df G
2 Oy2ydtlyo ¥F2
AAILyEE|F O £ dzS y LINAZ{ S aazaytt GNI|{{SG RSTI df G
2 Oy2ydtlyo ¥F2
RKOLJ m LINA { S ySisg2N] O2|{Sd adrird y
NBOSAGAY 3T GAl [O2yFAIdzNI GA2
Y2RS
RKOLWAL s LINA ! &S RSTFl dZA G 3|} & RSTI dz G
GAL 51/ tROYWSHFI(AY GKS RSGAO
RY & P P LINA g5b{ &SNBSNI Yl y|n
LINR Yl Nf @t f Lt | RRNB|LINAG{SG YIAY 5b{ a&ln
4S02y R+ @ ¢ Lt FRRNBILINAG{SG NBRdzyRIyl |m
I RRNB & a
RaoOLl oD oD 5{/t GFr3a YIyln
AATlLyi|r O ¢ ydzYo &N n|LINAG{ SG 5{/t @I¢tdsS[{Si 5{/t @t
6RSFlLdA Y wco |LIO1S80Ga G2 R
YSRAL |00 DD LINA G/ 2y FAIdNF GA2Yy |m
wetkwe/t LI O1S
G2AQf Ol £ dlydzyo ®HRY MLINAQ{ SG 5{/t @I tdS|{SGd 5{/t Gt
NI ZI £ dly dzy 6 MY n LI O18G4a F2N LR{wetkwe/ t LI O
2 RSTFI dA G
@2AQf Ol £ dlydzYo NY MLINA Q{ SG 5{/ twantkvdeS|{ SG 5{/t Ot
2FAL|F DI £ dlydzy o &MY n LI O18Ga F2N g2(wetkwe/ t LI O
nco LNEFAES G2 R
3L GSs &|lF I £ dzf Lt FRRNBILINAZ{SG RSFlLdzA G 3l|m
ALJI RRNJ[f O t dz§ Lt | RRNB|LINAG{SG Lt | RRNBaaln
ySavylayr @l f dzS YI & IRRNBILINA F{ SiG ySGie2N) YI|n

IFor TAWBG6.IP. For TA@2.IP parameter value:-12
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AN DD oD LNAdbet LINRPG202t &
Sylof$s 113 LINA 9y l+ofS be¢t O6RS|[5A&F06fS bet
AYGiSNYr O ¢ Y dzY o SN o|LINA 4{ S GAYS aeyOK|5A&l o6t SiALBIR
MAAANnN ORSTFlL dzA GY RAAI|A8YOKNRBYAT L G
ALJ RRNf OI ¢ Lt FRRNBILINAG{SG bet &SNBSNT
GAYST 2 OF £ mMHOObMH [LINRG{ SiG dGdAYST2yS o|n
ayvyu o P oD LINAd{bat LINRG202f |m
Sylot § m LINA 4oyl 6tS {bat O6R[5A4al06fS {bat
(NI LIAA|F DI £ Lt FRRNB[LINAA{Sd Lt I RRNB&aa|n
(NFyavYragarzy
G NI LG elr OF £ My BH LINAF{ Sd GNFXLI YSaar({Sd GN¥L YSa
GSNEAZ2Y ORSTI diOSNEAZY (2 R
N2 02 YVY|r @t f AGNRAYIAYHLINR F{ SG NB/ 2YYdzyAl|m
OKI NI} OGS
NB O2 YVY|r Ot f AGNRAYIAYHLINR F{ SG NB/ 2YYdzyAi|m
OKI N} OGS
G NI LIO2|fF DI £ AGNRAYIYHLINRG{ SG GNI LY 2YYdzy|m
OKI N} OGS
GiStySia n LNAGOylotS (StySi |5Aa10tS GSty
14K m LNAoyltotS {{I @n 6|5 A&F0tS {{I ¢
650 oXo} oXo] LNA I ¢¢t aSaiay3aa |m
Sylot § T LINAFJoylofS 1 ¢¢t OR[5Aal0fS 1¢cet
LJ2 NI YydzYo BNMWAGLINA F{ SG 1 ¢e¢t LIRNIL [{Si 1¢e¢t LIERN
RST dzf
I dzii 2 dzLJR| & ® [oXo] LINR ! dzii 2 dzZLJRI GS & Sd|n
I dzd K m LNAR ! tt26 FdzZiK2NRT|m
ok 2= F oLt AGNRy3 LINR F{ St O2y FTAIdzNI Gfm
To F Ot A0NA Y 3 LINAR J{ SG FANXGI NB ¥F|m
AYGSNPr Ol ¢ ydzYo SNJ |LINA F{ SQi2 y FAIdzNI GA2ym
Ay G SN f
AYyGiSNYr O ¢ YdzYo SNJ |LINAF{ Si FANNGI NB I|m
Ay G SNDL £
LI 3a¢2f Ot A0NAY 3 LINAR 4{ S LI 83a62NR s
LINE2 (2 Of DI f GFGLY FOLINAA{ SO | dzd 2 dzLIRI G S|t
Kd G LA
A SNWISNF O ¢ Lt FRRNB[LINAA{ Sd I dzd 2 dzLIRI G S|
a ND F oLt R LINAR F{ SiG | dzi 2 dzLIR}F G S|
Syloft$ 18 LINAR 49yl ofS | dzi 2 dzLIR|m
dza SNy I|f @I ¢ AGNAY 3 LINA 4{ Si yI YS n
pppoe PP P LINARG{ SiG tttz29 LINRBin
LI 8ao2f Ot A0NAY 3 LINAR F{ S LI &83a62NR s
dza SNJ |f @I ¢ AGNAY 3 LINA 4{ S dzaSNJ yIYS |m
Sylof$ 18 LNAOyltofS tttz29 S5A&aF0tS ttt?2
OAR F oLt Yy dzY 6 SiNMpng LINR 4{ S =] ! bA RISl n
ttt29kttt GNIF
gt Ly 1 LINA ! aS £[!'b F2NJt|52yUdd dz&aS =+
ttt29kttt UGN
Y i dz Yy dzYo S p|LINA 4{ S ac¢! F2NItt|m
Y N3z ydzYo S gp|LINA 4{ SG aw! F2NItt|m
t OLISOK oo P LNAG{SG [/t LNRBG2OIT
FLAG|f @F € dydzyoB&8MWHpGgLINAG{ SG [/t LI O1SG[{SG RSTFI df G
I Y2dzyi LI O018Ga NBOS
IY2dzyd
AYyGSsr gl fdydyosMyaLINARG{ S [/t SOK2 L{{Sd RSTI dzf @
GNIyavyraaazy A[LI O1SGa GNIy
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gl t dzS @
gt ym P P LINAG+[!'bm AYyGESNFIOn
ON2 I ROF I ¢ Lt | RRNB|LINAZ{Si oNBIROIF&G |m
02a F oIt YdzYo NY a[LINR Q{ Si ynudmL) LINK|{ S{i RSTI dz @
ySis2N) yaHO®mMLI LINA 2N
ySisz2 N
RKOLJ B LINA { S ySig2N] O2|{Sd adrird y
NBOSAGAY3 @Al |02y FAIdzNI (A2
Y2RS
RKOLW I B LINAZ! &S RSTLHdzA G 3|l & RSTFI dz i
() GAl 6REFIdA GY |Ay G(KS RS@AQ
AR F Ol f ydzyo @i LINR 4{ SG +[!' b ySidgzn
ALl RRNf OI ¢ Lt FRRNB|LINAZ{SG Lt FRRNBaaln
ySivYl alr gt al &1 FRRLNARG{SG ySiez2N) YI|n
Sylots B LINAZoyl6fS £[!b dza|5A&alo6fS +[!Db
Bt L yH oY) oYo) LINAZ+[ ! bu AYGSNFI On
ONBI ROf O ¢ Lt FRRNBILINAZ{Si oNBI ROFal |m
02a F oIt YdzYo &NX n[LINA Q{ SG ynudmMLI LINA|{ SRISTI dz G @I f
ySig2N] ynuHodmLl LINRA 2N
ySis2 N
RKOLJ T LINAG{ Sd ySig2N] O02({Sd adrdirodo y
NBEOSAGAY I OAl O2y FA3dzNI G A2
Y2RS
RKOLW3 s LINA ! &S RSTl dZA G 3|} 4SS RSTI df
[ AL 51/ tROVYWSHFI(AY GKS RSOAO
AR F Ot ydzyo SINMNILINAR F{ SG [ ' b ySidsz2n
ALJ RRNf @I £ Lt | RRNB|LINAG{SiG Lt I RRNBaalnm
ySivYl alr gt al &1 FRRLNARG{SG ySGie2N] YlI|n
SylLot$§ m LINA oyl oftS [!b dza|5A8F06fS =[!b
gt yo o b oYo) LINAZ+[! bo AYGSNFI On
ONBI ROf @ ¢ Lt FRRNB[LINAZ{SG oNBI ROFal |m
02 a F oLt YydzYo &NY AlLINA 4{ S ynuodmL) LINR|{SG RSTbhab (¥
ySis2NY yaHOmML] LINA 2N
ySisé2N]
RKOLJ m LINAZ{ S ySisg2N] O2|{Sd adGrird y
NBOSAOGAY3 @Al |02y FAIdAzNI G A2
Y2RS
RKOLW3I s LINA ! aS RSTFldzA G 3|} aBSFl dzA G 3t
[ Al 51/t O6RSTI|AYy GKS RS@AO
AR F Ot ydzyo iNdi LINR F{ S [ ' b ySiszn
AL} RRNf @ ¢ Lt FRRNB[LINAZ{Sd Lt I RRNB&a|n
ySavYl &rf oI f al 81 FRRLNAG{SG ySdie2N] YlI|n
SylLot§ s LINA oyl &f Bb dzal 3S |5AaF0fS £[!b
RSOyl YS|fr Ot dzS B EONRYIYHLINAG{ SG RSOAOS yI Y|n
OKI N} OGS
GAYSNI |00 DD LINA G{Sd GAYSNI Ol f dim
RdzNI G A 2|¢f @I £ dzS Yy dzY o Sl m| LINA QwS &G NROG Fdzf £ [{ SG Fdzf £ ydzY
ORSTFlL dzZf GY onnO|RSTFI dzf G
gl Al ya|lr O f dz§ ydzyo Selvm|LINA 4{ SG Ol ft NBLX &[{Si OFff NBL
ORSTFl dzZf GY myn0|@tdzS (2 RST
&AL oD P LINAG{Lt O2y¥FAIdaNI G|m
LINE FAES LINA QoY iSNI GKS {Lt |m
02y FAIdNI GA2Y
R 2 s LINAR Q9 ESOdzi S (2L £ S|n
y 2 FO2Y s LINA Z/ I yOSt O02YYl yR|nt
' YRB
SEAG m LINAFGOEAG GKS {Lt LUm
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Y2RS
LNRPEE |00 oD LINAG{Lt LINBE& LI} NI}|m
O2y FAIdNI GA2Y
Y2RSF Ol fdy2ySpuLl NLINAG{ S 2LISNIGKAZ Y&
ASNWSN) Y2RS
y2yiB2ydid dzas L]
LI NP Ny Ay 3 Y2R
K2Y&2YAy3 Y2RS
F RRNf O f dmy dz2Yy o N |[LINA Q{ Sd {Lt LINRE& |m
FOlfdutt FRRN
NBIAailod [oXo) LINAG{Lt NBIAAGNI NI |m
O2y FAIdNI GAZY
FRRNf I £ dmy dzYo HNY|LINA F{ SdG {Lt NBIAAG|T
FOlfdutt FRRN
Syl o|f @It dydzyo HNY M[LINA 9yl 6fS NBIAAGNSA&IG6ES NBIA
NB I A &GN NI NB3IA &GN NI
Ay G S|f @t dydzyo SN mLINKA J{ SNBNBIAAGNI GA4{ S NBNBIAAG
ORSTFlL dzZf GY on0 |@lItdS (2 RST
R2YL AY|F DI f LINARG{SG {Lt R2YIAY|58t8GS8 {Lt R
SE LI NB|f g1 ¢ LINA 4{ SG SELIANB LISN{Si SELANB L
I dzd K oXo} oXo] LINAR ! dzi K2NRT FdA2y |[m
Y2 RS F O f ddzA SNUTE 2[LINANG{ SG FdziK2NAT I G|{ SG RSTFI dzf @
dza S NI Y2RS
dza8z818 @2 A0S LR
Jfz2mvd$ {Lt &SSO
YIEYSf @t daIGNRAYIYPLNA F{ Sldzi K2NRT F GA2ym
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1 For TAB6.IP. For TA®@2.IP command appears agoice port 1..72
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6.1.1 Basic commands

do

Executing the top level command

Syntax

do <command>

Parameters

commandc EXEC level command

Privilege
priv

Command mode

CONFIG, CONFANETWORK, CONF(®», CONH®OICEPORT, CONFGICEPROFILE

Example

tau - 72(config)# do show ipaddr

IP address ethO:

exit

192.168.118.119

Command is designed to exit the configuration mode

Syntax
exit

Parameters

Command contains no arguments.
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Privilege
priv
Command mode
CONFIG, CONFNETWORK, CONFR@, CONHBOICEPORT, CONFIGICEPROFILE

no

Negotiation command.
Syntax

no <command>
Parameters

<command> command Executes for command negotiation or default value setting

Privilege

priv
Command mode

CONFIG, CONFNETWORK, CONF@G?, CONHBOICEPORT, CONF@ICEPROFILE

Example

tau - 72(config)# no timer duration

6.1.2 Top levé commands (exec)

exit

CLI session exit command.
Syntax
exit
Parameters
Command contains no arguments.
Privilege
none
Command mode
EXEC

quit

CLI session exit command.
Syntax
quit
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Parameters

Command contains no arguments.
Privilege

none
Commandmode

EXEC

help

CLI syntax tip command.
Syntax
help
Parameters
Command contains no arguments.
Privilege
none
Command mode
EXEC

ping

Ping utility
Syntax
ping [repeat <value>] [payload <value>}fif do|dont|want] [tos <value>] [timeout <value>jestination
Parameters
repeatping packets amount;
payloadping packet payload size in bytes;
df-bit-setHon't fragment bif2
tos-type of service;
timeout-reply witing time, s;
destinationdestination host address.
< value > parameter value:
for repeat:1-4294967295 (default is 5);
for payload: 665535 (default is 56);
for df-bit
do-set, prohibit fragmentation;
dont-don't set, allow fragmentation (default);
want-don't set locally for packets exceed MTU
for tos: 0255 (default is 0);
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for timeout: 1-60 (ddault is 2).
Privilege

none
Command mode

EXEC

Example

tau - 72> ping 192.168.118.46

PING 192.168.118.46 (192.168.118.46) 56(84) bytes of data.

64 bytes from 192.168.118.46: icmp_seqg=1 ttl=64 time=9.31 ms

64 bytes from 192.168.118.46: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 192.168.118.46: icmp_seg=3 ttl=64 time=1.29 ms

64 bytes from 192.168.118.46: icmp_seq=4 ttI=64 time=1.30 ms

64 bytes from 192.168.118.46: icmp_seq=5 ttI=64 time=1.34 ms

--- 192.168.118.46 ping statistics ---

5 packets transmitted , 5 received, 0% packet loss, time 4009ms

rtt min/avg/max/mdev = 1.019/2.854/9.311/3.230 ms

traceroute

TraceRoute utility
Syntax

traceroute [dfbit][repeat <value>][timeout <value>][ttl <value>][tos <value>][icmp] [port <value>][size
<value>] destination

Parameters

df-bit-set on't fragment bif)

repeatretries amount within one 'ttl’;

timeout-reply witing time, s;

ttl-max timeto-live amount;

tos-type of service;

icmp-use ICMP ECHO instead of UDP datagrams;

port-number of used UDort;

sizepacket sizén bytes;

destinationdestination host address.
< value > parameter value:

for repeat: 18 (default is 2);

for timeout: 0-10 (default is 2);

for ttl: 1-255 (default is 255);

for tos: 0255 (default is 0);

for port: 1-65535 (default is 33434);

for size: 4632768 (default is 100);

Privilege

none
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Command mode
EXEC

Example

tau - 72> traceroute 192.168.118.46
traceroute t0 192.168.118.46 (192.168.118.46), 255 hops max, 100 byte packets
1192.168.118.46 (192.168.118.46) 1.510 ms 1.053 ms

show system

The command is intended for viewing firmware version.
Syntax
show system
Parameters
Command contains no arguments.
Privilege
none
Command mode
EXEC

Example

tau - 72> show system

TAU 72.1P

System version: #2.17.2

Linux version: #291 Thu Jul 20 15:46:00 NOVT 2017
Firmware version: v10 23 03 15

BPU version: TAU72 PLD v20170328 date: 2017 Mar 28 time 10:54:1

show hwaddr

The command is intended for viewing MAC address.
Syntax
show hwaddr
Parameters
Command contains no arguments.
Privilege
none
Commandmode
EXEC

Example

tau - 72> show hwaddr
MAC address eth0O: A8:F9:4B:0E:50:FE

show ipaddr

The command is intended for viewing IP address.
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Syntax
show ipaddr
Parameters
Command contains no arguments.
Privilege
none
Command mode
EXEC

Example

tau - 72> show ipaddr
IP address ethO: 192.168.118.119

show netmask

The command is intended for viewing network mask.
Syntax
show netmask
Parameters
Command contains no arguments.
Privilege
none
Command mode
EXEC

Example

tau - 72> show netmask
Netmask eth0: 255.255.255.0

show network

The command is intended for viewing full network configuration.
Syntax
show network
Parameters
Command contains no arguments.
Privilege
none
Command mode
EXEC

Example

tau - 72> show network
start dump config
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node: config.Network.network
IPADDR: 192.168.118.119
NETMASK: 255.255.255.0
GATEWAY: 192.168.18.1

| Press any key to continue | Press 'q' to exit |

show version

The command is intended for viewing configuration file version.
Syntax

show version
Parameters

Command contains no arguments.
Privilege

none
Command mode

EXEC
Example

tau - 72> show version

Config version: 1.0

show configuration

The command is intended for viewing whole configuration.
Syntax
show configuration
Parameters
Command contains no arguments.
Privilege
priv
Command mode
EXEC

Example

tau - 72# show configuration

start dump config

node: config.Network.network
IPADDR: 192.168.118.119
NETMASK: 255.255.255.0
GATEWAY: 192.168.18.1

| Press any key to continue | Press 'q’ to exit |
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show voiceport statistic

The command is intended for viewing port static.
Syntax

show voiceport statistic <value>
Parameters

< value x parameter 136 value.

Privilege

none
Command mode

EXEC
Example

tau - 72> show voiceport statistic 1
Statistic of pbx port 1:

pbx call count 3
pbx port state  onhook
pbx last number 855102

vapi statistic:

send packet 453
send octet 9060
receive packet 451
receive octet 9020
packet lost 0
peak jitter 1

show voiceport status

The command is intended for viewing port status.
Syntax

showvoiceport status <value>
Parameters

< value x parameter 136'value.
Privilege

none
Command mode

EXEC
Example

tau - 72> show voiceport status 1
Status of pbx port 1: offhook

! For TALB6.IP. For TA@2.IP parameter value:-12.
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show voiceport configuration

The command is intended for viewing port status.
Syntax

show voiceport configuration <value>
Parameters

< value x parameter 136! value.

Privilege

priv
Command mode

EXEC

Example

tau - 72# show voiceport configuration 1

start dump config

node: config.VOIP.ports.port_0
phone: 855101
user_name: 855101
auth_name: 855101
auth_pass: 855101

| Press any key to continue | Press 'q' to exit |

show voiceprofile

The command is intended for viewing voice profile configuration.
Syntax
showvoiceprofile <value>
Parameters
< value > parameter value: 8
Privilege
priv
Command mode
EXEC

Example

tau - 72# show voiceprofile 1

start dump config

node: config.VOIP.ports.port_def 0
aon: 4
taxophone: 0
min_flashtime: 200
flashtime: 600

| Press any key to continue | Press 'q’ to exit |

! For TAWB6.IP. For TA®2.IP parameter value:-12.
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show hw

The command is intended for viewing hardware status.
Syntax
show hw
Parameters
Command contains no arguments.
Privilege
none
Command mode
EXEC

Example

tau - 72> show hw

Vpower 11

Templ 48, Temp2 45, Temp3 43, Temp4 43

SFPO: ST(0x7) - inserted 1, TxFault 1, LOS 1, TxDis 0

SFPO: Temp 65535, Power 65535, Cur 65535, ptx 65535, prx 65535

show switch

The command is intended for viewing switch ports status.
Syntax
show switch
Parameters
Command contains no arguments.
Privilege
none

Command mode

EXEC
Example
tau - 72> show switch
Port O:
Link: off
Duplex: half
Speed: OMbps
Port 1:
Link: on
Duplex: full
Speed: 1000Mbps
SFP 0:
Link: off
Duplex: half
Speed: OMbps
CPU:
Link: on
Duplex: full

Speed: 1000Mbps
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show call active

The command is intended for viewing current call information in a state of conversation.

Syntax
show call active
Parameters
Command contains no arguments.
Privilege
none
Command mode
EXEC
Example

tau - 72> show call active
PBX active calls:

| 855101| 855102| 192.168.16.8| Tue Jan 5 23:50:56 2010| Tue Jan 5 23:50:57 2010| 33 sec | talking| outgoing|
| 855102| 855101| voip.local| Tue Jan 5 23:50:56 2010| Tue Jan 5 23:50:57 20 10| 33sec| talking| incoming|
show call history
The command is intended for viewing call history.
Syntax
show call history
Parameters
Command contains no arguments.
Privilege
none
Command mode
Example
tau - 72> show call history
PBX call history:
|No| local| remote| remote host| start call time| start talk time| talk dura tion| state| type|
|0o| 855101| - -| Sun Jan 3 23:02:00 2010| - - local| outgoing|
|01] 855101 - -|SunJan 3 23:02:02 2010| -| | lo cal| outgoing|
02| 855101| - -| Sun Jan 3 23:02:20 2010| - - local| outgoing|
|03| 855102| - -| Mon Jan 4 01:52:39 2010| -| -| local| outgoing|
|04| 855101| 855102 192.168.16.8| Tue Jan 5 23:44:07 2010| Tue Jan 5 23:44:11 2010| 2 sec| remote clear| outgoing|
|05| 855102| 855101| voip.local| Tue Jan 5 23:44:07 2010| Tue Jan 5 23:44:11 2010| 2 sec | local clear| incoming|
|06] 855101| 855102| 192.168.16.8| Tue Jan 5 23:44:49 2010| Tue Jan 5 23:44 :51 2010| 1sec| remote clear| outgoing|
show proc

The command is intended for viewing current system processes.

Syntax

show proc
Parameters

Command contains no arguments.
Privilege

priv
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Command mode
EXEC

Example

tau - 72# show proc
PID USER VSZ STAT COMMAND
1admin 1504 S init[
2 admin 0 SW< [kthreadd]
3 admin 0 SWN [ksoftirqd/0]
4 admin 0 SW< [watchdog/0]
5 admin 0 SW< [events/0]

show history

The command is intended for viewing CLI commands history.
Syntax
show history
Parameters
Command contains no arguments.
Privilege
priv
Command mode
EXEC

Example
tau - 72# show history

4 show voiceport statistic
8 show voiceport statistic 1
9 show voiceport status 1

11 show voiceport configuration 1

12 show voiceprofile 1

13 show voiceprofile 1q

16 disable

17 show hw

18 show switch

25 show call active

26 show call history

27 enable

28 show proc

30 show history

enable

The command is intended for enter the privilege mode.
Syntax
enable
Parameters
Command contains no arguments.
Privilege

none

Analog VoIP GatewaylsAU36.1P, TAU72.IP

181



Command mode
EXEC

Example
tau - 72> enable
tau - 72#

disable

The command is intended for exit the privilege mode.
Syntax
disable
Parameters
Command contains no arguments.
Privilege
priv
Command mode
EXEC

Example

tau - 72# disable
tau - 72>

passwd admin

The command is intended for setting admin user password.
Syntax
passwd admin <valuel><value2>
Parameters
valuelc previous password;
value2¢ new password.
Privilege
priv
Command mode
EXEC

Example

tau - 72# passwd admin
Changing password for admin
New password:

Retype password:

passwd supervisor

The command is intended for setting supervisor user password.
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Syntax
passwd supervisor <valuel><value2>
Parameters
valuelq previous password,
value2¢ new password.
Privilege
priv
Command mode
EXEC

Example

tau - 72# passwd supervisor
Changing password for supervisor
New password:

Retype password:

passwd operator

The command is intended for setting operator user password.
Syntax
passwd operator <valuel><value2>
Parameters
valuelg previous password;
value2¢ new password.
Privilege
priv
Command mode
EXEC

Example

tau - 72# passwd operator
Changing password for operator
New password:

Retype password:

passwd viewer

The command is intended for setting viewer user password.
Syntax

passwd viewer <valuel><value2>
Parameters

valuelg previous password;

value2¢ new password.

Analog VoIP GatewaylsAU36.1P, TAU72.IP

18¢



Privilege
priv
Command mode
EXEC

Example

tau - 72# passwd viewer
Changing password for viewer
New password:

Retype password:

pbx restart

The command is intended for restarting PBX application.
Syntax
pbx restart
Parameters
Commandcontains no arguments.
Privilege
priv
Command mode
EXEC

Example

tau - 72# pbx restart
Restart voip...

sip reregistration

The command is intended for reregistration the chosen SIP profile ports.
Syntax
sip reregistration <value>
Parameters
< value >parameter value: B
Privilege
priv
Command mode
EXEC

Example

tau - 72# sip registration 1
tau - 72#

reset

The command is intended for resetting the configuration.
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Syntax
reset <value>
Parameters

< value > parameter value:

CRKOWSG2N] aSdidAay3aa Ay NBaASOH O2yFTAIdzNI A2y GAf

¢ statict network settings in reset configuration will be static (IP address 192.168.1.2)
Privilege
priv
Command mode
EXEC

Example

tau - 72# reset static
Do you really want to reset configuration and restart device? (yes/no)

backup

The command is intended for configuration backup.
Syntax
backup <valuel><value2>
Parameters
<value 1> TFTP server IP address where configuration will be uploaded;
<value 2> configuration file naméstring: 64 characters)
Privilege
priv
Command mode
EXEC
Example
tau - 72# backup 192.168.118.46 config.tar.gz
tau - 72#

restore

The command is intended for restoring device configuration from backup.
Syntax
restore <valuel><value2>
Parameters
<value 1> TFTP server IP address where configuration will be downloaded from;
<value 2> configuration file name (string: 64 characters)
Privilege

priv
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Command mode
EXEC
Example

tau - 72# restore 192.168.118.46 configtau.tar.gz
update_tftp_cfg.sh: set TFTP IP to 192.168.118.46
update_tftp_cfg.sh: CFG filename: configtau.tar.gz

tau - 72#

test voiceport

The command is intended for testing the voiceport.
Syntax
test voiceport <value>
Parameters
<value>¢ number:1-36
Privilege
priv
Command mode
EXEC

Example

tau - 72# test voiceport 2
waiting result...

RING ext -0.37,V, TIP ext -0.37,V

Vbat. -31.45,V, Vringl. nan, V, Vring2 nan, V

resT -R.950.41, kOm;res T -G. 471.79, kOm; res R -G 670.24, kOm
capT -R. 0.00, mkF; cap T - G. 0.00, mkF; cap R -G 0.00, mkF

end testing, result '0'

reboot

The command is intended for rebooting the device.
Syntax

reboot <confirm>
Parameters

< confirm > yes/no

Privilege

priv
Command mode

EXEC

Example

tau - 72# reboot
Do you really want to restart device? (yes/no)

! For TAWB6.IP. For TAW2.IP parameter value:-12
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route add

The command is intended for adding the route rule.
Syntax
route add <valuel> netmask <value2> gateway <value3>
Parameters
<valuelx IP address;
<value2>¢ mask address;
<value3>¢ default gateway IP address.
Privilege
priv
Command mode
EXEC

Example

tau - 72# route add 192.168.1.0 netmask 255.255.255.0 gateway 192.168.118.77

tau - 72#

route del

The command is intended for deleting route rule.
Syntax
route del <valuel> netmask <value2>
Parameters
<valuelx IP address;
<value2>¢ mask address;
Privilege
priv
Command mode
EXEC

Example

tau - 72# route del 192.168.1.0 netmask 255.255.255.0
tau - 72#

route print

The command is intended for viewing route table.
Syntax

route print
Parameters

Command contains no arguments.
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Privilege
priv
Command mode
EXEC
Example

tau - 72# route print
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.118.0 0.0.0.0 255.255255.0 U 0 O 0 etho
192.168.1.0 192.168.118.77 255.255.255.0 UG 0 O 0 etho

192.168.16.0 0.0.0.0 255.255255.0 U O O 0 eth0.77

save

The command is intended for saving configuration to the volatile memory of the device.
Syntax
save
Parameters
Commandcontains no arguments.
Privilege
priv
Command mode
EXEC
Example

tau - 72# save

save config

Image 0: Flag 0, Image 1: Flag 1

tar: removing leading '/' from member names
compressed 126485 bytes to device O

shell

The command is intended for enter the Linux console.
Syntax
shell
Parameters
Command contains no arguments.
Privilege
priv
Command mode
EXEC

Example

tau - 72# shell
BusyBox v1.15.3 (2017 - 09- 05 14:59:00 +07) built - in shell (ash)
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Enter 'help’ for a list of built - in commands.
[admin@tau:/root]

unload callhistory

The command is intended for uploading call log via tftp protocol.
Syntax
Unload callhistory <valuel> <value2>
Parameters
<valuel>; TFTP server IP address where the call log will be uploaded;
<value2x; call log file name (string: 64 characters)
Privilege
priv
Command mode
EXEC

Example

tau - 72# unload callhistory 192.168.118.46 callhistory.txt
tau - 72#

upgrade image tftp

The command is intended for updating firmware via tftp protocol.
Syntax
upgrade image tftp <valuel><value2>
Parameters
<valuel> TFTP server IP address where the firmware will be downloaded from;
<value2xg firmware file name (string: 64 characters)
Privilege
priv
Command mode
EXEC

Example

tau - 72# upgrade image tftp 192.168.118.46 tau72.img
tau - 72#

upgrade image tfp

The command is intended for updating firmware via tfp protocol.
Syntax

upgrade image tftp <valuel><value2>
Parameters

<valuel> TFP server IP address where the firmware will be downloaded from;
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<value2x firmware file name (string: 64 characters)
Privilege
priv
Command mode
EXEC

Example

tau - 72# upgrade image ftp 192.168.118.46 tau72.img
tau - 72#

configure

The command is intended for enter the configuration mode.
Syntax
m 2 vV FA I dzNB
Parameters
Command contains no arguments.
Privilege
priv
Command mode
EXEC

Example

tau - 72# configure
tau - 72(config)#

6.1.3 Configuration level commands

network

The command is intended for enter the network settings configuration.
Syntax
network
Parameters
Commandcontains no arguments.
Privilege
priv
Command mode
CONFIG

Example

tau - 72(config)# network
tau - 72(config - net)#
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devname

The command is intended for setting the device name.
Syntax

devname <value>
Parameters

<value>q string: 96 characters

Privilege

priv
Command mode

CONFIG
Example

tau - 72(config)# devname tau72_hub

timer duration

The command is intended for restriction full number dial time, s.
Syntax

timer duration <value>
Parameters

<value>¢ number:10300 (default: 300)

Privilege

priv
Command mode

CONFIG
Negotiation function 'no' command

Set full number dial time to default

Example
tau - 72(config)# timer duration 44

timer waitanswer

The command is intended for setting reply waiting timer value.
Syntax
timer waitanswer <value>
Parameters
<value>.number: 46300 (default: 180)
Privilege

priv
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Command mode
CONFIG
Negotiation function 'no' command
Set call reply wait timer value to default

Example
tau - 72(config)# timer waitanswer 170

sip profile 1..8

The command is intended for enter the $lBfiles configuration mode.
Syntax
sip profile 1..8
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFIG

Example

tau - 72(config)# sip profile 1
tau - 72(config - sip - profile)#

udp rtpport sip min

¢KS O2YYIYR A& MNKBSYRFRYF2E2NI ESGERWA T2N weto
Syntax

udp rtpport sip min <value>
Parameters

<value>¢ number: 102465535 (default: 16384)

Privilege

priv
Command mode

CONFIG

Example
tau - 72(config)# udp rtpport sip min 10000

udp rtpport sip max

¢KS O02YYlIYR BABUAYYSYyRER ¥2MH) !5t LERNI F2N wetod
Syntax

udp rtpport sip max <value>
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Parameters
<value>¢ number: 102465535 (default: 32767)
Privilege
priv
Command mode
CONFIG

Example
tau - 72(config)# udp rtpport sip max 12000

voice port 1..36

¢CKS O2YYIl yYRFANI Wil SNIRBRS
Syntax

voice port 1..36
Parameters

Command contains no arguments.

Privilege

priv
Command mode

CONFIG

Example

tau - 36(config)# voice port 1
tau - 36(config - voice - port)#

voice profile 1..8

@2 A 0SLR NI a

O2y FAIdzNI GA2Y

A

¢tKS O2YYIlI yYRTFANM 3WiiSNIRBRS
Syntax
voice profile 1..8
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFIG

Example

tau - 72(config)# voice profile 2

g2 A0S

! For TALB6.IP. For TA@2.IP command appears agice port 1..72

LINRE FAE Sa

O2y T A IdzNI {
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tau - 72(config - voice - profile)#

6.1.4 Network settings level commands

mac clear

The command is intended for deleting user MAC address.
Syntax
mac clear
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFINETWORK
Example

tau - 72(config - net)# mac clear

mac get

The command is intended for viewing MA@dress.
Syntax

mac get
Parameters

Command contains no arguments.
Privilege

priv
Command mode

CONFINETWORK
Example

tau - 72(config - net)# mac get

mac set

The command is intended for setting user MAC address
Syntax
mac set <value>
Parameters
<value>¢ aa:bb:cc:dd:ee:ff
Privilege

priv
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Command mode
CONFINETWORK
Example

tau - 72(config - net)# mac set a8:bh8:78:56:4f.e3
ethaddr: set user MAC addr: a8:b8:78:56:4f:e3
ethaddr: to apply the changes you need to reboot system

broadcast

The command is intended fgetting broadcast IP address.
Syntax
broadcast <value>
Parameters
<value>IP address
Privilege
priv
Command mode
CONFINETWORK

Example
tau - 72(config - net)# broadcast 192.168.118.254

control

The command is intended for setting the traffic contrdkerface.
Syntax

control <value>
Parameters

<value> no_vlan|vlanl|vlan2|vlan3|pppoe
Privilege

priv
Command mode

CONFINETWORK
Negotiation function 'no' command

Set default interface (no_vlan) for traffic control

Example

tau - 72(config - net)# control vianl

rp

The command is intended for setting the RTP traffic interface
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Syntax
rtp <value>
Parameters
<value>¢ no_vlan|vlanl|vlan2|vlan3|pppoe
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Set default interfac€no_vlan) for RTP traffic

Example
tau - 72(config - net)# rtp vlanl

siganlling

The command is intended for setting the signal traffic interface
Syntax

signaling <value>
Parameters

<value>¢ no_vlan|vlanl|vlan2|vlan3|pppoe
Privilege

priv
Command mode

CONFIENETWORK
Negotiation function 'no' command

Set default interface (no_vlan) for signal traffic

Example
tau - 72(config - net)# signaling vianl

dhcp

The command is intended for setting the network settings receiving via DHCP mode
Syntax
dhcp
Parameters
Command contains no arguments.
Privilege

priv
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Command mode

CONFINETWORK
Negotiation function 'no' command

Set static network setting configuration receiving mode
Example

tau - 72(config - net)# dhcp

dhcp_gateway

The command is intended for using defagditeway received via DHCP (default: don't use).

Syntax
dhcp_gateway
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Use default gateway, setted in the device configuration

Example

tau - 72(config - net)# dhcp_gateway

dns primary

The command is intended for setting main DNS server IP address.

Syntax

dns primary <value>
Parameters

<value>¢ IP address

Privilege

priv
Command mode

CONFIENETWORK

Example

tau - 72(config - net)# dns primary 8.8.8.8
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dns secondary

The command is intended for setting redundant DNS server IP address.
Syntax

dns secondary <value>
Parameters

<value>¢ IP address

Privilege

priv
Command mode

CONFINETWORK

Example
tau - 72(config - net)# dns secondary8.8.8.8

dscp signaling

The command is intended for setting DSCP value for SIP packets.
Syntax

dscp signaling <value>
Parameters

<value>¢ number:063 (default: 26)

Privilege

priv
Command mode

CONFIENETWORK
Negotiation function 'no' command

Set default DSCP value for SIP packets.

Example
tau - 72(config - net)# dscp signaling 33

dscp media voiceport

The command is intended for setting DSCP value for RTP/RTCP packets for port.
Syntax
dscp media voiceport <valuel><value2>
Parameters
<valuel> number: 136

<value2>¢ number: 363 (default: 46)

! For TAWBG6.IP. For TAW2.IP parameter value-12.
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Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Set DSCP value for RTP/RTCP packets for port to default.

Example
tau - 72(config - net)# dscp media voiceport 3 63

dscp mediavoiceprofile

The command is intended for setting DSCP value for RTP/RTCP packets for voice profile.

Syntax
dscp media voiceprofile <valuel><value2>
Parameters
<valuel>¢ number: 8
<value2>¢ number: 363 (default: 46)
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Set DSCP value for RTP/RTCP packets for voice profile to default

Example
tau - 72(config - net)# dscp media voiceprofile 2 45

gateway

The command is intended for setting default gateway.
Syntax

gateway <value>
Parameters

<value>¢ IP address

Privilege

priv
Command mode

CONFINETWORK

Example

tau - 72(config - net)# gateway 192.168.118.99
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ipaddr

The command is intended for setting IP address.
Syntax

ipaddr <value>
Parameters

<value>¢ IP address

Privilege

priv
Command mode

CONFINETWORK

Example
tau - 72(config - net)# ipaddr 192.168.118.9

netmask

The command is intended for setting network mask.
Syntax

netmask <value>
Parameters

<value>¢ mask address

Privilege

priv
Command mode

CONFIENETWORK

Example
tau - 72(config - net)# netmask 255.255.255.0

ntp enable

The command is intended for enabling NTP.
Syntax

ntp enable
Parameters

Command contains no arguments.
Privilege

priv
Command mode

CONFINETWORK
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Negotiation function 'no' command
Disable NTP.

Example
tau - 72(config - net)# ntp enable

ntp interval

The command is intended for setting time synchronization interval.
Syntax
ntp interval <value>

Parameters

<value>¢ number: 30100000 (default: periodic synchronization is disabled)

Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Disable periodic time synchronization.

Example
tau - 72(config - net)# ntp interval 60

ntp address

The command is intended for setting NTP server IP address.
Syntax

ntp address <value>
Parameters

<value>¢ IPaddress

Privilege

priv
Command mode

CONFINETWORK

Example
tau - 72(config - net)# ntp address 192.168.11.1

ntp timezone

The command is intended for setting the timezone.
Syntax

ntp timezone <value>
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Parameters
<value>-12..+12 (default: 0)
Privilege
priv
Command mode
CONFINETWORK

Example
tau - 72(config - net)# ntp timezone +1

snmp enable

The command is intended for enabling SNMP.
Syntax
snmp enable
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFIENETWORK
Negotiation function'no' command
Disable SNMP.

Example
tau - 72(config - net)# snmp enable

snmp trapsink

The command is intended for setting trap messages transmission |IP address.
Syntax

snmp trapsink <value>
Parameters

<value>¢ IP address

Privilege

priv
Command mode

CONFINETWORK

Example

tau - 72(config - net)# snmp trapsink 192.168.118.7
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snmp traptype

The command is intended for setting trap messages protocol version.
Syntax
snmp traptype <value>
Parameters
<value>q v1|v2 (default: v2)
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Set default trap messages protocol version.

Example
tau - 72(config - net)# snmp traptype v2

snmp rocomm

The command is intended for setting RO (read only) community value.

Syntax
snmp rocomm <value>
Parameters
<value>g string: 96 characters (public is default)
Privilege
priv
Command mode
CONFINETWORK

Example
tau - 72(config - net)# snmp rocomm test

snmp rwcomm

The command is intended for setting RO (write rights) community value.

Syntax

snmp rwcommnxvalue>
Parameters

<value>q string:96characters (private is default)
Privilege

priv
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Command mode
CONFISNETWORK

Example
tau - 72(config - net)# snmp rwcomm priv

snmp trapcomm

The command is intended for setting trap community value.
Syntax
snmp trapcomnkvalue>
Parameters
<value>( string:96 characters
Privilege

priv

Command mode
CONFISNETWORK

Example
tau - 72(config - net)# snmp trapcomm testtrap

telnet

The command is intended for enabling telnet.
Syntax
telnet
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFIENETWORK
Negotiation function 'no' command
Disable telnet.

Example
tau - 72(config - net)# telnet

ssh

The command is intended for enabling SSHv2.
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Syntax
ssh
Parameters
Command contains no arguments.
Privilege
priv
Commandmode
CONFINETWORK
Negotiation function 'no' command
Disable SSHv2.

Example
tau - 72(config - net)# ssh

web enable

The command is intended for enabling HTTP.
Syntax
web enable
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Disable HTTP.

Example
tau - 72(config - net)# web enable

web port

The command is intended for setting HTTP port value.
Syntax

web port<value>
Parameters

<value>¢ number: 265535 (default: 80)
Privilege

priv
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Command mode
CONFINETWORK
Negotiation function 'no' command
Set default HTTP port value.
Example

tau - 72(config - net)# web port 5000

autoupdate auth

The command is intended for authorization permission.
Syntax
autoupdate auth
Parameters
Commandcontains no arguments.
Privilege
priv
Command mode
CONFIENETWORK

autoupdate cfg

The command is intended for setting configuration file name.
Syntax
autoupdate cfg <value>
Parameters
<value>¢ string
Privilege
priv
Command mode
CONFIENETWORK

autoupdate fw

The command is intended for setting firmware file name.
Syntax
autoupdate fw <value>
Parameters
<value>g string
Privilege

priv
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Command mode
CONFINETWORK

autoupdate interval_cfg

The command is intended for setting configuration autoupdate interval.

Syntax
autoupdate interval_cfg <value>
Parameters
<value>¢ number
Privilege
priv
Command mode
CONFINETWORK

autoupdate interval fw

The command is intended for setting firmware update interval.
Syntax
autoupdate interval fw <value>
Parameters
<value>¢ number
Privilege
priv
Command mode
CONFINETWORK

autoupdate password

The command is intended for setting the password.
Syntax

autoupdate password <value>
Parameters

<value>¢ string

Privilege

priv
Command mode

CONFINETWORK

autoupdate protocol

Thecommand is intended for setting autoupdate protocol.
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Syntax
autoupdate protocol <value>
Parameters
<value> tftp|ftp|http|https
Privilege
priv
Command mode
CONFINETWORK

autoupdate servetip

The command is intended for setting server IP address waai@update is being processed from.
Syntax

autoupdate serveip <value>
Parameters

<value>¢ IP address

Privilege

priv
Command mode

CONFIENETWORK

autoupdate src

The command is intended for setting autoupdate interface.
Syntax
autoupdate src <value>
Parameters
<value> dhcp|no_dhcp|vlanl_dhcp|vlan2_dhcp|vlan3_dhcp
Privilege
priv
Command mode
CONFIENETWORK

autoupdate enable

The command is intended for enabling the autoupdate.
Syntax

autoupdate enable
Parameters

Command contains no arguments.
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Privilege
priv

Command mode
CONFINETWORK

autou pdate username

The command is intended for setting autoupdate username.
Syntax
autoupdate username<value>
Parameters
<value>g string
Privilege
priv
Command mode
CONFINETWORK

pppoe password

The commands intended for setting the password for PPP channel authorization.

Syntax
pppoe password <value>
Parameters
<value>¢ string
Privilege
priv
Command mode
CONFINETWORK

Example
tau - 72(config - net)# pppoe password 66678rty7

pppoe user

The command imtended for setting username for PPP channel authorization.
Syntax
pppoe user <value>
Parameters
<value>g string
Privilege

priv
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Command mode
CONFISNETWORK

Example
tau - 72(config - net)# pppoe user admin

pppoe enable

The command is intended for enabliR¢?PoE protocol.
Syntax
pppoe enable
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Disable PPPoE

Example
tau - 72(config - net)# pppoe enable

pppoe vid

VLAN ID setting command fBPPoE/PPP traffic.
Syntax
pppoe vid <value>
Parameters
<value>¢ number: 14095
Privilege
priv
Command mode
CONFIENETWORK

Example
tau - 72(config - net)# pppoe vid 453

pppoe vian

The command allows to enable VLAN usage for PPPoE/PPP traffic.
Syntax

pppoevian
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Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Don't use VLAN for PPPoE/PPP traffic

Example
tau - 72(config - net)# pppoe vlan

pppoe mtu

The command is setting MTU value for RRHic.
Syntax
mtu <value>
Parameters
<value>¢ number: 861492
Privilege
priv
Command mode
CONFINETWORK

Example
tau - 72(config - net)# pppoe mtu

pppoe mru

The command is setting MRU value for PPP traffic.
Syntax
mru <value>
Parameters
<value>¢ number:86-1492
Privilege
priv
Command mode
CONFINETWORK

Example

tau - 72(config - net)# pppoe mru
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pppoe Icpecho failure

The command is setting LCP echo packets errors receive amount.
Syntax
pppoe Icpecho failure <value>
Parameters
<value>¢ number: 665535
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Set default value (3) for LCP packets receiving errors amount
Example

tau - 72(config - net)# pppoe Icpecho failure

pppoe Icpecho interval

The command is setting LCP echo packerssmission period, s.
Syntax
pppoe Icpecho interval <value>
Parameters
<value>¢ number: G20
Privilege
priv
Command mode
CONFIENETWORK
Negotiation function 'no' command
Set default (30 s) LCP echo packets transmission period value.

Example
tau - 72(config - net)# pppoe Icpecho interval

vlanl/vlan2/vlan3 broadcast

The command is intended for setting broadcast IP address.
Syntax

vlanl/vlan2/vlan3 broadcast <value>
Parameters

<valuex¢ IP address
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Privilege
priv
Command mode
CONFINETWORK
Example

tau - 72(config - net)# vlanl broadcast 192.168.17.254

vlanl/vlan2/vlan3 cos

The command is intended for setting 802.1p priority for VLAN network.

Syntax
vlanl/vlan2/vlan3 cos <value>
Parameters
<value>¢ number: 67
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Set default (0) 802.1p priority for VLAN network.

Example
tau - 72(config - net)# vlanl cos 7

vlanl/vlan2/vlan3 dhcp

The command is intended for setting network settings receive via DHCP mode for VLAN network.

Syntax
vlanl/vlan2/vlan3 dhcp
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Set static network settings operation mode

Example

tau - 72(config - net)# vlanl dhcp
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vlanl/vlan2/vlan3 dhcp_gateway

The command is intended for using default gateway received via DHCP for VLAN network (default: don't use)
Syntax
vlanl/vlan2/vlan3 dhcp_gateway
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFINETWORK
Negotiationfunction 'no' command
Use default gateway, setted in the device configuration
Example

tau - 72(config - net)# vlanl dhcp_gateway

vlanl/vlan2/vlan3 vid

The command is intended for setting VLAN ID.
Syntax

vlanl/vlan2/vlan3 vid <value>
Parameters

<valie>¢ number: 04095
Privilege

priv
Command mode

CONFIENETWORK

Example
tau - 72(config - net)# vlanl vid 4022

vlanl/vlan2/vlan3 ipaddr

The command is intended for setting VLAN network IP address.
Syntax
vlanl/ivlan2/vlan3 ipaddr <value>
Parameters
<value> IPaddress
Privilege

priv
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Command mode
CONFINETWORK

Example
tau - 72(config - net)# vlanl ipaddr 192.168.99.2

vlanl/vlan2/vlan3 netmask

The command is intended for setting VLAN network mask
Syntax
vlanl/vlan2/vlan3 netmask <value>
Parameters
<value>t maskaddress
Privilege
priv
Command mode
CONFINETWORK

Example
tau - 72(config - net)# vlanl netmask 255.255.255.0

vlanl/vlan2/vlan3 enable

The command is intended for enabling VLAN usage.
Syntax
vlanl/vlan2/vlan3 enable
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFINETWORK
Negotiation function 'no' command
Disable VLAN usage

Example

tau - 72(config - net)# vlanl enable

Analog VoIP GatewaylsAU36.1P, TAU72.IP

21¢



6.1.5 SIP profiles configuration level commands

proxy mode

¢tKS O2YYlFIYR A& AYUSYRSR T2NI NBSINUAWARR®ISNI GA2ya 6A0GK
Syntax
proxy mode <value>
Parameters
<value>¢ nonet don't use proxy;
¢ parkt parking mode;
¢ homet homing mode.
Privilege
priv
Command mode
CONFI&IP

Example
tau - 72(config - sip - profile)# proxy mode home

proxy address

X«
X«

¢tKS O2YNXYYRYRER FT2NJ aSGGAyaIwk Lws INSBREDY RE FNIDHNI Lt |
Syntax
proxy address <valuel><value2>
Parameters
<valuel>¢ number: 15;
<value2x IP address
Privilege
priv
Command mode
CONFIGIP

Example
tau - 72(config - sip - profile)# proxy address 1 route.com:5063

registrar address

CKS O2YYLYR Ad AyGSYRSR T2l Ay € Razy RLy G NBIAAGNI NI L
Syntax

registrar address <valuel><value2>
Parameters

<valuel>t number: 15;
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<value2>t |P address
Privilege
priv
Command mode
CONFI&IP

Example
tau - 72(config - sip - profile)# registrar address 1 route.com:5063

registrar enable

¢CKS O2YYIFIYR A& AY(USYRSR T2 N &Y IAFEANGR dBRI AYAIGOND G A 2 Y
Syntax

registrar enable <value>
Parameters

<value>¢ number: 15
Privilege

priv
Command mode

CONFIGIP
Negotiation function 'no' command

Enable registration on SIP registrar.

Example
tau - 72(config - sip - profile)# registrar enable 1

registrar interval

tKS O2YYlIYyR Aad NPHUEAREBNFENRFSAYNERIDIf O f dzSo
Syntax

registrar interval <value>
Parameters

<value> number: 163600 (default: 30)

Privilege

priv
Command mode

CONFI&IP
Negotiation function 'no' command

{SG RSTFrdzZA 0 NBENBIAAGNIGA2Y AYUSNBIE @I f dsSo

Example

tau - 72(config - sip - profile)# registrar interval 400
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domain

¢tKS O2YYlIYyR A& AYUiSYRSR
Syntax
domain <value>
Parameters
<value> 96 characters
Privilege
priv
Command mode
CONFI&IP
Negotiation function 'no' command
5StSGS {Lt R2YIAYy®
Example

tau - 72(config - sip - profile)# domain voip.local

expires

F2N aSaiAay3

{Lt R2YIAYyO®

¢tKS O2YYlIYyR A& AYUSYRSR
Syntax
expires <value>

Parameters

F2N aSaiAay3

<value>¢ number: 02147483647 (default: 1800)

Privilege
priv
Command mode
CONFIGIP

Negotiation function 'no' command

{SG RSTlIdzA § NBIAAGNI A2y SELANS

Example
tau - 72(config - sip - profile)# expires 3600

auth mode

NEIAaAdGNI GA2Yy SE

LISNRA 2 R®

¢tKS O2YYFYR A& AYGSYRSR
Syntax

auth mode <value>
Parameters

<value>t usedefault voiceports settings;

T2NJ aSdaAay3

F dzi K2NRT I GA2Y Y
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globalt use SIP section settings.
Privilege
priv
Command mode
CONFI&IP
Negotiation function 'no' command
{SG FdzZikK2NATFiA2Y Y2RSo®

Example
tau - 72(config - sip - profile)# auth mode user

auth name

¢tKS O2YYIFIYR AB3UANXYSYRERKZARNI I GA2y yIYSo
Syntax
auth name <value>
Parameters
<value>g string:96 characters
Privilege
priv
Command mode
CONFI&IP

auth password

¢tKS O2YYFYR A& AYGSYRSR ¥2N) aSGGAy3a [ dziK2NATFGAZ2Y
Syntax
auth password <value>
Parameters
<value>¢ string:96 characters
Privilege
priv
Command mode
CONFI&IP

codec list

¢KS O2YYlIYyR A& AYUSYRSR F2N) aStuAay3a rtt26SR O2RSO:
Syntax

codec list <value> [value] [value] [value] [value]
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Parameters

<value>¢ g729a|g729b|g711a|g711u|g723|g726_32
6/ 2RS0&a aK2dzZ R 0S tAaGSR Ay LINAZ2NRGE
Privilege

priv

Command mode

CONFI&IP
Example
tau - 72(config - sip - profile)# codec list g711la g711u g723 g726_32 g729b
set_config(config.VOIP.profile .profile_0.codecs,g711a,1)

set_config(config.VOIP.profile.profile_0.codecs,g711u,2)
set_config(config.VOIP.profile.profile_0.codecs,g723,3)
set_config(config.VOIP.profile.profile_0.codecs,g726_32,4)
set_config(config.VOIP.profile.profile_0.codecs,g729b,5)

2NRSNJ TNRBY Y234

codec ptime
¢tKAa O2YYlIYR Aada AYGSYyRSR T2N) aSdaAay3
Syntax
codec ptime <valuel><value2>
Parameters
<valuel> g729|g711|g723|g726_32;
<value2>; 10-80

ORSTI dAHUWA A TEMMS D WANE I TCH YJEH
Privilege

priv
Command mode

CONFIGIP
Negotiation function 'no' command
{ S0 RSTFlLdzZA G LI O1SiGATIGAZ2Y GAYSO
Example

tau - 72(config - sip - profile)# codec ptime g729 70

dtmfmode

¢tKS O2YYlFYyR A& AYUSYRSR F2NJ aSitdAay3
Syntax
dtmfmode <value>
Parameters
<value>t inband;
i NFOHyoo ORSTFIl dz GOT
T info-with SIP INFO method.

5¢acC

N} YyEYAaEA
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Privilege

priv
Command mode

CONFI&IP
Negotiation function 'no' command

{Si 5¢acCc GNryavYAaaArzy Y2RS (2 RSTl dzZ G
Example

tau - 72(config - sip - profile)# dtmfmode info

fax detect

~ A LA X a

¢tKS O2YNXYYRYRER T2NJ aSidAy3 FIE RSGSOGAZY Y2RSo
Syntax
fax detect <value>
Parameters
<value>¢ none-detection disabled;
i OFtrRSABOGA2Y 2y GNIyaYAGOGAYy3 &
i OFftrfIRS8SOGA2Y 2y NBOSAQGAY3I aaA
T both-detection on both sides (default).
Privilege
priv
Commandmode
CONFI&IP

Example
tau - 72(config - sip - profile)# fax detect both

fax codec

QX
w»
et

¢tKS O2YYlFIYyR A& AY(iSYRSR F¥2NJ
Syntax

GGAy3 FILE O2RSOo®

fax codec <value>
Parameters
<value> g71l1alg711u|t38 py default g711u)
Privilege
priv
Command mode
CONFI&IP

Example
tau - 72(config - sip - profile)# fax codec t38
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ecan enable

¢tKS O2YYlIYyR A& AYUiSYRSR
Syntax

ecan enable
Parameters

Command contains no arguments.

Privilege

priv
Command mode

CONFI&IP

Example

tau - 72(config - sip - profile)# ecan enable

ecan tail

F2NJ SylFoft Ay3

SOK?2

OF yOStt SN

¢tKS O2YYlIYR A& AYyiSYRSR
Syntax

ecan tail <value>
Parameters

<value> 8|16|24|32..128 (default: 64)

Privilege

priv
Command mode

CONFI&IP

Example
tau - 72(config - sip - profile)# ecan tail 128

vad

F2N) aSGidAay3a OFryOSttAay3da SOK?2

¢tKS O2YYIFYR A& AYyGSYRSR
Syntax
vad
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFI&IP

F2NJ Syl ofAy3

! 50
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Negotiation function 'no' command
Disable VAD.
Example
tau - 72(config - sip - profile)# vad

dialplan Itimer

CKS O2X¥I ¥RGSYRSHWRAFENI AISTided ¢ 3 |
Syntax

dialplan ltimer <value>
Parameters

<value>¢ number: 130 (default: 15)
Privilege

priv
Command mode

CONFI&IP
Negotiation function 'no' command

Set default Himer value.

Example
tau - 72(config - sip - profile)# dialplan Itimer 10

dialplan stimer

- R

CKS O2YYFIYR A& AWAHNBSFRISAlI F&8dpaSiaAya {
Syntax

dialplan Itimer <value>
Parameters

<value>¢ number: 130 (default: 15)
Privilege

priv
Command mode

CONFI&IP
Negotiation function 'no' command

Set defauliStimer value.

Example
tau - 72(config - sip - profile)# dialplan stimer 5

dialplan start

¢tKS O2YYlFIYR A& AY(iSYRSR F2NJ aSdadAy3a adlkNI dGdAYSNI gl
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Syntax

dialplan start <value>
Parameters

<value>¢ number: 2300 (default: 300)

Privilege

priv
Command mode

CONFI&IP
Negotiation function 'no' command

Set default start timer value.

Example
tau - 72(config - sip - profile)# dialplan start 20

dialplan rule

¢tKS O2YYlFYR A& AYUSYRSR FT2NJ aSiddAay3
Syntax
dialplan rule <value>
Parameters
<value>¢ string: 1000 characters
Privilege
priv
Command mode
CONFIGIP

Example

tau - 72(config - sip - profile)# dialplan rule 0S5 L15 XXXXXX|XXXXXXX

6.1.6 Port and port profiles settings level commands

username

RAFELX Yy NYzZ So

The command is intended for setting phone number.
Syntax
username<value>
Parameters
<value>q string: 96 characters
Privilege

priv
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Command mode
CONFI&/OICEPORT

Example
tau - 72(config - voice - port)# username 772001

displayname

The command is used to set display name.
Syntax

displayname <valuel> [value2] [value3]
Parameters

<valuelx string: 50 characters

<value2x string: 50 characters

<value3x string: 50 characters

The sum of all the parameters (valuel+value2+value3) should not exceed 50 characters.

Privilege
priv

Command mode
CONFI&/OICEPORT

Example

tau - 24(config - voice - port)# displayname Ivan Ivanov

authname

The command is intended for setting authorization name.
Syntax
authname <value>
Parameters
<value>g string: 96 characters
Privilege
priv
Command mode
CONFI&/OICEPORT

Example
tau - 72(config - voice - port)# authname 772001

password

The command is intended for setting authorization password.
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Syntax
password <value>
Parameters
<value>q string: 96 characters
Privilege
priv
Command mode
CONFI&/OICEPORT

Example

tau - 72(config - voice - port)# password 7U7r2ttlu

profile sip

The command is intended for assigning SIP profile to port.
Syntax
profile sip <value>
Parameters
<value>¢ number:18 (default: 1)
Privilege
priv
Command mode
CONFI&/OICEPORT

Example
tau - 72(config - voice - port)# profile sip 1

profile voice

The command is intended for assigning voice profile to port.
Syntax
profile voice <value>
Parameters
<value>¢ number:18 (default: 1)
Privilege
priv
Command mode
CONFI&/OICEPORT

Example

tau - 72(config - voice - port)# profile voice 1
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disable

¢tKS O2YYlIYR A& AYUSYRSR FT2NJ RAAlFIOfAY3d LRNIOD
Syntax
disable
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFI&/OICEPORT
Negotiation function 'no' command
Enable port.

Example
tau - 72(config - voice - port)# disable

custom

¢tKS O2YYlFIYR A& AY(iUSYRSR FT2NJ RAaAlFIOfAY3d @2A0S LINBFA
Syntax
custom
Parameters
Command contains no arguments.
Privilege
priv
Command mode
CONFI&/OICEPORT
Negotiation function 'no' command
Enable voice profile settingsage.

Example
tau - 72(config - voice - port)# custom

callerid

¢KS O02YYFYR Aa AYGSYRSR F2NJ aSddAay3a /1ffSNL5 (&LIS
Syntax

callerid<value>
Parameters

<value>g fsk|dtmf|rus (default: CallerID disabled)
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Privilege
priv
Command mode
CONFI&/OICEPORTONFI&/OICEPROFILE
Negotiation function 'no' command
Disable Callerld.

Example
tau - 72(config - voice - port)# callerid fsk

flash min

¢tKS O2YYlFYR A& AYUSYRSR T2NJ aSitidAay3
Syntax

flash min <value>
Parameters

<value>t number:762000 (default: 200)
Privilege

priv
Command mode

CONFI&/OICEPORT, CONFGICEPROFILE
Negotiation function 'no' command

Set min short clearback border to default

Example
tau - 72(config - voice - port)# flash min 70

flash max

aK2NI Of SIFNbI O

¢KS O02YYlIyRFAN AFUBNVRERAK2NL Of SFNBFO| YIE

Syntax

flash max <value>
Parameters

<value> number: min200 (default: 600)
Privilege

priv
Command mode

CONFI&/OICEPORT, CONFGICEPROFILE
Negotiation function 'no' command

Set max short clearback border to default.

0 2 NR
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Example
tau - 72(config - voice - port)# flash max 700

hybrid rx

¢tKS O2YYlIYR Aa&4 AY(iSYRSR

Syntax

hybrid rx <value>
Parameters

<value>¢ number:-230..20(default:-70)
Privilege

priv

Command mode

CONFI&/OICEPORT, CONFIGICEPROFILE

Negotiation function 'no' command

F2NJ aSaidAay3

Set amplifying/attenuating of signal in receiving circuit to default.

Example

ardayrt | YLIX AT

tau - 72(config - voice - port)# hybrid rx - 20
hybrid tx
¢CKG2YYlFYR A& AYGSYRSR F2NJ aSGiadAay3a araylrf FYLEATEAy

Syntax

hybrid tx <value>
Parameters

<value>¢ number:-170..60 (default: 0)
Privilege

priv

Command mode

CONFI&/OICEPORT, CONWIGCEPROFILE

Negotiation function 'no'command

Set amplifying/attenuating of signal in transmission circuit to default.

Example

tau - 72(config - voice - port)# hybrid tx 20

stopdial
¢tKS O2YYlIYR A& AYUSYRSR F¥2NJ Syl ofAy3a RAIFf adz2L) dz.
Syntax
stopdial
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Parameters
Command contains narguments.
Privilege
priv
Command mode
CONFI&/OICEPORT, CONFGICEPROFILE
Negotiation function 'no' command
Don't use dial stop by '# symbol.
Example
tau - 72(config - voice - profile)# stopdial

tau - 72(config - voice - profile)#

6.2 Call statistic

6.2.1 Command line mode

CLI is available when the connection to the device is established \@82R&onnection parameters:
115200, 8, n, 1, n; username: admin, w/o password), or Telnet/SSH.

To view the current call statistics, usieow call history command

Device RAM mayate up to 2000 performed calls records. When the number of records exceeds 2000, the
oldest records will be deleted, and the new ones will be added at the end of the file.

Tablellt Call statistics record format

Record Description
No Sequence number of the record
Local TAU72.IP/TAU36.IP subscriber number
Remote Remote subscriber number
Remote host Remote host IP address
Start call time Call received/performed time
Start talk time call start time
Duration Duration of call (seconds)
State Transient state, or reason for call clearing
Type Call type (outgoing, incoming)

Tablel21 Transient states and reasons for call clearing output into statistics

Transient states Description
seize Incoming or outgoing occupation
talking Subscriber in the call state
holding TAU72.IP/TAU36.IP subscriber put a remote subscriber on hold
holded TAU72.IP/TAU36.IP subscriber was put on hold by a remote subscriber
conference Conference statethe subscriber is a-&ay conference initiator
Reasons for call clearing Description
TAU72.IP/ITAU36.IP subscriber put the phone offhook, didn't perform a call &
local
put the phone back onhook
local busy TAU72.IP/TAU36.1P subscriber is busy
remote busy Remote subscriber is busy
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invalid number Invalid number is dialled

no answer No response from subscriber

no local user Incoming call to nosexistent number

no remote user Outgoing call to noexistent number

no route Call to unavailabldirection

local clear TAU72.IP/TAUS6.IP subscriber clearback

remote clear Remote subscriber clearback

local fail Local or remote failure that has occurred during the connection establishme
Possible error reasons: codec mismatch, problems during. 02y y SO

remote fail SaidloftAaKYSyild 0¢6KSYy "~ doHo A& dzaSRU

(bandwidth), etc.

Redirection (before CFB, CFNR, or after the tallT) performed by the remote
subscriber

Redirection(beforet CFB, CFNR, or after the tallT) performed by TAU
72.IP/ITA36.1P subscriber

remote redirection

local redirection

replaced This call is replaced by another one while performing 'Call Transfer' service
pickuped Call is picked up

pickuper succeed 'Call pickup' successfulherformed by the subscriber

local limit Call clearblack for the outgoing call concurrent connection limit

remote limit Call clearblack for the incoming call concurrent connection limit

6.2.2 Statistic file operations

Call statistics file is located in /tniplder on the device. To transfer the statistics file to a local PC, you
should do the following:

1. Connect using R&32 serial port (connection parameters: 115200, 8, n, 1, n; username: admin, w/o

password). Go to Linux console by execusingble , and then shell . Call statistics file is located in

'tmp' folder.

To perform statistics file readout, run TFTP server on a PC, and specify a directory for the file transfer.

3. Go to 'tmp' folder using cd /tmp command and transfer statistics file to a locafpCpl voip_history
<server ip address>

n

[root@fxs72 /root]$ cd /tmp
[root@fxs72 /root]$ titp - pl voip_history < server IP address>

6.2.3 Port-specific Statistics

CLI is available when the connection to the device is established @82R@onnection parameters:
115200, 8, n, 1, n; username: admin, w/o password), or Telnet/SSH.

To view the porspecific statistics, use the following commastow voiceport statistic <n> :
where <nX¥ port number.

Tablel31 Port statistics record format

Record Description
Statistic of pbx port 1: Port that statistics is gathered for

pbx call count Number of calls performed by the port
pbx port state Current port status
pbx last number Last number dialled
vapi statistic: Statistics for voice packets

send packet Total amount of packets sent

send octet Total amount of bytes sent

receive packet Total amount of packets received
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receive octet Total amount of bytes received
packet lost Total amount of packets lost
peak jitter Peak jitter

6.3 Configuration writing/readout

To configuration readout from the device, connect using2B& serial port (connection parameters:
115200, 8, n, 1, n; username: admin, w/o password). Go to Linux console by exeoatitg , and then shell
Device configuration is located in 'etc' folder.

To perform the configuration readout, run TFTP server on a PC, and specify a directory for storing the
configuration.

Configuration download commands:
[admin@fxs72 /admin]$cd / tmp

[admin@fxs72 /]$tar - cf conf.tar /etc/
[admin@fxs72 /]$tftp - pl conf.tar serverip - address

To upload the configuration, run TFTP server on a PC, and specify a directory with 'conf.tar' configuration
file. The archive should contain 'etc' folder.

Configuration record commands:
[admin@fxs72 /admin]$cd / tmp
[admin@fxs72 /]$tftp - gl conf.tar server IP address
[admin@fxs72 /)$tar - xf conf.tar

Save settings usingave' command.

Restart the gateway usingboot  -f command.

6.4 Setting password for ‘admin’ user

To set the password (factory settingeptpasswd connect to the gatewayia COM port or telnet (factory
settings address: 192.168.1.2, mask: 255.255.255.0) using terminal application, e.g. TERATERM.

Configuration proceduresas follows:

1. Connect the null modem cable to COM port of a PC and TAU module 'Console' port (ifratinfiga
performed via COM port), or connect the computer to the module Ethernet port using Ethernet cable (if
configuration is performed via Telnet/SSH).

2. Run the terminal application.

3. Configure COM port connection: data rate: 115200, data format: 8kt parity, 1 stop bit, w/o flow
control; or telnet connection: Factory default IP address: 192.168.1.2, port: 23.

4. Press <ENTER>. The following text will appear on screen:

*kkkkkkkkkkkkkkkkhhhhhhkx

* TAU -72FXS Gateway *

kkkkkkkkkkkkkkkkkkkkkkkkkk

fxs72 login:
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5. Enter admin; for factory settings, the passwordastpasswd

6. Enter the privilege mode:

enable

7. Enter 'passwd' command. The following text will appear on screen:

# passwd
Changing password for admin
New password:

8. Enter password, pressENTER>, confirm password, press <ENTER>. The following text will appear o
screen:

# passwd admin

Changing password for admin

New password:

Retype password:

Password for admin changed by admin

Oct 15 10:25:50 tmip auth.info passwd: Password for admin chan ged by admin

9. If the password is not applied (it may occur, if the device has a legacy firmware version installed with the
legacy file system), check the contents of the 'passwd’ file. To do this, go to Linux console by erealing
and thenshell command, and edit the file using embedded edijoe’' (use arrow buttons to move the cursor;

exit the editor without saving: <CTRL"C>, exit and save changes: <CTRLMNKX)>): joe /tmp/etc/passwd. Add
character into admin user string.

File contents befor¢he edit: admin::0:0: admin:/ admin:/bin/sh.
File contents after the edit: admin:x:0:0: admin:/ admin:/bin/sh.
10.Save settings using 'save' command.

11 Restart the gateway using 'rebodt command.
6.5 Reset the device to the factory settings

6.5.1 Reset the configuraon to factory default

Press and hold the 'F' function button located on the front panel of the device from 10 to 14 seconds. Holc
the button pressed untilStatus'indicator flashes (flashed green and red rapidly) &idrm' indicator solid red,
then rekease the button to avoid another reboot of the device. After releasing the button configuration will be
reset and device will restart. After loading, the device will be accessible by IP address 192.168.1.2 via WE
interface (user admin, password rootpasswd, or Telnet/SSH (usernamedmin, password is not defined).

Access via R&2 console in this mode, just as for Telnet, will be unprotected (usermaadein, password is
not defined).

6.5.2 Reset the configuration to factory default using ‘Safemode'

You carswitch to 'Safemode’ with two ways:

1. Turn the device off. Press and hold the 'F' function button located on the front panel of the device. While
holding the button, turn the power on. Hold the button pressed until indicators will start flashing:
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'Status'indicator will flash green and red rapidigJarm' indicator will flash regdthen release the button
to avoid another reboot of the device.

2. Press and hold the 'F' function button located on the front panel of the device over than 15 seconds.
First, devicefactory default reset indication will appear'Status' indicator will flash green and red
rapidly,'Alarm' indicator will be solid red. Don't release the button to avoid factory reset of the device.
Then, all indicators will go outand device will stabooting. Hold the button pressed until indicators
will start flashing'Status'indicator will flash green and red rapidijJarm' indicator will flash redthen
release the button to avoid another reboot of the device.

TAU72.IP/TALB6.IP will switchd 'safemode’. In this mode, the device will be accessible by IP address
192.168.1.2 via WEB interface (usexdmin, password rootpasswd, or Telnet (usernanreadmin, password is
not defined). Access via 32 console in this mode, just as for Telnet, wallumprotected (username admin,
password is not defined). Configuration won't be reset to factory default.

Reset the configuration to factory default:

1. Connect the null modem cable to COM port of a PC and TAU module 'Console' port (if
configuration igperformed via COM port), or connect the computer to the module Ethernet port
using Ethernet cable (if configuration is performed via Telnet/SSH).

2. Run the terminal application.

3. Configure COM port connection: data rate: 115200, data format: 8bit w/o pdrisgop bit, w/o
flow control; or telnet connection: 192.168.1.2, port 23.

4. Press <ENTER>. The following text will appear on screen:

kkkkkkkkkkkkkkkkkkkkhkkkkhkk

* TAU -72FXS Gateway *

*kkkkkkkkkkkkkkkhkkkkkkkkkk
fxs72 login:
Enter 'admin’, password is no¢quired.

5. To reset settings in the protected mode, execute the following commands:
a. To reset settings in CLI mode and retain the console password, execute the following
commands:

> enable
# reset static

or if you need to set dynamic

network parameterobtaining in factory default configuration (via DHCP):
> enable
# reset dhcp

b. To reset settings in CLI mode and delete the console password, execute the following
commands:
> enable
# shell
reset2defaults static

or, if you have to define the dynanobtaining of network settings in factory configuration
(via DHCP protocol):

> enable

# shell

reset2defaults dhcp

234 Analog VolP GatewaysAU36.IP, TAU72.IP



7  SUPPLEMENTARY SERVICE USAGE

7.1 The 'Callfransfer' service

Call transferservice may be performed locally using gateway resources, or remotely using resources of &
communicating device. If the service is performed using resources of a communicating device, the d€adss to
transfer' service is established via subscriber tpggttings mena 'PBX-> Portst by selectingTransmit Flash'
value in'Flash transferfield, see Sectiob.1.2.4 At that, you should specify the Flash impulssfer method
for utilized signalling protocol. Service process logics in this case will be defined by the communicating device.

When'Call transferservice is performed locally using gateway resources, the access to this service is
established via subsber port settings menu 'PBX-> Portst by selectindAttended caltransfer', 'Unattended
calltransfer', 'Local CTor 'Blind attended transférin 'Flash transferfield, see Sectiob.1.2.4

'‘Attended calltransfer' service allows you to temporarily disconnect an online subscriber (Subscriber A),
establish connection with another subscriber (Subscriber C) and return to thepsesonnection without dialling
or transfer the call while disconnecting Subscriber B (a subscriber that performs the service).

'‘Attended calktransfer'service usage

While being in a call state with a Subscriber A, put him on hold with short cleditaalkR), wait for '‘PBX

response’ tone and dial a Subscriber C number. When Subscriber C answers, the following operations will |
possible:

T ROt disconnect a subscriber on hold, connect to online subscriber;
T R 1t disconnect an online subscriber, conh&x subscriber on hold;

T R2Tt switch to another subscriber (change a subscriber);

T R3T1 conference;

T clearback call transfer. Voice connection will be established between Subscribers A and C.
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HELTEX

FigurelOshows an algorithm dfttended caltransfer'service performed by Subscriber B via SIP protocol.

INVITE sendonly

Subscriber A Subscriber B Subscriber C
INVITE o
100 Trying Subscriber A
o establishes a
180 Ringing connection to the
200 OK Subscriber B
ACK

. Subscriber B puts
300 Trying > Subscriber A on hold
200 OK receiveonly (presses the Flash)
ACK
INVITE
< 200 Teying Subscriber B connects
2 180 Ringing to Subscriber C
o 200 OK
ACK

At this stage, the subscriber B can be: switch between subscribers A and C, using a

combination of R (Flash) 2; recapture of one of the subscribers, using the combination
of R0 or R 1; connect subscribers A and C replace the handset.

INVITE inactive
100 Trying Subscriber B puts on
< hold Subscriber C
e 200 OK inactive
ACK
Subscriber B hangs up REFER (replaces)
(call transfer) 202 Accepted
NOTIFY Activated o
200 OK
INVITE (replaces) m
L) »
< 100 Trying Subscriber A connects
R to Subscriber C
< 180 Ringing
» ZOOIOK
ACK

Subscribers B
terminates the

connection to the

subscriber A

Fig.10t Algorithm of'Attended caltransfer'serviceperformed by Subscriber B via SIP protocol

Subscriber C terminates the

v

BYE

1
<

connection with the |
Subscriber B
NOTIFY Terminated

\ 4

200 OK
BYE
200 OK

A\ 4

200 OK
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'Unattended caltransfera SNIA OS |t f2¢a G2 Llzi |y 2yftAyS adzo.
Oft SFNbIFO]l FflakK FyR RAFf Fy20KSNJ adzoaONR O S NHwkeny dzy
Subscriber A finishes dialling the number.

11shows an algorithm dtnattended caltransfer'service performed by Subscriber B via SIP protocol.

Subscriber C

INVITE
100 Tryi
Tying Subscriber A
180 Ringing | establishes a

| connection to the
200 OK | Subscriber B

ACK

The conversation between the
subscribers A and B

INVITE sendonly
100 Trvin | Subscriber B puts
Ying | Subscriber A on hold

200 OK receiveonly ‘ (presses the Flash)

ACK
Subscriber B dials the
Subscriber C and hangs REFER (replaces)

up (Call Transfer) [ 202 Accepted

NOTIFY Activated

200 OK
Subscribers B
terminates the B
connection to the | 200 OK
subscriber A

INVITE
1
100 Trying
T | Subscriber A
180 legmg | connects to
| 2
200 OK ‘ Subscriber C

ACK

The conversation between the subscribers A and C

NOTIFY Terminated
200 OK

Fig.11t Algorithm of'Unattended caltransfer'service performed by Subscriber B via SIP protocol
¢tKS dzasS 2F W.fAYR FUG0GSYRSR GNIXyaFSNR aSNBAOSY

I Being inthe conversation with subscriber "A", put him on hold with a short flagkak (R), wait for the
signal'Station answer'and did the number ofsubscriber "C".

T After subscriber "C" answers, use of the service is similar tbéAtiended calltransferservice described
above;

T If you hang up the phone before subscriber "C" answ@bnd attended transferWill be performed. In
this case the subscrib@Be (performing the service) maptures the called subscrib&Ct, andsends to
the subscribedA¢ on hold the address of subscrib@z, to which the'Call TransferWill be performed.
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HELTEX

Figure 2 shows the &orithm of"Blind attended transfer$ervice by subscriber B via SIP protocol.

subserbers _

INVITE N
100 Trying
180 Ringing s e
200 OK suserver®
ACK N
INVITE sendonly
100 Trying N
o Subscriber B puts
200 OK receiveonly i
ACK
INVITE N
} 100 Trying e
< 180 Ringing

Subscriber A hangs up making 'Blind attended transfer’

Cancel
< 200 OK prutes the ¢l
<487 Request terminated feseer
ACK
j:‘:i:.:,:f;“.az:‘::tz::;< REFER
subscriber C, to which the 202 Accepted »
e NOTIFY Activated »
200 OK
INVITE N
< 100 Tlrying
< 180 Rgnging subsrcr A
. 200 OK e
ACI:K N
NOTIFY Terminated .
200 OK
BYE
v comecton tthe < 200 OK
bcriber A >

Fig.121 Algorithm of'Blind attended transferservice by Subscriber B via SIP protocol
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7.2 The Call Waiting service

This service allows to inforthusy' users about new incoming calls with a special signal.
Upon receiving this notification, user can answer or reject a waiting call.

Access to this service is established via subscriber port settings tmEéBX-> Portst by selecting
'‘Attended calkransfer', 'Unattended catransfer',or 'Local CTin 'Flash transferfield and selectingCall waiting'
checkbox.

Service usage:

If you receive a new call while being in a call state, you may do the following:
T ROT rejectanew call;
T R 1t answer thewaiting call and terminate the current call;

I R2Tt answer the waiting call and put the current call on hold; Further R 0/1/2/3/4 button actions are
processed in accordance with the algorithm, described in SectibiCallTransfer' service

T R¢short clearback (flash).
7.3 3-way conference

Threeway conference is a service, that enables simultaneous phone communication for 3 subscribers. Fa
entering conference mode, see Sectiod 'CallTransfer.

Subscriber that stari@ the conference is deemed to be it's initiator, two other subscribers are the
participants. In the conference mode, short clearback 'flash' pressed by the initiator is ignored. Signalling protocc
messages, received from the participants and intended Wb the initiator side into hold mode, force this
participant to leave the conference. At that, the initiator and the second participant will switch into the ordinary
two-party call mode.

The conference terminates, when initiator leaves; in this case, both participants will receive clearback
message. If one of the participants leaves the conference, the initiator and the second participant will switch intc
a standard tweparty call. Shortlash clearback is processed as described in SectiG@nd7.2.
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13shows an algorithm dB-way conferenceservice performed locally on the device via SIP protocol.

Fig.13t Algorithm of'3-way conferenceservice performed locally on the device via SIP protocol
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